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IoT-Enabled Gas Monitoring in Oil and Gas: Technologies, Challenges, and Future Directions: A Review

Abstract

[bookmark: OLE_LINK12]Gas monitoring systems based on IoT are a crucial part of companies that operate in the Oil and Gas industry when safety and operational efficiency are of the utmost importance. In this systematic review, we provide a comparison of recent works on these systems published between 2020 and 2026 to review current developments, trends, challenges, and future research avenues. The focus on technological innovations includes Edge AI and machine learning to identify patterns in real-time, digital twin modeling with pre-emptive leak detection, next-generation communication protocols such as 5G and satellite-linked IoT for remote leak monitoring, and autonomous mitigation strategies using drones and automated actuators. The paper identifies major technical and operational challenges, including sensor performance in harsh conditions, high power consumption, vulnerability to cyber-attacks, and lack of integration experience with legacy IoT solutions. Supported by 40 studies, this review provides an overview of sensor architectures, communication frameworks, and system-level performance metrics. Research gaps are highlighted, particularly the shortage of robust, energy-efficient smart monitoring networks with autonomous management and real-time notifications. Finally, critical research directions are listed, including robust sensors, resilient cybersecurity, seamless interoperability, and predictive analytics for autonomous operations. This review provides a foundation for improving the reliability, safety, and efficiency of IoT-based industrial gas detection systems.
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1. [bookmark: OLE_LINK3]Introduction
[bookmark: OLE_LINK37][bookmark: OLE_LINK33][bookmark: OLE_LINK38][bookmark: OLE_LINK39][bookmark: OLE_LINK40][bookmark: OLE_LINK41]The oil and gas industry as one of the most demanding as well as the most technological workplace you will ever need to prepare your mind. Because the nature of the work is all but intrinsically hazardous to people, machines, and environment, the risk is (at least in part) in the very nature of the work [1]. All within a trifecta of a safety threat; from systems of excessive pressure extraction, explosive concentrations of hydrocarbon in gas environments to the rig sites [2]. But perhaps the most grave issue is the leaking of natural gas which can also be a source of fire, explosion and poisoning. Not only are methane and hydrogen sulfide health hazards for workers, but a risk to surrounding villages that could be downwind of harmful plumes [3]. This is why the oil and gas industries are leery of the safety in contemporary times. In daunting industrial complexes, the fact of life which has become commonplace cannot be kept track if we solely rely upon conventional fire alarms coupled with periodic inspections or human scrutiny [4]. Thus, each new stage of expansion and complexity at oil and gas production sites must be met with a commensurate advancement in existing safety measures; and the mindset of the industrial worker, has to evolve with it [5].
[bookmark: OLE_LINK42][bookmark: OLE_LINK43][bookmark: OLE_LINK44][bookmark: OLE_LINK45][bookmark: OLE_LINK47][bookmark: OLE_LINK46]However, the new developments in the domain of Industry 4.0 have begun changing up the oil and gas operations. This transformation pushes traditionally industrial work into digital technology [6]. IoT (Internet of Things) is at the heart of this transformation. It gives them an unmatched ability . The Internet of Things (IoT) is a new technology that makes it possible for physical objects to be digitally interconnected in near-real-time over networks similar to the internet for the purpose of monitoring, gathering data, and control [7]. Predictive analytics application is prompted by the data propagation around a vast industrial area and IoT systems can ensure data about the majority of critical environmental and operational points in a timely manner that will signal automated decisions by a large site and their rapid preventive notifications with a very early warning of an unsafe condition[8]. One remains curious to see how much impact will be made on safety protocols as this is a major transition from conventional approach of "watch-dog" technique to policy-led safety management. Not only this increases the effectiveness of working but also adds extra protection to the working workers.
[bookmark: OLE_LINK48][bookmark: OLE_LINK49][bookmark: OLE_LINK50]Although the oil and gas industry is vast, previous literature-informed studies indicate the application of IoT [9]. For instance, equipment maintenance, predictive process optimization, overviews caricature gas overflow management in a fast degree [10] by device arrays. Nonetheless, research has shown that IoT adoption in some regions with different levels of technological readiness can also improve operational reliability, minimize downtime and accidents, and finally reduce liabilities overall [11]. There are only few bridges remaining before IoT becomes unicorn. Only a few exceptions are the substantial capital costs for deploying and maintaining infrastructure, poorly digital ecosystem in some cases, insufficient level of workforce qualification and heterogeneity of workforce skills and ubiquity of cyber attacks . Still another barrier to IoT enabler is that systems are unable to meaningful interaction: in between heterogenous systems with no common protocol, or even in between a dedicated middle stand and cloud [12] . Even more, the two key limitations in their technical aspect hunt them down. WordPress picocrush api predictive analytics and big data integration are no longer an optional capability, but rather a foundational aspect required for the proper design of the virtually all future IoT-enabled solutions in oil and gas [13]. These technologies can compare historical data with real-time data to look for anomalies and predict equipment failure by analyzing downstream maintenance and forecasting producing apparatus for potential faults in order to anticipate the SS costs and serve to stabilize it. This reduces potential risk even further . This is the case but the majority of the gas monitoring systems available today do very little apart from give warning alarms, alerting the operator to the fact that there is a hazard present and, assuming all goes well, allowing the operator enough time to take corrective action. However, as with other published research it overlooked such a serious industrial need for continuous identification of gas levels, hazards in the surrounding, preventive response to hazards which can only be effectively served by a comprehensive sensors, intelligent data analysis and automatic controls in the proposed paper. All of this thanks to one pissed-off cow.
[bookmark: OLE_LINK51][bookmark: OLE_LINK52]Moreover, these devices must present a higher degrees of system integration, security, some kind of standard communication protocol and the ability to be a scalable device that will be robust enough to handle the industrial environment. IoT adoption  and the natural and financial consequences of these behaviours has, nevertheless, not been accounted for in the majority of the above. Whether it actually serves as a workforce safety tool or operational decision support or not is yet to be observed. The review of literature revealed that there is a need for future work to design a more holistic framework capable of sustainable resilient oil and gas operations through an integrated real-time risk monitoring, prediction and early warning system [14]. In this review, we offer a critical review of recent literature updates of IoTenabled gas sensing and monitoring systems catering to oil and gas sector. This article emphasizes on technology innovation, operational book challenges, and places future research directions. This paper follows the evolution of safety monitoring, aligned with trends, and presents some leading-edge technological innovations by highlighting the state of the art in the literature. And it also addresses some real issues in practical applications, which again . Our aim is to take our findings to peer practices such as researchers similar to us, industry practitioners and policymakers. In addition to dialogue on the rationale for additional research, they are intended to inform the development and deployment of effective IoT-based solutions that will enhance operational safety, reliability and environmental sustainability [15],[16],[17],[18].
This paper is organized into six contents, where Section 2 explains the related works on recently available papers for gas monitoring and related works on IoT application for oil and gas fields Section 3 Technical analysis and cloud based monitoring details the approach Section 4 Application driven state-of-the-art technologies and advanced applications Section 5 Direct operational challenges and extends it to future research opportunities Finally Section 6 Conclusions from this Critical Review and Recommendations  Figure 1. Illustration of the Structure of the Paper provides a visual overview of the organization of this review.
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Figure 1. illustration of the structure of the paper

2.   Literature review
These days gadgets connected to the internet keep an eye, on air quality all the time. We do not need to collect air samples by hand These gadgets watch air quality continuously. They make it easy to know the air quality. The tables and paragraphs below show what the researchers have published recently that gives insight of how the sensors are made, where they are used, their types and how the data is processed 

[bookmark: OLE_LINK57] 2.1 Real-time gas monitoring
The people who did the study Naik et al. [19]  made the Real-Time Environmental Parameters Monitoring System. They wanted to solve the problem of gas detection not working well in mines. This is a problem because it puts the miners in danger. The Real-Time Environmental Parameters Monitoring System uses sensors that can connect to the internet and a type of communication called LoRa 868 MHz.This system checks the oxygen and carbon dioxide levels and also the levels of gases like carbon monoxide, methane and hydrogen sulfide. It even checks the temperature and humidity. When any of these levels get high the Real-Time Environmental Parameters Monitoring System sends out alerts. The Real-Time Environmental Parameters Monitoring System can monitor all of these things from a far distance. It works up to 300 meters in areas and 180 to 200 meters even when there are things in the way. The Real-Time Environmental Parameters Monitoring System is really good for keeping track of the environment over a period of time. However, the study did not use machine learning to analyze safety, which's a problem. Machine learning would be really helpful to stop hazards before they happen. however, this paper can be improved by integrating advance technologies to enhance the safety and performance like AI and ML.
Song et al. [20] solved energy and detection problems in home sensors. By using particles made of tin oxide and coated with palladium arranged neatly on an aluminum oxide base. This helped grab light inside homes. The devices worked without integrated batteries by using the light as source of power. The technology used Bluetooth to send data and a small computer chip to keep everything running smoothly. The team used math tools like PCA and SVM to sort out the pattern in the signals. These tools were good enough to detect hydrogen, formaldehyde or acetone at very low levels. The system used energy and gave quick readings wirelessly. This showed that smart systems could work inside homes. However, changes, in sunlight caused problems. So, to make it bigger they need to figure out how it works outside the home with devices and sensors. The team tested the devices and sensors in homes. They worked well with energy. The devices used Bluetooth. The sensors detected gas signals.
The current systems that track CO₂, CO and dust levels are not good enough. So, Azemi et al. [21] came up with a way to do it. They built a system that uses a NodeMCU and gets data from sensors like MQ7, MQ135, DHT22 and DSM501A units. It uses the MQ7 sensor, the MQ135 sensor, the DHT22 sensor and the DSM501A sensor This data is sent using MQTT.Then it shows up on screens using Node-RED and an Android interface. When the bad stuff in the air gets too high the system sends out alerts. They checked to see if the alerts on the phone were the same as the numbers on the website and they were. The system works with the cloud and with many sensors working It is a system because it can be moved around and it works well with the way we look at the data. It only tracks a few things like CO₂, CO and dust levels. So, there is still room to add things to track next time. The system is mobile. That works well with how we view the data, from the CO₂, CO and dust levels tracking system.
Farhan Alshammari et al. [22] built a device using internet-connected hardware to detect methane and cooking gas leaks at home or in pipes. The device works by using an Arduino Uno and a special sensor the MQ-5 to trigger warnings when dangerous amounts of gas are detected. When a leak is detected, the system does more than just make a noise. It powers an alarm shows updates on the screen and turns on fans automatically. Now with Wi-Fi reading can be checked online at any time. The setup worked perfectly without missing any spike during test however not all gases were tested and this system needs to be tested in real life not only in lab to see how it will perform.
To deal with the problem of watching for LPG and LNG leaks all the time Mallik et al. [23] Made a system for big ships that use two kinds of fuel. This system uses the internet and special parts like the MQ-6 sensor, NodeMCU, DHT11 and MQTT.It uses MATLAB to control things and look at the data. When it finds a leak, it turns on safety things like ventilation. It shuts down the valves. It works 95 percent of the time. The system had some problems because it was slow and had trouble, with the signals so they need to make the hardware better. It did show that it can work well in real time and do what it is supposed to do. The LPG and LNG leak detection system is an idea and the LPG and LNG leak detection system can be used on big ships.
Out on city buses in Uppsala, a low-cost tracking tool was developed by Kaivonen et al. [24] It was tested on buses. It sent readings over 4G to GreenIoTs cloud. The Google Maps showed results because Libelium Wasp mote sensors were used to monitor carbon monoxide, nitrogen dioxide, heat, humidity and air pressure. When we tested it, every single part came back safe. The system was able to send data and seven out of ten transmissions were successful. The carbon dioxide detection worked well. However, the nitrogen dioxide was not that accurate. It was possible to use this system but some adjustments are needed in order to fix some issues and enhance the signal strength.
Su and his team [25] created a device that is able to do both gas detection and save energy. The energy (power) that makes this device work is based on generator inside it that generates energy from motion and friction so it does not need an energy source. This device finds gases and send information without using any wires and it all works because of what Maxwell said about how energy works. When they tested this device, it worked well and kept working steadily and it was all powered by itself. When you use this device in a tough place like a factory it needs to be stronger and last longer and it needs to be able to send signals farther away and it needs to be able to find more, than one type of gas at the same time. Motion and power and gas detection are all important for this device to work properly. The motion is what gives it the power it needs.
Barots et al. [26] The Barots team made a choice for their build. They decided to use an ESP8266 NodeMCU because it's cheap and does a lot of things. The Barots team did not use equipment. Instead, the Barots team chose sensors like the SDS021, the ZE07-CO and the DFT22.These sensors tracked the humidity the heat, the carbon monoxide and the fine dust in the air. The sensors also tracked the particles that are floating in the air. The Barots team used MQTT to communicate, which is a way to do it. This way the system did not send data. As a result, the system had 60 percent signal bursts. When the Barots team tested the system outside, they compared it to tools in a lab. The system worked well.98 Percent of the tests were the same. The system also worked inside. It was accurate about 96 percent. The system could send updates to screens that were away without any problems. The best part was that the system was very cheap to run and did not use a lot of power. The ESP8266 NodeMCU and the sensors like the SDS021, the ZE07-CO and the DFT22 were a choice. However, the Barots team has not tested the system on a scale yet so we do not know how well it will work in the real world. One thing the system does not do is a lot of number crunching. The Barots team and the ESP8266 NodeMCU and the sensors, like the SDS021, the ZE07-CO and the DFT22 are waiting for a test.
Bandewad et al. [27] built a device to detect bad gases accurately. They used sensors together with math tools like PCA and computer models that work like the human brain. This helped them in identifying gas patterns quickly compare to other methods. however, there are still some things need to take care off such as solving how to maintain internet connection, make the device smaller, testing if the device work as good in real life.
Jo et al. [28] made something they called it Smart-Air system by using detectors connected to the internet to check the air’s dust, Carbone dioxide content and humidity. All this data is recorded and sent directly to Amazon’s storage and then people can see the air content at any time. This system was tested at schools and showed close number to the numbers recorded by a meter however, this system only checks it can’t take action in case if the content surpasses the threshold. Jos team is the one that came up with Smart-Air. They use sensors that are connected to the internet to measure what is, in the air. All the details are stored in a space that Amazon manages. The screens then display these findings. Smart-Air has some weaknesses. It does not have the ability to fix airflow on its own. They tested it at a school. The results were promising. They still need to do more testing. Now Jo and the others are working on making Smart-Air better. They want to make sure it can do more to help people. The goal is to make Smart-Air a useful tool. Jos group is still working on it. Smart-Air is still being refined. Jo and the others are trying to make it the best it can be. Table 1. Real-Time Gas Monitoring provides a clear overview of the current state of IoT-based gas detection systems.

Table 1 . Real time gas monitoring
	[bookmark: OLE_LINK2]References
	Problem
	Method
	Parameter
	Result
	Limitation (gap)

	[19]
	Lack of real-time mine safety monitoring
	IoT system using LoRa communication
	Gases, temperature, humidity
	Reliable real-time monitoring achieved
	Needs ML-based hazard prediction

	[20]
	Need smart, low-power gas monitoring
	Nanostructured sensors with ML
	Gas type, humidity, power
	ppb-level detection, ultra-low power
	Limited to indoor environments

	[21]
	Lack of real-time air alerts
	NodeMCU with gas and dust sensors
	CO, CO2, dust, temp, humidity
	Accurate real-time alerts
	Limited pollutants monitored

	[22]
	Gas leaks cause safety risks
	Arduino with MQ-5 and Wi-Fi
	Gas concentration, voltage
	Fast detection and alerts
	Limited to specific gases

	[23]
	Gas leakage risk in vessels
	IoT sensors with fuzzy control
	Gas ppm, temp, humidity
	~95% detection efficiency
	IoT delay and tuning issues

	[24]
	Limited urban air data coverage
	Bus-mounted sensors with 4G
	CO, NO2, weather data
	Improved spatial coverage
	Low NO2 sensitivity

	[25]
	Need battery-free gas sensing
	TENG-based sensing system
	Voltage, gas level, distance
	Stable self-powered operation
	Needs long-term optimization

	[26]
	High cost and power use
	ESP8266 with power optimization
	PM, CO, temp, humidity
	High accuracy, low power
	No large-scale deployment

	[27]
	Low selectivity of sensors
	Sensor array with PCA/NN
	Response, selectivity
	High discrimination accuracy
	Needs real-world validation

	[28]
	Low accuracy indoor devices
	Multi-sensor IoT with LTE
	PM, VOC, CO, CO2
	Reliable real-time monitoring
	Lacks long-term validation




The big problem with Internet of Things based air quality and gas leakage monitoring systems is that they have a hard time doing three things at the same time: using very little power sending data reliably in tough environments and telling the difference between different gases very accurately. Internet of Things based air quality and gas leakage monitoring systems have been used in places but they often have parts that use a lot of power which means they cannot work on their own for a long time. They also have a lot of trouble sending signals when they are not in line of sight like when they are deep underground in mines. Internet of Things based air quality and gas leakage monitoring systems also do not have built-in machine learning like convolutional neural networks or support vector machines to correctly identify complex mixes of gases and adjust for sensor errors. They are also missing controls to quickly trigger safety measures. We are going to fix these problems by making a sensor array for the smart sensor array that is very good, at using energy and the smart sensor array has artificial intelligence built in to recognize gas patterns accurately for the smart sensor array.

2.2 [bookmark: _Hlk219406895]IOT In Oil and Gas
IoT in Oil and Gas Industry (Full) The role of Internet of Things (IoT) in the oil and gas industry is one of the more extensively explored topics in literature, due to the tremendous opportunities it presents in boosting overall operational effectiveness, safety and decision-making.
Ayodeji Taiwo Idowu et al. [29]We performed an exploratory study of IoT adoption in some of the world's most rooted technological backdrops by comparing the United States and Nigeria . The exploration found that particularly in firstly developed Regions for oil and gas, Internet of Things is changing operations massively. Nonetheless, this study is crude, and it also lacks experimental verification, merely using qualitative analysis.
Hawash et al. [30] Using the Technology–Organization–Environment (TOE) framework, examined the factors affecting IoT adoption in the oil and gas sector of Yemen. The results showed that organizational readiness, external pressure, and security concerns are significant predictors of adoption with high explanatory power (0.832) based on data from 390 individuals. However, further validation in the real world is needed.
Samylovskaya et al. [31] Through adaptive approach using real-time data, IoT enabled intelligent systems increase operational efficiency in environment. Such systems enhance safety, decrease waste, and assist environmental compliance. But skyrocketing costs, poor infrastructure, and insufficient know-how are the key roadblocks to large-scale execution.
Similarly, Erhueh et al. The authors of [32] highlighted the importance of IoT based monitoring systems in enhancing operational reliability. If they find the right moment, it could be the key to minimize costs. Their findings showed that when data exchange is facilitated in real-time, it results in early fault dip detection, reduced downtime, and data-driven decisions. Despite these benefits, however, there are continued challenges such as cybersecurity risks, interoperability, and adaptation of the workforce.
Elijah et al. [6] This category also includes semi-systematic review of upstream oil and gas operations of Industry 4.0 technologies conducted by. Predictive maintenance and prediction of cost savings across various stages of production were also cited as common uses of IoT and big data analytics in the study. Yet challenges of integration, a lack of standardization, and data security concerns are hindering widespread adoption of those technologies.
Zhang et al. [33] A complementary resource was the work of, which suggested a conceptual framework that combines IoT sensors, help for advanced computing and predictive analytics to enhance the safety and risk management aspect. While there is limited validation, their approach allows for proactive fault detection and the ability to respond in real-time.
Akpan et al. [34] also reviewed the IoT applications in the entire oil and gas value chain, assuring efficiency, safety and environmental performance. Yet, high implementation prices, cybersecurity hazards and ability shortages are preventing the ongoing expansion of enterprise 5G.
Al-Hajri et al. [35] A systematic and bibliometric review of technological developments in the Gulf region by . The results point out that while progress is underway, especially in the UAE and Saudi Arabia, even greater investments in digital technologies are needed for sustainable growth.
Nkese et al. [36] Introduction IoT applications in monitoring and control systems can reduce energy consumption and optimize performance through predictive maintenance . Nonetheless, data security, scalability, and interoperability concerns are still outstanding.
Pradana et al. [37] Using Waterfall methodology, also developed an IoT-based oil spill early warning system. It was found that the system was able to detect and send alerts in Real Time effectively. However, there are some drawbacks like security issues and scalability problems which need more enhancements.
The details are compiled in Table 2 on key results, methods, and limitations of preceding works on IoT in oil and gas fields. While the literature reports this remarkable progress in specific applications, substantial gaps remain in IoT-based gas monitoring systems. Current systems are largely around detection and alerting, with no automatic response. However, this research proposes a system that provides detection of hazardous gases as well as automatically closing of valves so as to avoid accidents and increase safety. This proactive capability is a huge improvement over monitoring systems.
Table 2 . IOT in oil and gas fields
	[bookmark: OLE_LINK11]Reference
	Problem
	Method
	Parameter
	Result
	Limitation (gap)

	[29]
	Infrastructure gap (Nigeria), high readiness (USA)
	Comparative review
	IoT adoption, readiness, efficiency
	USA > Nigeria
	Lack empirical data

	[30]
	Low IoT adoption
	Literature review
	TI, UTR, SBO, TMS, GP, CP, IS, CS
	All positive influence
	Need regulation & training

	[31]
	Harsh Arctic conditions
	Literature + industry sources
	Efficiency, safety, cost
	Digital improves performance
	Infrastructure + skill gaps

	[32]
	Inefficient O&M
	Literature + case studies
	IoT systems, metrics
	↓Downtime, ↓Cost
	Security, interoperability issues

	[6]
	Market volatility
	Semi-systematic review
	IoT, AI, Big Data, etc.
	High adoption (AI/IoT)
	Need standardization

	[33]
	High risk O&M
	Conceptual framework
	6 factors, 6 technologies
	New O&M model
	Few real applications

	[34]
	High cost, cybersecurity
	Qualitative review
	Sensors, efficiency, safety
	↑Monitoring, ↓Downtime
	No standardization

	[35]
	Limited GCC research
	SLR + bibliometric
	Country output, trends
	UAE/KSA lead
	Need collaboration

	[36]
	High energy use
	Literature review
	Temp, pressure, flow
	↓Energy, ↑Safety
	Security & scalability issues

	[37]
	Slow spill detection
	Waterfall method
	Sensors, UI, architecture
	Real-time alerts
	Needs scalability




[bookmark: _Hlk219406982]2.3 Gas Leakage Detection System
Noor Kareem Jumaa et al.  [38] a study about gas leaks, like methane and carbon monoxide in the places where people work and live. They really wanted to make a system that can detect these gases and send alerts using the internet. The Leakage Detection System used a sensor called MQ-2 and a small computer called ESP8266 NodeMCU with a platform called Blynk.When the Leakage Detection System found gas it made a noise, with a buzzer turned on a fan to remove the gas and sent messages to people’s devices using Wi-Fi. The Leakage Detection System worked well it detected gas quickly. However, the Leakage Detection System did not have a way to automatically turn off the gas so it only made noise and turned on the fan.
Muhammad Ahmad Baballe et al.[39] looked at the dangers of LPG and methane leaks. These leaks can cause accidents. Hurt people. They wanted to make a system that can find gas leaks make a warning noise and stop the leak. To do this they used a computer called Arduino UNO. This computer had a sensor called MQ-5 a buzzer, a light and a fan. When the system found gas, it showed a warning on a screen made a noise with the buzzer and turned on the fan to remove the gas. The system worked well for finding and stopping gas leaks in the area. The system had one problem: it did not have a way to send warnings to people’s phones when they were not there. This made LPG and methane leak detection system less useful, for people who were not around to hear the warning noise. 
Marwan Ihsan Shukur et al. [40] checked the dangers of gas leaks in labs and workplaces. These leaks can cause poisoning. They aimed to create a gas detector that uses the internet. They built the detector using ATMEGA328P, ESP8266 and an MQ-9 sensor. The system measured gas levels in the air. It made noise. Flashed lights to alert people. It also sent this data to a website. The team tested the system with two types of internet connections. A big issue was that the system didn't work well in areas with many battery-powered devices. This was because it took long to process information. The team found that the gas detector worked but had some problems. They want to make it better for use in areas with many devices. 
Yang Cao et al. [41] were trying to figure out how to find gas leaks in gases. These gases are really hard to find. They often set off alarms. Yang Cao and his team created a system that uses sensors to find and measure gases like methane and carbon dioxide. They tried it out in a lab. The also tried it outside. It worked well. The system could find small amounts of gas and it could track the gas from far away. The bad thing about this system is that it cannot find gases like nitrogen and oxygen. So, we need ways to make sure everything is safe. Yang Cao and his team found out that their system was good at finding gases like methane and carbon monoxide. They also saw that it could find really small amounts of gas. The system uses sensors to find and measure gases. It is a tool but it has some problems. Not all gases can be detected. The system needs more improvement in order to make sure it can detect gases like methane, Carbone dioxide and hydrogen sulfide
Andika Bagus Saputra et al. [42]Andika Bagus Saputra and team carried out research on the hazards of Liquefied Petroleum Gas (LPG), in particular how LPG can explode or ignite. They found that merely checking for leaks through manual methods did not suffice to prevent either of these situations from happening. They came up with an idea to design a network system that would allow them to use the internet and alert the public of any LPG leaks. They used an MQ2 sensor, a Wemos D1 microcontroller, a loud alarm, a display unit that shows users information about the leak and a mobile application called Blynk that could notify users of the leak.The research trial is now complete but there remains some issues to be resolved, such as testing for LPG leak locations outside of the test site, distant detection of leaks, and issues with the messages sent to the users regarding the leak. Although the design focuses on identifying LPG leaks to improve safety for humans from LPG, further research needs to be done on functional and reliable systems for LPG leak detection, due to their potentially dangerous nature; which may start fires or cause explosions it is critical that based on their potentially hazardous nature, that an effective method of detection exists.
Micheal Olalekan Ajinaja et al. [43] Micheal and the team looked into home accidents caused by gas leaks. the reason was to create gas detection system that send alert to keep the house and household safe This system was simple: an Arduino Nano computer, an MQ-2 sensor, a 16x2 LCD display and a 5V buzzer. It was made using Arduino software. Can give out alerts, like messages in different languages. The results showed that it works well is affordable and can give warnings on time. However, the study had some limitations. Some of these limitations were that it only works at home and cannot connect to the internet for monitoring. The team thinks that their low-cost gas leak detector can help prevent accidents at home. Gas leak detectors are really important for household safety. The study, on gas leak detectors aimed to make something that's easy to use. The Arduino computer and MQ-2 sensor make the gas leak detector work. The 16x2 LCD display and 5V buzzer help send out alerts. Micheal Olalekan Ajinaja and his team did a job making a low-cost gas leak detector. The low-cost gas leak detector is an invention. It can help keep people from gas leaks at home.
Sumayh S. Aljameel et al. [44] a study about oil and gas pipeline leaks. Oil and gas pipeline leaks are a problem. They are not safe for people all. Oil and gas pipeline leaks cost a lot of money too. The people who did the study looked at what other people had written about oil and gas pipeline leaks from 2010 to 2021.They wanted to see what kinds of equipment and computer programs and smart systems people were using to detect oil and gas pipeline leaks. They found out that there are ways to detect oil and gas pipeline leaks. Each way to detect oil and gas pipeline leaks has its points and bad points. The big problem they found with oil and gas pipeline leaks was that we need oil and gas pipeline leak detection systems that're more reliable. These oil and gas pipeline leak detection systems should be able to detect oil and gas pipeline leaks without giving alarms. We also need to make sure that the information, about oil and gas pipeline leaks is sent safely so that oil and gas pipeline leaks can be fixed quickly.
Farrukh Mukhtarov et al. [45] looked into gas sensors. They checked MQ2 and MQ4 sensors to see how well they can detect gases such as carbon monoxide and natural gas. The researchers did some experiments with these sensors. They used formulas to see how sensitive and accurate they are. The MQ2 sensor was really good at finding carbon dioxide. On the hand the MQ4 sensor was better at finding gas and methane. Both MQ2 and MQ2 sensors are good at detecting gases. The study did not say one sensor is better than the other. Each sensor is good, for things. They tested MQ2 and MQ4 sensors.MQ2 and MQ4 sensors are useful.
	Fires caused by leaking LPG are a problem. This problem got the attention of M Adamu Islam Mashuri et al.[46]. It is not an idea to only rely on people to find those leaks. They found a solution using technology. They connected some tools to make one system that sends alerts. They put together a thing: an MQ-2 sensor, an ESP32 unit and a Blynk-based interface. The first results showed that it could find gas leaks quickly and it sent alerts with sounds and lights. The LPG leak detection system was usually very accurate. Sometimes it made mistakes. The LPG leak detection system got it wrong seven times out of a hundred. When the LPG leak detection system was close to the leak it could find the problem without any trouble. If the Blynk app was not open, on the phone the LPG leak detection system alerts did not make any sound.M Adamu Islam Mashuri and some other people tested the LPG leak detection system. The LPG leak detection system worked well every time they tried it.
Olayiwola and A.A. et al. [47]These people figured out that the old ways of finding leaks were not very good. The old ways were too slow. Often did not work.M Adamu Islam Mashuri and the team made a system that uses the internet and smart machines to watch for leaks in LPG all the time. This system sends warnings when it finds a leak. The system is made up of an Arduino Uno board and an MQ-6 sensor and a GSM gadget all connected together. When M Adamu Islam Mashuri and the team tested this system, it worked well. It was right every time. The system was correct 98.48 percent of the time. People got warnings on their phones so they could respond fast when there was a leak in LPG.There is a problem with this system. The system uses a lot of energy. So, M Adamu Islam Mashuri and the team are worried that it might not be able to be used for a time to find leaks in LPG. M Adamu Islam Mashuri and the team are thinking about what to do, with the LPG system. They want to make sure the LPG system works well and does not use much energy. Table 3. Gas Leakage Detection System provides a detailed comparison of various gas detection systems used in oil and gas facilities


Table 3. Gas leakage detection system
	References
	Problem
	Method
	Parameter
	Result
	Limitation(gap)

	[38]
	hazardous gas leakage poses serious risks.
	IOT-based system using NODEMCU ESP8266 WI-FI and blynk platform
	MQ-2 gas sensor, fan, buzzer
	successfully detected leaks, activated alarms, and notified users
	no automatic gas shutoff valve

	[39]
	LPG/methane leak risks exist
	ARDUINO-based hardware system
	MQ-5, alarm, fan, led, buzzer
	detected gas and activated alarms
	lacks remote user notifications

	[40]
	toxic gas causes fatal poisoning
	ATMEGA328P, ESP8266, MQ-9 SENSOR
	gas leakage detection capability.
	802.11 faster than 802.15.4 for detection
	energy trade-off; 802.15.4 is slower

	[41]
	conventional gas detection methods are limited
	cooled broadband infrared detection
	CH4, CO, C2H4, C4H10.
	high sensitivity and visual detection
	cannot detect N2 or O2.

	[42]
	LPG leaks risk fires in boarding schools
	MQ-2 and WEMOS D1 MINI.
	gas threshold set at 350.
	detected leaks and sent alerts.
	limited range and narrow scope

	[43]
	domestic gas leaks are common; detectors are expensive
	ARDUINO NANO AND MQ-2 sensor.
	buzzer, LCD, local alerts
	effective and timely warnings
	addresses cost issue of commercial detectors

	[44]
	pipeline leaks threaten the environment
	systematic literature review
	hardware, software, intelligent techniques
	technology comparison and guidance
	need for more reliable systems

	[45]
	MQ2 vs MQ4 sensor comparison needed.
	controlled experiments and theoretical analysis.
	gas type, sensitivity, accuracy
	MQ2 faster; MQ4 more specialized
	no single clear recommendation.

	[46]
	LPG leaks cause fire incidents
	integrated hardware-software testing
	MQ-2, ESP32, blynk
	real-time readings and local alerts.
	no automatic push notifications

	[47]
	gas leaks cause hazards; traditional systems lack monitoring
	ARDUINO, MQ-6, GSM, cloud
	leak threshold, accuracy, power
	high accuracy and SMS alerts
	improves continuous monitoring over traditional systems




After reviewing these papers, we found a common gap that most of these systems focus only on sending notifications or sounding an alarm. While some mention fans, they generally lack a complete, automated response to stop the source of the danger. by adding controller to shut off the system when the gas level reaches the threshold our research fixes the problem.

2.4 Data Analysis and cloud Platforms
Yassine Himeur et al.[48] The traditional ways of using computing and Hadoop systems for power management have some big problems. They waste resources take a time to do things and have trouble handling large amounts of different kinds of data in real time. To fix these problems the authors have come up with an idea. They want to combine cloud computing with ways to optimize things in parallel. This will help with data analytics monitoring things in real time and finding useful information in smart grids. The authors looked at what other people have written about this topic. Compared the old ways of doing things with the new cloud-based systems. They checked out platforms like Hadoop, Spark and Storm. They also looked at data tools like MapReduce, HDFS and HBase. They examined monitoring devices like SCADA, smart meters and sensors. What they found out is that combining these technologies makes things happen faster. It also helps to find problems and predict what will happen with power consumption and equipment failures. With these good things the authors point out that the systems we have now are not perfect. They often use one framework, which is not good enough, for real-time streaming. They do not work well with intelligence and internet of things technology to make predictions. They have trouble combining data from sources. They need to be tested a lot in the real world. The new framework the authors propose wants to fix these problems to make power management better. The proposed framework wants to optimize power management by dealing with the issues that the existing power management systems have.
 	Nesim Yilmaz et al. [49]made a comparison between the old ETL and new ELT approaches of handling big data. They reported that traditional ETL systems have challenges when processing big volumes of data. To try out this idea, they looked at Cloud Technologies using Google BigQuery as well as other Cloud technologies (like Amazon Web Services and Azure). The researchers' results showed that an ELT/Pipeline Solution has advantages over ETL Solutions because Google BigQuery can quickly handle high volumes of data. The researchers also found that CRM SaaS Providers pose threats to the safety and confidentiality of users as well as requiring skilled developers to create high quality production/operational results. As a result of looking at Cloud Technology, researchers were able to identify certain issues regarding security, even with the new ELT solution (using Cloud Technology). However, there are still security and privacy issues associated with ELT and the use of Cloud Technologies.
Stephen Michael Impink [50], the person who did this study looked at how startups that make huge affected by using cloud platforms. He wanted to know how these startups can make their apps different from others when they are using the cloud platform. The study found out that when startups use cloud platforms, they tend to use tools to make their apps, which makes it easier for them to work together and saves them time. They can then use this saved time to work on things like making their apps better and collecting more data, which can help them get more money from investors and do better in the long run. The person who did the study looked at data from about 3,400 startups that make apps and used methods to analyze this data. He got the data from a company called Built With, which looks at the technologies that startups use to make their apps. The data was from startups that were founded between 2012 and 2021. What he found out was that startups that use cloud platforms can make their apps more quickly and easily and they can also make them better and more different from others. This is because they can use the time they save to work on making their apps more special and to collect data, which can help them do better. The study is important because it shows how startups can use cloud platforms to their advantage. It also shows that when startups use cloud platforms, they tend to use tools but they can still make their apps different from others. This is something we have not explored yet. The study fills a gap, in our understanding of how startups use cloud platforms. Cloud platforms help startups. This study shows us how they can make apps better and more successful. Startups using cloud platforms can actually do better.
James Clovis Kabugo et al.[51] wrote about using data analytics in Waste-to-Energy (WTE) plants. They said it's hard to find information on using data analytics in Industry 4.0 especially in WTE plants. The problem is that some key process variables like the heating value of fuel are hard to measure in real-time. This is because the fuel is not the same all the time. Traditional models like steady-state energy balances do not work well. This is due to process dynamics and unknown heat losses. The study aims to present a process data analytics platform. This platform uses Industry 4.0 concepts, Industrial Internet of Things (IIoT) platforms Machine Learning (ML) and big-data tools. The platform was tested in a WTE plant case study. The goal was to predict syngas heating value and hot flue gas temperature. The researchers used methods. These included implementing a process data analytics platform and developing predictive data-driven models. The models used were Multivariable Linear Regression (MLR)Principal Component Regression (PCR)Partial Least Squares Regression (PLSR)and a Neural Network-based Nonlinear Autoregressive with Exogenous Input (NN-NARX) model. The researchers tested their models against steady-state energy balance models to see how the models worked. They used a lot of tools to do this. These tools included internet connected cloud platforms like Microsoft Azure and Amazon Web Services. They also used computer programs like Apache Spark and TensorFlow to help with the work. The results of the tests showed that the NN-NARX model was the model. The NN-NARX model was really good at predicting what would happen. For example, the NN-NARX model could predict the heating value of syngas with an accuracy of 0.988 and the temperature of hot flue gas with an accuracy of 0. 998.This study fills a problem(gap). it gives a guidance on how to use technologies for data analytics in waste to energy plants. Waste to energy plants were not using these technologies before. Most people were using them for collecting waste not for treating it and making energy. Waste to energy plants can use data analytics to make waste to energy plants work better. This study shows that using data analytics can be very effective when we do not know a lot about the process of waste to energy plants. The models can be, like sensors helping us understand what is going on in waste to energy plants.
Swetha Talakola [52] is working on a project that involves Google Cloud Platform and Microsoft Power BI. Modern companies have a lot of data. They are having trouble finding ways to get useful information from it. They need solutions that're affordable and can handle a lot of data. This project is trying to figure out how Google Cloud Platform and Microsoft Power BI can work together to help companies make decisions. They are looking at how to collect data change it into a format visualize it and make reports. They want to find the ways to combine the strengths of Google Cloud Platform and Microsoft Power BI. They are using studies and literatures to see how this work in real life like in retail, finance and supply chain management. The results are really good. Companies can make decisions faster and save money. For example, one company was able to predict sales accurately another was able to detect fraud better and another was able to reduce costs.
Aryendra Dalal [53]. Modern computing systems have a problem related to the latency This study is trying to figure out how to make edge computing work with cloud platforms. The goal is to find a way to reduce latency and see if these ways are actually working. the study is looking at a lot of literature. Analyzing different techniques for communicating, processing data and distributing tasks between edge and cloud environments. The results show that making edge and cloud work better really improves the performance of the system and reduces latency. This means that the networks can make decisions faster because the networks are not crowded and the users have an experience. This is because data is being processed closer to where it's being used so edge devices can handle things in real time and the cloud can handle things that are not as urgent. However, the study also found some problems that need to be solved. These things include finding ways to make the edge-cloud systems larger and stronger making sure that the data is safe and private and coming up with plans, for using resources at the time. Edge computing and cloud computing need to work to make all of this happen so edge computing and cloud computing are very important. The study of edge computing and cloud computing is ongoing and edge computing and cloud computing will continue to be important, in the future.
Santosh Pashikanti [54] The study is about a system that can keep working even if something goes wrong. It is divided into four separate parts: getting the data processing the data storing the data and showing the data. This system works with cloud companies like AWS, Azure and GCP and it also uses open-source tools like Kinesis, Event Hubs and Pub/Sub to help with messaging. It uses Spark Streaming and Flink to process the data. by using this type of technology and integrating it in the system information processed faster and make more accurate predictions. Pashikanti and others will keep doing research to see how they can make the system respond automatically to problems and deal with delays, in the data when working in environments.
Saikrishna Chinthapatla et al.[55] organizations are having a tough time managing huge amounts of data in the cloud. They have to do things like keep all the data encrypted from start to finish. This means following lots of rules like GDPR and HIPAA.They also want to save money by paying for what they use. They have to figure out how to get data from sources in real time. This study is about how cloud computing's very important for making secure applications that use data. It looks closely at the ideas, methods and tools used in cloud data engineering. Cloud data engineering is changing the way things are done. The study uses an analysis of cloud data engineering to compare the services offered by AWS, Azure and GCP.It also looks at how Netflix uses AWS and how Spotify uses GCP to show how these things work in life. The things that are studied include the cloud platforms and tools like AWS, Azure and GCP.Some specific services that are looked at are data warehouses like Big Query and Redshift streaming services like Kinesis and Pub/Sub and tools like AWS Glue, Data Factory and Dataflow that help with getting and arranging data. What was found is that using cloud data engineering helps businesses get the most out of their data. Cloud data engineering gives them the ability to change and grow as needed. It also helps them do analysis and make decisions based on the data. For example, Netflix can give users personalized recommendations. Spotify can do real-time analysis of what people are listening to. However, there are still some problems that need to be solved. These include finding ways to save money and keeping data safe and following all the rules. There is also a need for tools that can work with cloud services. This is so that businesses are not stuck with one cloud service, like AWS or Azure or GCP.Saikrishna Chinthapatla organizations need to be able to use cloud services to get the most out of their data.
Ahmed Hadi Ali AL-Jumaili et al.[56] building management systems are not very smart. They can only control things like temperature. They cannot do tasks like checking if a building is using too much energy. This study is about how artificial intelligence and big data analytics can make building management systems It discusses the problems that people face how these systems are used in the world and what we can expect in the future. The study used a survey. Some case studies to see how artificial intelligence and big data analytics can help with finding energy problems and making things work better. Artificial intelligence and big data analytics are used with tools like Convolutional Neural Networks and Recurrent Neural Networks. AI and big data analytics make Building Management Systems (BMS) much better. They help process lots of data and predict how much energy will be needed. There are still some big problems to solve. One issue is combining twins with BMS. Another issue is using blockchain to analyze data from sources.
According to Muhammad Babar et al.[57], there are many issues when analyzing data from IoT connectivity using current IoT data analysis systems. IoT data analysis systems must manage vast amounts of data and different types of data within those volumes and can take an excessive amount of time to process. The aim of this paper is to recommend a system that combines both edge/cloud computing systems and machine learning systems. This system consists of an edge-based component that is intelligent and uses self-learning algorithms to receive and save incoming data. The study discovered that the proposed system was superior to the existing IoT systems in that it reduced network latency and burden while maximizing the efficiency of data storage at the edge. The study sought to address issues such as the amount of time it takes to receive data into the IoT Data Analysis System and the challenges of having faster connections. Therefore, this study improved the IoT Data Analysis System through the use of machine learning technology. Table 4. Data Analysis and Platforms provides a detailed overview of cloud platforms and data analysis tools used in IoT-based gas monitoring systems

[bookmark: OLE_LINK16]Table 4 . Data Analysis and Platforms
	References
	Problem
	Method
	Parameter
	Result
	Limitation (gap)

	[48]
	Slow traditional systems
	Review cloud-based frameworks
	Hadoop, Spark, SCADA
	Faster processing, better detection
	Limited real-world validation

	[49]
	Inefficient on-premise processing
	ETL vs ELT comparison
	AWS, Azure, BigQuery
	ELT more scalable
	Security and governance issues

	[50]
	Unclear cloud impact
	Econometric data analysis
	PaaS, dev tools
	Higher performance, funding
	Limited sector generalization

	[51]
	Traditional models fail
	Machine learning models
	NN-NARX, Spark
	Very high accuracy
	Limited to few plants

	[52]
	Outdated analytics systems
	Case study analysis
	BigQuery, Power BI
	Faster, cheaper decisions
	User skill dependent

	[53]
	High latency
	Architectural framework
	Edge, AWS, MQTT
	Better performance
	Security and scalability gaps

	[54]
	Delayed data insights
	Layered cloud architecture
	AWS, Azure, GCP
	Near-instant insights
	Operational complexity

	[55]
	Complex data management
	Platform comparison
	BigQuery, Redshift
	Scalable analytics
	Vendor lock-in risk

	[56]
	Manual system operation
	AI survey and review
	CNN, RNN
	Better fault detection
	Future technology challenges

	[57]
	Slow data processing
	Optimized architecture
	Spark, Edge AI
	Lower latency
	Simulation-based only



The problem is that energy efficiency and reliable data transmission in environments and accurate gas discrimination on devices with limited resources do not really work well together. The Internet of Things based air quality systems that exist today have made some progress. They use a lot of power because they have to send data all the time and they need special heating elements to work. These heating elements are used by metal oxide sensors and they use a lot of power. Also, it is hard to tell the difference between hazardous gases in environments where there are many gases mixed together. This is because it needs algorithms that can recognize patterns and these algorithms are hard to run on devices that do not have a lot of power. Finally, it is still a problem to send data reliably over long distances without losing any of it especially in places like deep underground mines where the conditions are really tough. The work we are proposing can fix these problems by using smart sensor arrays that use less power and by using special communication protocols that only send data when something important happens and by processing data on devices with limited resources in a way that is efficient. The energy efficiency and reliable data transmission in environments and accurate gas discrimination on devices, with limited resources can really benefit from this work.


[bookmark: OLE_LINK21]3. Research Methodology

The methodology applied in this narrative review of IoT-based gas monitoring systems is that of a narrative review, which is structured yet flexible, more likely to be used for a review paper than for a systematic review. The key focus is on identifying latest research and technologies as well as research gaps relevant to gas detection in the context of Oil & Gas (O&G) settings. This review includes the trends, technologies, and limitations of gas monitoring systems, beginning with the background coverage of research problems and targets. This literature review is driven by questions such as what sensors and what communication protocols are currently deployed, what is the role of IoT in gas detection, and what are the challenges in the operation. Literature search was performed over primary scientific data bases including IEEE Xplore, ScienceDirect, Springer and Google scholar. Using Boolean strings (logical operators OR/AND), we developed the search keywords that most accurately defined the eligible studies for the period from the year 2020 until the year 2026. This period was selected to include the most relevant technological developments in respect to IoT-based gas utilization monitoring. We applied a multi step review process for screening and selection of literature. First, titles and the abstracts were screened to exclude studies that were not aligned with our goal and subsequently, the full text was reviewed as to allow an appropriate technical relevance to include the papers. For the inclusion into criteria, the studies had discussions on IoT based gas sensor, types of sensors, communication protocols, microcontroller architecture, and limitations where accuracy as considered as one of the criteria. We excluded studies which were deemed not to hold adequate level of detail, employed outdated technologies (anything pre-2020), or produced information that could not be useful in the real world. After selection, the studies were categorized and analyzed based on the following criteria (type of sensor, type of communication protocol, architecture, performance measures, and limitations reported in the study). This allowed for a process whereby technological datapoints were extracted and given an overview for the state of the art. For the purposes of summarising our findings and enabling comparisons between studies, we compiled our findings into tables. Using the extracted information, we synthesized research gaps. There are many research areas in between these concepts where the gaps are massive, especially in automation, real time alert systems, energy efficient demand response and legacy industrial systems integration. The review emphasises IoT solutions that can be implemented to improve safety and operational efficiency for the oil and gas industry, which are also significant settings with a great technical relevance. This templates was outlined for their evaluation. This includes factors such as accuracy, power consumption, reliability, security, and cost. Although the review does not present any experimental research, the framework is useful for comparing approaches and technologies presented in the literature. Last, a synthesis identified key insights as well as recommendations for future research directions. These include Robustness in sensor design, Robustness in communication network related to IoT Cybersecurity, Sophisticated autonomous gas-monitoring systems. This ensures that the review is a rational, sensible and useful summary of the subject. Figure 2 depicts the general research methodology, from the definition of the problem and literature scoping, followed by classification, analysis, and gap identification.
 [image: ]
Figure 2. Flowchart of the methodology followed in this narrative review research



4. Advanced and emerging technologies
[bookmark: OLE_LINK14][bookmark: OLE_LINK24][bookmark: OLE_LINK9][bookmark: OLE_LINK25][bookmark: OLE_LINK26][bookmark: OLE_LINK28][bookmark: OLE_LINK29]The development of gas detection systems that use the Internet of Things (IoT) is currently driven by the combination of four technologies that improve the accuracy and independence of safety systems see Fig 3: Edge AI and Machine Learning: Modern systems, like our suggested ESP32 design are increasingly using Edge AI [58],[47]. Of sending raw data to the cloud machine learning models, such as Gas R-CNN or VideoGasNet run directly on the local controller. This helps to remove noise and recognize complex gas patterns with over 95% accuracy. As a result, response time is reduced to milliseconds. Based gas detection systems rely heavily on Edge AI and Machine Learning.Digital Twins and Real-time Simulation: Advanced systems now use Digital Twin technology to create copies of oil rigs and pipelines[59]. By feeding real-time sensor data into these models’ operators can simulate scenarios. They can predict how a gas leak might spread based on weather conditions. This allows for evacuation and isolation strategies. Digital Twins play a role in IoT-based gas detection.Next-Gen Communication: While MQTT is still the standard for data the emergence of 5G and Satellite-linked IoT ensures that even remote areas are continuously monitored. This is especially important in desert or offshore environments where signal dropouts can be a problem. Next-Gen Communication is vital for IoT-based gas detection systems [60]. Robotics and Autonomous Mitigation: Research is shifting from alerting humans to taking action[61]. Autonomous drones equipped with Optical Gas Imaging and automated solenoid actuators are being used[62]. These systems do not just notify a human; they autonomously trigger barriers to contain the hazard instantly. Robotics and Autonomous Mitigation are components of IoT-based gas detection[63]. Based gas detection systems are becoming more advanced, with the use of Robotics and Autonomous Mitigation [64].
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Figure 3 . Key technologies in modern gas detection systems

5. [bookmark: OLE_LINK17] Technical and Operational Challenges
Designing IoT-based gas detection systems for oil and gas environments provides immense safety and operational advantages, but many technical and operational challenges still need to be resolved. Such as the reliability of sensors in a harsh environment, limitations in power consumption, cybersecurity threats, and challenges in connecting any old IoT system to new legacy systems 
· [bookmark: OLE_LINK30][bookmark: OLE_LINK31]Sensor Survivability and Cross-Sensitivity: Putting monitoring systems in oilfield environments, the equipment gets broken. Things are pretty great since the sensors like MQ-series who are cheap do work. They are influenced by other gases present in the atmosphere and require frequent calibration for reliable measurement [45],[65].
· Power Consumption Constraints: The limited endurance of batteries in oil and gas regions of wireless sensor networks. Power consumption of the sensor is really high for the MQ-series type of sensors because they have heating elements as a common thing in them. We can make the battery last longer by turning the sensors on and off at the times but sending data all the time still uses a lot of energy [26].
· Cybersecurity Vulnerabilities: As Internet of Things systems start to control things like opening and closing valves cybersecurity becomes a big concern for physical safety. Internet of Things devices can be hacked, which can give readings or turn off safety alarms [6],[63],[66].This is a problem and we need to update our security systems.
· Legacy Integration and Interoperability: One of the reasons the petroleum sector is not using Industry 4.0 technology is that it is hard to combine new Internet of Things data, with old control systems [15]. This is made harder because there are no ways for devices to communicate with each other and different systems do not work well together. The Internet of Things systems and the old systems just do not work together.5.2 Open Directions for Future Research [53].



6. [bookmark: OLE_LINK1]Open Directions for Future Research 

Although there has been significant advancement on IoT-enabled gas monitoring systems, there remain some fundamental problems that must be solved. This implies a vast expanse of research and brainstorming potential. Important instructions include:

· Robust and Resilient Sensor Design: we need to develop next-generation sensors that retain their degree of sensitivity after being exposed to extreme drilling conditions. Long-term stability and continued improvement of cross-sensitivity are needed and more research is necessary to develop novel sensing materials, safe packaging, and signal processing methods for further improvements of their performance [67].
· [bookmark: OLE_LINK4]Power-efficient and expandable networks: Wireless sensor networks require advanced ultra-low-power devices, flexible duty-cycling, and energy gathering techniques to operate for extended of times. Summary for large-scale system applications feels the need for high dynamic functions and constant monitoring to be performed that require fair communication techniques with minimum energy consumption in harsh and rural areas [68].
· [bookmark: OLE_LINK6]Improvements to industrial IoT cybersecurity: If cybersafety systems are to be reliable, more IoT devices will need to be assigned basic safety tasks Moreover, further work should investigate areas such as instant breach detection, secure software updates, secure communication, and secure design to protect operation during a hacking attempt [69],[70].
· [bookmark: OLE_LINK7]Seamless connection to existing systems: one of the most important issues that inhibit the appeal of Industry 4.0 is how to exchange data with prior systems, which is chiefly a question of interoperability. Plug and play designs, global communication methods, and software tools need additional study for existing IoT systems  to integrate with older control systems [71] . 
· Intelligent data analysis and prediction tools: A more integrated approach using predicted maintenance, fault detection and adaptable control tactics improved by state-of-the-art AI and machine learning methods. Real-time data analytics will help streamline business decision making, minimize waste and elevate safety levels  [72].
· [bookmark: OLE_LINK10]Autonomous and flexible operational strategies: Future research may also investigate autonomous prevention, in other words, the system should autonomously identify a threat and respond accordingly, which could include triggering containment or alerting on-call personnel. We're going to automate the actual decision-making with AI, and build the robots to do what is needed to deploy fully autonomous gas monitoring networks. Fills the Research Gaps/Identify Future Research Directions To shift the technology from the era of IoT based gas detection mentioning reactive tracking to the era of proactive, smart, resilient safety systems, further research gaps need to be filled in these regards. Which might make it a dependable operation even in the highly challenging industrial environment [73].
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Figure 4: Key Future Research Directions in IoT Gas Monitoring


7. [bookmark: OLE_LINK27]Conclusion
This narrative review outlines the recent advancements in IoT-based gas monitoring systems tailored for the oil and gas sector. The addition of this study also emphasizes the potential of incorporating state-of-the-art instruments that could preserve gas leak detection prediction and management for the modern world. These include digital twins, automation-utilising communication protocols, and also indirectly mitigations systems, as well as edge artificial intelligence. In this spirit, this work sensibly examines the state of work; spheres of work; and future direction of the field by reviewing research published from 2020 to 2026. The analysis found, crucially, that performance and accuracy are greatly enhanced by distributing machine learning algorithms to the edge, i.e., processing raw sensor data locally for real-time applications. Digital twins help operators to digitally model leak scenarios by creating new risk mitigation tools and making decisions beforehand. The new communication technologies of 5G and beyond, combined with the new generation of IoT satellites about to be launched, provide the opportunity for constant surveillance in the remote or dangerous areas. It can alert people to gas monitoring systems but with robotics and autonomous mitigation, it can also respond to bring devices and actions into locations needing containment autonomously and with zero human involvement! However, some roadblocks still remain despite these innovations. But, they have never-precise sensors in extreme environments, measured energy efficiency, prone to cyber assault, and being a mismatch with previous infrastructure. Scientists now need to move currently far more engaged, producing strength efficient networks, creating appropriate cybersecurity frameworks, and providing extra rugged sensor architecture methods. Finally, this study shows how many different types of industrial settings may benefit from the next generation of safe practice by using an ideal gas monitoring system based on the internet of things. A roadmap for a footprint-based robust, efficient, and active monitoring system is developed via a synthesis of the existing state of knowledge, recognition of knowledge gaps in the literature, and probable future paths. Safe operations and the widespread use of autonomous gas detection systems in the future, with little impact on the environment, will need further study and development in this field.
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