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PART 1


	
	Comments of the Reviewers
	Author’s Feedback 


	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.
	This manuscript explores a significant and timely subject that lies at the crossroads of cybersecurity, artificial intelligence, and industrial control systems. The concept of "agentic ransomware" is original, expanding traditional ransomware concepts to encompass the exploitation of autonomous AI-driven operational technology and industrial control systems for operational disruption. By integrating several real-world datasets, the study delivers a systematic and quantitative insight into emerging threats. In conclusion, this work provides a solid basis for enhancing research and informing the development of resilience-focused cybersecurity strategies in critical infrastructure.
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	Rating of the Reviewers
	Author’s Feedback 

	1. Is the title clear and appropriate for the paper? 
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	5
	

	2. Is the abstract of the article comprehensive? 
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	3. Are the keywords appropriate and useful?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	4. Is the background information of the paper sufficient and well organized?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	5. Are the objectives clearly stated?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	6. Is the literature review relevant?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	7. Is the literature review recent?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	8. Is the literature search methodology explained properly? 
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	9. Is the Critical analysis of literature done?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	10. Is Identification of research gaps/future directions done?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	5
	

	11. Are the conclusions logically arrived?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	4
	

	12. Are the limitations of the paper discussed?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor N/A = Not Applicable
	3
	

	13. What is the Quality of references (i.e. from peer reviewed authentic sources)
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor 
N/A = Not Applicable
	4
	

	14. Is the manuscript written in clear and understandable language?
Rating Scale: 
5 = Excellent 4 = Good 3 = Satisfactory 2 = Needs Improvement 1 = Poor 
N/A = Not Applicable
	4
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	Author’s Feedback

	
Technical Work Assessment
The study provides meaningful insights, particularly highlighting that AI analytics systems exhibit higher vulnerability severity than traditional controllers, indicating the “intelligence layer” as a key weak point. The network centrality analysis is methodologically sound, effectively identifying critical attack pathways such as command message manipulation. However, the concept of “agentic ransomware” lacks sufficient technical depth, as specific attack mechanisms (e.g., model manipulation or data poisoning) are not clearly defined.
Feasibility of the Framework
The framework is conceptually strong, with the composite resilience index offering a logical extension of reliability analysis. However, practical implementation is questionable, as proposed measures like AI verification layers may introduce latency in real-time ICS environments. While the use of DOE data strengthens realism, the low reliability index for cyber disturbances indicates that current recovery approaches may be inadequate for such advanced threats.
Feasibility
The proposed framework is theoretically sound and feasible for implementation in industrial cybersecurity assessments. However, real-world deployment would require integration with live monitoring systems and validation using operational datasets.

The manuscript shows potential; however, it requires minor to moderate revisions to enhance empirical validation.
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	Are there ethical issues in this manuscript? 
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