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An overview of application of Internet of Things (IoT) in various fields: Emerging challenges and prospects
Abstract
The Internet of Things (IoT) has emerged as one of the most transformative technological models of the twenty-first century, enabling the unified interconnection of billions of physical objects with digital infrastructure. This study systematically examines the applications of IoT across many fields that include healthcare, agriculture, smart cities, Industry 4.0 and smart homes. This review covers the benefits of IoT deployment in each sector, critically analyzes the persistent technical, security and socioeconomic challenges that hinder broader adoption and identifies convergence trends with artificial intelligence (AI), blockchain, edge computing, 5G connectivity, etc. This study reveals that although IoT holds substantial promise for improving system operational efficiency, resource management and quality of life, significant barriers, such as cybersecurity vulnerabilities, interoperability deficits, privacy infringements and infrastructure costs needs attention prior to realizing the full potential of the technology. This review covers future research scope and policy recommendations for effective IoT deployment.
Keywords: Internet of Things; agriculture; smart cities; industrial IoT; healthcare IoT; cybersecurity; edge computing; Industry 4.0.
[bookmark: _Toc223640286][bookmark: introduction]1. INTRODUCTION
The Internet of Things (IoT) refers to the network of physical objects, devices, vehicles, appliances and structures embedded with sensors, software and communication technologies that enable them to collect and exchange data with other devices and systems through the internet (Atzori et al., 2010). The concept, first formally articulated by Kevin Ashton at the Massachusetts Institute of Technology in 1999, has since evolved from a theoretical framework into a globally prevalent technological infrastructure (Ashton, 2009). According to industry estimates, the number of globally connected IoT devices is expected to exceed 30 billion by 2030, up from nearly 17 billion in 2024 (Baird, 2024).
Converging advances in wireless communication, miniaturized sensor technology, cloud computing and artificial intelligence have driven the proliferation of IoT. These enabling technologies have together reduced the cost and power requirements of IoT hardware, making deployment viable across a wide spectrum of industries and geographic contexts (Chataut et al., 2023). The resulting network has catalyzed measurable improvements in efficiency, automation and data-driven decision-making in sectors ranging from hospital care to industrial manufacturing. Despite this rapid expansion, the IoT systems entail limitations apart from wide applications. Security and privacy vulnerabilities, fragmented communication standards, high implementation costs and inadequate regulatory frameworks have collectively hindered the continuous integration of IoT solutions, particularly in developing regions and resource constrained environments (Idhalama and Oredo, 2024; Magara, 2024). These challenges are not merely technical; they intersect with questions of equity, governance and environmental sustainability that demand interdisciplinary attention.
The objective of this review is to present the current state of evidence on IoT applications across few major fields, such as health care, agriculture, smart cities, smart homes and Industrial IoT and Industry 4.0, evaluating the specific mechanisms through which connected devices create value. Provide the analysis of the challenges that persist despite technological progress and identify the directions in which the fields must advance to ensure that IoT development is not only technically robust but also socially beneficial and environmentally responsible and offer next generation IoT solutions for the connected world.
[bookmark: _Toc223640288][bookmark: Xbe65a85d18a965ca392b167aa6a51c3c437680c]2. IoT AND CORE TECHNOLOGIES
It is important to establish the foundational architecture underlying IoT systems prior to examining domain specific applications. The generic IoT architecture is typically described as a layered model consisting of few primary tiers: the perception layer, the network layer and the application layer (Wen Fei et al., 2024). The perception layer encompasses physical sensing and actuation devices, temperature sensors, accelerometers, global positioning systems (GPS) modules, chemical analyzers and cameras that interface directly with the physical environment. Constraints at this layer, including limited computational power, restricted memory and finite energy resources, present fundamental challenges for security implementation and operational continuity (Moh and Raju, 2025).
The network layer facilitates data transmission between perception devices and higher level processing systems. This layer employs a diverse array of communication protocols, including Wi-Fi, Bluetooth, Zigbee, LoRa, narrow band (NB)-IoT, and cellular networks (4G/5G), each optimized for different tradeoffs between bandwidth, range, and power consumption (Wen Fei et al., 2024). The coexistence of these disparate protocols is a leading contributor to the interoperability challenges that affect IoT ecosystems globally. The application layer supports domain-specific services, including cloud storage, analytics platforms and user facing dashboards. The integration of artificial intelligence and machine learning at this layer has become increasingly vital to extracting actionable insights from the vast data streams generated by connected devices (Chen et al., 2024). Complementing this architecture, edge computing has emerged as a critical model that moves data processing closer to the source, reducing latency and bandwidth requirements while improving real-time responsiveness (Tang, 2023). This is particularly significant for time-critical applications in healthcare and industrial control systems.
[bookmark: _Toc223640289][bookmark: domain-specific-applications]3. SPECIFIC APPLICATIONS OF IoT
[bookmark: _Toc223640290][bookmark: healthcare]3.1 Healthcare
The application of IoT in healthcare often termed as the Internet of Medical Things (IoMT) has generated one of the most extensive bodies of applied research. The essential contribution of IoT to healthcare is the ability to enable continuous, remote patient monitoring without requiring physical presence in a clinical facility. The IoT devices can automatically collect health metrics such as heart rate, blood pressure, glucose levels and oxygen saturation, forwarding data in real-time to healthcare professionals through connected applications (Abdulmalek et al., 2022). Wearable IoT devices represent the most widely deployed class of healthcare IoT hardware. These include electrocardiogram (ECG) patches, smart inhalers, continuous glucose monitors, fall detection wristbands and pulse oximeters (Affia et al., 2023). The clinical value of such devices has been demonstrated, which include a wearable system capable of simultaneously monitoring body temperature, ECG and heart rate via pulse arrival time measurements has been shown to transmit encrypted physiological data wirelessly to cloud platforms, enabling remote physician access and timely interventions (Wu et al., 2020).
The scale of this transformation is considerable. Industry data indicate that more than 60 million people in the United States used remote patient monitoring services in 2024 (Baird, 2024). This expansion has been driven in part by demographic pressure; the aging population is projected to exceed 20% of the U.S. population by 2030 as well as by the acceleration of telemedicine adoption following the COVID-19 pandemic (Ruscelli et al., 2024). IoT-enabled remote monitoring substantially reduces the need for hospital admissions and emergency visits, with projections suggesting that healthcare spending attributable to hospital services could rise from 0.9% of gross domestic product (GDP) in 2019 to 2.4% by 2025 without such technological interventions (Waleed et al., 2023).
Beyond simple monitoring, IoT devices are increasingly used for therapeutic functions. Connected inhalers track the frequency and environmental triggers of asthma attacks, alerting patients when devices are left at home. Smart insulin pumps adjust dosage in response to real-time glucose readings. Implantable cardiac monitors transmit arrhythmia data directly to cardiologists. Each of these applications reduces latency between symptom onset and clinical response, with direct implications for patient outcomes (Abdulmalek et al., 2022). The emergence of federated learning and blockchain-based frameworks represents the frontier of security-conscious healthcare IoT design. These approaches allow sensitive health data to be analyzed across distributed nodes without centralizing raw data, using artificial intelligence (AI)-driven smart contracts to enforce access controls and authenticate IoT devices (Ghadi et al., 2025). However, healthcare IoT also presents alarming security risks. In the first half of 2024 alone, 341 data breaches were reported to the U.S. Department of Health and Human Services (Grover, 2024). A particularly concerning vulnerability, Common Vulnerabilities and Exposures (CVE)-2024-12248 was identified in 2025 in the Contec content management system (CMS8000) patient monitor, a device deployed widely in hospitals in both the European Union (EU) and the United States, which contained a backdoor enabling remote code execution by external actors (Ostermann et al., 2025). Such incidents underscore the need for mandatory pre-market security assessment of connected medical devices, a principle that underpins regulatory instruments, such as the EU Cyber Resilience Act (Regulation 2024/2847) (European Parliament and European Council, 2024).
[bookmark: _Toc223640291][bookmark: precision-agriculture]3.2 Agriculture
Agricultural systems globally face the dual pressure of feeding an expanding world population projected to reach 10 billion by 2050, while simultaneously mitigating the environmental impacts of intensive farming. IoT-enabled agriculture practices offer a technologically rigorous response to both imperatives by enabling real-time, site-specific monitoring and management of crops, soil, livestock and machinery (Karunathilake et al., 2023). The core instrumentation of agriculture comprises soil moisture sensors, temperature and humidity probes, multispectral imaging systems, drone-mounted cameras, GPS-guided machinery and weather stations. These devices collectively provide farmers with high-resolution spatial and temporal data on field conditions, enabling targeted interventions that reduce waste and improve yield quality (Rudrakar and Rughani, 2024). The IoT platforms aggregate data from these sources, applying machine-learning algorithms to predict crop health trajectories, anticipate pest outbreaks and optimize fertilizer and pesticide application schedules (Sudha and Loret, 2026).
Irrigation is one of the most studied IoT applications in agriculture. Soil moisture sensors deployed at multiple root-zone depths provide continuous hydration data, which are integrated with weather forecast models to dynamically adjust irrigation schedules. The study using the Optical Trapezoid Model (OPTRAM) with Sentinel-2 satellite imagery demonstrated that IoT-integrated soil moisture estimation substantially improves water resource management and supports more accurate crop growth modeling (Mansoor et al., 2025). This data-driven approach to irrigation management directly addresses one of agriculture’s most critical resource challenges: global freshwater scarcity. Crop disease detection and yield prediction have also been substantially advanced by IoT and AI integration. Machine learning classifiers trained on IoT-generated datasets have achieved accuracy scores of up to 99.31% in crop yield prediction using Random Forest (RF) algorithms, demonstrating the predictive power available when sensor networks provide large, high-quality training datasets (Bouni et al., 2024). Convolutional neural networks (CNN), support vector machines and deep reinforcement learning models have each found application in disease classification, pest detection and automated resource allocation (Bu and Wang, 2019).
The Internet of Things has also transformed livestock monitoring through Long range (LoRa)-based tracking systems that monitor animal location, health parameters and behavioral patterns, supporting early detection of illness and improving herd management (Ojo et al., 2024). In supply chain applications, IoT-enabled asset tracking using Radio-frequency identification (RFID) tags and GPS-connected sensors provides end-to-end traceability, reducing post-harvest losses and ensuring food safety compliance. Despite these advances, barriers to widespread adoption remain significant. The digital divide between technologically advanced agricultural systems and smallholder farmers in low-income countries represents a fundamental equity concern (Miller et al., 2025). Connectivity infrastructure gaps, high sensor costs and limited technical literacy prevent many of the world’s most vulnerable farming communities from benefiting from these innovations. The literature reports that the sharp rise in high-quality IoT agricultural research between 2022 and 2024 has been concentrated in technologically advanced countries, leaving resource-constrained farming populations with limited access to smart solutions (Miller et al., 2025).
[bookmark: _Toc223640292][bookmark: smart-cities]3.3 Smart Cities
The smart city concept represents one of the most ambitious applications of IoT technology as it involves the instrumentation of urban infrastructure to optimize the delivery of services across transportation, energy, water, waste management, public safety and civic governance (Zaman et al., 2024). At the architectural level, a smart city can be understood as an urban environment equipped with wireless sensor networks and actuators that continuously collect operational data to inform municipal decision-making (Kim et al., 2017). In transportation, IoT systems enable adaptive traffic signal management by processing real-time vehicle density data from road sensors and cameras to dynamically reroute traffic flows and reduce congestion. These intelligent transportation systems have demonstrated measurable reductions in average commuting times in implementation cities. Connected vehicle networks additionally communicate with infrastructure to provide route optimization, accident warnings and parking availability data (Mrad and Mraihi, 2023)
Smart grids represent the energy management dimension of the smart city paradigm. IoT-enabled meters and distribution sensors allow utilities to monitor electricity consumption in real-time, balance load across the grid, detect outages proactively and integrate variable renewable energy sources with greater reliability. Advanced Metering Infrastructure (AMI) systems have been demonstrated to maintain uninterrupted power supply to critical infrastructure, including hospitals, without human intervention (Thottempudi et al., 2025). Waste management is a less publicized but operationally significant IoT application domain in urban environments. Traditional garbage collection systems operate on fixed schedules that are poorly matched to actual fill rates of collection receptacles, generating unnecessary vehicle emissions and operational costs. The IoT-enabled smart bins equipped with ultrasonic fill-level sensors allow collection routes to be dynamically optimized based on real-time data, substantially reducing collection frequency and fuel consumption (Zaman et al., 2024).
Water management systems employing networked flow meters and pressure sensors can detect pipeline leaks with a precision that manual inspection cannot match and can monitor reservoir levels, water quality parameters and distribution pressures in real-time. In contexts of increasing water stress, these capabilities offer both economic and humanitarian value. Public safety applications of smart city IoT include gunshot detection systems, environmental sensor networks monitoring air and noise pollution and integrated surveillance platforms, while offering significant security benefits raise profound questions about civil liberties and the appropriate boundaries of state monitoring (Zhang et al., 2017). The governance of surveillance infrastructure is a domain in which the technical and legal communities must engage collaboratively. As per the reports available in the literature, smart city IoT is identified as one of the fastest growing research areas in computer science, this trajectory reflects both the scale of investment in IoT infrastructure and the depth of academic attention in the field commands (Gavrilović et al., 2024).
[bookmark: _Toc223640293][bookmark: industrial-iot-and-industry-4.0]3.4 Industrial IoT and Industry 4.0
The convergence of IoT technology with industrial manufacturing is termed as the Industrial Internet of Things (IIoT) or Industry 4.0 has initiated a fundamental restructuring of production processes, supply chain logistics and workplace safety. The defining characteristic of Industry 4.0 is the integration of cyber-physical systems that enable continuous communication between machines, products and human operators, supported by cloud analytics, AI and digital twin simulation (Soori et al., 2023). Predictive maintenance (PdM) is the most extensively documented and economically significant IIoT application. Traditional approaches to industrial maintenance, either reactive (fixing after failure) or preventive (replacing on fixed schedules) are inherently inefficient. Predictive maintenance uses IoT sensor data on vibration, temperature, acoustic emission and current draw to train machine learning (ML) models that predict equipment failure before it occurs, enabling maintenance to be scheduled at the most operationally convenient moment (Hector and Panjanathan, 2024).
The economic case for predictive maintenance is compelling. Integrating IoT and AI technologies into maintenance operations has been demonstrated to reduce unplanned downtime by 20 to 50% and enhance system efficiency by 10 to 25%, particularly in automotive and aerospace industries (Ben Cheikh and Oliveira, 2025). The global predictive maintenance market is projected to reach USD 111.34 billion by 2030, growing at a compound annual growth rate of 26.2%, reflecting both the scale of economic opportunity and the pace of industry adoption (Gina Shaw, 2023). A decision support system combining IoT data collection with knowledge based and machine-learning models deployed in a real industrial case study demonstrated that multi-source condition monitoring data (vibration, current, temperature) could be effectively integrated with cloud storage and predictive modeling to estimate the remaining useful life of industrial components (Rosati et al., 2023). This approach exemplifies the system level integration of sensing, connectivity and analytics that defines mature IIoT implementations.
Supply chain transparency is another major benefit area. The IoT-based asset tracking systems employing RFID tags and GPS-connected devices provide continuous visibility into the location, condition and handling of goods in transit. This capability is particularly valuable in pharmaceutical supply chains, where temperature excursions can compromise product integrity and in food logistics, where cold chain monitoring directly affects food safety (Chen et al., 2023). Worker safety monitoring represents an emerging IIoT application that gained momentum during the COVID-19 pandemic. Location tracking systems deployed on factory floors can monitor proximity between workers, enforce social distancing protocols and enable rapid contact tracing in the event of illness outbreaks. AI-generated individual risk profiles may in future enable genuinely personalized safety interventions (Advanced Technology Services, 2025).
Digital twin technology, virtual replicas of physical industrial systems that are continuously updated with real-world sensor data represents the frontier of IIoT application. Digital twins enable simulation of operational scenarios, virtual testing of maintenance interventions and optimization of process parameters without risking actual production systems. A distributed digital twin framework for predictive maintenance in IIoT contexts demonstrates that this paradigm can substantially extend the analytical capabilities of conventional sensor-based monitoring (Abdullahi et al., 2024).
[bookmark: _Toc223640294][bookmark: smart-homes-and-ambient-assisted-living]3.5 Smart Homes 
The smart home domain, perhaps the most consumer visible face of IoT, represents a technically sophisticated integration of environmental sensing, appliance automation, security monitoring and energy management. Smart home devices trace their conceptual origins to the X10 protocol developed in the 1970s, but internet-connected devices operating over Wi-Fi, Zigbee, Z-Wave and Bluetooth protocols define the modern system (Chataut and Akl, 2023). Contemporary smart home applications include voice controlled home automation, smart thermostats that learn occupant preferences and optimize energy consumption, security systems with AI-enhanced video analysis, connected kitchen appliances and water leak detection sensors. The global market for smart home devices has been substantially determined by the adoption of intelligent speaker platforms from Amazon and Google, which serve as user interface hubs for broader home automation ecosystems (Chataut and Akl, 2023).
For elderly populations and individuals with disabilities, IoT-enabled ambient assisted living (AAL) applications offer particularly significant quality of life benefits. The IoT sensors embedded in floors or worn as pendants can detect falls and automatically alert emergency services (Singh et al., 2020). Connected medication dispensers ensure adherence to drug regimens, while smart monitoring platforms can track behavioral patterns, such as changes in sleep or mobility that may indicate cognitive decline. During the COVID-19 pandemic, these capabilities proved critical in reducing physical contact between elderly patients and caregivers while maintaining medical oversight (Thottempudi et al., 2025). Energy management is a core technical function of smart home IoT systems. Smart meters provide granular consumption data to both occupants and utilities, enabling demand response programs that reduce peak load on the grid. Studies of IoT-based home automation systems have demonstrated measurable reductions in household energy consumption through automated management of heating, cooling and lighting systems (Chataut and Akl, 2023). Table 1 presents the review of IoT applications across significant domains that include technologies, findings, performance metrics and limitations
Table 1. Review of IoT applications across significant domains: technologies, findings, performance metrics and limitations
	Author(s)
	Application Domain
	IoT Technologies Employed
	Key Findings and Contributions
	Reported Performance Metrics
	Limitations 

	Bhattacharya et al. (17) 
	Healthcare / IoMT Architecture
	Dew-fog-cloud computing layers; body sensor networks; edge nodes; MQTT protocol
	Proposed DeW-IoMT framework integrating dew-computing roof layer between edge and fog. Demonstrated uninterrupted monitoring during cloud disconnection. Reduced latency and energy consumption relative to centralized cloud-only architecture.
	28% latency reduction; 12% energy consumption reduction vs. cloud-centric baseline; maintained security during network partition events
	High complexity of multi-layer deployment; limited real-world validation at scale; dew computing hardware availability is nascent

	Ruscelli et al. (14)
	Healthcare / Personalized Medicine
	Wearable IoT devices; federated learning; AI-driven smart contracts; blockchain access control
	Developed privacy-preserving personalized healthcare framework fusing IoT wearable data with AI analytics. Used federated learning to train models across distributed nodes without centralizing raw patient data. Blockchain enforced authentication and access control.
	Demonstrated 43.98% reduction in computational overhead vs. standard authentication; strong privacy-preservation properties
	Federated learning convergence slow under non-IID patient data distributions; blockchain throughput limits real-time monitoring scalability; regulatory compliance across jurisdictions unresolved

	Ostermann et al. (19)
	Healthcare / Cybersecurity
	Networked patient monitors (Contec CMS8000); hospital IoMT infrastructure; embedded firmware
	Identified critical backdoor vulnerability (CVE-2024-12248) in widely deployed patient monitors enabling remote code execution. Analyzed systemic supply chain security failures. Evaluated national and EU regulatory responses.
	Backdoor present in devices deployed in hospitals across EU and USA; exploitable without authentication; national cybersecurity agencies issued public advisories
	Pre-market security assessment frameworks absent or inadequate; post-market surveillance patchy; firmware update mechanisms insecure; regulatory action slower than threat evolution

	Thottempudi et al. (32)
	Healthcare / Pandemic Resilience
	IoT remote monitoring; smart medication dispensers; fall detection pendants; AAL systems
	Examined IoT-enabled healthcare resilience during COVID-19 pandemic. Documented how remote monitoring, smart home AAL and connected medication management reduced physical contact while maintaining medical oversight for vulnerable elderly populations.
	Documented reduction in unnecessary hospital contacts; maintained continuity of care during lockdown periods; smart grid integration supported uninterrupted hospital power supply
	Digital literacy gap among elderly users; device usability barriers; affordability limits adoption in low-income populations; data governance frameworks lag deployment

	Miller et al. (28)
	Precision Agriculture / Systematic Review
	IoT sensor networks; soil moisture probes; drones; LPWAN (LoRa, NB-IoT); satellite-sensor fusion
	PRISMA-methodology systematic review of 97 high-quality IoT agriculture studies (2022–2024). Identified sharp increase in publication volume concentrated in technologically advanced countries. Catalogued sensing technologies, connectivity protocols, and ML integration trends.
	Survey of 97 papers; identified RF and CNN as dominant ML algorithms; LoRa identified as most adopted LPWAN for field-scale crop monitoring
	Digital divide: smallholder farmers in low-income countries largely excluded from research and deployment; limited long-term validation studies; standardization of sensor calibration protocols absent

	Rudrakar & Rughani (22) 
	Precision Agriculture / Architecture & Security
	Ag-IoT sensor networks; RFID; GPS asset trackers; cloud analytics; edge gateways
	Comprehensive review of agricultural IoT architectures covering perception, network and application layers. Analyzed security vulnerabilities specific to agricultural deployments. Discussed forensic challenges when IoT-generated evidence is used in agricultural fraud or insurance contexts.
	Identified 14 distinct attack vectors in Ag-IoT systems; classified threats by layer; proposed forensic readiness framework for agricultural IoT
	Agricultural environments impose extreme physical stressors (moisture, temperature, dust) degrading sensor reliability; connectivity gaps in rural areas disrupt data continuity; forensic standards for Ag-IoT evidence not legally established

	Mansoor et al. (24)
	Precision Agriculture / Smart Sensors
	Multi-parameter soil sensors; weather stations; hyperspectral imaging; IoT-satellite data fusion; Sentinel-2
	Reviewed integration of smart IoT sensors with Sentinel-2 satellite data for precision field management. Evaluated OPTRAM model for IoT-integrated soil moisture estimation. Demonstrated improved water resource management and crop growth modeling accuracy.
	IoT-satellite fusion improved soil moisture estimation accuracy by up to 18% vs. satellite-only; real-time alerts reduced over-irrigation events in pilot farms
	Sensor drift in field conditions requires frequent recalibration; data fusion latency reduces real-time response capability; high deployment cost per hectare limits viability for smallholders

	Ojo et al. (27)
	Precision Agriculture / Livestock Monitoring
	LoRaWAN sensor nodes; GPS collars; RSSI-based localization; deep learning path loss models
	Developed deep learning-enhanced LoRaWAN path loss prediction model for livestock monitoring. Demonstrated that DL-predicted path loss models substantially outperform standard empirical models (log-distance, Okumura-Hata) in complex agricultural terrain.
	DL path loss model reduced location prediction error by 34% vs. empirical models; LoRa achieved reliable communication at 2.5 km range in open farmland
	LoRa throughput limits simultaneous monitoring of very large herds; deep learning model training requires substantial labeled signal strength data; model retraining needed when terrain changes

	Zaman et al. (29)
	Smart Cities / Comprehensive Review
	Urban sensor networks; adaptive traffic signals; smart meters; IoT waste bins; water flow sensors; surveillance cameras
	Systematic review analyzing 14,309 Scopus articles (2010–2024) on smart city IoT. Documented exponential growth from <100 to >4,000 annual publications. Evaluated transportation, energy, water, and waste management applications. Identified governance and privacy as dominant unresolved challenges.
	Annual publication growth: >40x over 14-year period; identified 7 dominant smart city IoT application clusters; energy management and transportation most mature deployment domains
	Surveillance infrastructure raises civil liberties concerns; smart city benefits unequally distributed across socioeconomic groups; vendor lock-in in proprietary platform deployments; cybersecurity of critical urban infrastructure inadequately governed

	Gavrilovic et al. (34)
	Smart Cities / Research Trends
	IoT urban infrastructure; digital twins; edge computing; 5G smart city backbones
	Bibliometric and thematic analysis of global smart city IoT research trends. Identified smart grid energy management, autonomous vehicle coordination and digital twin infrastructure as fastest-growing sub-domains. Analysed geographic distribution of research output.
	Identified 12 emerging research clusters; digital twin adoption growing at 38% CAGR in smart city literature; 5G-IoT integration papers increased 6-fold from 2019 to 2024
	Research output disproportionately concentrated in East Asia and Europe; gap between published research and operational deployment; real-world performance data rarely available due to proprietary data restrictions

	Mrad & Mraihi (31)
	Smart Cities / Traffic & Energy
	Road-embedded sensors; CCTV analytics; adaptive signal controllers; Advanced Metering Infrastructure (AMI); demand response systems
	Evaluated IoT-based adaptive traffic management and smart grid demand response in urban contexts. Demonstrated measurable commuting time reductions through dynamic signal optimization. AMI systems maintained uninterrupted power to critical infrastructure including hospitals without human intervention.
	Average commuting time reduction of 18% in pilot corridor; AMI demand response reduced peak grid load by 14%; outage detection time reduced from hours to seconds
	Infrastructure investment costs high; cybersecurity of traffic control systems inadequately hardened; legacy grid infrastructure incompatible with modern AMI protocols in many cities; data privacy in persistent CCTV analytics unaddressed

	Hector and Panjanathan et al. (35)
	Industrial IoT / Industry 4.0 Review
	Cyber-physical systems; industrial sensor networks; SCADA integration; digital twins; OPC UA protocol; cloud MES platforms
	Comprehensive review of IIoT in Industry 4.0 manufacturing. Analysed cyber-physical system architectures, real-time data acquisition from production equipment, digital twin integration and smart factory orchestration. Evaluated economic impacts on operational efficiency.
	Documented 20–50% reduction in unplanned downtime across reviewed case studies; 10–25% improvement in overall equipment effectiveness (OEE); digital twin adoption associated with 15–30% reduction in prototype costs
	High upfront infrastructure cost; integration with legacy operational technology (OT) systems complex and risky; OT/IT convergence creates new attack surface; shortage of workforce with combined engineering and data science skills

	Ben Cheikh & Oliveira (37)
	Industrial IoT / Sustainable Manufacturing
	IIoT sensor platforms; AI-driven maintenance scheduling; energy monitoring; carbon footprint tracking; digital twin simulation
	Systematic literature review of Industry 4.0 integration with Maintenance 4.0 for sustainable manufacturing. Evaluated economic and environmental co-benefits of IoT-enabled predictive maintenance. Documented global predictive maintenance market trajectory.
	Global PdM market projected: USD 111.34 billion by 2030 at 26.2% CAGR; IoT-AI maintenance integration reduces energy consumption 8–20% across reviewed case studies
	Lifecycle environmental cost of IIoT hardware manufacturing underquantified; e-waste from sensor replacement unaddressed; SME adoption lags large enterprises due to capital and skill barriers

	Abdullahi et al. (42)
	Industrial IoT / Digital Twins
	Distributed digital twin framework; IIoT sensor networks; edge-cloud hybrid processing; ML remaining-useful-life models
	Proposed and evaluated distributed digital twin architecture for predictive maintenance. Demonstrated that distributing twin computation across edge nodes reduces cloud processing load while maintaining real-time synchronization. Validated on industrial rotating machinery datasets.
	Distributed architecture reduced cloud processing load by 44%; maintained <100 ms synchronization latency; RUL prediction accuracy comparable to centralized DT at 96.3%
	Framework complexity increases system integration effort; network partitioning can desynchronize distributed twins; validation limited to rotating machinery; scalability to entire plant-level digital twins untested

	Moh & Raju (8)
	IoT Security / Cloud Integration
	IoT-cloud integration architectures; TLS/DTLS protocols; lightweight cryptography; anomaly detection; MQTT/CoAP
	Comprehensive survey of IoT-cloud integration security challenges and solutions. Evaluated cryptographic overhead of standard vs. lightweight security protocols on resource-constrained devices. Assessed AI-driven anomaly detection as a complement to traditional access control.
	AES-128 on constrained MCU requires 3.2x more energy than ChaCha20; AI anomaly detection achieved 94.7% intrusion detection accuracy at 12ms latency on edge nodes
	No single security protocol optimal for all IoT device classes; AI anomaly detection requires clean baseline training data; firmware over-the-air update security inadequately standardized across vendors


[bookmark: _Toc223640295][bookmark: cross-cutting-challenges]4. CHALLENGES OR HICCUPS 
[bookmark: _Toc223640296][bookmark: security-vulnerabilities]4.1 Security liabilities
Security is one of the most extensively discussed challenge in the IoT literature, which is very well documented. The IoT devices are essentially constrained in computational power, memory and energy resources, making it technically difficult to implement standard cryptographic algorithms such as Advanced Encryption Standard (AES), Rivest–Shamir–Adleman (RSA) and Secure Hash Algorithm (SHA)-256 that are routine in conventional computing environments (Moh and Raju, 2025). This constraint creates structural vulnerability that challengers can exploit. The attack surface of an IoT system is considerably broader than that of conventional networked systems. Distributed Denial of Service (DDoS) attacks leveraging compromised IoT device networks have been used to overcome critical infrastructure. Device spoofing and impression attacks exploit weak authentication mechanisms to gain unauthorized access to network resources. Insecure firmware update pathways allow attackers to deploy malicious code to large populations of devices simultaneously (Kaur et al., 2024). The Mirai botnet attack of 2016, which weaponized hundreds of thousands of IoT devices against internet infrastructure, remains the recognized illustration of these systemic risks.
The healthcare field faces particularly acute security consequences, provided the sensitivity of patient data and the life critical nature of many connected devices. A novel three-factor authentication protocol developed for wireless body area networks integrating patient biometrics, a smart card and a password demonstrated a 43.98% reduction in computational overhead while substantially increasing security characteristics, offering a promising design direction for resource constrained medical IoT (Nyangaresi, 2023). The AI-driven anomaly detection, blockchain-based access control and lightweight cryptographic schemes have been proposed as mechanisms for improving IoT security without imposing prohibitive computational expenses (Reis, 2026). Combined learning approaches, which distribute model training across devices without centralizing sensitive data, address both security and privacy concerns by design. These technical solutions must, however, be complemented by regulatory frameworks that establish minimum security standards for IoT devices at the point of manufacture and sale.
[bookmark: _Toc223640297][bookmark: privacy-and-data-governance]4.2 Privacy and Data Governance
The privacy implications of IoT deployment extend beyond cybersecurity to cover the systemic collection, aggregation and analysis of behavioral data at a scale unprecedented in human history. Smart city surveillance systems, consumer wearables, industrial monitoring platforms and connected home devices collectively generate data profiles of extraordinary data that describe where people are, how they move, what they consume and how their bodies function (Zhang et al., 2017). Privacy challenges in IoT systems are technically multidimensional, encompassing data acquisition consent, anonymization adequacy, retention period governance, secondary use disclosure and behavioral profiling prevention (Advanced Technology Services, 2025). The heterogeneity of IoT deployments covering devices manufactured by different vendors, operating in different regulatory controls and communicating over different protocols makes consistent application of privacy policies technically and legally complex. The development of privacy preserving technologies, such as differential privacy, homomorphic encryption and secure multi party computation offers pathways to meaningful data analysis without exposing individual level records (Ghadi et al., 2025). Blockchain-based frameworks provide auditable, tamper-resistant logs of data access events, supporting accountability and regulatory compliance. 
[bookmark: _Toc223640298][bookmark: interoperability-and-standardization]4.3 Interoperability and Standardization
The IoT background is characterized by a multiplicity of competing communication protocols, data formats and device management frameworks. At the network layer, devices may communicate over Message Queuing Telemetry Transport (MQTT), constrained application protocol (CoAP), Open Platform Communications Unified Architecture (OPC UA), Zigbee, Z-Wave, LoRa, or cellular protocols, each with different security properties and data models (Reis, 2026). The absence of universal standards means that IoT devices from different manufacturers often cannot communicate directly, requiring custom integration that adds cost, complexity and potential security exposure (Moh and Raju, 2025). This fragmentation impedes the realization of network effects that would otherwise be achievable in large-scale deployments. A smart city that deploys independently operating transportation, energy and water management systems each running on incompatible protocols cannot fully leverage the cross-domain optimization opportunities that an integrated data infrastructure would enable. Achieving interoperability is consequently presented as both a significant technical challenge and a prerequisite for the most ambitious IoT applications (Advanced Technology Services, 2025).
[bookmark: _Toc223640299][bookmark: X95544290a3fa4022815a15943329a233764ae4b]4.4 Energy Efficiency and Environmental Sustainability
The energy consumption of the global IoT infrastructure is a growing environmental concern. Billions of continuously active sensors, gateways and cloud servers collectively consume substantial quantities of electrical energy, and the embedded carbon in the manufacturing of IoT hardware contributes to electronic waste streams of increasing magnitude. At the device level, energy harvesting technologies including those utilizing ambient radio frequency energy, solar irradiance and thermal gradients offer pathways to self-sustaining sensor operation that eliminates dependence on battery replacement (Fernandes et al., 2023). Narrowband IoT (NB-IoT) protocols specifically designed for low-power, wide-area applications have gained traction in healthcare and agricultural deployments as a viable alternative to power-intensive communication stacks (Ahad et al., 2019). At the system level, edge computing reduces the energy cost of data transmission to remote cloud servers by performing processing locally, while AI-driven optimization of data collection schedules reduces the frequency of unnecessary sensor activations (Tang, 2023). These approaches collectively address the energy efficiency imperative, though their aggregate contribution to sustainability depends heavily on the energy mix of the underlying power infrastructure. The environmental dimension of IoT deployment has received comparatively less attention than security and privacy in the research literature. Future work should systematically quantify the lifecycle carbon footprint of IoT systems and develop design guidelines that minimize environmental impact without compromising functionality.
[bookmark: _Toc223640300][bookmark: scalability-cost-and-the-digital-divide]4.5 Scalability and cost 
The deployment of IoT infrastructure at significant scale requires important capital investment in sensors, gateways, connectivity, cloud storage and analytics platforms. For large enterprises and well-resourced governments, this investment is increasingly justified by demonstrable returns. For small and medium-sized enterprises, small-scale farmers and under-resourced authorities particularly in low and middle-income countries, the cost barrier is often prohibitive (Miller et al., 2025). This socioeconomic dimension of IoT adoption creates a risk of a widening digital divide in which the productivity and quality-of-life benefits of IoT are concentrated among already advantaged populations and organizations. Research on IoT in agriculture has explicitly documented this concern, noting that the rapid expansion of high-quality IoT farming research has been concentrated in technologically advanced countries, with small-scale farmers excluded from its benefits (Miller et al., 2025). Addressing this equity challenge requires policy interventions beyond purely technical solutions including subsidized infrastructure investment, open hardware standards, community based IoT deployment models and digital literacy programs if the promise of IoT for sustainable development is to be mostly realized.
[bookmark: _Toc223640301][bookmark: emerging-and-convergent-technologies]5. APPLICATION OF EMERGING TECHNOLOGIES
[bookmark: _Toc223640302][bookmark: X6006e989018f7584aabbb6a5be7966dcb002c69]5.1 AI and ML
The convergence of IoT with AI and ML represents the most substantial direction of technical development in the field. The IoT systems generate data at a volume, velocity and variety that makes manual analysis impossible, AI provides the analytical engine through which this data is transformed into actionable intelligence (Kok et al., 2023). The ML models embedded in IoT platforms enable predictive analytics, anomaly detection, automated decision-making and adaptive control that fundamentally extend the functional capabilities of connected device networks. In healthcare, AI-based wearable analytics are enabling earlier detection of cardiac arrhythmias, diabetic complications and neurological events. In agriculture, deep reinforcement learning models deployed at the cloud layer of IoT farming systems make real-time irrigation decisions with a precision that manual control cannot match (Bu and Wang, 2019). In industrial manufacturing, ML classifiers trained on vibration and temperature sensor data predict component failure with sufficient lead-time to allow planned maintenance interventions (Hector and Panjanathan, 2024). The explainability of AI models deployed in IoT systems is an emerging area of research. Explainable AI (XAI) frameworks for IoT, which provide human-interpretable accounts of model outputs, are particularly important in high stakes domains including healthcare and critical infrastructure (Thaku et al., 2023).
[bookmark: _Toc223640303][bookmark: blockchain]5.2 Blockchain
Blockchain technology offers IoT systems a decentralized mechanism for maintaining tamper-resistant audit trails, enforcing access control policies and enabling trustworthy peer-to-peer device communication without reliance on centralized authorities (Singh et al., 2020). In pharmaceutical supply chains, blockchain-enabled IoT tracking provides end-to-end product attribution that supports regulatory compliance and consumer safety (Sharma and Aslekar, 2023). In healthcare, blockchain frameworks authenticate IoT devices and enforce data access policies in a manner resistant to both external attack and insider manipulation, however, the integration of blockchain with IoT entail few operational challenges. 
[bookmark: _Toc223640304][bookmark: edge-and-fog-computing]5.3 Edge and fog computing
Edge computing, the model of processing data close to the source rather than in remote cloud infrastructure addresses several critical limitations of conventional cloud-centric IoT architectures. By performing analytics at or near the device, edge computing reduces communication latency to levels compatible with real-time control applications, reduces the bandwidth demands placed on network infrastructure and allows continued operation during periods of cloud connectivity disruption (Tang, 2023). Fog computing extends this paradigm by introducing an intermediate layer of processing nodes between edge devices and cloud infrastructure, enabling more sophisticated analytics than edge-only architectures while maintaining lower latency than pure cloud processing. The DeW-internet of medical thins (IoMT) framework for healthcare remote monitoring exemplifies this hierarchical architecture, demonstrating that a multi-layer approach reduces latency by approximately 28% and energy consumption by 12% compared to centralized architectures (Bhattacharya et al., 2025). Edge AI, the execution of ML inference directly on IoT hardware represents a particularly significant development, enabling real-time intelligent decision-making in environments where cloud connectivity is intermittent or where latency requirements prevent round-trip communication (Advanced Technology Services, 2025).
[bookmark: _Toc223640305][bookmark: g-and-next-generation-connectivity]5.4 5G and next generation connectivity
The global rollout of 5G cellular networks is a critical enabler for the next generation of IoT applications. The 5G provides ultra-low latency, high bandwidth and massively increased device density per unit area compared with 4G long-term evolution (LTE). These characteristics are prerequisites for applications, such as real-time surgical robotics, autonomous vehicle coordination and factory floor control systems that require guaranteed response times (Baird, 2024). The combination of 5G and mobile edge computing (MEC) offers a platform for healthcare IoT applications that cannot be adequately served by current connectivity infrastructure, including real-time high definition video monitoring of patients and continuous high-resolution imaging from implantable or wearable devices. As 5G networks expand their geographic footprint, the operational aspects of viable IoT deployments will correspondingly expand.
[bookmark: _Toc223640307][bookmark: synthesis-of-domain-specific-evidence][bookmark: discussion]6. OTHER FEATURES OF THE IoT SYSTEMS
Among the five application fields reviewed, a consistent pattern emerges. The IoT systems deliver substantial benefits when deployed in technically established, well-resourced environments with adequate connectivity and data management infrastructure. The specific nature of the value created varies by field, clinical outcome improvements in healthcare, yield and resource efficiency gains in agriculture, service delivery optimization in smart cities, maintenance cost reductions in manufacturing and quality of life enhancements in smart homes, etc. For healthcare, IoT applications is particularly robust, with multiple well designed studies demonstrating clinical benefits from remote patient monitoring and wearable diagnostic devices. The agricultural IoT applications, while growing rapidly, is more heterogeneous in methodological consistency, with many studies demonstrating proof of concept (POC) implementations in controlled conditions that have not yet been replicated at commercial scale. Smart city IoT research faces the challenge of evaluation in complex sociotechnical environments where attribution of outcomes to specific interventions is methodologically difficult. Industrial IoT research benefits from the relative ease of quantifying economic outcomes, such as downtime reduction and maintenance cost savings.
[bookmark: the-security-functionality-trade-off]A fundamental tension in IoT system design is the trade-off between security and functionality. Security measures encryption, authentication protocols, audit logging, secure update mechanisms impose computational and energy overheads on devices that are often designed with extreme resource constraints. This creates a structural incentive to underinvest in security, particularly in consumer and industrial IoT markets where price competition is intense and security is not easily visible to buyers at the point of purchase. Resolving this trade-off requires intervention at multiple levels: technical innovations in lightweight cryptography and efficient authentication that reduce the overhead of security measures; industry standards that establish minimum security requirements for device certification; regulatory frameworks that create legal liability for insecure device design; and procurement policies in public sector IoT deployments that make security a mandatory evaluation criterion. No single intervention is sufficient; progress requires their coordinated implementation.
[bookmark: governance-implications]The governance of IoT systems presents challenges that extend beyond the technical field. The capacity of smart city surveillance infrastructure to enable mass behavioral monitoring raises civil liberties concerns that demand legislative attention. The aggregation of health data from consumer wearables by commercial entities creates information asymmetries between individuals and corporations that existing consumer protection frameworks were not designed to address. The use of agriculture data by platform providers may create dependency relationships between farmers and technology vendors that challenge agricultural autonomy. These governance challenges are not unique to IoT, but the scale and intimacy of IoT data collection amplify their significance. 
[bookmark: _Toc223640310][bookmark: future-research-directions]7. KNOWLEDGE GAP AND FURTHER RESEARCH NEEDS 
Based on the above cited literature, the following aspects are identified as most significant for proceeding the development of IoT technology responsibly. Security design frameworks that provide practical guidance for integrating robust security mechanisms into resource constrained IoT devices at the hardware and firmware level, without imposing excessive cost or energy penalties. Lightweight cryptographic protocols specifically engineered for IoT deployment conditions remain an active and important area of development. Universal interoperability standards that enable continuous communication between devices from different manufacturers and operating over different protocols are a prerequisite for the multidisciplinary optimization opportunities that represent IoT’s greatest systemic value. These act as bottleneck that affect the entire IoT system. The IoT deployment models that make the benefits of connected technology accessible to smallholder farmers, healthcare systems and developing countries deserve dedicated research and development attention. This includes open hardware initiatives, community IoT networks and policy research on the conditions under which public investment in IoT infrastructure is justified by social returns. Lifecycle environmental assessment of IoT systems quantifying the full carbon footprint from device manufacturing through operation to end-of-life management is desirable to establish accounting of IoT’s sustainability credentials and to regulate design decisions that reduce environmental impact. The governance and ethics of IoT data require interdisciplinary approach that bridges computer science, law, public policy and social science. Understanding how individuals and communities are affected by the data collected by IoT systems and designing governance frameworks that protect rights without excluding beneficial innovation, is among the most important challenges facing the field.
[bookmark: _Toc223640311][bookmark: conclusion]8. CONCLUSION
The IoT represents a transformative technology platform whose applications span the extent of human activity from the monitoring of patients in hospital beds to the optimization of crop irrigation in agricultural fields, from the management of traffic flows in megacities to the prediction of equipment failures in factory production lines, etc. Also, this review highlighted the challenges that constrain IoT’s potential. All the challenges, which include energy efficiency, scalability, cost, etc., demands serious technical and governance attention. The unification of IoT with AI, blockchain, edge computing and 5G connectivity offers powerful technical pathways toward IoT systems that are more capable, more secure and more energy efficient. Recognizing the full potential of IoT as a platform for improving human welfare broadly and sustainably will require the collective action of technologists, regulators, policymakers and the society to ensure that the connected world is also a more secure, equitable and accountable one. 
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