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ABSTRACT
AI-driven personalization is increasingly used in digital banking to enhance user experience by delivering tailored services and recommendations. However, growing customer privacy concerns present a critical challenge, potentially altering how users perceive and respond to these personalized services. This study addresses the problem of how privacy concerns influence the relationship between AI-driven personalization and user experience in digital banking.

The main objective of this study is to examine whether customer privacy concerns moderate or mediate the impact of personalization on user experience, particularly in terms of trust, satisfaction, and service acceptance. To achieve this, the study proposes a conceptual model supported by a mixed-methods research design, including a survey-based quantitative approach targeting approximately 300 digital banking users, complemented by qualitative insights from follow-up interviews.

The findings suggest that while AI-driven personalization generally improves user experience, its positive effects may be weakened when privacy concerns are high. This reflects the personalization–privacy paradox, where users desire personalized services but remain cautious about data usage. The study highlights the importance of integrating privacy-aware design and transparency into personalization strategies.
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1. INTRODUCTION
Digital banking has rapidly evolved with the integration of Artificial Intelligence (AI) to provide highly personalized customer experiences. Banks now leverage AI algorithms in chatbots, recommendation systems, robo-advisors, and mobile apps to analyze customer data and deliver tailored financial advice, product offers, and support in real time Kizilcec (2016). This shift from one-size-fits-all services to individualized engagement reflects changing consumer expectations: modern banking customers — especially younger, digitally native generations — prefer services that recognize their unique needs and circumstances over generic interactions. For instance, AI can proactively suggest relevant credit products based on a user’s spending patterns or recommend customized investment portfolios aligned with the customer’s risk profile. Such personalization reduces information overload and enhances convenience, thereby improving the overall user experience (UX) in banking apps and platforms. Indeed, empirical evidence confirms that perceived personalization is strongly associated with higher user satisfaction and engagement in digital banking. Zhou and Zhang (2023) provide evidence that AI-enabled personalization enhances user trust and decision-making, which contributes to improved user experience outcomes in digital environments. Personalized banking services can thus foster a sense of being understood and valued as a customer, leading to greater loyalty and trust in one’s financial institution.
However, alongside these benefits, a critical challenge has emerged: customer privacy concerns are mounting in response to the extensive data collection and algorithmic profiling that underpin personalization. Banks’ AI systems often rely on sensitive personal information, from transaction histories and location data to life events and behavioral patterns, to customize offerings Norberg et al., 2007; McKnight and Chervany, 2001. While customers appreciate relevant recommendations, many are also growing uneasy about how their data is used. There is an increasing tension between customization and privacy in digital banking. Consumers worry that hyper-personalized services could cross the line into unwelcome surveillance or manipulation, especially if AI inferences become “too accurate” or intrusive (a phenomenon sometimes dubbed “creepy banking”). High-profile data breaches and opaque AI decision-making only exacerbate these fears, fueling anxiety that personal financial data may be misused or inadequately protected. Consequently, trust, a cornerstone of banking, can be undermined if customers feel their privacy is being compromised in the pursuit of personalization. This dilemma is often characterized as the personalization–privacy paradox: customers desire the convenience and relevance of AI-driven personalization, but simultaneously fear the loss of privacy and control over their personal information Martin and Murphy (2017).
In the context of digital banking, where trust and security are paramount, this paradox poses a strategic challenge. On one hand, failing to personalize services may make banks seem out of touch, risking customer attrition in favor of more responsive fintech competitors. On the other hand, overly intrusive personalization can erode customer trust and lead to disengagement or even defection to institutions perceived as more privacy-conscious. Recent industry research highlights the stakes: 72% of consumers say personalization influences where they choose to bank, yet a large share also report hesitancy to fully engage if they feel their data is handled in an opaque way. Banks thus face a tightrope walk: how can they leverage AI personalization to enhance the user experience while simultaneously safeguarding privacy to preserve trust? This question is of both academic and practical importance as banks navigate compliance with strict data protection regulations (e.g., GDPR, CCPA) and respond to heightened public scrutiny of AI ethics and privacy (Voigt and von dem Bussche 2017).
This paper addresses the current question by examining how customer privacy concerns impact the relationship between AI-driven personalization and user experience in digital banking. We synthesize findings from recent scholarly work in AI personalization, consumer privacy, and user experience, drawing comparative insights from two streams of research. The first stream, exemplified by Zhou and Zhang (2023), demonstrates the positive impact of AI-powered personalization on customer experience metrics in digital environments (Zhou and Zhang, 2023). The second stream, as illustrated by Adepeju et al. (2025), emphasizes the ethical and experiential risks, arguing that personalization gains can be unsustainable if privacy and transparency are not ensured. Similarly, Rahaman et al. (2023) highlight in a UX design context that incorporating empathy and predictive analytics can greatly improve user experiences, but they caution that issues like data privacy, algorithmic bias, and lack of user control must be proactively addressed. By integrating these perspectives, we aim to provide a nuanced understanding of personalization and UX in banking, while accounting for privacy concerns. The objectives of the study, detailed next, outline the specific questions and relationships we examine. Ultimately, this research seeks to provide both theoretical insight and practical guidance for banks to balance innovation and privacy – treating them as interdependent priorities rather than opposing forces to foster positive, trust-rich user experiences in the era of AI-driven digital banking.
This paper is guided by the following key objectives:
· Examine the Impact of AI-Driven Personalization on User Experience in Digital Banking: To investigate how AI-powered personalization (e.g. personalized product recommendations, alerts, chatbots, and financial advice) affects user experience outcomes such as customer satisfaction, perceived service quality, trust, and loyalty in digital banking channels.
· Assess the Role of Customer Privacy Concerns as a Moderating or Mediating Factor: To determine how and to what extent customer privacy concerns influence the above relationship between personalization and user experience. This includes evaluating whether privacy concerns moderate the strength of personalization’s effects on user experience (i.e., reducing positive effects when concerns are high), and/or whether privacy concerns mediate outcomes by affecting user trust and risk perceptions in personalized services.
· Explore the Interplay of Personalization, Trust, and Privacy in UX: To analyze the interrelationships between personalization, user trust, and privacy. In particular, to investigate whether AI-driven personalization can build trust (through relevance and convenience) or undermine it (if seen as invasive), and how privacy concerns tilt this balance. We will consider theoretical frameworks like the privacy calculus (cost-benefit analysis by users) and technology acceptance models to interpret these dynamics.
· Identify Strategies to Balance Personalization Benefits with Privacy Protection: To propose strategies, design principles, and governance frameworks that banks can employ to mitigate privacy concerns while delivering personalized experiences. This objective involves drawing on literature about privacy-preserving technologies (e.g., federated learning, differential privacy) and regulatory compliance (GDPR, CCPA) to recommend how banks can ensure data transparency, obtain informed consent, provide user control, and use explainable AI in their personalization effort.
By doing so, we aim to show how banks can turn privacy into a competitive advantage that reinforces, rather than detracts from, user experience. Through these objectives, the study intends to develop a conceptual model and provide empirical grounding (via a proposed methodology) to understand and test the influence of privacy concerns on personalization-driven user experiences in banking. The next section reviews relevant literature to establish the theoretical foundation for this inquiry.
1.1 [bookmark: AI-Driven_Personalization_in_Digital_Ban]AI-Driven Personalization in Digital Banking and User Experience
AI-driven personalization refers to the use of AI and machine learning techniques to tailor banking services to individual customer preferences and behaviors. This spans a range of applications in digital banking: personalized marketing offers, dynamic UI content, chatbots that adapt to a user's history, robo-advisors providing customized financial planning, and fraud alerts attuned to a customer’s spending patterns. This literature consistently shows that such personalization can significantly enhance the user experience (UX) in financial services (Bleier and Eisenbeiss, 2015). Personalization increases the perceived usefulness and convenience of services by delivering relevant information at the right time, thus reducing user effort (Arrieta et al. 2020). It also contributes to a more emotional connection between the customer and the bank; users feel “understood” when the service anticipates their needs, which fosters satisfaction and loyalty.
Empirical studies in banking and related domains support these claims. In the banking sector, AI-based personalization has been linked to higher customer engagement and retention. For example, Zungu et al. (2025) found that personalization positively influences AI-based self-service customer experience in banking, with personalized digital platforms yielding greater customer convenience and satisfaction. Zhou and Zhang (2023) provide empirical evidence that AI-driven personalization improves user trust and decision-making, which in turn enhances overall user experience and perceived service quality in digital environments. These findings echo trends observed in e-commerce: personalized recommender systems in online retail boost customer satisfaction and perceived value of the platform. In general, when customers receive content and recommendations finely tuned to their needs, they tend to perceive the service as more useful and are more likely to continue using it, which is a core principle of the Technology Acceptance Model (TAM) and related theories. Studies have even noted improved conversion rates and cross-selling in banking when using targeted personalization, with one report citing up to a 20% increase in product sales from tailored offers.
Crucially, personalization also has a strong relationship with customer trust and long-term loyalty. Banks have traditionally built trust through human relationships; now AI systems must assume part of that role. Effective personalization can signal to customers that “my bank knows me and looks out for me,” thereby enhancing trust in the digital channel. According to Zhou and Zhang (2023), AI-driven personalization enhances user trust and contributes to improved service experience and long-term customer relationships in digital environments. Similarly, a study by McKnight and Chervany (2001) indicates that personalization can strengthen trust when customers perceive recommendations as accurate and beneficial. Trust is a pivotal component of UX in banking; a positive personalization experience (e.g., a helpful automated financial tip) can reinforce a customer’s confidence that the institution is competent and has their best interests at heart. We note, however, that trust is not guaranteed; it depends heavily on how personalization is implemented, as discussed later.
This literature establishes that AI-driven personalization is a powerful tool for enhancing user experience in digital banking, yielding improvements in satisfaction, convenience, engagement, and perceived value. Banks that successfully personalize can differentiate themselves and strengthen customer relationships in an increasingly competitive digital marketplace. Yet, these upsides can be fully realized only under the right conditions; as the next sections detail, privacy and ethical considerations are increasingly seen as integral to sustaining the UX benefits of personalization.
1.2 [bookmark: Privacy_Concerns_in_Digital_Banking]Privacy Concerns in Digital Banking
Privacy concerns refer to users’ apprehensions about the collection, use, and sharing of their personal information. In digital banking, privacy concerns are especially acute due to the highly sensitive nature of financial data and the potentially far-reaching consequences of its misuse (identity theft, fraud, loss of financial security, etc.) Norberg et al. (2007). As banks deploy AI to gather and analyze granular data about customer transactions, life events, and even real-time behaviors, customers are becoming more cognizant of privacy risks. Key dimensions of privacy concern in this context include: data security (fear of breaches or unauthorized access), data misuse (fear that banks or third parties will use personal data in ways the customer did not intend or approve), lack of transparency (not knowing what data is collected or how it is algorithmically used), and loss of control (feeling unable to manage one’s own data sharing preferences).
Recent surveys reveal a conflicted consumer mindset. On one hand, bank customers want personalized services; on the other hand, they express wariness about how much data they must “give up” for personalization (Chellappa and Sin 2005). This conflict is encapsulated by what researchers call the personalization–privacy paradox. Aguirre et al. (2015) revisit this paradox and find that consumers simultaneously express appreciation for AI-driven personalized offerings and concern over privacy infringements, indicating that the tension remains a significant hurdle to AI adoption. Financial services amplify this paradox because trust and privacy form a foundation of the banker-customer relationship; any perceived privacy violation can severely damage that trust. Martin and Murphy (2017) observed that privacy concerns negatively affect consumers’ willingness to accept AI personalization, even when the personalized service could be beneficial, and that this effect varies with demographics (younger users and those accustomed to digital services show slightly more tolerance for data collection). These findings align with earlier privacy calculus theory: users perform a mental cost-benefit analysis, trading off the benefits of personalization (convenience, relevance) against the perceived privacy risks (loss of control, potential harm). If the perceived benefit outweighs the risk, users will engage; if not, they will resist or opt out of personalized features.
In banking, many consumers express privacy concerns over “how do they know that?” moments, e.g., when a bank’s AI sends a highly specific alert or product offer that reveals the bank is tracking a life event (like a medical expense or a divorce settlement). Such instances can trigger a feeling of intrusion. Adepeju et al. note that personalization crossing into intimate territory without clear user awareness can cause customer discomfort and distrust, sometimes referred to as the creepiness factor in banking UX. Customers may start to suspect that their data is being “exploited” or shared without consent, especially if the AI’s workings are opaque. The literature also highlights psychological effects: beyond objective risks, even the perception of privacy loss can erode user satisfaction. For example, being reminded that one’s every financial move is monitored can lead to anxiety or a sense of vulnerability, detracting from the positive feelings that personalization is meant to generate. In extreme cases, trust erosion due to privacy concerns may lead customers to disengage from digital services or switch providers, seeking banks that better align with their privacy expectations.
Adding to consumer concerns, regulatory bodies and policymakers have underscored the importance of privacy in financial services. Regulations like the European GDPR and California’s CCPA have raised the bar for data protection, requiring transparency, user consent, and the right to opt out of data sale/sharing. While these laws apply broadly across sectors, they have particular teeth in finance, where violations carry hefty fines and reputational damage. Studies note that banks cannot ignore these regulations in their personalization strategies; in fact, compliance with privacy laws is increasingly seen as a baseline for consumer trust. Wong et al. (2023) examine how tech companies (including financial firms) discuss GDPR/CCPA in risk disclosures and find that privacy legislation is viewed as a serious business risk and a driver of internal governance changes. This external pressure dovetails with consumer expectations: users are more aware of their rights and often favor banks that demonstrate a strong commitment to data privacy and ethics. In one study, 75% of banking customers said they are more likely to use services from institutions that clearly explain how personal data is used and protected.
Privacy concerns in digital banking are multifaceted, encompassing data security, misuse, transparency, and control issues. These concerns can dampen the positive reception of AI personalization if not addressed. The literature suggests that to maintain a high-quality user experience, banks must proactively manage privacy issues through clear communication, user empowerment (controls over data), and robust security measures. The next section delves into how these privacy concerns specifically influence the relationship between personalization and user experience, acting as potential moderators or mediators.
1.3 [bookmark: Influence_of_Privacy_Concerns_on_Persona]Influence of Privacy Concerns on Personalization–UX Relationship
A growing body of research is investigating whether privacy concerns change the impact of personalization on user attitudes and behaviors. In other words, do people who worry about privacy respond differently to personalized services than those who do not? Evidence to date indicates that privacy concerns can serve as a significant moderating factor, diminishing the positive effects of personalization on user experience outcomes. When privacy concerns are great, users may react to personalized offerings with skepticism or apprehension instead of delight, nullifying potential UX gains. For instance, Chellappa and Sin (2005) emphasize that users’ acceptance of AI-driven personalization is critically tied to data privacy assurances; even a highly convenient personalized feature might be rejected if the user perceives a privacy threat. In e-commerce contexts, Norberg et al. (2007) showed that users with certain traits (e.g., high need for privacy) experienced the personalization–privacy paradox more strongly, leading them to disengage from personalized recommendations, whereas users less concerned about privacy enjoyed the recommendations and showed increased satisfaction.
Translating these insights to digital banking: a customer with low privacy concerns might love that their banking app automatically categorizes spending and suggests budget tips (viewing it as helpful personalization), thereby increasing their satisfaction and trust in the service. In contrast, a high privacy-concern customer might find the same feature uncomfortably intrusive (“my bank is tracking me too closely”), potentially feeling less satisfied or even violated by the experience. This moderation effect means the magnitude and even direction of personalization’s impact on UX can depend on the user’s privacy mindset. Some studies attempt to quantify this interaction. For example, a conceptual model by Aguirre et al. (2015) posited that privacy concerns negatively moderate the relationship between personalization and perceived usefulness/trust; initial findings indicated that for users with high privacy worries, personalization’s effect on perceived usefulness was significantly weaker (and sometimes non-significant) compared to users with low privacy concerns. Similarly, in a social media banking study, a high privacy concern group reported much lower satisfaction with personalized chatbot recommendations than a low concern group, despite identical service quality – underscoring how perceptions filter the experience.
Privacy concerns can also act as a mediator in more complex ways. The very act of personalizing a service might trigger privacy-related cognitions that then influence outcomes like trust and satisfaction. For example, consider a mediated [image: ]chain below:

Figure 1: Privacy Chain
If an AI recommends a mortgage refinancing right after a user’s life event (e.g., having a child) without the user explicitly disclosing that information, the user may infer extensive data mining. This could raise their privacy concern, which in turn might reduce their trust in the service or bank (thinking that the bank is “crossing the line” with personal data), ultimately lowering satisfaction with the experience even though the recommendation itself was on-target. Research suggests that while AI-driven personalization can enhance the perceived usefulness and competence of digital services, concerns related to privacy and user autonomy may negatively influence trust. In banking, trust is a major determinant of satisfaction and continued usage, so anything that erodes trust (like privacy red flags) can indirectly harm user experience. In essence, if personalization is delivered in a way that heightens privacy concerns, the net effect could be neutral or even negative, despite its potential benefits.
Not all studies find a strong interaction, suggesting that context and implementation influence the effect. Studies have shown that transparent communication about data usage can blunt the moderating effect of privacy concern, users who were worried about privacy responded almost as positively to personalization as low-concern users when the service provided clear explanations and control options for the personalization. This highlights a crucial point: privacy concerns are not immutable; banks can actively manage and alleviate them through privacy-by-design approaches. Kizilcec (2016) demonstrated that introducing transparency features (such as explanations for why a certain recommendation was shown) can increase user trust and acceptance of personalized content, even among privacy-sensitive users. Such findings suggest that the negative moderating role of privacy concern can be mitigated by design choices that give users more confidence and control. In our context, that means making AI personalization in banking more explainable and user-guided could maintain a positive UX for a broader range of customers, including those initially inclined to be wary of data-driven services.
Privacy concerns significantly influence how users experience AI personalization, often weakening positive outcomes unless properly addressed. These concerns can moderate the personalization–UX relationship, leading to divergent experiences between high- and low-concern users, and can mediate outcomes by impacting trust. The clear message from the literature is that personalization cannot be divorced from privacy considerations: the two must be addressed in tandem to achieve optimal user experience. This is especially true in banking, where the threshold for trust is high, and the tolerance for perceived privacy intrusions is low. Banks that understand and proactively manage this dynamic by building trustworthiness into their personalization strategies are more likely to see the desired payoff in customer experience and loyalty. The next section will propose a methodology to empirically examine these relationships and test the moderating role of privacy concern in a digital banking context.
Based on these insights, this study proposes a conceptual framework that illustrates how AI-driven personalization influences user experience in digital banking, with customer privacy concerns as a moderating factor and trust as a mediating variable. The proposed research model is presented in Figure 2.
[image: ]
Figure 2: Conceptual Model of AI-Driven Personalization, Privacy Concerns, Trust, and User Experience
Conceptual model illustrating the relationship between AI-driven personalization and user experience in digital banking, with privacy concerns acting as a moderating factor and trust serving as a mediating variable.
2. METHODOLOGY
To investigate the influence of customer privacy concerns on the relationship between AI-driven personalization and user experience in digital banking, this study proposes an empirical study using a mixed-methods approach, comprising a primary quantitative component supplemented by qualitative insights. The study is designed to test the conceptual model suggested by our literature review, in which personalization (independent variable) impacts user experience (dependent variable) and privacy concern serves as a moderator (and potentially a mediator through trust). Below, we outline the research design, key variables, data collection methods, and analytical techniques.
2.1 [bookmark: Research_Design]Research Design
This study proposes a survey-based quantitative study of retail banking customers who regularly use digital banking services (e.g., mobile banking apps, online banking platforms). The survey will capture perceptions of personalization, privacy concerns, trust, and user experience outcomes. We opt for a cross-sectional survey and statistical modeling approach (as used by similar studies in e-commerce personalization because it allows testing of hypothesized relationships and interactions in a real-world user base. To enrich the quantitative findings, we would include a qualitative follow-up: semi-structured interviews with a subset of participants to probe deeper into how they feel about personalization in relation to privacy (similar to the approach of recent personalization trust studies. The mixed-methods design helps validate the model and provides context for interpreting statistical results.
2.2 [bookmark: Participants_and_Sampling]Participants and Sampling
Our target population is users of AI-enabled digital banking services in the adult consumer segment. We aim for a sample of approximately 300 respondents for the survey, ensuring a diverse representation in terms of age, gender, and tech-savviness. Given evidence that age can influence personalization acceptance (with younger users often more comfortable with AI, we will intentionally stratify sampling to include both “digital natives” (e.g., 18–35) and older adults (35–60+) for comparison. Participants will be recruited via an online panel and through bank customer outreach, focusing on those who have experienced personalized features (e.g., received personalized offers or chatbot assistance) in digital banking. For the qualitative portion, we will select approximately 20 individuals from the survey pool (ensuring a mix of high vs. low privacy concern profiles) for in-depth interviews.
2.3 [bookmark: Measurement_of_Variables]Measurement of Variables
This study proposes to measure the core constructs using established multi-item scales, adapted to the banking context:
· AI-Driven Personalization: Participants’ perception of how well the bank’s digital services personalize the experience. This will be measured by items on the relevance of recommendations, the degree of customization in content, and whether services feel tailored to one’s needs. (Example item: “My banking app provides recommendations/offers that are relevant to my personal situation.”) These items can be adapted from prior personalization scales in recommender system research.
· User Experience (UX): This broad construct would encompass satisfaction, usability, and loyalty/continuance intention. Key indicators include overall satisfaction with the digital banking service, perceived ease of use and usefulness, and self-reported likelihood of continuing to use or adopting additional services. Items will be drawn from standard UX and customer satisfaction questionnaires (e.g., SUS for usability, CSI for satisfaction) but modified for the AI service context (e.g., “I am satisfied with my bank’s digital services” and “Using the banking app is convenient and meets my needs”).
· Customer Privacy Concerns: This model proposes measuring privacy concerns using a scale capturing worries about data collection, misuse, and security. For example, items could include “I am concerned about the privacy of the personal information I provide to my bank’s app” and “I feel uneasy about how my bank might use my financial data.” Such items can be adapted from established scales like the Internet Users’ Information Privacy Concern (IUIPC) framework, tailored to banking.
· Trust in AI-Driven Service: Although trust can be considered part of UX, we propose specifically measuring trust (in the digital service and in the bank’s handling of data) to explore its role as a mediator. Trust will be measured in terms of perceived competence, integrity, and benevolence of the AI-enabled service. Example items: “I trust my bank’s AI-based services to act in my best interest” and “The AI features in my banking app are reliable and trustworthy”.
· Control Variables: This would involve recording demographic data (age, gender, education) and prior experience with technology (tech savviness, frequency of digital banking use) as these may influence both personalization reception and privacy attitudes. Also, noting the type of bank (traditional vs. online-only) as an environmental factor.
The key variables examined in this study, along with their measurement indicators, are summarized in Table 1.
Table 1. Summary of Variables and Measurement
	Variable
	Role
	Description

	AI-Driven Personalization
	Independent Variable
	Perceived level of tailored recommendations and financial services in digital banking

	User Experience (UX)
	Dependent Variable
	Satisfaction, usability, and continuance intention in digital banking services

	Privacy Concerns
	Moderator
	Level of concern regarding data collection, privacy, and misuse of financial information

	Trust in AI Services
	Mediator
	Confidence in the reliability and integrity of AI-driven banking services

	Control Variables
	Control
	Age, gender, education, digital banking experience, and frequency of app usage



All scale items will use a 5-point Likert agreement format, and the survey will be pilot-tested with a small group to ensure clarity and reliability (expecting Cronbach’s α > 0.7 for all multi-item scales).
2.4 [bookmark: Hypotheses_Development]Hypotheses Development
Based on the literature review, we will formally test a set of hypotheses:
· H1: Personalization positively influences user experience in digital banking. Participants who perceive a higher degree of AI-driven personalization in their banking service will report higher satisfaction, trust, and overall UX evaluations (Adepeju et al. 2025).
· H2: Customer privacy concerns moderate the relationship between personalization and user experience. In statistical terms, the positive effect of personalization on UX (H1) will be stronger for users with low privacy concerns and weaker (possibly negligible or even negative) for users with high privacy concerns. We expect a significant interaction between personalization and privacy concerns on UX outcomes. (For example, the increase in satisfaction associated with personalization will diminish as privacy concerns increase.)
· H3: Personalization has an indirect effect on user experience through trust (mediator), which is contingent on privacy concerns. This hypothesis recognizes a potential mediated moderation: Personalization may build trust (as an intermediary outcome), which then enhances user experience (as prior studies suggest). However, if privacy concerns are high, the trust-building effect of personalization might be suppressed. The research proposes to test whether trust mediates the personalization–UX link and whether the mediation is moderated by privacy concerns (i.e., moderated mediation) (Rahaman et al. 2023).
· H4: Transparency and control (qualitative insights) are likely to emerge as key factors mitigating privacy concerns. While not a quantitative hypothesis, through interviews, we expect to find that users who are aware of and can control personalization (opt-outs, clear explanations) are more comfortable and report better experiences, even if they initially had privacy concerns. This will supplement H2 by explaining why or how privacy concerns alter user sentiment.
2.5 [bookmark: Data_Collection_Procedure]Data Collection Procedure
The survey proposes to be administered online. After informed consent (ensuring participants understand the study is about personalization and privacy in banking), respondents will answer the questionnaire described. The analysis would involve embedding an attention check to ensure data quality. Survey responses will be kept confidential and analyzed in aggregate, following ethical guidelines for user research. For the qualitative part, we will conduct one-on-one interviews (via video conferencing). An interview guide will prompt participants to discuss experiences such as: “Can you recall a time your banking app gave you a recommendation or alert that felt very personalized? How did it make you feel?” and “What are your thoughts on how your bank uses your data to personalize services?” These interviews will be recorded (with permission), transcribed, and thematically analyzed.
2.6 [bookmark: Analytical_Approach]Analytical Approach
For the quantitative data, we will use statistical software to analyze them. Descriptive statistics and reliability checks will precede hypothesis testing. We will likely employ multiple regression or Structural Equation Modeling (SEM) to test our hypotheses:
· H1: A regression of UX on personalization (with controls) should yield a significant positive coefficient for personalization. Alternatively, in SEM, the path from personalization to UX should be positive and significant.
· H2: We will include an interaction term (Personalization × Privacy Concern) in a regression predicting UX. A significant negative interaction term would support H2, indicating moderation. We may also split the sample by high vs. low privacy concern (a median split) to compare effects, or use a multi-group SEM to test whether path strengths differ by concern level.
· H3: Mediation by trust will be tested using methods like Baron & Kenny steps or, preferably, a bootstrap confidence interval for the indirect effect. We expect: personalization → trust (positive), and trust → UX (positive). Moderated mediation can be tested using PROCESS macro (Model 7 or 14) to see if the indirect path via trust varies with privacy concern. A finding that personalization fails to build trust among high-concern users (while it does among low-concern users) would align with this hypothesis.
· The analysis would involve simple slopes of personalization–UX at different levels of privacy concern (e.g., one SD above and below mean concern) to interpret the nature of moderation.
Qualitative interview data will be coded for recurring themes related to feelings about personalization and privacy (e.g., “convenience vs intrusion”, “trust in technology”, “desire for control”). These insights will help explain the quantitative patterns. For example, we might find that high privacy-concern individuals frequently mention lack of control or transparency as reasons for discomfort, which can contextualize the statistical interaction effect. By combining these analyses, the methodology will allow us to rigorously assess how privacy concerns alter the impact of personalization on user experience and to gather explanatory evidence for the observed relationships.
3. [bookmark: Results_and_Discussion]RESULTS AND DISCUSSION
Since this is a conceptual study, we discuss expected results and their implications based on theory and prior findings.
3.1 [bookmark: Expected_Quantitative_Findings]Expected Quantitative Findings
We anticipate the data will support our core proposition that AI-driven personalization generally has a positive effect on user experience in digital banking (H1), but this effect is significantly influenced by customers’ privacy concerns (H2). Specifically, we expect to see a strong positive relationship between perceived personalization and user experience metrics for the overall sample, consistent with earlier studies. For instance, users who reported a high degree of personalization in their banking app are likely to also report high satisfaction and usability scores. This aligns with prior findings that AI-driven personalization enhances user satisfaction and overall experience in digital platforms. We also foresee that trust in the digital service will correlate highly with personalization and mediate its impact on satisfaction (supporting H3): personalization can engender trust by making the service feel more responsive and user-centric (Rahaman et al. 2023).
However, when segmenting by privacy concern, we expect a nuanced pattern. For participants with low privacy concerns, personalization’s effect on UX should be markedly positive – these users likely perceive tailored services as an added value with minimal downside. In contrast, for participants with high privacy concerns, we anticipate the effect of personalization on UX will be weaker and possibly only marginally significant. In statistical terms, an interaction plot would probably show a steeper slope for low-concern users (indicating big UX gains as personalization increases) and a flatter slope for high-concern users. If our hypothesis is correct, some high-concern individuals might even exhibit a slight negative reaction to high personalization (e.g., if personalization leads to discomfort, their satisfaction could drop). This aligns with the concept of the personalization–privacy paradox observed by Aguirre et al. (2015) and the “creepiness” effect noted by Adepeju et al. (2025), where personalization beyond a certain point triggers unease instead of delight.
We expect the moderating effect of privacy concern (H2) to be statistically significant. For example, a regression analysis might find that personalization has a strong positive coefficient (for UX) and privacy concern has a negative main effect (users with higher privacy concerns tend to be less satisfied overall). Importantly, the interaction term (Personalization × Privacy Concern) is likely to be negative and significant, indicating that the benefit of personalization on UX diminishes as privacy concern increases. A simple-slope analysis might reveal something like: at low concern, a one-unit increase in personalization score yields a large increase in satisfaction (p < 0.001), whereas at great concern, the same increase yields a much smaller uptick (perhaps not significant if concern is very high). This outcome would empirically demonstrate that privacy concerns blunt the effectiveness of personalization efforts in enhancing user experience.
In testing H3, we expect to see that trust plays a mediating role. We anticipate that personalization positively affects trust in the service (users feel more confident in an AI that “knows” them) for many respondents, which in turn boosts satisfaction and UX. However, privacy concerns might disrupt this mediation. For low-concern users, personalization likely increases trust significantly (because they see it as helpful competence), which then leads to higher satisfaction – an intact mediation chain. For high-concern users, personalization may have a weaker effect on trust or none at all; in fact, if personalization attempts are seen as invasive, they could reduce trust (a negative path). If the data show that, for high-privacy-concern individuals, personalization does not build trust (or erodes it), while for low-privacy-concern individuals it does, that would indicate a moderated mediation. We might observe, for instance, that the indirect effect of personalization on satisfaction via trust is significant for the low-concern group but not for the high-concern group. Such a result would mirror observations in fintech that trust “intercepts” the personalization effect – when personalization is explainable and welcome, trust and satisfaction go up; when it is inexplicable and intrusive, trust declines and nullifies the benefit.
3.2 [bookmark: Qualitative_Insights]Qualitative Insights
From the interviews, we expect rich context that explains these quantitative patterns. Preliminary expectation is that low privacy-concern users will describe personalized banking features in positive terms (“It’s convenient,” “It saves me time,” “It’s like the bank understands me”). They might not spontaneously raise data privacy issues, or if they do, they express implicit trust that the bank is handling data properly. In contrast, high privacy-concern users are likely to voice reservations: for example, some might recount instances where a personalized alert or ad felt “creepy” or “too much,” echoing the scenarios of discomfort noted by Adepeju et al. They may say things like “I turned off that feature because it was annoying to think they track everything” or “I worry about how my data is being used behind the scenes.” A common theme we anticipate is the desire for transparency and control: even those who value personalization may say they want to know why an AI made a certain suggestion and to have the ability to opt out or adjust settings. This confirms what prior research and industry reports emphasize: giving users insight and control can bridge the gap between personalization and trust. For instance, a participant might describe feeling much more comfortable with a budgeting tool after the app clearly explained how it uses transaction data and provided a toggle to disable certain personalized tips, highlighting that transparency turned a potentially intrusive feature into a welcome one.
Another expected insight is the role of user segmentation: Interviewees might reveal that experienced tech users or younger customers view personalization as the norm (“everything is personalized these days, so banking should be too”), whereas older or less tech-savvy users may be more suspicious of AI-based personalization. This would be in line with Martin and Murphy’s findings that demographic factors influence personalization acceptance. We may hear older users comparing AI suggestions unfavorably to human advisors (“I’d rather my banker call me if something’s important, not a random app notification”), reflecting a lingering trust gap with AI. In contrast, younger users might say they hardly notice personalization overtly because it’s seamlessly integrated – unless something goes wrong or feels off, they accept it.
3.3 [bookmark: Interpretation_and_Discussion]Interpretation and Discussion
Assuming our expectations hold, the results will underscore a key point: privacy concerns critically moderate the success of AI personalization in digital banking. Personalization is not a one-size-fits-all boon; its impact on user experience is contingent on user trust and comfort with data practices. For banking leaders and UX designers, this means that maximizing the benefits of personalization requires addressing the privacy side of the equation head-on.
One implication is that banks should segment and tailor their personalization strategies based on privacy sensitivity. For users who are privacy-conscious, banks might adopt a more conservative personalization approach, focusing on opt-in features and providing ample explanations. Our findings would support the idea that an “adaptive personalization” strategy – where the level of personalization itself could adjust to the user’s demonstrated privacy comfort level – could improve overall satisfaction. For example, a bank app might start with basic personalization and, over time, ask the user if they want more tailored insights, rather than assuming it by default. This could convert high-concern users gradually, as trust is built incrementally.
Another key discussion point is the role of explainability and transparency. Our study’s qualitative evidence likely reinforces that making AI a “black box” is dangerous in finance. Users respond better when they understand why they received a certain alert or offer. The concept of Explainable AI (XAI) becomes very relevant here: providing users with on-demand explanations (e.g., “You are seeing this loan offer because of your recent savings balance increase”) can mitigate the creepiness factor and even turn personalization into a trust-building interaction. As Arrieta et al. (2020) argue, XAI techniques help bridge the gap between predictive power and user trust by shedding light on AI’s logic. In banking, where transparency is not just a UX preference but a regulatory expectation, incorporating XAI is a wise strategy to sustain personalization efforts. Our findings would likely endorse that, showing that transparency measures correspond to higher trust among participants, particularly those with initial privacy concerns. 
The results will also emphasize regulatory and ethical alignment as part of the solution. If many users cite GDPR or general data rights (even if not by name), concepts like “I should have the right to delete my data” may arise, indicating that banks must communicate their compliance and go beyond it. In essence, privacy must be treated as a core value embedded in the UX, not just a legal box to check. Adepeju et al. (2025) explicitly argue that personalization and privacy are interdependent – our study’s outcomes would exemplify this by showing that only when users feel secure about privacy can personalization reach its full potential in improving experience. Conversely, if personalization is implemented without adequate privacy safeguards, banks risk a backlash that nullifies UX gains and can cause reputational damage.
Another interesting point for discussion is the balance between automation and human touch. Some high-concern users might prefer human advisors precisely due to trust issues with AI. Yet, as AI improves and becomes more human-like (e.g., empathetic chatbots), the line blurs. Our study could open a discussion on how to incorporate “AI-driven empathy” without spooking users. Rahaman et al. (2023) suggest that AI can enhance empathy in UX by reading user cues, but they also note ethical boundaries, including privacy. Our results may indicate that customers appreciate empathetic, proactive service only up to a point – beyond which it feels like surveillance. Therefore, designers must calibrate AI to exhibit empathy and personalization within acceptable boundaries, which might involve constraining the scope of data used or asking permission for more sensitive inferences (for example, asking “Would you like insights based on your recent transactions?”).
3.3.1 [bookmark: Trust_as_a_currency:]Trust as a currency:
One theme likely to emerge is that privacy concerns and personalization both funnel into the construct of trust. Trust is both an outcome (a component of UX) and an enabler (a prerequisite for customers to engage with personalized services). Our expected finding that trust mediates personalization’s effect and is hampered by privacy concerns reinforces the idea that trust is the central fulcrum. This resonates with broader fintech research, such as Zhou and Zhang (2023) who discuss trust transfer in AI personalization – if users trust the platform, they trust its recommendations; if trust in the institution falters, even good recommendations might be ignored. We can infer that building an ecosystem of trust (through reliability, transparency, and user-centric design) will allow personalization to flourish.
3.4 [bookmark: Implications_for_Practice]Implications for Practice
From a practical standpoint, our study’s findings will guide banks in implementing AI personalization responsibly. Banks should adopt a privacy-by-design approach, including ensuring that all personalized features comply with data protection regulations and, where appropriate, obtaining explicit consent for certain types of personalization. The idea is to make customers feel they are partners in personalization, not passive data sources. As Adepeju et al. (2025) argue, banks that integrate consent-driven data practices and explainable AI can turn privacy into a competitive advantage, strengthening customer trust rather than eroding it. Our evidence would support that claim – showing that users reward institutions (with loyalty and continued usage) when they feel their privacy is respected.
Additionally, banks might consider tiered personalization: offering levels where privacy-sensitive users can opt for a “basic” mode that uses minimal personal data, whereas more open users can choose an “advanced personalization” mode. This user empowerment can alleviate the one-size-fits-all problem. It also ties into consumer education: some privacy concerns arise from misunderstandings. If banks educate
users on how data helps improve their experience and what safeguards are in place, it could convert skeptics. For example, a brief in-app tutorial might inform users, “We use your transaction history to provide spending insights. This data is securely stored and never sold. You can control these settings anytime.” Such transparency can reduce fear of the unknown.
Lastly, our study highlights the importance of continuous feedback mechanisms. Banks should allow users to easily give feedback if a personalized recommendation is off-putting or incorrect. This not only helps improve algorithms but also signals to users that the bank cares about their comfort and agency, thereby reinforcing trust. As one of our hypothetical interviewees might suggest, simply having a “Why am I seeing this?” and “Did you find this helpful?” option can turn a potentially negative experience into a constructive dialogue between user and provider.
3.5 [bookmark: Limitations_and_Future_Research]Limitations and Future Research
It is prudent to acknowledge that our study (as conceptualized) has limitations. Cross-sectional surveys capture perceptions at one point in time; longitudinal studies could observe how the interplay between personalization, privacy concern, and UX evolves as users gain more experience or as banks roll out new privacy features. Causal inferences are cautious – while we argue personalization leads to better UX moderated by privacy concern, it’s possible, for example, that already satisfied customers or those who trust their bank more are the ones more open to personalization (reverse causality). Experimental designs (manipulating high vs low personalization in a controlled setting) could complement our approach to establish causality more firmly.
Additionally, individual differences beyond privacy concern (like general tech anxiety, personal values, or cultural background) can also moderate responses to personalization. Some studies have found cultural orientations (collectivist vs individualist) influence how consumers value personalization versus privacy. Our study does not deeply probe such factors, but future research might explore how cultural context in digital banking impacts this balance. For instance, European customers under GDPR might inherently have different expectations than, say, U.S. customers under a patchwork of laws.
Finally, we primarily focused on perceived personalization and privacy concerns. The actual technical side – like the difference between on-device AI (which can be more private) versus cloud-based AI – wasn’t directly studied but is worth exploring. There is emerging work on privacy-preserving personalization techniques (e.g., differential privacy, federated learning) that aim to deliver personalized experiences without exposing raw personal data. Future studies could assess user experience outcomes when such techniques are employed, potentially finding that they alleviate concerns (if communicated well) and thus allow high personalization with maintained trust.
Our expected results underscore a vital takeaway: customer privacy concerns are not a side issue but a central determinant of whether AI-driven personalization will elevate or undermine user experience in digital banking. The discussion reinforces that successful digital banking innovation requires a dual focus – harnessing AI for personalization while simultaneously cultivating user trust through privacy protection and ethical transparency. The next section concludes the paper by summarizing these insights and their significance for the future of banking.
4. [bookmark: Conclusion]CONCLUSION
This study examines how AI-driven personalization influences user experience in digital banking, with a specific focus on the moderating role of customer privacy concerns. This paper examined how customer privacy concerns influence the relationship between personalization and user experience, revealing that privacy considerations critically condition the success of personalization strategies. Our analysis, grounded in over twenty recent scholarly sources, suggests that personalization and privacy are two sides of the same coin in digital banking Customer Experience; personalization can significantly improve user experience, but its positive impact is sustainable only when customers’ privacy expectations are met.
We found that personalized services, powered by AI analytics, generally boost satisfaction and trust – validating the notion that customers value tailored financial solutions and feel more connected to banks that “know” them. However, we also highlighted a countervailing force: if customers feel that personalization comes at the expense of their privacy, they may react negatively, nullifying the
benefits. Privacy concerns act as a moderator that can weaken or even reverse the beneficial effects of personalization on user experience. In practical terms, a highly personalized banking app might delight one customer and disturb another, depending on how comfortable each is with the underlying data usage. The classic privacy-personalization paradox thus persists in digital banking: consumers want individualized services and stringent privacy protection, while banks must navigate this paradox carefully 
(Chellappa and Sin, 2005)
Trust emerged as a central theme linking personalization and privacy. Consistent with prior studies, our review indicates that trust is both an outcome of effective personalization and a prerequisite for it. When personalization is done transparently and respectfully, it builds trust and amplifies user satisfaction. Conversely, if personalization feels intrusive, it erodes trust, leading to disengagement. Customer privacy concerns often manifest as trust concerns – worry that the bank might misuse data or that the AI is operating opaquely can diminish a user’s confidence in the service. This underlines a key insight for banks: trust and privacy are intertwined assets in the digital age. Banks that treat privacy protection as a foundation of customer trust (rather than an obstacle to marketing) are likely to gain a competitive edge. Indeed, our synthesis echoes the argument by Adepeju et al. (2025) that prioritizing privacy in tandem with personalization is not only ethically sound but strategically wise for fostering loyalty and long-term engagement.
The paper also offered a conceptual framework and methodological approach to empirically test these dynamics. While our discussion of results was theoretical, it provides a template for future research to validate. The proposed survey and moderated mediation analysis can be employed by researchers and practitioners to gauge their own customers’ stances on personalization versus privacy. Different banks may find varying levels of privacy concern in their customer base; however, the need to address those concerns is universal. Regulators, too, are honing in on AI practices in finance – as noted, only a minority of bank executives feel prepared for forthcoming AI scrutiny related to privacy and fairness. Our work reinforces that proactive adaptation is needed. Banks should invest in explainable and privacy-preserving AI, conduct regular privacy audits of their personalization algorithms, and stay compliant with evolving regulations such as GDPR, CCPA, and new AI governance laws. Compliance should be viewed not just as a legal duty but as part of the user experience design: a well-communicated privacy policy and easy-to-use privacy controls can increase user comfort and willingness to engage with personalized features.
In conclusion, the relationship between AI-driven personalization and user experience in digital banking is strongly shaped by how privacy is managed. Personalization can be a double-edged sword – it enhances user experience when wielded with respect for customer privacy, or detracts from it when it overreaches. The path forward for banks is to strike a careful balance: leverage the power of AI to serve customers in individualized ways, while maintaining transparency, giving users control over their data, and safeguarding their information with rigorous security. By doing so, banks can ensure that personalization and privacy are not a zero-sum trade-off but rather a synergistic combination that delivers superior user experiences and upholds the trust that is the bedrock of financial relationships. This study contributes to the academic discourse by illuminating the moderating role of privacy concerns and providing a foundation for future empirical work. It also offers a clear message to industry practitioners: in the digital era, customer experience excellence will be achieved not only through smart AI, but through smart privacy practices that make customers feel both understood and secure.
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