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[bookmark: OLE_LINK27]Abstract
[bookmark: OLE_LINK28]The development speed of IoT applications has brought with it ultra-low delay, high reliability, large-scale access, and energy saving needs. 5G makes massive IoT possible, but new use cases like autonomous systems, XR, Industry 4.0, and smart cities are beyond what our networks can support today. 6G will solve these problems by leveraging advanced technologies, such as THz communication (TC), RIS, massive MIMO (mMIMO), ultra-dense networks (UDNs), and integrated space–air–ground links. In this paper, we follow a systematic review methodology to analyze the state-of-the-art literature from 2020–2025, organize the examined works based on the types of communication technologies used, types of AI integration, security, QoS/URLLC support, and energy sustainability, and outline open challenges and research gaps. We, therefore, present a Broader cross-layer perspectives in terms of 6G-based IoT solutions by integrating the aspects of AI intelligence for sustainable communication solutions along with the support of network slicing, URLLC and management of a secure architecture in this paper. The significance of these technologies and the impact they can have for next-generation intelligent IoT applications are discussed, and finally open issues and future research directions towards IMT-2030 are presented.
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1. Introduction
[bookmark: OLE_LINK20]The Internet of Things (IoT) is rapidly gaining significance as the fundamental technology behind innovative new applications that span many industries. For such applications, our work requires a heterogeneous mix of technologies to address common requirements, which are: extremely low latency and high reliability in communication; massive connectivity; dynamic traffic patterns; maximum energy efficiency; as well as suitability for mobile and simple devices [1]. For example, 6th generation (6G) wireless networks will transform the performance of current IoT applications and emerging IoT paradigms. While the technology for 6G is still in its infancy, various communication technologies are being developed to cope with these high requirements [2]. In addition, due to the generation of terahertz technology it is feasible that there could be high speed communication at short distances, which is also very appealing for IoT networks. The environment can be incorporated into the communication system by reconfigurable/metasurfaces and smart interfaces, which leads to better resource allocation and broader communication coverage. By applying heavy MIMO and UD networks we could achieve better performance in terms of reliability and throughput. Hybrid wireless designs can also offer redundant communication channels and prolong the battery lifetime by supporting visible light communication (VLC) in parallel with low frequency (LF) communication. These are combined with artificial intelligence (AI) and edge computing to enable more efficient computing power management within the IoT space [3]. The overall enabling technologies and future roadmap of 6G-IoT are illustrated in Figure 1 Security, privacy and trust are fundamental challenges in many of IoT applications. As one example, in federated learning on IoT devices, data is an authenticatable device without moving the data among the devices (the data are trained by a global AI model). Privacy-protecting data economy models enable the anonymisation of data without losing information required for value creation. Trust and policies such as risk management are the essence of preventing nefarious attackers from gaining entry. While both 5G URLLC and ultra-low-latency switching mechanisms aim to ensure the reliability, latency, and QoS of mobile and vehicular IoT communications. New energy harvesting solution, ultra-low power, batteryless and backscattered IoT communications and biomimetic green prototyping are some of the examples for physically inspired energy efficient solutions. [4] The vision of 6G envisages that by 2030, the world will have around 30 billion devices and approximately 2 billion of them would be operating in smart cities [5]. Population and data volume will grow further as individual consumption increases [6]. Bandwidth shortages in the radio frequency domain will induce technology migration toward higher bands and hybrid communication systems such as optical, radio frequency (RF), terahertz (THz)-band communications. 6G will revolutionize the way IoT services are provided [7].
 The remainder of this paper is organized as follows. Section II reviews the related work and identifies existing research gaps. Section III presents the research methodology. Section IV discusses emerging communication technologies for IoT in 6G networks. Section V explores the role of artificial intelligence and edge intelligence in 6G-enabled IoT systems. Section VI addresses security, privacy, and trust challenges in 6G IoT environments. Section VII examines reliability, ultra-low latency, and mobility management mechanisms in 6G-enabled IoT systems. Section VIII presents energy harvesting techniques and green protocol design. Section IX highlights key applications of IoT over 6G networks. Finally, Section X discusses open challenges and future research directions.
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[bookmark: OLE_LINK8]Figure 1. 6G-IoT: Enabling Technologies and Future Roadmap
1.2      Evolution from 5G to 6G
[bookmark: OLE_LINK3]The overpass spanning 5G to 6G signifies transformation from higher connection speed-oriented architecture to intelligent, autonomous and completely integrated communication environment Figure 2. In contrast to 5G where achievements and technologies were focused on enhanced mobile broadband (eMBB), ultra-reliable low-latency communication (URLLC) and massive machine-like communication (mMTC), future applications such as holographic telepresence, digital twins, tactile internet and huge AI based IoT systems require superior functionalities beyond the architectural design points of 5G. 1 ms) latency, ultra-high reliability above 99.99999% of availability and global coverage through the convergence of terrestrial networks, airborne vehicles, low-earth orbit satellites (LEO), geostationary satellites (GEO), they support maritime traffic as well [8][9]. 
A significant paradigm change here is from AI-aided optimization in 5G to AI-native ubiquitous network design in 6G, where intelligence is integrated at all protocol layers which results into self-optimizing, self-healing and context-aware communication systems [10]. Moreover, 6G will also exploit spectrum in the terahertz (THz) bands which provides an enormous bandwidth but is also introducing new propagation and hardware challenges with a corresponding need for effective beamforming schemes, intelligent reflecting surfaces and novel materials [11]. From an architectural point of view, the 6G is expected to be completely distributed, edge-native and cell-free with sensing, computation and semantic communications deeply integrated into it. Energy efficiency is an optimization objective in 5G, while sustainability becomes a design principle of its own right in 6G with the emergence of green communication technologies, energy harvesting schemes and carbon-aware network management [12]. Thus, 6G is not just the next natural step after 5G in terms of speed and capacity improvement, but significantly reshapes the paradigm of wireless systems to intelligent, ubiquitous, and sustainable digital infrastructures that can support the rise of cyber– physical–human interactions.
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[bookmark: OLE_LINK4]Figure 2. The 5G–6G Evolution: From Connectivity to Intelligence


2. [bookmark: OLE_LINK5]Related work 
The sixth generation (6G) wireless communications system is expected to be the next revolutionary leap that will comprehensively facilitate a variety of emerging applications related to increasingly extending IoT [13]. Fast development and increasing requirement for higher degree of automation drive the need for ubiquitous, high-c capacity networks supporting ultra-reliable low-latency communication (URLLC) also efficient-supporting machine-type communications (MTC). Novelties such as the development of intelligent transport systems (ITSs), advanced vehicular networks, the modern smart cities built for urban mobility, and complete industry Internet serving Industry 4.0 applications are just some examples. The general target of 6G is to offer varied services that contain not only high capacity-content delivery, but also intelligent network orchestration and a sophisticated network slicing which is dedicated for promising applications with high revenue. An in-depth analysis of the basic technological enablers has been carried out to recognize which key technologies are expected to be crucial for the development of next-generation communication systems and service supporting at 6G age, with great emphasis on huge demand due to its extensive requirements by IoT that transforms diversely sectors and fosters innovative mobile communication.
Despite next-generation communication systems being deployed with IoT connectivity as the primary focus for interoperability in traditional cyber–physical scenarios with interaction between humans and physical objects at the level of machine-learning, 6G networks will pave the way to a cyber–cyber–physical approach that positions intelligence together with information and knowledge as an indispensable constituent for IoT communications: where layers in cloud–cyber agents are combined within these ends, socializing based on shared natural learning capabilities inherent within both data, information, and knowledge resources that interconnect via Internet [14]. IoT of the traditional definition in which only machine machines can be interconnected to network will not for so long belong only to IoT category; thus, a more generalized approach related with IoT is being envisaged, widening still more 6G/IoT. The 6G network will transform into fully flexible and self-evolving, decidable learning and self-configuring networks. Time information provisioning and control are the other key elements in 6G IoT architecture, as time domain was largely missing for 5G and former communication systems and not well served for general IoT applications despite fact that for many machines highly precise time is demanded to ensure high precision operation [15]. A large number of machines that are already networked via different access technologies want and gain highly precise time reference and time control for timing, synchronization and pay-load transfer On Trigger Enter(A).
Production architecture of IoT connectivity is also not yet available, and the appropriate handling about transportation of time superimposed to the regular space-time-effort-and intelligence based information for future IoT systems has not been fully explained. Motivated by this, the concept of when-IoT is introduced that explains the scenario where time and its control provisioning are essential; we propose a joint-charge model which includes space-time domain as well as fifth dimension termed cyber/machine interaction (CMI) smart-A-B-C hole for intelligence-information-knowledge envisaged charges [16]. It is important to set the quality of service (QoS) from an end user’s point of view, and also to clearly state and classify the sustainable, resilient, flexible, universal service provision time. In addition, the QoS broadens communication service domain beyond demand-side IoT to supply-side IoT by providing essential services of IoT, such as energy supply and ultimate water drought feeding and dry food provisioning by the IoT connected resource-centric regulators through them transmission mechanisms that are capable of transporting IEEE 802. 15. 4 IoT divided supply-side communication ( [17][18]).
The continuous development of 6G networks are to meet the requirements of Internet-of-Things (IoT) applications with key performance indicators beyond what may be achieved using current 5G technologies, such as ultra-reliable low-latency communications (URLLC), high-energy efficiency even for battery-free devices in long-term deployments and massive connectivity for tightly placed devices in factories and homes. 6G is predicted to bring about further growth areas, which will include improved mixed-reality experiences that incorporate volumetric video, spatial audio, haptics and autonomous systems (involving drone-to-drone communication, ground- robot communication and vehicleto-vehicle communication [19]). These new and (or) complementary KPIs are suggested including the Average Data Rate, Nominal Throughput, Area Traffic Capacity and even specific indicators like Quality of Experience, degree of freedom or amount of information Table 1. The high data-rate demands, also characterized as the performance requirement initially designed for eMBB, are still challenging 6G IoT for applications like AR/VR/XR and these works can be integrated with communication and monitoring/control capabilities in 6G IoT. Maturity of the volumetric video communication is a new turning point in Ubiquitous Ultra HD, and transmission interactive volumetric video over partial streaming also affects IoT with immersive MR experience. Further, multi-user collaborative AR/VR/XR based on UHD multiplayer volumetric video and multi-finger haptics raise the requirement of 6G in communication [20]. This work presents a new cross-layer framework that tackles the limitations discussed above by offering an integrated treatment of the three communication technologies, AI, security, QoS/URLLC and energy sustainability for the case of 6G IoT applications.

Table 1 Comparative Analysis of Existing Surveys on 6G-Enabled IoT
	[bookmark: _Hlk222868231]Ref.
	Focus
 Area
	Communication Technologies
	AI Integration
	Security & Privacy
	QoS / URLLC
	Energy Sustainability
	Limitations

	[21]
[22]
	THz Communications
	✔ THz
	✖
	✖
	Limited
	✖
	Focuses mainly on PHY-layer aspects

	[23] [24]
	RIS & Smart Radio
	✔ RIS
	Partial
	✖
	Limited
	✖
	Lacks IoT scalability analysis

	[25] [26]
	Massive MIMO & UDN
	✔ Massive MIMO
	✖
	✖
	Partial
	✖
	Focused on broadband users

	[27] [2]
	AI for 6G
	Partial
	✔ Federated & Edge AI
	Limited
	Partial
	✖
	Does not integrate energy or trust

	[28] [29]
	Network Slicing
	Partial
	✔ AI-based slicing
	✖
	✔
	✖
	Mainly 5G-oriented frameworks

	[30]
[31]
	Security & Trust
	✖
	Partial
	✔
	✖
	✖
	High-level frameworks, lacks integration

	[32]
[33]
	Energy Harvesting
	Partial
	✖
	✖
	✖
	✔
	Studied independently from QoS/security

	This Work
	Integrated 6G IoT Ecosystem
	✔
	✔
	✔
	✔
	✔
	Unified cross-layer perspective



3. [bookmark: OLE_LINK2]Research Methodology
This paper follows a systematic and analytical review approach to analyses technologies that make IoT systems possible over the 6G networks. The research methodology is organized in a three-step cycle of extensive literature survey, comparative positioning and cross-layer abstract modeling. We pursued An SLR to identify state-of-the-art and high-impact works on 6G communication technology, AI-driven networking systems, edge intelligence approaches in communications networks, security mechanisms for communication network/subsystems and sustainable IoT solutions[34]. Peer-reviewed literature was searched in the major scientific databases including IEEE Xplore, Science Direct, MDPI, Springer and Wiley. The basis for selection was the existence of publications at the timeframe between 2020 and 2025, with emphasis on technological enablers such as Terahertz (THz) communications, Reconfigurable Intelligent Surfaces (RIS), massive MIMO, ultra-dense networks (UDNs), federated learning, network slicing, and energy harvesting. Second, the identified works were classified according to major dimensions which includes innovations on communication layer, level of integration of intelligence with AI, support for QoS/URLLC, security and privacy schemes and strategies for energy sustainability. A framework of comparative analysis was subsequently established (Table 1; Table 2) to systematically assess limitations, strengths and research gaps of the included studies.
Third, we explore a cross-nay integrated architecture for physical-layer innovations, AI-native orchestration, secure communication methods and green IoT principles. Its approach focuses in particular on interoperability, scalability and alignment with IMT-2030 (which is why the technological enablers are not considered separately but as part of a complete ecosystem). Last, open research challenges in the area have been identified through a gap analysis that covered topics that are still unresolved such as limitations regarding THz propagation, scalability of AI models, trade-off considerations for privacy-preserving learning, mobility management for ultra-dense deployments, and energy-autonomous IoT devices. Such a structured approach guarantees high analytical quality, technological coverage and forward-thinking perspective on the 6G-enabled IoT ecosystems evolution.
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Figure 3. Systematic Research Methodology for 6G-IoT Review
4. Emerging Communication Technologies for IoT in 6G
Revolutionizing connectivity, the sixth generation (6G) wireless system is expected to increase the interaction of everything from the digital world in an unprecedented level through emerging IoT paradigm. Where the previous generation of mobile technology, 5G, greatly increases the number of wireless devices that can be connected — as many as a million per square kilometer in some estimates — technology experts believe 6G will take that up by an order of magnitude. It is predicted that it could improve the capacity 100-fold, allowing well over a hundred million devices to work together in a similar space. These great advance needs novel communication techniques that are now high in demand for research and society. Among the proposed advancements there are terahertz communications, which can process data at unrivaled speeds, as well as intelligent surfaces that enhance signal quality. More interestingly, reconfigurable met surfaces have been proposed by researchers (Table 2, Figure 4): These structures can greatly control electromagnetic waves, which could not only be flexible but also effective in wireless communication. Furthermore, complex system designs, including massive MIMO systems and ultra-dense networks, show potential to provide additional connectivity[35]. Furthermore, progress in visible light communication and hybrid radio architecture is also an important part of the 6G vision. This next generation wireless will not be working in the vacuum; it is expected to be synergized with advanced AI techniques extensively. The joint initiative will be focusing on the needs for 6G in a variety of IoT services and how to meet them to support requirements through increasingly diverse use cases in future interconnections, etc.[36],[37].

-Terahertz and beyond Terahertz Communications: The Terahertz (THz) and sub-THz frequency ranges are believed to be one of the essential enablers for 6G in a reliable and energetically efficient manner to meet the multi-gigabit/terabit applications requirements across a wide variety of domains. These frequency bands are the last mile for wireless communications, they can provide a spectrally very large range according to Shannon law and above all high data rates. Short-range operation, non-ionizing radiation, and higher resilience to external EM noise, all help systems operate successfully at THz. THz communications assisted 6G is committed to provide a complete OSI layer-wide architecture, enabling ultra-channel parellelism and effective optimization. [21],[23].
-Intelligent Surfaces and Reconfigurable Metasurfaces :The rapid spread of wireless communication systems has brought the requirements for broad band transmission and connectivity out of reach of future most advanced networks extending high-speed spectrum support to the beyond 5 th generation (B5G) frameworks. Some of the established notions to fulfill these requirements are terahertz (THz) communications, integrated sensing, visible-light communications and ultra-reliable low-latency communications (URLLC). RIS and meta-surfaces (which we use interchangeably to refer to a surface consist of multiple unit cells) represent a new frontier in enabling high data rates or avoiding interference and deep fading by manipulating radio-wave propagation. RIS is a manmade surface that can be intelligently programmed for manipulating EM wave scattering to make the wireless systems work better. Such programmable surfaces can be used in combination with wireless communication systems for critical system use cases, like supply chain tracking/monitoring; social distancing/crowd control measures and autonomous-driving/vehicular networks [38]. 
There are numerous new technologies that support the realization of 6G wireless networks. Many of these technologies, when combined with complementary artificial intelligence algorithms are reported as being able to satisfy traffic requirements in next-generation wireless networks, lower energy consumption and enhance coverage for the IoT [39],[40]  [24].
-Massive MIMO and Ultra-Dense Network Architectures:In the race for the beyond-5G and even Digi tal-6G systems, in which massive connectivity, extremely high data rates, and ultra-low latency will be essential requirements that must be fulfilled at all costs, to appropriately meet these demands ultra-dense network (UDN) topologies are expected to see a significant surge of prominence. Such high standards are driven by the skyrocketing demands for overall connectivity solutions, machine type communications and difficult multi-sensory data transmissions that originate from 6G enabled applications in a wide variety of domains and industries including smart environments, augmented reality (AR)/ virtual reality (VR), digital twins, as well as automated factory processes. One of the key technologies that serves as a strong enabler for UDNs is the technology of massive multiple input multiple output (MIMO) which has been identified as one of the most disruptive technology introduced in wireless-age. This advanced methodology introduces base stations (BSs) equipped with significantly larger number of antennas than the users fulfilling equipment complementarity to explore long communication distance, greatly improve average capacity of the overall system, as well as guarantee extremely high data rate for mobile user all over the network. This technology had a significant development throughout the years, since its first appearance with massive multi-antenna single BS and leads up to massive MIMO in cooperative systems. This evolution also goes on to cover cell-free massive MIMO system design in a novel way. In such state-of-the-art cell-free massive MIMO networks, strategically deployed access points (APs) over a large geographical area act as a joint interface cancellation device to serve a large number of users with low-cost single antennas simultaneously that makes the network an ideal framework for achieving high data rates and connectivity [25],[41],[42].
-Visible Light Communication and Hybrid Radio Architectures: Optical wireless communication (OWC) with the light-emitting diode (LED) as a transmitter, visible light communication (VLC), can provide high data rates in dL ranging from only few kb/s to several Gbit/s. The technology has been harshly explored for interconnecting IoT enabled devices, due to its native features like safety, reliability and security [26]. VLC can be integrated with the traditional RF communication to form hybrid VLC/RF networks where both technologies are complementary to each other and support the 6G KPIs (key performance indicators). The hybridization has been extensively studied for access point, channel, and sensor fusion. Hybrid VLC/RF networks offer the synergistic benefits in terms of throughput, coverage, reliability and latency performance as well as being able to enable satellite, aerial and underwater communication.Terahertz (THz) communications are a significant enabler for the next generation IoT systems, as they provide high capacity and ultra-wide bandwidth VPN access in frequency bands from 0.1 to 10 THz. This THz is defined as a significant threshold that lies between electronics and optics, and it contains the weakest linkage among electromagnetic spectrum, its origins, generation concepts, enabling technologies, physical limits and health problems. In terms of applications, the THz field has seen extensive research in wireless communication applications, such as free-space high-speed wireless communication (THz-wireless/wired), multi-interference wireless communications on chip optical wireless communication and satellite communication. Furthermore, THz can be employed for energy harvesting relevant to visible light communication (VLC), indoor localization, vehicular communication, spectral imaging and environmental sensing as important candidates of the future smart city [43]. 
Table 2 .Comparative Overview of Emerging 6G Communication Technologies for IoT Applications
	Technology
	Frequency/Scope
	Key Advantages
	Applications
	Performance Metrics (KPI)

	Terahertz (THz)
	0.1 – 10 THz
	High data rates, wide bandwidth
	IoT, smart cities, satellite communication
	Throughput, Latency

	RIS / Metasurfaces
	Reconfigurable surfaces
	Improved signal propagation, interference mitigation
	Autonomous vehicles, monitoring
	Reliability, Coverage

	Massive MIMO
	Multi-antenna BS
	Increased capacity, extended range
	Smart factories, AR/VR
	Capacity, Connectivity

	VLC / Hybrid RF
	LEDs + RF
	Reliable, secure, high-speed
	IoT, underwater, satellite
	Throughput, Latency
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Figure 4 Emerging 6G Communication Technologies for IoT

5. [bookmark: OLE_LINK6]AI and Edge Intelligence in IoT over 6G
[bookmark: OLE_LINK12][bookmark: OLE_LINK13]Technology development of 6G is a gradual evolution of the IoT system with intelligent, high-reliability, and high-efficiency communication networks [44]. Novel commutation techniques are to be implemented on THz and beyond-THz links for smart surfaces, which are a part of the communication systems under development for the beyond-6G era, aiming to improve signal quality and transmission efficiency [45]. Although Massive MIMO systems and ultra-dense network architectures enhance connectivity, high amount of devices are predicted in future networks of IoT systems [46]. Lastly, due to RF and optical resources need to be managed jointly for energy efficiency and reliability performances, hybrid RF–visible-light communication architectures are also significant [47]. These trends are fueling a convergence of AI and edge computing, the end goal of which is to enhance efficiencies in network operations, resource abstraction and service delivery through the application of AI techniques to increase the sophistication and performance of the network in areas including fine-grained to ultra-granular interference management, transmission scheduling, and static to predictive resource orchestration, etc. At scale, these capabilities are better complemented by edge computing: which enables energy- and time-efficient processing of data by offloading computation heavily offloaded from centralized cloud servers to nearby edge nodes as well as minimize energy costs associated with transporting the data to centralized locations—localizing further greater real-time feasibility of data processing. Edge intelligence allows devices without a connection to work on their own, learn from the environment, and draw contextual inferences [48]. Federated Learning (FL) and Semi Federated Learning (SFL) enable heterogeneous edge devices to participate in a cooperative model training while guaranteeing the local privacy of each device (i.e., not forwarding their local data to other devices), thus contributing to realize the privacy protection in data collection scenarios with limited communication resources[49]. In decentralized approaches, this system can utilize decentralized problem adaptive learning to various applications by holding user-specific and domain-specific knowledge. For the desired Quality-of-service (QoS) level, the computational, storage and network resources are provisioned to a particular service in real-time through resource orchestration and AI-driven network slicing. Supporting low-power, long-lifetime devices, of course, but also supporting high-bitrate and energy-harvesting devices with low-latency high-reliability support. Moreover, Multi-stage federated learning and reinforcement-learning frameworks (e.g., deep Q−networks) utilize dynamic resources in order to accommodate different traffic demand and heterogeneous workloads [46 , 47]. It caters to compute heavy applications including such as video real-time video analytics, speech recognition, and autonomous systems. Overall, the advancement of AI, edge computing, federated learning and hybrid communication architectures will bolster the really structures of enablers of the 6G-based IoT ecosystem. Still, latency, energy efficiency, and privacy challenges are open ones, the rest of the problems of high network efficiency, high scalability, and high reliability are all solved. Such combination enables seamless execution of heterogenous IoT services, therein making ground for the concept of autonomous, context-aware and sustained digital infrastructures of future smart environments

6. Security, Privacy, and Trust in 6G IoT
Although the International Telecommunication Union (ITU) has made remarkable work to set global efforts for 6G, covering a visionary part and an implementation plan of industrial requirements, it is important to emphasize that a achievable approach toward the complete interoperable global architecture looks more like concepts. In tandem with that, it's eminently possible -- even profoundly worthwhile -- to actively investigate the varied IoT citizens' needs and its relevant concepts, which will be key in driving 6G tech forward and beyond. The different desired properties for 6G IoT can be aptly summarized as:
[bookmark: OLE_LINK14]6G is anticipated to leap performance across the board including economic, latency, data rate, devices per connection density, energy efficiency, coverage and mobility [52]. In addition, they are based on major technology breakthroughs in THz/beyond-THz, AI and the building of space-air-ground-sea integrated network. Nonetheless, those improvements bring a lot of challenges to the security, privacy, and trust in 6G that are beyond anything previously encountered regarding these three dimensions. To overcome such challenges, we envision a security and trust framework for 6G called SIX-Trust. The architecture is composed of three layers Sustainable trust, looking at the sustainability of the 6G system as a whole. - Infrastructure trust, making sure that infrastructures build and operate correctly. - Xenogeneic trust, takes into account trust on other things than just the usual septenary dimensions of 6G.
-Lightweight Cryptography and Secure Authentication: The Internet of Things (IoT) vision offers an enormous number of connected devices for a wide range of real-time applications such as smart cities, e-health, e-governance, Intelligent Transport systems (ITS), Industrial-IoT(IIoT), wearable sensor networks disaster management, smart homes and many more[53]. These new use cases require advanced technology, which will need to work over the current 4G, 5G networks and future 6G. [31]. Society, and the very definition of a network, have been transformed by 4G and 5G connections as well as the spread of Internet of Thing (IoT) tools[54]. In the beginning, emphasis was more on connectivity as opposed to security. With more and more clients deploying the IoT, security concerns come to light. What is more, 6G networks can provide the service capabilities and satisfy security requirements of confidentiality, integrity, data freshness and authenticity. [55]. Lightweight cryptology and secure authentication are essential to realize strong security measures in 6G networks. Existing there are already numerous lightweight cryptographic protocols for specific use cases, some of which also address IoT requirements [56]. New lightweight cryptographic protocols like ones that we presented here should be seriously taken into account while addressing security aspects of 6G networks in order to answer threats from IIoT environments.
-Privacy-Preserving Data Economics:The rapid development of 6G networks will bring unprecedented connectivity for IoT systems, but such deployments will also require a careful assessment of the privacy and security requirements for these systems [56]. IoT devices are often deployed in contexts where significant personal data is collected and shared, such as smart homes, smart cities, and remote health monitoring. As the number of devices and the amount of data collected grow, it becomes increasingly difficult for even knowledgeable individuals to track how data is collected, processed, and shared, which constitutes a violation of privacy [56]. The sophistication of the devices, the channels over which data can be transmitted, and the types of data being shared differ vastly among systems; thus, it is important to be able to take privacy considerations into account while also configuring the rest of the network parameters. The general requirements for ensuring privacy over IoT devices in 6G networks include the ability to control whose consent is required for a dataset to be considered “open,” the ability to prevent sensitive attributes from potentially being inferred by transmitted data, and the assurance that the individuals involved either actively consent or are not identifiable from the data [56]. The final requirement is often referred to as differential privacy, and ensuring that the privacy is controlled according to the types of consent also constitutes a major challenge.
- Trust, Resilience, and Risk Management :The IoT link a wide range of physical things to the internet for monitoring and controlling which enables transformation from Manual World to Autonomous World. The emerging technologies of 6G is crucial to the increasingly large number of IoT connectivity and high-capacity communication systems that provide greater spectral efficiency and energy efficiency. 6G will provide enormous data volume and massively distributed data generation, which could be realized by smart sensing and transmission, MMTC (machine-type communications) and unlimited connectivity [56]. resource orchestration, federation and integration) in order to support the diversity of services that different IoT devices may offer [57]. The local and servant domain federated, semi-federated learning based schemes contributes to the intelligent deployment of Machine Learning (ML) algorithms preserving confidentiality so that privacy is improved. If different type of connectivity was widely studied in 5G, the need to meet the various quality requirements handled by a heterogeneous set of applications is still open. Different applications with different Quality of Service (QoS) specifications, such as Ultra-Reliable Low-Latency Communication (URLLC), and massive Machine-Type Communication (mMTC), entail increasing demands.

[bookmark: OLE_LINK7]7. Reliability, Low Latency, and Mobility in 6G IoT
[bookmark: OLE_LINK17]Ultra-Reliable Low-Latency Communications (URLLC) is introduced as one of the three key performance requirements for 5G networks and its importance in 6G systems will further increase as mission-critical IoT services, such as industrial automation, autonomous driving and intelligent transportation call for new URLLC solutions. While many of the more traditional services running over IoT are offering low latency services, further use cases place tighter limits on latency at 1 ms or less with aspirations for sub-0.1 ms (under the new paradigm of enhanced URLLC in the long term). Ultra-low latency/reliability requirements of such applications that may include but are not limited to; vehicular communications, drone-assisted disaster management and telemedicine bring unprecedented challenges in the design of 6G systems to accommodate ultra-low latency levels [58]. These demands result in common targets like very low packet error rates (10⁻⁹ to 10⁻¹²) and very high spectral efficiency that are only 5G transmission schemes can outperform, while occupying very little resources.
[bookmark: OLE_LINK18][bookmark: OLE_LINK19]Mobility and handover management is also another key challenge for QoS support in dynamic IoT environments in general, and in IoV in particular. Internet of vehicles (IoV) is the integration of a vehicle ad hoc network (VANETs), for vehicle-to-vehicle, vehicle-to-infrastructure, and vehicle-to-pedestrian communication, with vehicle-to-everything (V2X) communications to provide higher safety and efficiency [59]. These scenarios please URLLC limitations in the information prices 100 kbs to 1 Gbps. High vehicular speeds also create a need for novel handover schemes because traditional 5G mobility solutions will not be able to accommodate the vertical and horizontal high mobility requirements of V2X communication, due to high user demands in both directions. While millimeter-wave communications and expanded satellite broadband coverage can indeed enhance connectivity in rural areas, the general mobility optimization of 6G IoV continues to be an unsolved problem of how to provide 6G IoV to long distance [60]. The first proposal, single-point mobility management, proposes to retain the provisioning of compact and coherent QoS even when seamless connectivity is required during mobility between networks. It is also a consideration to energy efficiency. We will discuss novel solutions for hybrid energy harvesting, wireless power transfer and passive backscatter communication, which can ultimately facilitate battery-free IoT devices that reduce infrastructure energy footprint and have longer operational life time [61]. With the integration of Thermoelectric harvesting and dexterous utilization of transceiver, energy sustainability is boosted at no performance cost to the network. This is inevitable for the high density 6G IoT deployments to avoid performance penalties. Lastly, it requires an ultra-reliable low latency communication (URLLC) framework, efficient mobility strategies, and energy-efficient design for ultra-low latency, high reliability, and seamless mobility in 6G-enabled IoT. These capabilities drive mission-critical IoT applications, ranging from autonomous transport to smart factory systems, and will help to create a completely connected, intelligent and sustainable 6G IoT ecosystem.
8. Deployment Scenarios and Standardization Frameworks for 6G-Enabled IoT Ecosystems
Prospective deployment use-cases of IoT in the highly heterogeneous 6G network architecture cover a wide range of environments including smart cities, advanced healthcare systems, Industry 4.0 facility, and intensive agricultural systems. As these domains are still growing, specialized deployment architectures are rising to meet stringent needs such as ultra-low latency, ultra-high reliability, advanced data security and huge scalability. These capacities are more and more supported by new hardware platforms, flexible software frameworks, as well as smart orchestration approaches. Smart cities in particular are revolutionizing urban infrastructures into densely connected spaces with ubiquitous connectivity, massive sensor deployment and intelligent service endpoints that employ disruptive technologies to minimize energy consumption, communication bandwidth and urban mobility [57]. Leveraging on the 5G advanced specifications (Release 18 and further) and International Telecommunication Union (ITU) IMT-2030 requirements, future generation solutions will need to guarantee aero-trust security for the Industrial Internet of Things (IIoT), wide area vehicular communications, as well as smart transportation systems [62]. At the same time, Industry 4.0 predicts a future where production/management/supply chain operate fully independently with continuous monitoring in real-time and full transparency over industrial processes [63], [64].
Such heterogeneity should be addressed through the interoperability not only of devices, but also services and applications. As a result, standardization work has been accelerated with the emergence of low-power and low-throughput wireless networks, resource-constrained devices, machine-to-machine (M2M) communications, smart grid networks as well as building management systems. The vision of the expected widespread deployment of IPv6 multicasting is to obviate private addressing and at the same time permitting millions of hosts to access the global Internet [65]. In this regard, the Internet Engineering Task Force (IETF) is working on standardized IoT protocol stacks for deployment over diverse technological spaces [66]. These mechanisms aim at modifying existing Internet protocols in an incremental manner or the definition of new lightweight protocols to be used in highly constrained nodes such as sensors and actuators with low processing, memory capacity, radio transmission range and bandwidth. Therefore, addressing the issues of operating Internet protocol stacks over low-power and lossy networks, is a key for providing scalable, secure and sustainable 6G-enabled IoT ecosystem [67], [18].
- Applications of IoT over 6G: The convergence of IoT with sixth generation (6G) wireless networks is envisioned to open a new era of smart, autonomous and ultra-connected things. Contrary to the past generations, 6G is expected to deliver ultra-low latency (sub-millisecond), extremely high throughput (terabit per second scale), massive connection of devices, integrated sensing and communication, and in-network AI natively. These features greatly broaden the scope of IoT use cases beyond traditional smart monitoring[68]. Enabling real-time digital twins, autonomous traffic coordination, and massive environmental sensing in smart cities powered by 6G-IoT. In health, it provides worldwide robotic ‘surgery at a distance’, continuous holographic telepresence and AI-supported health monitoring with ultra-reliable communications. Distributed-latency control, including Industry 5.0 industrial IoT (IIoT), and co-machines with a deterministic latency enabling fully autonomous factories and human-machine co-workers configuration. Besides, other applications such as XR, connected autonomous driving (CAD), precision agriculture, space–air–ground integrated networks and mission-critical public safety become realizable thanks to 6G’s communication–sensing convergence and high reliability. More generally, IoT in 6G reflects a move away from massive connectivity towards intelligent context-aware and self-optimizing cyber-physical ecosystems.

[bookmark: OLE_LINK35]9. Open Challenges and Future Directions
The Internet of Things (IoT) is forecast to create $78.9 trillion in economic value worldwide, providing predictive maintenance, robotic process automation and smart infrastructure. AIoT is expected to drive upwards of half of all technology investments by 2030. Despite the hype to 5G as a basis for industrial IoT applications, challenges exist including creating solutions for massive connectivity, ultra-reliable low-latency communication, security, privacy, and energy-efficiency.
Future research should shift to the speed up of the move towards 6G networks to take full advantages of the IoT. Some of the main areas are; scalable and sustainable networking architectures, AI powered edge intelligence, and interoperable device and service mesh. Moreover, global cooperation and harmonization are critical for large-scale deployment, ensuring consistent performance and reliability across regions.
Future industries will depend on IoT connected with production segments, devices resources and decentralized trust systems. It requires that the evolution of 5G and IoT be coordinated at the path to 6G whilst still retaining technological, economic, and operational obstacles to conjugation. Addressing these challenges would allow researchers to facilitate next-generation intelligent applications like autonomous systems, smart cities, XR-enabled services, and Industry 4.0, ultimately leading to fully connected and energy-optimized IoT ecosystems [57].

10. Conclusion
The development of the Internet has spurred the growth of the IoT, which consists of a web of connected objects and sensors exchanging data over shared communication networks. Although future 5G as envisioned by the ITU IMT-2020 path has provided more low-power connectivity support of large-scale IoT, bottleneck related to massive edge produced data and cloud-induced latency remain prominent. Looking beyond, the seamless integration of physical, digital and human worlds will be realized in 6G by achieving ultralow-latency connections (below 1 ms), massive connectivity including support for very low-Earth orbit satellites  and immersive applications such as mixed reality or tactile Internet. Research is generally in advanced connectivity, intelligent routing, AI (or deep learning) driven network management and service orchestration, new cost-effective security mechanisms. In addition to enhancing performance, 6G highlights energy efficiency, sustainability, trustworthiness, privacy and lightweight security solutions against prospective cyber threats while maintaining trustable and reliable IoT ecosystems.
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