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	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This manuscript is important for the scientific community because it addresses a critical and increasingly urgent challenge in cybersecurity: the scalability and effectiveness of intrusion detection systems (IDS) in high-speed (10–100 Gbps) network environments. As modern infrastructures such as 5G backbones, cloud data centers, and edge/IoT ecosystems continue to expand, traditional CPU-based IDS architectures struggle to maintain detection accuracy under extreme throughput conditions. By developing a reproducible, multi-layer simulation framework that integrates NS-3, GNS3, machine learning pipelines, and hardware-acceleration emulation, the study provides a systematic methodology for evaluating IDS performance across accuracy, latency, throughput, and encrypted traffic resilience dimensions. The findings offer valuable empirical evidence supporting hybrid hardware-assisted IDS architectures, contributing both methodological tools and architectural insights that can guide future research and real-world deployment of next-generation high-speed network security systems.
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	“Effectiveness of Intrusion Detection Systems in High-Speed Networks through Simulation” is clear, concise, and accurately reflects the main focus and methodology of the study. It highlights both the application domain (high-speed networks) and the evaluation approach (simulation-based analysis), making it appropriate for an academic audience and aligned with the manuscript’s content.

However, if the authors wish to emphasize the advanced methodologies and hybrid architectures explored in the paper, the following alternative titles could be considered:

· “A Simulation-Based Evaluation of Hybrid and Hardware-Assisted Intrusion Detection Systems in High-Speed Networks”

· “Performance Analysis of Hardware-Accelerated and Machine Learning–Based Intrusion Detection Systems in High-Speed Networks”

· “Evaluating Scalable Intrusion Detection Architectures for 10–100 Gbps Networks Using Integrated Simulation”

These alternatives provide greater specificity while maintaining the original intent.
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	The abstract is generally comprehensive and provides a clear overview of the research context, methodology, evaluation framework, and main findings. It effectively highlights the challenges faced by intrusion detection systems in high-speed networks and outlines the proposed simulation-based framework integrating NS-3, GNS3, machine learning pipelines, and hardware-acceleration emulation. The inclusion of key performance metrics and quantitative results further strengthens its scientific value.

However, some minor improvements are recommended. The authors may consider stating the primary research objective or research questions more explicitly at the beginning of the abstract to better frame the study. In addition, a brief mention of the main practical implications for real-world IDS deployment would enhance its relevance to practitioners. The abstract could also be slightly condensed by reducing some technical detail, allowing greater emphasis on the core contributions and significance of the work. Overall, only minor refinements are needed, and no major additions or deletions are required.


	

	Is the manuscript scientifically, correct? Please write here.
	The study is grounded in established theories and methodologies in network security, intrusion detection, machine learning, and high-speed network simulation. The research problem is clearly defined, and the proposed simulation-based framework is logically designed and technically sound. The use of well-known tools and datasets, such as NS-3, GNS3, CIC-IDS2018, and NSL-KDD, supports the validity of the experimental setup and ensures alignment with current research practices.

The methodology is described in sufficient detail to allow reproducibility, and the evaluation metrics are appropriate for assessing performance under class imbalance, high throughput, and encrypted traffic conditions. The results are consistently presented and interpreted in a scientifically reasonable manner, with conclusions logically derived from the experimental evidence. While some assumptions are inherent to the use of simulated hardware acceleration, these are acknowledged in the limitations section. Overall, the manuscript meets the standards of scientific correctness expected in peer-reviewed research.

	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	The references in the manuscript are generally sufficient and appropriate, covering core topics such as intrusion detection systems (IDS), high-speed networking, simulation frameworks, and machine learning approaches. Many of the cited works are relevant and provide a solid foundation for the technical and conceptual framework of the study. Recent publications are included, which demonstrates engagement with current research trends.

However, a few suggestions may further strengthen the reference section:

1. Expand coverage of recent high-speed IDS research:
Including more recent works (last 3–5 years) that specifically address high-throughput IDS evaluation, hardware acceleration, or FPGA-based security solutions would provide additional context.

2. Include foundational work on simulation methodologies in network security:
Citing seminal papers on simulation frameworks in networking and security (e.g., NS-3 performance analyses, hybrid simulation/emulation studies) would improve theoretical grounding.

3. Balance between practical and theoretical sources:
Some references could be supplemented with additional peer-reviewed journal articles rather than conference papers or technical reports, especially where methodological depth is discussed.

Suggested additional references (if not already cited):

· Luo, W., Xu, Z., & Li, X. (2021). High-Throughput Intrusion Detection in Software-Defined Networks: A Survey and Challenges. IEEE Communications Surveys & Tutorials. -> Provides context on IDS challenges in modern high-speed network environments.

· Giaffreda, R., & Azzani, D. (2022). FPGA-Based Network Processing for Security Applications: A Review. Microprocessors and Microsystems. -> Offers insight into hardware acceleration techniques relevant to IDS implementations.

· Babar, M. A., et al. (2020). A Systematic Review of Machine Learning Techniques in IDS for High-Speed Networks. ACM Computing Surveys. -> Useful for situating the manuscript within broader ML-based IDS research.

Overall, the current references are adequate, but integrating a few additional high-quality sources will enhance completeness and scholarly depth.


	

	Is the language/English quality of the article suitable for scholarly communications?


	The language quality of the manuscript is generally adequate for scholarly communication, and the authors demonstrate a good command of technical terminology and academic style. The main ideas, methodology, and results are clearly conveyed, and most sections are understandable to an international scientific audience.

However, the manuscript contains frequent grammatical errors, awkward sentence constructions, inconsistent punctuation, and repetitive phrasing that reduce overall readability and fluency. Some sentences are overly long and complex, which makes them difficult to follow, and there are instances of incorrect word choice and formatting inconsistencies. In addition, section headings and transitions would benefit from greater linguistic consistency.

Therefore, while the manuscript is understandable, professional language editing and thorough proofreading are strongly recommended before publication. Improving clarity, conciseness, and grammatical accuracy would significantly enhance the paper’s academic presentation and impact.


	

	Optional/General comments


	The manuscript presents a comprehensive and ambitious study on the performance of intrusion detection systems in high-speed network environments using an integrated simulation framework. The topic is timely and highly relevant, given the growing deployment of 5G, cloud, and edge computing infrastructures. The proposed multi-layer methodology and the inclusion of hardware-acceleration emulation represent important strengths and demonstrate strong technical insight.

The paper is well structured and supported by extensive experiments and quantitative analysis. The results are clearly presented and provide valuable empirical evidence on the limitations of CPU-based IDS and the advantages of hybrid architectures. However, the manuscript would benefit from improved language quality, greater conciseness in some sections, and clearer justification of certain modeling assumptions, particularly regarding hardware emulation. Strengthening the discussion of practical deployment constraints and cost considerations would further enhance the real-world relevance of the study.

Overall, with moderate revisions focused on language refinement, methodological clarification, and presentation consistency, the manuscript has strong potential to make a meaningful contribution to research on high-speed network security.
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