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SUMMARY
Malware is constantly evolving in complexity and obfuscation techniques, making traditional detection methods, often based on signatures or behavioral heuristics, less effective. In response, a promising class of so-called informational methods has emerged, leveraging information and complexity theories to analyze the intrinsic informational content of executable files. This thesis explores the theoretical and practical continuum between two fundamental concepts: Shannon entropy and Kolmogorov complexity. Entropy, a statistical measure of uncertainty or disorder in data, serves as a tool for the rapid detection of obfuscations (encryption, compression). Kolmogorov complexity, defining the length of the shortest computer program capable of generating a given data sequence, offers a deeper perspective on the "nature" of a program, potentially capable of distinguishing sophisticated malicious code from complex benign code. The articulation of these two approaches, from statistical measurement to algorithmic characterization, constitutes the basis of a more robust and resilient early detection strategy in the face of evolving threats.
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I. INTRODUCTION
Early malware detection is a race against time where the advantage often lies with the attacker. Signature-based methods, while effective against known threats, fail against polymorphic and metamorphic variants that alter their appearance with each replication. Sandboxed behavioral analysis , on the other hand, can be circumvented by anti-detection techniques and requires significant execution time.
Given these limitations, static analysis of binary code, without execution, remains crucial. Information-based approaches fall within this framework by considering the executable file not as a simple sequence of instructions, but as a source of information. The central premise is that malware, especially when obfuscated or incorporating payloads , exhibits informational properties distinct from those of typical benign software. These properties can be quantified and used as the basis for classification.
II. METHODOLOGY AND CONCEPTUAL FRAMEWORK
This part of this article presents the organization of the approach leading us to the results and the conceptual framework of informational approaches in malware detection.
0. Methodological framework
This research adopts an integrative hybrid approach that combines:
· Theoretical rigor of computational information science
· Empirical validation on real corpora of malware and benign software
· Practical engineering for operational cybersecurity applications
The methodology adopted here is based on the epistemological triangle of theoretical science, cyber practice and data science.
Our approach adopts a systemic and multi-scale perspective that articulates three levels of analysis:
1. Properties local information
2. Algorithmic structures intermediaries
3. Information signature global
This rigorous and multifaceted methodology not only validates the central hypothesis (malware has distinct informational signatures) but also provides an in-depth understanding of the underlying mechanisms. The hybrid approach, combining statistical measurements, algorithmic complexity, and structural analysis, offers unique theoretical and practical robustness.
Reproducibility, adversarial validation , and interpretability of the models are integrated from the design stage, ensuring not only robust results but also an actionable understanding of the observed phenomena. This methodology thus serves as a framework for future research in information analysis of malware.
1. Field of study
Information-based approaches in cybersecurity represent a paradigm shift in malware analysis. Rather than examining an executable through the lens of its observed behavior (dynamic analysis) or specific sequences (signatures), these methods consider it as an informational object whose intrinsic properties can be measured. This interdisciplinary field draws on information theory (Shannon), algorithmic information theory (Kolmogorov, Solomonoff , Chaitin ), and complexity science, applying them to the practical problem of binary classification: benign vs. malicious.
3. Fundamental Postulates
Information-based approaches rely on several important theoretical assumptions, including:
· Intrinsic informational difference
"Malicious programs, by their nature and function, possess informational characteristics distinct from benign programs."
This difference can be expressed as:
· The need to incorporate obfuscation/encryption code (→ high entropy)
· The specific algorithmic structure of malicious routines (→ signature in complexity)
· Concatenation of payloads with the host code (→ informational discontinuities)
· Relative invariance under transformation
"Although obfuscation can alter the superficial appearance of malware, it cannot completely mask its deep informational nature."
This is where Kolmogorov complexity offers a theoretical advantage over entropy: two chains can have the same statistical distribution (same entropy) but different algorithmic complexities if one is the product of a pseudo-random generator and the other the encryption of a structured program.
· Universality of measures
"Informational measures are agnostic to architecture, programming language, and specific obfuscation techniques."
4. Taxonomy of Information Technologies
4.1 Statistical measures (level 1)
· Shannon entropy: Measures uncertainty/ randomized
· Renyi entropy : Generalization with parameter α for different sensitivity
· Chi-square test: Detection of deviation from a uniform distribution
· Monte Carlo test π : Estimation of randomness by simulation
4.2 Measures algorithms ( level 2)
· Compression complexity: Ratio |C(x)|/|x| for different algorithms ( gzip , bzip2, LZMA)
· Lempel -Ziv complexity : A measure of redundancy and repeated patterns
· Informational distance: Based on the difference in compression length
4.3 Measures hybrids ( level 3)
· Multi-resolution information profiles: Analysis at different levels of granularity (byte, block, section)
· Fractal signatures: Hausdorff dimension, self-similarity
· Generalized Kolmogorov complexity measures: Via the theory of minimum description models (MDL)
5. Strategic advantages in the threat lifecycle
	Threat phase
	Contribution of the approaches informational

	Pr -infection
	Pre-deployment detection through static analysis without execution

	Initial infection
	Identification of droppers /loaders by their abnormal entropic profile

	Persistence
	Detection of system file modifications through changes in informational signatures

	Spread
	Identification of propagation components by informational similarity

	Command & control
	Detection of encrypted C2 channels by entropic traffic analysis


Table 1: Strategic advantages in the threat lifecycle
A. Shannon's Entropy (H)
Proposed by Claude Shannon in 1948, entropy measures the average uncertainty contained in a discrete random variable. Applied to a binary file viewed as a sequence of bytes, it is calculated by:

Or is the probability of the value byte appearing in the file.
· Application for malware detection:
· Typical benign code: Exhibits a non-uniform byte distribution (repetitive instructions, data tables, character strings), leading to moderate entropy (usually between 4.5 and 5.5 bits/byte for compiled machine code).
· Obfuscated/encrypted code: A common obfuscation technique involves encrypting part of the malware. The result is a quasi-random sequence of bytes with a uniform distribution, leading to high entropy (close to 8 bits/byte).
· Highly compressed code: Also exhibits high entropy.
Entropy thus serves as a simple and quick-to-calculate red flag. A localized entropy spike in a section of a PE (Portable Executable ) file can indicate a suspicious encrypted or compressed section, typical of malware.
· Limitations: Entropy is a statistical, not an algorithmic, measure. Two files can have the same entropy but radically different semantic content. An encrypted (benign) file and a section of obfuscated malicious code can have identical entropy, generating false positives.
B. Kolmogorov Complexity (K)
Defined by Andrei Kolmogorov in the 1960s, Kolmogorov complexity of a bit string is the length of the shortest computer program (in Turing-complete language) which, when executed, produces .
Formally, for a binary string , its Kolmogorov complexity is defined as:

Or :
·  is a universal Turing machine
·  is a program (sequence of instructions)
·  is the length of the program in bits
·  means that the execution of the product
1.1 Interpretation
· Essential Information Content : Measures the amount of information "truly necessary" to specify the object
· Opposition between Randomness and Structure : A truly random sequence has a complexity ≈ its length; a regular sequence has a low complexity
· Incomputability : cannot be computed by algorithm (algorithmic undecidability)
2. Key Mathematical Properties
2.1 Machine Invariance (up to a constant)
For two universal machines and :

Or is a constant independent of . This fundamental property allows us to speak of "the" algorithmic complexity.
2.2 Trivial Upper Limit
For any chain of length :

The constant represents the minimal " print (x)" program.
2.3 Incompressibility Theorem
For all , most chains of length are incompressible:

Or is a small constant. This result has profound implications in algorithmic probability theory.
2.4 Sub- additivity

This property is crucial for defining informational distance .
This complexity measures the amount of algorithmic information contained in an object. A highly random sequence (e.g., the output of a strong cipher) has a high Kolmogorov complexity (because it is incompressible). A regular sequence (e.g., a string of zeros) has a low complexity.
The link to malware : Sophisticated malware, even when obfuscated, is still designed to accomplish a specific task (exfiltration, damage, propagation). Its underlying code , before obfuscation, possesses a certain algorithmic structure. The hypothesis is that Kolmogorov complexity, or an approximation thereof, could capture this "algorithmic essence" better than a simple byte distribution statistic. A malicious payload could exhibit a different complexity signature than a benign module of comparable complexity.
· The fundamental challenge: is an incomputable (undecidable) function. It is impossible to algorithmically find the shortest program for an arbitrary string.
C. Approximation of K via Compression
The practical solution for exploiting this theory lies in a key theorem: for any lossless compressor (such as gzip, LZMA, BZIP2), we have:
Or is the size of the compressed file by , and is a constant depending on the compressor but not on . Thus, the size compressed by a good universal compression algorithm is a higher approximation of the Kolmogorov complexity.
· Compressibility Measurement (or Compression Complexity): The compression ratio is often defined , where is the original size. A ratio close to 1 indicates low compressibility (high complexity/ randomness ), a low ratio indicates high compressibility (regularity).
III. RESULTS AND DISCUSSION
In practice, information detection revolves around several techniques derived from these concepts:
1. Analysis by Sections of PE Files
Calculate the entropy and/or compression ratio for each section (.text , .data , .rsrc , etc.). A .text section (containing the code) that is abnormally compressible or has very high entropy is suspicious.
The Portable Executable (PE) format forms the backbone of Windows executables. More than just a collection of machine code, it represents a complex structural ecosystem where each section has a specific function and its own informational characteristics. Section analysis leverages this hierarchical organization to detect anomalies that might go unnoticed at the file level. This approach addresses a crucial operational observation: modern malware often operates through localized modifications —injection into existing sections, creation of suspicious sections, or alteration of section metadata.
· Structural Foundations
· PE Header
typedef struct _IMAGE_NT_HEADERS {
    DWORD Signature;                     // "PE\0\0"
IMAGE_FILE_HEADER FileHeader ;       // Machine, number of sections
IMAGE_OPTIONAL_HEADER OptionalHeader ; // Entry point, sizes
} IMAGE_NT_ HEADERS;
The OptionalHeader contains critical fields:
· AddressOfEntryPoint : Where does the execution begin?
· SectionAlignment / FileAlignment : Constraints alignment
· DataDirectory : 16 entries pointing to specific sections

· Table of Sections: Functional Mapping
Each section entry (IMAGE_SECTION_HEADER) defines:
typedef struct _IMAGE_SECTION_HEADER {
    BYTE Name [8 ];      // Conventional name ( .text , .data, etc.)
DWORD VirtualSize ;  // Size in memory
DWORD VirtualAddress ; / / Virtual address
DWORD SizeOfRawData ; // Size on disk
DWORD PointerToRawData ; // Offset in the file
DWORD Characteristics ; // Rights (executable, readable, etc.)
} IMAGE_SECTION_ HEADER;
· Typology of Legitimate Sections and their Expected Profiles
· The Canonical Sections and Their Roles
	Section
	Content Typical
	Features Legitimate
	Normal Entropy
	Compressibility

	.text
	Main executable code
	EXECUTE, READ
	5.0-6.0 bits/byte
	Moderate ( instruction patterns )

	.data
	Initialized data
	READ, WRITE
	3.0-5.0 bits/byte
	Variable ( depending on data)

	rdata​
	Read - only data
	READ
	4.0-6.0 bits/byte
	Depends on the constants

	rsrc​
	Resources ( icons , dialogs)
	READ
	1.0-4.0 bits/byte
	Highly compressible (images)

	reloc​
	Redirection tables
	READ, DISCARDABLE
	5.5-7.0 bits/byte
	Slightly compressible

	. idata
	Import tables
	READ
	2.0-4.0 bits/byte
	Highly compressible


Table 2: Canonical Sections
2. Sliding Entropy Graphs Window )
Calculates entropy over a window sliding along the file. Allows for the precise localization of areas of high disorder (potentially encrypted payloads ).
Shannon entropy , applied at a single point to an entire file, provides too crude a view of its informational structure. The Sliding Entropy Graph transforms this scalar measure into a continuous spatio -informational map , revealing the microstructures , abrupt transitions, and hidden signatures that define the true nature of an executable. This method, inspired by signal analysis techniques, allows us to visualize the informational rhythm of a program as a digital cardiogram.
· Sliding Window to Information Signature
· Principle of the Sliding Window Window )
For a data sequence and a window of size , we calculate the entropy for each position :

Or is the relative frequency of the byte in the window .
3. Standardized Information Distance (SID)
Based on complexity theory, NCD uses compression to estimate the similarity between two files. It allows comparing an unknown file to samples from malware databases without requiring the extraction of explicit features, forming a robust similarity-based detection method.
· From the Compression Principle to the Measurement of Universal Similarity
Normalized Compression Distance (NCD) represents a major conceptual advance in the application of algorithmic information theory to practical classification and detection problems. Unlike traditional similarity measures that require the extraction of domain-specific features, NCD offers a universal metric based on a fundamental principle: the similarity between two objects can be measured by their mutual ability to compress. This approach finds particularly powerful application in malware detection, where it enables the identification of deep structural similarities beyond the superficial variations imposed by obfuscation.
· From Kolmogorov's Complexity to Practical Distance
· Kolmogorov's Complexity as an Unattainable Ideal
The Kolmogorov complexity of a string is the length of the shortest program that generates it . Conceptually, if two strings share a common structure, then:

Or is conditional complexity - the information needed to describe when we already know .
· The Bridge to the Computable: Approximation by Compression
Since it is incomputable, a lossless compressor is used as an approximation:

Or is the size after compression by .
· Formal Definition of NCD
The NCD between two objects is defined as:

Or represents the concatenation of and .
· Fundamental Mathematical Properties
· Axioms Satisfied by the NCD
The NCD is a satisfactory quasi-distance :
1. Non-negativity :
2. Symmetry :
3. Approximate identity : (but not exactly 0 due to compression headers)
4. Approximate triangle inequality :
· Intuitive Interpretation
NCD measures the compression gain obtained by compressing the two objects together rather than separately:
· NCD ≈ 0 : The objects are very similar (concatenation compresses almost as well as the best separate objects)
· NCD ≈ 1 : The objects are completely different (no compression gain from grouping them)
· NCD > 1 : The objects are so different that compressing them together is worse than compressing them separately (compressor artifact)

4. Hybrid Features
Entropy and compressibility are often used as features, among others (opcodes, control graphs, system calls), in machine learning models ( Random) . Forests , SVM, Neural Networks). This allows for contextualizing the informational measurement.
IV. ADVANTAGES AND LIMITATIONS OF INFORMATIONAL APPROACHES
In this section, it is important to present some advantages and limitations related to the informational approach.
Benefits :
· Resistance to obfuscation : Entropy detects obfuscation itself . Complexity through compression can, to some extent, see "beyond" certain simple obfuscations.
· Genericity : These measures are agnostic to the type of malware (virus, worm, ransomware) and to the target architecture.
· Speed and Simplicity : Calculating entropy or compression is extremely fast, suitable for large-scale analyses .
· Detection Early (Zero-day): Capable of flagging files as "abnormal" from an informational point of view, even without a known signature.
Limitations and Challenges :
· False Positives: Legitimate files that are heavily encrypted, compressed, or contain multimedia data (images, videos) trigger alerts.
· Possible workaround ( Adversarial Learning): A sophisticated attacker can design malware whose informational profile (average entropy, compressibility) mimics that of common benign software.
· Parameterization: The choice of compressor to approximate K, the window size for entropy, the decision thresholds, are critical and context-dependent.
· Approximation of K: The compression approximation remains crude. The constant can be large, and different compressors give different results.
V. CONCLUSION AND PERSPECTIVES
The shift from Shannon entropy, a statistical measure of disorder, to Kolmogorov complexity, an algorithmic measure of information, represents a greater depth of analysis for malware detection. While entropy remains an irreplaceable tool for sorting and early warning due to its simplicity, leveraging concepts from algorithmic information theory paves the way for more intelligent and inherently generic detection systems.
The most promising research prospects lie in:
1. The close integration of these informational measures with other static (semantic, structural) and dynamic analyses in hybrid pipelines.
2. The development of specialized compressors or neural language models trained on binary code, to obtain better approximations of the algorithmic complexity of programs.
3. The study of informational measures that are more robust to adversarial attacks, perhaps by combining several levels of abstraction (bytes, opcodes, control flow graphs).
Ultimately, informational approaches are not a magic bullet, but they are a key component in the modern cybersecurity arsenal, providing a solid mathematical basis for identifying anomalies in the informational norm, and thus pushing back the frontiers of early detection.
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