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	PART  1: Comments



	
	Reviewer’s comment


	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This manuscript is important for the scientific community because it directly tackles the often-overlooked problem of extreme class imbalance in modern intrusion detection datasets, where critical attacks can be rarer than 0.001% of traffic. It proposes a clearly defined adaptive SMOTE strategy with tiered, class-dependent oversampling targets and demonstrates that this reduces the CIC-IDS2017 imbalance ratio from 191,678:1 to about 204:1 while adding only 4.7% more training samples, which is both methodologically novel and computationally practical. The work is also valuable in that it reports detailed per-class results for 15 attack types, showing both successes (e.g., near-perfect detection of several DoS and brute-force classes) and persistent failures (e.g., XSS and SQL injection), thereby clarifying when synthetic oversampling is and is not sufficient. Finally, by grounding the study in a realistic cloud-security context and discussing deployment constraints, the manuscript helps bridge the gap between algorithmic research and operational NIDS design for highly imbalanced, real-world environments.
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	The current title, “Addressing Class Imbalance in Network Intrusion Detection: An Enhanced Hybrid Deep Learning Framework with Advanced Sampling and Attention Mechanisms,” only partially matches the actual work, which mainly implements an adaptive SMOTE strategy plus Random Forest rather than a full hybrid deep learning + attention framework. It may therefore mislead readers about the methodological focus and overstate the role of deep learning/attention in the presented experiments. A more accurate and concise title would explicitly highlight adaptive SMOTE, extreme imbalance, and CIC-IDS2017.

Alternative titles may be also:

· “Adaptive SMOTE for Extreme Class Imbalance in Network Intrusion Detection on CIC-IDS2017”​

· “Addressing Extreme Class Imbalance in Network Intrusion Detection Using Adaptive SMOTE and Feature Selection on CIC-IDS2017”​

· “Improving Minority Attack Detection in CIC-IDS2017 with Adaptive SMOTE-Based Sampling and Feature Selection”


	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	The abstract is generally comprehensive and clearly states the problem, proposed method, dataset, and key quantitative results, so it already gives readers a solid overview of the work. However, there are a few issues that could be improved. First, the title line “Addressing Class Imbalance in Network Intrusion Detection: An Enhanced Hybrid Deep Learning Framework with Advanced Sampling and Attention Mechanisms” appears immediately after the abstract and is not fully aligned with the actual experiments, which mainly use Random Forest rather than a hybrid deep learning + attention model; this creates a mismatch that should be clarified or removed from the abstract block. Second, since the practical cloud-computing relevance is important in the paper, the abstract could add one short sentence explicitly highlighting that the approach is computationally efficient enough for periodic retraining in real cloud environments, not just that it “demonstrates practical applicability”. Finally, you might consider briefly acknowledging within the abstract that some ultra-rare web/application-layer attacks (e.g., XSS, SQL injection) remain challenging despite oversampling, to present a balanced view of strengths and limitations in a single place.
	

	Is the manuscript scientifically, correct? Please write here.
	The manuscript appears scientifically sound overall: the problem is clearly defined, the adaptive SMOTE strategy and thresholds are explicitly specified, and the preprocessing, feature selection, resampling, and evaluation procedures are described in enough detail to be reproducible. The experimental design is consistent with the stated objectives, using a held-out, naturally imbalanced test set and reporting both overall and per-class metrics, which supports the validity of the conclusions about imbalance reduction and minority-class behavior. Importantly, the authors also acknowledge key limitations—such as using Random Forest instead of the proposed CNN‑LSTM with attention, training on a reduced set due to memory constraints, and the difficulty of ultra‑rare web attacks—so they do not over-claim beyond what the data support. The main scientific concern is a partial mismatch between the “enhanced hybrid deep learning with attention” framing and the actual implemented model, which should be clarified, but this is more about presentation than about the correctness of the underlying methods and results
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	The reference list is generally sufficient and covers both foundational works (e.g., SMOTE, Random Forest, KDD/NSL‑KDD) and relatively recent intrusion detection and class-imbalance literature up to 2024, including a 2024 cloud-computing IDS paper and a 2025 SMOTE application. It appropriately cites key IDS datasets (KDD Cup 99, NSL‑KDD, UNSW‑NB15, CIC‑IDS2017) and major SMOTE variants and surveys, so the core background is well supported. However, the manuscript could be strengthened by adding a few very recent works (2022–2025) that specifically apply adaptive sampling or deep learning to CIC‑IDS2017 or CSE‑CIC‑IDS2018, to reinforce the positioning against the latest state of the art.​

Examples of additions you might suggest in the form (phrased generically so you can look up exact details later):

· Recent (2022–2024) papers that combine SMOTE/ADASYN with deep models on CIC‑IDS2017 or CSE‑CIC‑IDS2018, to better situate the proposed adaptive SMOTE strategy.

· Recent works on attention-based or Transformer-style IDS architectures beyond those already cited, to support the “attention mechanisms” aspect of the framework.

For the checkbox-style question you likely have, you could summarize as: “The references are largely sufficient and reasonably recent, but I recommend adding a few 2022–2025 IDS works on CIC‑IDS2017/CSE‑CIC‑IDS2018 using adaptive sampling or attention-based deep models to better position the contribution.”


	

	Is the language/English quality of the article suitable for scholarly communications?


	The language is generally of good quality for scholarly communication: sentences are grammatically correct, terminology is appropriate, and the structure (abstract, introduction, methodology, results, discussion, conclusion) is clear and coherent. There are a few minor issues, such as occasional typos (“met-rics”), slightly long sentences, and some redundancy between sections, but these do not prevent understanding and could be fixed with light copy-editing. The main stylistic concern is a mismatch between the repeated “hybrid deep learning framework with attention mechanisms” phrasing and the actual Random Forest implementation, which is more a content/positioning issue than pure English quality. Overall, the manuscript is readable and suitable for scholarly communication, but it would benefit from minor language polishing and tightening.​
	

	Optional/General comments


	The manuscript presents a well-motivated and clearly structured study on handling extreme class imbalance in network intrusion detection, with a strong focus on practical cloud-computing scenarios. The methodological pipeline (preprocessing, XGBoost feature selection, adaptive SMOTE, Random Forest, and detailed per-class evaluation) is thorough and generally well described, and the extensive analysis of minority classes is particularly valuable. However, there is some mismatch between the “hybrid deep learning with attention” framing and the actual Random Forest implementation, and the paper would benefit from tightening the narrative, slightly shortening some sections, and clarifying the intended role of deep learning/attention mechanisms as future work rather than implemented components.
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	Are there ethical issues in this manuscript? 


	(If yes, Kindly please write down the ethical issues here in details)
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