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	Reviewer’s comment


	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This manuscript addresses a critical bottleneck in the transition of IoT security research from theoretical models to operational deployment. By shifting the focus from purely accuracy-centric evaluations to a 14-metric multi-dimensional framework, the study provides a pragmatic roadmap for selecting models that respect the severe resource constraints of edge devices. The introduction of the Efficiency and Deployment Scores is a significant contribution, as it quantifies the trade-offs between detection efficacy and hardware limitations such as memory and latency. The computationally efficient two-stage balancing methodology offers a scalable solution for handling the extreme class imbalances inherent in large-scale network traffic datasets
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	Yes. The title is highly descriptive and accurately reflects the core contribution of the paper
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	Yes, it is comprehensive. The abstract successfully summarizes the problem (IoT vulnerabilities and botnet threats), the methodology (multi-dimensional framework, BoT-IoT dataset, two-stage balancing), the results (99.97% accuracy for top models), and the practical implications
Suggestions:
1. Quantitative context for metrics: While it mentions 14 metrics, it could explicitly name the novel composite scores (Efficiency and Deployment scores) earlier in the abstract .

2. Methodological clarity: Briefly mentioning the specific RAM constraint (12GB) used in the experiments would further emphasize the "real-world constraint" aspect mentioned in the title.


	

	Is the manuscript scientifically, correct? Please write here.
	Yes. The methodology is rigorous and well-documented.
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	Yes. The manuscript cites 64 references, including seminal works and very recent publications from 2020–2025.
1. Recent trends: References like Njama-Abang et al. (2025) and Baich & Sael (2025) demonstrate that the paper is situated within the current state-of-the-art.

2. Diversification: The authors have included a healthy mix of dataset-specific papers, machine learning surveys, and works on edge computing.


	

	Is the language/English quality of the article suitable for scholarly communications?


	Yes. The article is written in a high-quality, scholarly tone.
	

	Optional/General comments


	The manuscript provides excellent use-case-specific recommendations, which is often missing in IDS research. For instance, recommending XGBoost for memory-constrained devices (0.07 MB footprint) versus Decision Trees for real-time systems (0.04s prediction) adds significant value for practitioners. The authors noted in the limitations, the current Deployment Score does not explicitly weight prediction latency, which is a critical factor for real-time IPS (Intrusion Prevention Systems)
The authors should address the identified limitation regarding the Deployment Score. Specifically, they should provide a brief sensitivity analysis or a clearer mathematical justification for why prediction latency was excluded from the weighted composite score, given that latency is a primary concern for real-time intrusion prevention. Addressing this would solidify the framework's claim as a truly holistic deployment tool.

This is a well-executed study that bridges the gap between laboratory ML performance and the practicalities of IoT deployment. The dual-stage balancing methodology and the multi-dimensional framework are valuable tools for the research community. I recommend this paper for publication, provided the authors consider a minor expansion in the discussion regarding how different stakeholders might re-weight the Deployment Score for specific industries (e.g., healthcare vs. industrial control).
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	Are there ethical issues in this manuscript? 


	(If yes, Kindly please write down the ethical issues here in details)
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