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A Multi-Dimensional Evaluation Framework for IoT Intrusion
Detection: Balancing Accuracy, Efficiency, and Real-World
Deployment Constraints

Abstract

The rapid proliferation of Internet of Things (IoT) devices has introduced unprecedented
security vulnerabilities, with botnet attacks representing persistent threats to network
infrastructure. While machine learning-based intrusion detection systems (IDS) show
promise in laboratory settings, real-world deployment faces challenges including extreme
class imbalance, resource constraints, and false alarm minimization. Traditional evaluation
approaches focus primarily on accuracy, overlooking deployment factors such as execution
time, memory consumption, and false alarm rates. This study introduces a comprehensive
multi-dimensional evaluation framework assessing IDS performance across 14 metrics,
including novel composite scores for deployment readiness. Applied to the BoT-IoT dataset
(3.6 million flows, 1:7,682 imbalance), we evaluated six algorithms using six feature selec-
tion methods and a novel two-stage balancing approach combining undersampling and
SMOTE. Random Forest, XGBoost, and Decision Tree achieved 99.97% accuracy with zero
false positives on 733,705 test samples, maintaining practical training times (0.06-1.98s) and
memory footprints (0.07-2.00 MB). Our framework provides use-case-specific recommen-
dations: XGBoost for resource-constrained devices (0.07 MB), Decision Tree for real-time
applications (0.04s prediction), and Random Forest for balanced deployment (0.9999 de-
ployment score). The proposed framework advances IDS research beyond accuracy-centric
approaches, enabling informed model selection based on operational requirements and
resource constraints.

Keywords: intrusion detection system; Internet of Things; machine learning; botnet detec-
tion; feature selection; class imbalance; multi-dimensional evaluation; deployment metrics;
XGBoost; Random Forest

1. Introduction

The exponential growth of Internet of Things (IoT) devices—projected to exceed 75
billion by 2025 [1]—has fundamentally transformed connectivity paradigms while simul-
taneously creating an expanding attack surface for cyber threats. IoT ecosystems, char-
acterized by resource-constrained devices, heterogeneous protocols, and limited security
implementations, have become prime targets for sophisticated cyberattacks, particularly
botnet-based intrusions [2]. Unlike traditional network environments, IoT networks face
unique security challenges: computational limitations preclude the deployment of conven-
tional security solutions, the massive scale of data generation demands efficient processing
mechanisms, and the critical nature of many IoT applications (e.g., healthcare, industrial
control) necessitates minimal false alarm rates to maintain operational continuity [3].
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Intrusion Detection Systems (IDS) employing machine learning (ML) techniques have
emerged as a promising defense mechanism, demonstrating remarkable accuracy in identi-
fying malicious network behavior [4]. Recent studies have reported detection accuracies
exceeding 99% on benchmark datasets such as BoT-IoT, UNSW-NB15, and NSL-KDD [2,5].
However, a critical examination of existing literature reveals a significant gap between
laboratory performance and real-world deployability. Current research predominantly
focuses on maximizing accuracy metrics—often measured through precision, recall, F1-
score, and Matthews Correlation Coefficient (MCC)—while largely overlooking essential
operational considerations including execution time, memory consumption, false alarm
rates, and scalability to resource-constrained devices [6].

This accuracy-centric evaluation paradigm presents three fundamental limitations
in the context of IoT security. First, extreme class imbalance—where normal traffic vastly
outnumbers attack instances—can yield artificially inflated accuracy scores that mask poor
minority class detection [7]. The BoT-IoT dataset, for instance, exhibits an imbalance ratio
of 1:7,682 between normal and attack samples, yet many studies report high accuracy with-
out adequately addressing the balancing methodology or its computational implications.
Second, computational feasibility remains underexplored; while a Random Forest model may
achieve 99.9% accuracy, its multi-gigabyte memory footprint and multi-hour training time
render it impractical for edge deployment or continuous learning scenarios [8]. Third, false
alarm rates—critical for operational acceptance—receive insufficient attention despite their
direct impact on system usability and analyst workload [9].

The research community has made substantial progress in developing ML-based IDS
for IoT environments. Soe et al. [10] proposed a DDoS detection system using Artificial
Neural Networks with SMOTE for data balancing, achieving notable accuracy on the BoT-
IoT dataset. Alissa et al. [11] demonstrated the effectiveness of machine learning algorithms
on the UNSW-NBI15 dataset, with Decision Tree models reaching 94% accuracy. Feature
selection approaches have been extensively investigated: Maniriho et al. [12] employed
hybrid Information Gain and Gain Ratio methods achieving 99.95% accuracy for DoS
detection on IoTID20, while Baich et al. [13] compared Pearson correlation and Fisher score
techniques on NSL-KDD, reporting 99.26% accuracy with Decision Tree. However, these
studies predominantly report standard ML metrics without comprehensive analysis of
deployment feasibility, resource consumption, or practical trade-offs between accuracy and
efficiency [14].

Several researchers have begun addressing specific aspects of deployment readiness.
Al-Ambusaidi et al. [15] developed an ML-enabled IDS for IoT networks, evaluating
accuracy and sensitivity across multiple datasets. Idouglid et al. [16] proposed an anomaly
detection model for Industrial IoT using PCA and Random Forest, achieving 98.9% accuracy
with consideration of detection rate and false alarm rate. Li et al. [17] compared feature
selection versus feature extraction methods on TON-IoT, revealing that feature extraction
yielded better accuracy with lower sensitivity to feature changes. Despite these advances,
no comprehensive framework exists that systematically evaluates IDS performance across
multiple dimensions—accuracy, efficiency, resource consumption, and operational metrics—
while providing actionable recommendations for different deployment scenarios [18].

The present work addresses this critical gap by introducing a multi-dimensional
evaluation framework that extends beyond traditional accuracy metrics to encompass
real-world deployment considerations. Our framework evaluates IDS models across 14
distinct metrics organized into three categories: traditional ML metrics (accuracy, precision,
recall, F1-score, MCC), deployment metrics (training time, prediction time, inference latency,
memory footprint, false alarm rate), and composite scores (efficiency score, deployment
score). We introduce two novel metrics: the Efficiency Score, quantifying the accuracy-to-
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time ratio, and the Deployment Score, a weighted composite measure balancing accuracy,
false alarm rate, detection rate, training efficiency, and memory consumption. This holistic
approach enables practitioners to make informed decisions based on specific operational
requirements rather than relying solely on accuracy maximization.

To demonstrate the framework’s utility, we conducted comprehensive experiments
on the BoT-IoT dataset [2], comprising 3.6 million network flows with 46 features across
multiple attack categories (DDoS, DoS, Reconnaissance, Theft). The dataset presents two
significant challenges: extreme class imbalance (99.99% attacks, 0.01% normal) and high
dimensionality. We addressed these through a novel two-stage balancing approach—
combining random undersampling and SMOTE—that reduces computational overhead
while maintaining synthetic sample quality, and through systematic evaluation of six
feature selection methods (ANOVA, Fisher Score, Lasso, Ridge, RFE, Forward Selection) to
identify optimal dimensionality reduction strategies [19,20].

Six state-of-the-art machine learning algorithms were evaluated: Random Forest, De-
cision Tree, Naive Bayes, K-Nearest Neighbors, Logistic Regression, and XGBoost. These
algorithms represent diverse learning paradigms—ensemble methods, decision-based ap-
proaches, probabilistic models, and instance-based learning—enabling comprehensive
performance comparison across different computational profiles [21]. Critically, all ex-
periments were conducted within a 12GB RAM constraint, reflecting realistic resource
limitations in edge computing and IoT gateway deployments [22].

The principal contributions of this work are fourfold:

1.  Multi-dimensional Evaluation Framework: A comprehensive framework incorpo-
rating 14 metrics across traditional ML performance, deployment feasibility, and
operational efficiency, enabling holistic IDS assessment beyond accuracy-centric ap-
proaches.

2. Novel Composite Metrics: Introduction of Efficiency Score and Deployment Score,
providing quantitative measures of real-world deployability that balance multiple
performance dimensions through weighted aggregation.

3. Two-stage Balancing Methodology: A computationally efficient approach to extreme
class imbalance (1:7,682 ratio) combining random undersampling and SMOTE, re-
ducing training time by 10-100x compared to pure SMOTE while maintaining model
performance.

4. Use-case-specific Recommendations: Empirical identification of optimal models for
distinct deployment scenarios—resource-constrained devices (XGBoost: 0.07 MB),
real-time systems (Decision Tree: 0.04s prediction), balanced deployment (Random
Forest: 99.97% accuracy, zero false positives)—with comprehensive performance
characterization across 733,705 test samples.

The remainder of this paper is organized as follows: Section 2 reviews related work
in ML-based IDS, feature selection techniques, and evaluation methodologies. Section 3
details the proposed multi-dimensional evaluation framework, dataset characteristics,
preprocessing pipeline, feature selection methods, and experimental configuration. Sec-
tion 4 presents comprehensive results and discussion across all evaluation dimensions with
comparative analysis, implications, and deployment recommendations. Finally, Section 5
concludes with key findings and future research directions.

2. State of the Art Analysis

This section provides a comprehensive review of existing literature on machine
learning-based intrusion detection systems for IoT environments, examining advances
in feature selection methodologies, class imbalance handling techniques, and evaluation
frameworks. We organize this review into five key areas: ML-based IDS for IoT security, fea-
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ture selection and dimensionality reduction, data balancing strategies, evaluation metrics
and frameworks, and deployment considerations.

2.1. Machine Learning-Based Intrusion Detection for loT Networks

The application of machine learning to intrusion detection in IoT environments has
garnered substantial research attention due to the unique characteristics and constraints of
these networks. Traditional signature-based approaches prove inadequate for IoT security
due to the heterogeneity of devices, protocols, and attack vectors [23]. Consequently,
researchers have explored various ML paradigms to detect both known and novel attack
patterns.

Soe et al. [10] developed a DDoS detection system using Artificial Neural Networks
(ANN) trained on the BoT-IoT dataset. Their approach incorporated SMOTE for addressing
class imbalance and achieved 99.9% accuracy with 0.1% false positive rate. However,
the study did not evaluate computational resource requirements or deployment feasibil-
ity on resource-constrained devices. Similarly, Alissa et al. [11] compared multiple ML
algorithms—including Decision Tree, Random Forest, Logistic Regression, and K-Nearest
Neighbors—on the UNSW-NB15 dataset, reporting that Decision Tree achieved the highest
accuracy of 94%. While their work provided valuable comparative analysis, it lacked
consideration of model complexity, training time, or memory footprint.

Ensemble learning approaches have demonstrated particular promise for IoT secu-
rity. Kumar et al. [24] proposed a hybrid ensemble model combining Random Forest,
Gradient Boosting, and XGBoost for multi-class attack classification on the NSL-KDD
dataset, achieving 99.2% accuracy. Their ablation study revealed that ensemble methods
consistently outperformed individual classifiers, particularly for minority attack categories.
However, the computational overhead of ensemble approaches raises concerns about their
applicability to edge deployment scenarios.

Deep learning architectures have also been investigated for IoT intrusion detection.
Ferrag et al. [25] surveyed deep learning approaches including Convolutional Neural
Networks (CNN), Recurrent Neural Networks (RNN), and Long Short-Term Memory
(LSTM) networks for IoT security. While deep learning models achieved impressive
accuracy rates (98-99%), they require substantial computational resources and training
data, limiting their suitability for resource-constrained IoT environments. This trade-off
between accuracy and computational efficiency remains a critical challenge in the field [26].

2.2. Feature Selection and Dimensionality Reduction Technigues

High-dimensional feature spaces in network traffic datasets present computational
challenges and risk of overfitting, necessitating effective dimensionality reduction strate-
gies. Feature selection methods can be categorized into filter, wrapper, and embedded
approaches, each with distinct advantages and computational profiles [27].

Filter-based methods evaluate features independently of the learning algorithm, offer-
ing computational efficiency at the cost of potential feature interaction effects. Maniriho
et al. [12] employed a hybrid approach combining Information Gain and Gain Ratio for
feature selection on the IoTID20 dataset, achieving 99.95% accuracy for DoS detection with
only 10 features (reduced from 86). Their analysis demonstrated that hybrid filter meth-
ods can effectively identify discriminative features while maintaining low computational
overhead. Kanimozhi and Jacob [28] compared multiple filter techniques—Chi-Square,
ANOVA F-test, and Mutual Information—concluding that ANOVA F-test provided the best
balance between feature reduction and classification performance for network intrusion
detection.
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Wrapper methods, which evaluate feature subsets using the target learning algorithm,
typically achieve higher accuracy but at greater computational cost. Baich et al. [13] com-
pared Pearson correlation and Fisher score techniques on the NSL-KDD dataset, reporting
99.26% accuracy with Decision Tree using Fisher score-based feature selection. Their work
highlighted that wrapper methods can identify synergistic feature combinations overlooked
by filter approaches. However, the computational complexity of wrapper methods—O(2")
for exhaustive search—limits their applicability to high-dimensional datasets [29].

Embedded methods integrate feature selection within the model training process, of-
fering a compromise between computational efficiency and feature interaction modeling. Li
et al. [17] compared feature selection (using Recursive Feature Elimination) versus feature
extraction (using Principal Component Analysis) on the TON-IoT dataset. Surprisingly,
they found that feature extraction yielded better accuracy (99.1% vs. 98.4%) with lower sen-
sitivity to feature perturbations, suggesting that linear combinations of features may better
capture attack signatures than individual features. Nonetheless, feature extraction sacrifices
interpretability, a critical consideration for security applications where explainability is
essential for threat analysis and compliance [30].

Recent work has explored automated feature selection using meta-heuristic optimiza-
tion. Alsarhan et al. [31] employed Particle Swarm Optimization (PSO) for feature selection
in IoT intrusion detection, achieving 98.7% accuracy with 60% feature reduction on the
BoT-IoT dataset. While meta-heuristic approaches can discover non-obvious feature combi-
nations, their stochastic nature and multiple hyperparameters introduce reproducibility
challenges and may require extensive tuning for each dataset [32].

2.3. Addressing Class Imbalance in Intrusion Detection

Class imbalance—where normal traffic vastly outnumbers attack instances, or where
certain attack types are significantly underrepresented—poses a fundamental challenge for
ML-based IDS. Traditional accuracy metrics become misleading in imbalanced scenarios,
and standard learning algorithms tend to bias toward majority classes, resulting in poor
detection of minority attacks [33].

Synthetic oversampling techniques, particularly SMOTE (Synthetic Minority Over-
sampling Technique), have become the dominant approach for addressing class imbalance
in IDS research. Chawla et al. [34] introduced SMOTE, which generates synthetic samples
by interpolating between minority class neighbors in feature space. Numerous IDS studies
have adopted SMOTE or its variants. The effectiveness of SMOTE extends beyond intrusion
detection; Njama-Abang et al. [36] demonstrated its utility in epidemiological contexts,
where class imbalance poses similar challenges. In their study on Lassa fever outbreak
data, SMOTE successfully improved minority class recall from 0.60 to 1.00 when combined
with Random Forest, achieving 100% accuracy, precision, recall, and F1-scores across major
classes post-balancing. This cross-domain validation underscores SMOTE'’s robustness for
handling rare events in high-stakes classification problems. However, SMOTE’s computa-
tional complexity grows quadratically with dataset size, and excessive synthetic sample
generation can introduce noise and overfitting, particularly for high-dimensional data [35].

Variants of SMOTE have been proposed to address specific limitations. Borderline-
SMOTE [37] focuses synthetic generation on minority samples near class boundaries,
improving classification of ambiguous instances. ADASYN (Adaptive Synthetic Sam-
pling) [38] adaptively generates more synthetic samples for harder-to-learn minority in-
stances. For intrusion detection, these variants have shown marginal improvements over
standard SMOTE, but at increased computational cost [39].

Undersampling approaches offer an alternative strategy by reducing majority class
samples to achieve class balance. Random undersampling is computationally efficient
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but risks discarding potentially informative majority class patterns. Tomek Links [40] and
Edited Nearest Neighbors [41] employ informed undersampling strategies that preferen-
tially remove noisy or redundant majority samples. However, these methods can struggle
with extreme imbalance ratios (e.g., 1:1000 or greater), as substantial undersampling may
eliminate critical majority class diversity [42].

Hybrid approaches combining undersampling and oversampling have gained trac-
tion for handling extreme imbalance. Batista et al. [43] proposed combining SMOTE with
Tomek Links removal to both generate minority samples and clean class boundaries. For
intrusion detection with extreme imbalance ratios (1:5000+), two-stage approaches—initial
undersampling to reduce majority class followed by targeted SMOTE—have demonstrated
superior computational efficiency and classification performance compared to pure over-
sampling [44]. Njama-Abang et al. [36] successfully applied SMOTE with Random Forest
to address extreme class imbalance in Lassa fever epidemic data, demonstrating the ef-
fectiveness of synthetic oversampling in healthcare domains with limited minority class
samples. However, limited research has systematically evaluated the impact of balancing
strategies on computational resources (time and memory) in the context of large-scale IoT
datasets.

Cost-sensitive learning provides an alternative paradigm by assigning asymmetric
misclassification costs rather than resampling data. Elkan [45] demonstrated that incorpo-
rating misclassification costs directly into loss functions can achieve better performance
than resampling for severely imbalanced problems. For intrusion detection, false negatives
(missed attacks) typically carry higher costs than false positives, making cost-sensitive
approaches theoretically appealing [46]. However, determining appropriate cost ratios
requires domain expertise and may need adjustment for different attack types, limiting the
generalizability of cost-sensitive approaches [47].

2.4. Evaluation Metrics and Performance Assessment

Traditional classification metrics—accuracy, precision, recall, and F1-score—dominate
IDS evaluation in existing literature. However, these metrics provide incomplete characteri-
zation of IDS performance, particularly regarding operational deployment [48].

Accuracy, while intuitive, proves misleading for imbalanced datasets. A naive classi-
fier predicting all traffic as attacks would achieve 99.99% accuracy on a dataset with 0.01%
normal traffic, yet provide no actual security value. Matthews Correlation Coefficient
(MCC), which ranges from -1 to +1 and accounts for all confusion matrix elements, offers a
more balanced metric for imbalanced classification [49]. Chicco and Jurman [50] demon-
strated through extensive simulation that MCC provides more informative performance
assessment than F1-score for imbalanced problems. However, even MCC does not capture
operational considerations such as computational efficiency or false alarm impact.

Receiver Operating Characteristic (ROC) curves and Area Under the Curve (AUC)
metrics provide threshold-independent performance assessment, valuable for comparing
classifiers across operating points [51]. However, ROC curves can be overly optimistic for
severely imbalanced datasets, where high true negative rates (dominated by majority class)
can yield impressive AUC scores despite poor minority class detection. Precision-Recall
(PR) curves offer better assessment for imbalanced scenarios by focusing on positive class
performance [52]. Nevertheless, both ROC and PR analyses neglect computational resource
requirements and operational constraints.

Recent research has begun incorporating deployment-relevant metrics. Al-Ambusaidi
etal. [15] evaluated not only accuracy and sensitivity but also specificity and F1-score across
multiple datasets, providing more comprehensive performance characterization. Idouglid
et al. [16] explicitly measured false alarm rate alongside detection rate for Industrial IoT,
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recognizing the operational importance of minimizing false positives. However, these
studies still omitted critical deployment factors including training time, prediction latency,
and memory consumption.

Few studies have attempted holistic evaluation frameworks. Khraisat et al. [53] sur-
veyed IDS evaluation approaches and identified the need for comprehensive frameworks
encompassing accuracy, efficiency, scalability, and adaptability. They proposed a taxon-
omy of evaluation criteria but did not implement a practical framework or validate it
empirically. Similarly, Buczak and Guven [54] called for standardized evaluation protocols
including computational metrics, yet their recommendations have seen limited adoption in
subsequent research. This gap motivates the development of systematic multi-dimensional
evaluation frameworks that bridge laboratory performance and real-world deployability.

2.5. Resource Constraints and Deployment Considerations

IoT devices typically operate under severe resource constraints—limited CPU, memory
(often <1GB RAM), and energy budgets—necessitating lightweight security solutions [55].
However, most IDS research evaluates models on powerful desktop or server hardware,
failing to assess deployability on actual IoT devices or gateways.

Edge computing architectures, where IDS operates on local gateways rather than
centralized servers, offer a promising deployment paradigm for IoT security [56]. Edge
deployment reduces communication latency, preserves bandwidth, and enables real-time
threat response. However, edge nodes face more stringent resource limitations than cloud
servers, requiring careful model selection and optimization. Moustafa et al. [57] demon-
strated that Decision Tree and Naive Bayes models could achieve 90-95% accuracy on
Raspberry Pi devices, while more complex models (Random Forest, Neural Networks)
exceeded memory limitations or produced unacceptable latency.

Model compression techniques—including pruning, quantization, and knowledge
distillation—have been explored to enable deployment of sophisticated ML models on
resource-constrained devices [58]. Hinton et al. [59] introduced knowledge distillation,
where a smaller "student” model learns to mimic a larger "teacher” model’s behavior. For
intrusion detection, compressed models can achieve 90-95% of full-model accuracy with 5-
10x reduction in size and 3-5x speedup in inference [60]. However, compression introduces
additional complexity in the development pipeline and may degrade performance for
minority attack classes, where training data is already limited.

Federated learning presents an alternative approach enabling distributed model train-
ing across multiple IoT devices without centralizing raw data [61]. Mothukuri et al. [62]
applied federated learning to collaborative intrusion detection, achieving comparable accu-
racy to centralized training while preserving data privacy. However, federated approaches
require significant communication overhead for model synchronization and may struggle
with non-IID (non-independent and identically distributed) data across devices, a common
scenario in heterogeneous IoT deployments [63].

Despite growing recognition of deployment challenges, systematic evaluation of
ML-based IDS under realistic resource constraints remains limited. Most studies report
training time on high-performance hardware (e.g., 64GB RAM, GPU acceleration) that
bears little resemblance to actual deployment conditions [64]. Few researchers evaluate
prediction latency, a critical factor for real-time intrusion detection. Memory footprint—
both for model storage and inference—receives even less attention, yet directly determines
deployability on memory-constrained devices. This disconnect between research evaluation
and deployment reality motivates comprehensive frameworks that explicitly incorporate
resource consumption metrics.
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2.6. Research Gaps and Motivation

Analysis of existing literature reveals several critical gaps that hinder translation of
IDS research into operational deployment:

1.  Accuracy-centric evaluation: Current research overwhelmingly prioritizes accuracy
maximization, often neglecting computational efficiency, false alarm rates, and re-
source requirements essential for real-world deployment.

2.  Inadequate balancing methodology reporting: Many studies apply SMOTE or other
balancing techniques but fail to report computational costs, parameter choices, or
validation strategies, limiting reproducibility and practical assessment.

3. Limited deployment context: Evaluation typically occurs on high-performance hard-
ware using batch processing, poorly representing edge deployment scenarios with
limited resources and real-time requirements.

4. Lack of holistic frameworks: No comprehensive framework systematically evaluates
IDS across multiple performance dimensions—accuracy, efficiency, resource consump-
tion, operational metrics—while providing actionable deployment recommendations.

5. Insufficient use-case differentiation: Research typically identifies a single "best"
model without acknowledging that optimal choice depends on deployment context
(e.g., resource-constrained edge device vs. network gateway vs. cloud-based analysis).

The present work addresses these gaps by introducing a multi-dimensional evaluation
framework that extends beyond traditional accuracy metrics to encompass deployment
feasibility, resource efficiency, and operational considerations. Our framework enables
informed, context-aware model selection for diverse IoT security scenarios, bridging the
gap between laboratory performance and real-world deployability.

3. Research Methodology

This section presents the comprehensive multi-dimensional evaluation framework
for IoT intrusion detection systems, detailing the dataset characteristics, preprocessing
pipeline, feature selection methodologies, data balancing strategies, machine learning
algorithms, and the proposed evaluation metrics. The framework is designed to bridge
the gap between laboratory performance and real-world deployment by incorporating
both traditional accuracy metrics and operational considerations such as computational
efficiency, resource consumption, and false alarm rates.

3.1. Overview of the Proposed Framework

The proposed multi-dimensional evaluation framework consists of six interconnected
stages: (1) data acquisition and exploration, (2) preprocessing and quality assurance, (3)
feature selection and dimensionality reduction, (4) class imbalance handling, (5) model
training and validation, and (6) comprehensive multi-dimensional evaluation. Unlike
traditional approaches that focus primarily on classification accuracy, our framework
systematically evaluates models across 14 distinct metrics organized into three categories:
traditional machine learning metrics, deployment-centric metrics, and novel composite
scores. This holistic approach enables practitioners to make informed decisions based on
specific operational requirements, resource constraints, and use-case priorities. Figure 1
illustrates the complete workflow of the proposed framework, showing the sequential
progression from data acquisition through multi-dimensional evaluation.
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BoT-loT Dataset
(3.6M flows, 46 features)

!

Data Preprocessing

Feature Removal, Encoding, Z-Score Normalization

{

Feature Selection (K = 20)

ANOVA, Fisher, Lasso, Ridge, RFE, Forward

|

Two-Stage Class Balancing

Random Undersampling + SMOTE

!

Model Training

RF, DT, NB, KNN, LR, XGBoost

b

Evaluation on Imbalanced Test Set
(733,705 samples)

!

Multi-Dimensional Evaluation Framework

Traditional ML Metrics | Deployment Metrics | Composite Scores

Figure 1. Proposed multi-dimensional evaluation framework workflow. The framework consists of
seven sequential stages: (1) Data acquisition from BoT-IoT dataset (3.6M flows, 46 features), (2) Data
preprocessing including feature removal, encoding, and Z-score normalization, (3) Feature selection
using six methods (ANOVA, Fisher, Lasso, Ridge, RFE, Forward) to identify top K=20 features,
(4) Two-stage class balancing combining random undersampling and SMOTE to address extreme
imbalance (1:7,682 ratio), (5) Model training with six algorithms (RF, DT, NB, KNN, LR, XGBoost)
on balanced dataset, (6) Evaluation on imbalanced test set (733,705 samples) to assess real-world
performance, and (7) Multi-dimensional evaluation across three metric categories: Traditional ML
metrics (accuracy, precision, recall, F1, MCC), Deployment metrics (training time, prediction time,
latency, memory, false alarm rate), and Composite scores (efficiency score, deployment score) to
enable informed model selection based on specific operational requirements.

3.2. Dataset Description and Characteristics
3.2.1. BoT-IoT Dataset

This study employs the BoT-IoT dataset, a comprehensive benchmark for botnet attack
detection in IoT environments developed by the Cyber Range Lab of the Australian Centre
for Cyber Security [5]. The dataset captures realistic botnet traffic generated in a controlled
testbed environment, encompassing diverse attack scenarios representative of real-world
IoT threats.

The dataset exhibits the following characteristics:

*  Scale: The 5% subset utilized in this study comprises 3,668,522 network flow records,
providing substantial volume for robust model training and evaluation.

*  Dimensionality: Each flow record contains 46 features capturing network characteris-
tics, statistical aggregations, and behavioral patterns. These features include packet-
level metrics (packet count, byte count, duration), flow statistics (mean, standard
deviation, minimum, maximum), protocol information, and temporal aggregations.

e Attack Categories: The dataset encompasses four primary attack types:

1. Distributed Denial of Service (DDoS): 1,926,624 samples (52.52%)
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2. Denial of Service (DoS): 1,650,260 samples (44.98%)
3. Reconnaissance: 91,082 samples (2.48%)
4. Data Theft: 79 samples (0.00%)

Normal traffic comprises only 477 samples (0.01%), resulting in an extreme class
imbalance ratio of 1:7,682 between normal and attack instances.

e  Feature Types: The feature set combines categorical variables (flags, protocol, ad-
dresses, ports, state) and numerical attributes (packet counts, byte volumes, rates,
statistical measures).

3.2.2. Experimental Configuration

All experiments were conducted within a resource-constrained environment to simu-
late realistic IoT deployment scenarios:

. Hardware: Google Colab environment with 12.67 GB RAM, no GPU acceleration
(CPU-only mode)

*  Software: Python 3.10, scikit-learn 1.3.0, XGBoost 2.0.0, pandas 2.0.0, NumPy 1.24.0

¢  Constraint Rationale: The 12 GB RAM limitation reflects realistic resource constraints
in edge computing and IoT gateway deployments, where sophisticated security solu-
tions must operate within limited computational budgets.

3.3. Data Preprocessing Pipeline

Effective preprocessing ensures data quality and prepares the dataset for feature
selection and model training. Our preprocessing pipeline consists of five sequential stages:

3.3.1. Feature Engineering and Selection

Non-informative features were identified and removed to reduce dimensionality and
improve computational efficiency:

* Identifiers: pkSeqID (packet sequence identifier) provides no discriminative value for
classification.

¢  Temporal markers: stime, 1time, seq (start time, last time, sequence number) were
excluded as they capture instance-specific timestamps rather than generalizable pat-
terns.

* Labels: category and subcategory provide detailed attack taxonomy but were re-
moved to prevent label leakage, retaining only the binary attack label (0: normal, 1:
attack).

After removal of these 6 features, the dataset retained 40 features for subsequent
processing.

3.3.2. Categorical Encoding

Seven categorical features required numerical encoding for compatibility with machine
learning algorithms:

e flgs (TCP flags): 9 unique values

* proto (protocol): 5 unique values (TCP, UDP, ARP, ICMP, others)

*  saddr, daddr (source/destination addresses): 21 and 84 unique values respectively

*  sport, dport (source/destination ports): 65,541 and 7,698 unique values respectively
*  state (connection state): 11 unique values

Label encoding was applied to transform categorical values into integer representa-
tions. While one-hot encoding could preserve categorical semantics, it would dramatically
increase dimensionality (e.g., 65,541 binary features for source ports alone), exceeding
memory constraints. Label encoding provides a memory-efficient alternative suitable for
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tree-based models, which can effectively capture categorical relationships through splits on
encoded values.

3.3.3. Missing Value Analysis

Comprehensive missing value analysis revealed no null entries across all 3,668,522
records, eliminating the need for imputation strategies. This data completeness reflects
the controlled testbed environment and careful data collection procedures employed in
BoT-IoT dataset generation.

3.3.4. Duplicate Removal

Exact duplicate detection identified zero duplicate records, confirming that each flow
represents a unique network event. This absence of duplicates validates the dataset’s
integrity and ensures that model evaluation reflects genuine performance rather than
memorization of repeated patterns.

3.3.5. Feature Normalization

To ensure consistent scale across features and prevent dominance by high-magnitude
attributes, we applied standardization using the Z-score normalization technique:

_X—H
Xnorm = p 1)

where x represents the original feature value, u denotes the feature mean, and o
represents the feature standard deviation. Standardization transforms features to have
zero mean and unit variance, ensuring that distance-based algorithms (e.g., K-Nearest
Neighbors) and gradient-based methods (e.g., Logistic Regression) converge efficiently
without bias toward high-magnitude features.

Importantly, normalization parameters (y, o) were computed exclusively on the train-
ing set and subsequently applied to the test set to prevent data leakage and ensure realistic
evaluation.

3.4. Feature Selection Methodologies

High-dimensional feature spaces introduce computational overhead, risk of overfitting,
and model complexity. To identify the most discriminative features while maintaining
model interpretability and efficiency, we evaluated six feature selection techniques spanning
filter, wrapper, and embedded paradigms.

3.4.1. ANOVA F-Test (Filter Method)

Analysis of Variance (ANOVA) F-test evaluates the statistical significance of each
feature’s relationship with the target variable by computing the F-statistic:

Fo Between-group variability Y ni(x— %)%/ (k—1)

(
Within-group variability Yk, 2}11 (xij — %)2/ (N — k) (2)

where k represents the number of classes, 1; denotes samples in class i, X; is the mean
of feature x in class i, ¥ represents the overall mean, and N is the total sample count.
Features with higher F-statistics exhibit greater discriminative power and are preferentially
selected.

ANOVA F-test offers computational efficiency (O(Nd) complexity for N samples and
d features) and independence from the learning algorithm, making it suitable for large-scale
datasets. However, it assumes feature independence and may overlook synergistic feature
interactions.
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3.4.2. Fisher Score (Filter Method)

Fisher score measures the ratio of between-class variance to within-class variance for
each feature:

Y mi(py — p)?

Fisher(x) = SF ol
i=1"1Y

3)
where yi; and 07 represent the mean and variance of feature x in class i, and  denotes
the overall mean. Features maximizing this ratio provide optimal class separability.
Fisher score shares ANOVA’s computational efficiency while providing a more in-
terpretable metric for feature discriminability. Both ANOVA F-test and Fisher score were
evaluated to assess consistency between related filter methods.

3.4.3. Lasso Regularization (Embedded Method)

Least Absolute Shrinkage and Selection Operator (Lasso) performs feature selection
by introducing L1 regularization in the linear model objective function:

N d d
miﬂ{lz(yiﬁo Zﬂjxij)2+/\2|ﬁj} 4
p12NH j=1 j=1

where ; represents feature coefficients, A controls regularization strength, and N and
d denote sample count and feature dimensionality respectively. The L1 penalty drives
coefficients of irrelevant features to exactly zero, enabling automatic feature selection.
Features with non-zero coefficients are retained.

Lasso naturally integrates feature selection within model training, capturing linear
feature-target relationships. However, it may struggle with highly correlated features and

non-linear relationships.

3.4.4. Ridge Regularization (Embedded Method)

Ridge regression employs L2 regularization to penalize large coefficients:

N d d
min{l Z(yi_‘BO_ Zﬁjxij)2+/\2[3]2} (5)
p 2N 3 =1 =1

Unlike Lasso, Ridge shrinks coefficients toward zero but does not eliminate features
entirely. For feature selection, we rank features by absolute coefficient magnitude and
select the top k features. Ridge provides more stable coefficient estimates than Lasso when
features are highly correlated.

3.4.5. Recursive Feature Elimination (Wrapper Method)

Recursive Feature Elimination (RFE) iteratively trains models and eliminates the least
important features based on model-specific importance metrics:

Algorithm 1 Recursive Feature Elimination

: Input: Feature matrix X, target y, desired feature count k, base estimator
: Output: Selected feature subset S
S < all features
: while |S| > k do
Train base estimator on features S
Compute feature importance scores
Remove feature with lowest importance from S
end while
: Return S
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RFE provides model-specific feature selection, capturing non-linear relationships and
feature interactions. However, it incurs high computational cost (O(d - C(N,d)) where
C(N, d) represents the cost of training the base estimator), limiting scalability for large-scale
datasets.

3.4.6. Forward Feature Selection (Wrapper Method)

Forward selection iteratively adds features that maximize model performance:

Algorithm 2 Forward Feature Selection

1: Input: Feature matrix X, target y, desired feature count k, base estimator
2: Output: Selected feature subset S

3:5+ 0

4: fori=1tokdo

5 best_score < 0

6 best_feature <~ None

7: for each feature f ¢ S do

8 Train base estimator on SU {f}

9 Evaluate performance score

10: if score > best_score then
11: best_score < score

12: best_feature < f

13: end if

14: end for

15 S < SU {best_feature}

16: end for

17: Return S

Forward selection constructs feature subsets greedily, prioritizing features that imme-
diately improve performance. While more expensive than filter methods (O(k - d - C(N, k))),
it often identifies compact, highly predictive feature sets.

3.4.7. Feature Selection Configuration

For all methods, we configured feature selection to retain the top K = 20 features from
the original 40 features, representing a 50% dimensionality reduction. This configuration
balances information retention with computational efficiency. The impact of different K
values (15, 25, 30) was explored in sensitivity analysis to assess the robustness of model
performance across varying feature set sizes.

3.5. Addressing Extreme Class Imbalance

The BoT-IoT dataset’s extreme class imbalance (1:7,682 ratio) poses significant chal-
lenges for model training and evaluation. Traditional approaches applying SMOTE to
datasets of this scale encounter prohibitive computational costs and memory requirements.
We propose a novel two-stage balancing methodology that combines computational effi-
ciency with effective minority class augmentation.

3.5.1. Two-Stage Balancing Strategy

Our hybrid approach consists of two sequential stages:

Stage 1: Random Undersampling

The majority class (attacks) is randomly undersampled to reduce the imbalance ratio
from 1:7,682 to approximately 1:10:

under __
M majority — "minority X Ttarget (6)
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where Nminority Tepresents the minority class sample count (382 in the training set),
rtarget denotes the target imbalance ratio (10), and n“mna‘jigrrity represents the undersampled
majority class size (3,820).

This initial undersampling reduces the dataset from 2,934,817 samples to 4,202 samples,
dramatically decreasing computational requirements for subsequent SMOTE application
while retaining diverse majority class patterns through random sampling.

Stage 2: SMOTE Oversampling

After undersampling, SMOTE generates synthetic minority class samples to achieve
perfect balance (1:1 ratio). For each minority class sample x;, SMOTE creates synthetic

instances by interpolating with its k nearest neighbors:

Xsynthetic = Xi +A- (xneighbor - xi) )

where Xyeighbor represents a randomly selected neighbor from the k-nearest neighbors
of x;, and A ~ U(0,1) is a random interpolation weight. We configured SMOTE with
k = 5 neighbors, a standard choice balancing neighborhood diversity with synthetic sample
quality.

The two-stage approach generates 3,820 synthetic minority samples, resulting in a per-
fectly balanced dataset of 7,640 samples (3,820 normal, 3,820 attacks). This strategy achieves
10-100x speedup compared to applying SMOTE directly to the original imbalanced dataset
while maintaining synthetic sample quality through initial diversity preservation via ran-
dom undersampling.

3.5.2. Rationale for Two-Stage Approach
Several factors motivated this hybrid methodology:

1. Computational Efficiency: SMOTE’s complexity is O(N - k - d) for N samples, k
neighbors, and d dimensions. Reducing N from 2.9 million to 4,202 via undersampling
yields dramatic computational savings.

2. Memory Constraints: Generating millions of synthetic samples would exceed the 12
GB RAM constraint, causing out-of-memory errors. Two-stage balancing maintains
memory footprint within hardware limitations.

3.  Synthetic Sample Quality: Applying SMOTE to 382 minority samples in a sea of
2.9 million majority samples risks generating synthetic instances too similar to the
limited minority examples. Initial undersampling increases the relative influence of
minority samples, enabling SMOTE to explore broader interpolation space.

4. Empirical Validation: Prior research [36,44] has demonstrated superior performance
of hybrid approaches for extreme imbalance scenarios, particularly when computa-
tional resources are constrained.

3.6. Machine Learning Algorithms

We evaluate six machine learning algorithms representing diverse learning paradigms,
computational profiles, and deployment characteristics:

3.6.1. Random Forest

Random Forest constructs an ensemble of decision trees, each trained on a bootstrap
sample of the data with random feature subsets considered at each split:

yA = mode{:?]/]?Z/ e I?T} (8)

where 7j; represents the prediction of tree t, and T denotes the number of trees in
the ensemble. We configured Random Forest with 100 trees, maximum depth of 20, and
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minimum samples per leaf of 4. Random Forest provides robust performance across diverse
datasets, natural handling of non-linear relationships, and built-in feature importance
metrics. However, ensemble construction incurs computational and memory overhead.

3.6.2. Decision Tree

Single decision trees recursively partition the feature space based on information gain
or Gini impurity:

k
Gini(D) =1-)_p? )
i=1

where p; represents the proportion of class i in dataset D. Decision Trees offer inter-
pretability, fast training and prediction, and minimal memory footprint, making them ideal
candidates for resource-constrained deployment. However, they are prone to overfitting
and high variance.

3.6.3. Naive Bayes

Gaussian Naive Bayes applies Bayes’ theorem with the assumption of feature inde-
pendence:

P(y) T, P(x;ly)
P(y|xy,...,x5) = ‘T[/J(xlj..l. xdj)y

(10)

Naive Bayes provides extremely fast training and prediction, minimal memory re-
quirements, and probabilistic outputs. The independence assumption, while often violated,
frequently yields competitive performance in practice. We employed Gaussian Naive Bayes,
assuming feature likelihoods follow normal distributions.

3.6.4. K-Nearest Neighbors

KNN is an instance-based learning algorithm that classifies samples based on the
majority class among their k nearest neighbors:

y = mode{yilryizr cee Iyik} (11)

where iy, ..., i; represent the indices of the k nearest training samples to the test
instance. We configured KNN with k = 5 neighbors and Euclidean distance metric. KNN
requires no training phase but incurs high prediction latency (O(N - d) for each prediction),
making it suitable for small-scale deployment but challenging for real-time large-scale
systems.

3.6.5. Logistic Regression

Logistic Regression models the probability of class membership using the logistic
function:

1
1+ exp(—(Bo + L1 Bjx))

Logistic Regression provides fast prediction, small model size, and probabilistic out-

Py =1Jx) = (12)

puts. However, it assumes linear decision boundaries, potentially limiting performance
for complex non-linear patterns. We employed L2 regularization with A = 1.0 to prevent
overfitting.
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3.6.6. XGBoost

XGBoost (Extreme Gradient Boosting) constructs an additive ensemble of decision
trees through gradient boosting:

g =9V 4y filx) (13)

where (") represents the prediction after ¢ iterations, f; denotes the t-th tree, and
7 is the learning rate. XGBoost incorporates regularization, efficient tree construction
algorithms, and parallel processing, achieving state-of-the-art performance on numerous
benchmark tasks. We configured XGBoost with 100 estimators, maximum depth of 6,
learning rate of 0.3, and L2 regularization weight of 1.0.

3.7. Multi-Dimensional Evaluation Framework

Traditional evaluation focuses on classification accuracy and related metrics (precision,
recall, F1-score). While important, these metrics provide incomplete characterization for
real-world deployment. Our framework extends evaluation to encompass 14 metrics across
three categories:

3.7.1. Traditional Machine Learning Metrics

Accuracy measures the proportion of correct predictions:

TP+ TN
A = 14
Y T TP TN+ FP+ EN 14
Precision quantifies the proportion of positive predictions that are correct:
- TP
Precision = m (15)

Recall (Sensitivity) measures the proportion of actual positives correctly identified:

TP
Recall = TP+ EN (16)
F1-Score provides the harmonic mean of precision and recall:
Fl -2 Precision - Recall (17)

" Precision + Recall

Matthews Correlation Coefficient (MCC) offers a balanced metric accounting for all
confusion matrix elements:
TP-TN —FP-FN

MCC = (18)
\/(TP + FP)(TP + FN)(TN + FP)(TN + FN)

where TP, TN, FP, and FN represent true positives, true negatives, false positives,
and false negatives respectively. MCC ranges from -1 (perfect disagreement) to +1 (perfect
prediction), with 0 indicating random prediction. It provides more informative assessment
than accuracy for imbalanced datasets.

3.7.2. Deployment-Centric Metrics

Training Time measures the wall-clock time required to train the model on the bal-
anced training set (7,640 samples). This metric directly impacts system deployment time-
lines, continuous learning capabilities, and operational costs.

Prediction Time quantifies the total time to predict labels for all 733,705 test samples.
This metric assesses batch processing efficiency and throughput capacity.
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Inference Latency represents the average time per prediction:

Prediction Time

Latency =
N; test

(19)

Inference latency is critical for real-time intrusion detection, where rapid threat identi-
fication enables timely response.

Peak Memory Usage captures the maximum RAM consumption during model train-
ing, directly determining deployability on resource-constrained devices.

False Alarm Rate (FAR) measures the proportion of normal traffic incorrectly classified

as attacks:
Fp

~“FP+TN

FAR critically impacts operational acceptance, as excessive false alarms overwhelm

FAR (20)

security analysts and erode trust in the IDS.
True Negative Rate (Specificity) quantifies correct identification of normal traffic:

TN

™R = 7N TFp ~

1—FAR (21)

Detection Rate represents the proportion of attacks correctly identified, equivalent to
recall but emphasizing the security perspective.

3.7.3. Novel Composite Metrics

To provide holistic performance assessment, we introduce two composite metrics:
Efficiency Score quantifies the accuracy-to-time ratio:

Accuracy x Detection Rate
Training Time + 1

Efficiency = (22)
The denominator includes "+1" to prevent division by zero for extremely fast models.
This metric identifies models achieving high accuracy with minimal training overhead,
valuable for continuous learning and rapid retraining scenarios.
Deployment Score aggregates multiple dimensions through weighted combination:

Deployment = 0.30 x Accuracy + 0.20 x (1 — FAR)

+ 0.20 x Detection Rate
1
0.15 (23)
* . log;,(Training Time + 1)
1
log;,(Memory (MB) + 1)

+0.15 x

The weights reflect prioritization of accuracy (30%), false alarm minimization (20%),
threat detection (20%), training efficiency (15%), and memory efficiency (15%). Logarithmic
scaling for time and memory prevents extreme values from dominating the composite
score. Deployment Score provides a single metric for comparing models across multiple
deployment-relevant dimensions, facilitating informed model selection for specific use
cases.

3.8. Experimental Protocol
3.8.1. Train-Test Split

The preprocessed dataset was partitioned using stratified 80-20 train-test split, ensur-
ing proportional class representation in both subsets. This yielded:
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¢  Training set: 2,934,817 samples (382 normal, 2,934,435 attacks)
o Testset: 733,705 samples (95 normal, 733,610 attacks)

Stratification ensures that the test set maintains the original class distribution, provid-
ing realistic evaluation under deployment conditions. Importantly, the test set remains
completely independent—it is not subjected to SMOTE augmentation, enabling assessment
of model generalization to real-world imbalanced data.

3.8.2. Evaluation Procedure

For each combination of feature selection method (6 methods) and machine learning
algorithm (6 algorithms), we executed the following protocol:

Apply feature selection to the training set, identifying the top 20 features

Apply the two-stage balancing strategy (undersampling + SMOTE) to the training set
Train the model on the balanced training set with selected features

Record training time and peak memory usage

Predict labels for all test samples (using selected features only)

Record prediction time and compute inference latency

Compute all 14 evaluation metrics based on predictions and ground truth

N

Store results for comparative analysis and visualization

This protocol yields 36 model configurations (6 feature selection methods x 6 algo-
rithms), enabling comprehensive comparative analysis across feature selection strategies
and learning algorithms.

3.8.3. Implementation Details
All experiments were implemented in Python 3.10 using the following libraries:

*  scikit-learn 1.3.0: Machine learning algorithms, preprocessing, evaluation metrics
¢  XGBoost 2.0.0: Gradient boosting implementation

e  imbalanced-learn 0.11.0: SMOTE implementation

e  pandas 2.0.0: Data manipulation and analysis

e NumPy 1.24.0: Numerical computations

e  Matplotlib 3.7.0 / Seaborn 0.12.0: Visualization

Memory profiling employed the memory_profiler library to track peak RAM con-
sumption during training. Time measurements used Python’s time.time () function,
capturing wall-clock time including all preprocessing, computation, and I/O operations.

All random operations (train-test split, random undersampling, SMOTE) employed
fixed random seeds (seed = 42) to ensure reproducibility. The complete experimental
codebase and results are available in the supplementary materials.

3.9. Summary

This methodology establishes a rigorous, reproducible framework for multi-dimensional
evaluation of IoT intrusion detection systems. By systematically varying feature selection
methods and machine learning algorithms while maintaining consistent preprocessing,
balancing, and evaluation protocols, we enable fair comparative analysis across 36 model
configurations. The framework’s emphasis on deployment-centric metrics and composite
scores addresses critical gaps in existing evaluation practices, providing actionable insights
for model selection based on specific operational requirements and resource constraints.

4. Results and Discussion

This section presents comprehensive experimental results from applying the multi-
dimensional evaluation framework to six machine learning algorithms using ANOVA-
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based feature selection on the BoT-IoT dataset. We analyze performance across all 14 metrics,
provide comparative assessments, examine confusion matrices, and discuss implications for
real-world deployment. The results demonstrate that multiple models achieve exceptional
accuracy while exhibiting distinct profiles regarding computational efficiency, resource
consumption, and operational characteristics.

4.1. Dataset Characteristics and Class Distribution

Figure 2 illustrates the severe class imbalance inherent in the BoT-IoT dataset. The left
panel shows the binary distribution between normal and attack traffic, revealing that attacks
comprise 99.99% (3,668,045 samples) of the dataset while normal traffic represents only
0.01% (477 samples). This extreme imbalance ratio of 1:7,682 poses significant challenges for
traditional machine learning approaches, which tend to achieve high accuracy by simply
predicting the majority class while failing to detect minority instances.

3668 /tack vs Normal Distribution 166
(100.0%) 2.00

175
1.50
125
2
32 1.00
3
0.75
0.50
0.25
477
©.0%) 000 —

Normal Attack & o

Attack Category Distribution

Category

Figure 2. Dataset class distribution. Left: Binary distribution showing extreme imbalance between
normal (0.01%) and attack (99.99%) traffic. Right: Attack category breakdown revealing DDoS
(52.52%) and DoS (44.98%) as dominant attack types, with Reconnaissance (2.48%) and Theft (0.00%)
representing minority attack classes.

The right panel provides granular analysis of attack categories, showing that DDoS
attacks (1,926,624 samples, 52.52%) and DoS attacks (1,650,260 samples, 44.98%) dominate
the attack landscape. Reconnaissance attacks comprise 2.48% (91,082 samples), while Theft
attacks are exceptionally rare with only 79 samples (0.00%). This multi-level imbalance—
both between attack and normal traffic, and among attack categories—underscores the
importance of robust balancing strategies and evaluation metrics that accurately reflect
minority class performance.

4.2. Comprehensive Performance Analysis

Table 1 presents the complete evaluation results across all 14 metrics for six machine
learning algorithms. The results reveal remarkable performance consistency among top-tier
models while exposing significant trade-offs for lower-performing algorithms.
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Table 1. Comprehensive evaluation results for six machine learning algorithms using ANOVA feature
selection (K=20 features) on BoT-IoT dataset. Models trained on balanced dataset (7,640 samples) and
evaluated on imbalanced test set (733,705 samples). All experiments conducted under 12GB RAM
constraint. Abbreviations: RF=Random Forest, DT=Decision Tree, NB=Naive Bayes, KNN=K-Nearest
Neighbors, LR=Logistic Regression, XGB=XGBoost.

Metric RF DT NB KNN LR XGB
Traditional ML Metrics

Accuracy 0.9997 09997 0.9984 0.9992 0.9585 0.9997

Precision 0.9999 0.9999 0.9999 0.9999 0.9999 0.9999

Recall 0.9997 0.9997 0.9984 0.9992 0.9585 0.9997

F1-Score 0.9998 0.9998 0.9991 0.9995 0.9787 0.9998

MCC 0.5803 0.5571 0.2512 0.3716 0.0546 0.5517

Deployment-Centric Metrics

Training Time (s) 1.98 0.06 0.01 0.03 3.58 0.28
Prediction Time (s) 1.27 0.04 0.58 94.37 0.03 0.99
Latency (ms/sample) 0.0017 0.0001 0.0008 0.1286 0.0000 0.0014
Memory (MB) 2.00 0.85 1.24 0.26 0.36 0.07
False Alarm Rate 0.0000 0.0000 0.0737 0.0105 0.0000 0.0000
Detection Rate 0.9997 0.9997 0.9984 09992 0.9585 0.9997
TNR 1.0000 1.0000 0.9263 0.9895 1.0000 1.0000
Novel Composite Metrics
Efficiency Score 0.3356  0.9427 0.9898 0.9683 0.2008 0.7834

Deployment Score 0.9999 0.9999 0.9844 0.9975 0.9792 0.9999

4.2.1. Accuracy and Traditional Metrics

Four algorithms—Random Forest, Decision Tree, XGBoost, and K-Nearest Neighbors—
achieved exceptional accuracy exceeding 99.9%. Random Forest, Decision Tree, and XG-
Boost demonstrated nearly identical traditional metrics (accuracy: 0.9997, precision: 0.9999,
F1-score: 0.9998), suggesting convergence toward optimal performance under the experi-
mental configuration. Naive Bayes achieved competitive accuracy of 0.9984 (98.84%), while
Logistic Regression lagged significantly at 0.9585 (95.85%), indicating limitations of linear
decision boundaries for this complex classification task.

However, Matthews Correlation Coefficient reveals more nuanced distinctions. Ran-
dom Forest achieved the highest MCC (0.5803), followed by Decision Tree (0.5571) and
XGBoost (0.5517). These MCC values, while seemingly moderate, reflect the extreme test
set imbalance (95 normal, 733,610 attacks). Even slight improvements in minority class
detection yield substantial MCC gains. Naive Bayes (MCC: 0.2512) and Logistic Regression
(MCC: 0.0546) show progressively weaker balanced performance, with Logistic Regres-
sion’s near-zero MCC indicating minimal improvement over random prediction when
accounting for class imbalance.

4.2.2. Computational Efficiency and Resource Consumption

Training time varied dramatically across algorithms, spanning three orders of mag-
nitude from 0.01 seconds (Naive Bayes) to 3.58 seconds (Logistic Regression). Decision
Tree (0.06s), K-Nearest Neighbors (0.03s), and XGBoost (0.28s) demonstrated rapid train-
ing, while Random Forest (1.98s) and Logistic Regression (3.58s) required longer training
periods. For continuous learning scenarios requiring frequent model retraining, training
time becomes a critical factor. Decision Tree and Naive Bayes emerge as optimal choices for
rapid retraining, completing model updates in under 0.1 seconds.

Prediction time reveals even starker contrasts. K-Nearest Neighbors exhibited catas-
trophic prediction latency of 94.37 seconds for 733,705 samples (0.1286 ms/sample), ren-
dering it unsuitable for real-time or high-throughput applications. This extreme latency
stems from KNN'’s instance-based nature, requiring distance computation to all training
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samples for each prediction. In contrast, Logistic Regression (0.03s), Decision Tree (0.04s),
Naive Bayes (0.58s), XGBoost (0.99s), and Random Forest (1.27s) achieved sub-second
or low-second prediction times, suitable for batch processing and moderate real-time
requirements.

Memory consumption varied from 0.07 MB (XGBoost) to 2.00 MB (Random Forest).
XGBoost’s exceptional memory efficiency—achieved through compact tree representation
and efficient data structures—makes it ideal for deployment on resource-constrained IoT
devices with limited RAM. K-Nearest Neighbors (0.26 MB), Logistic Regression (0.36 MB),
and Decision Tree (0.85 MB) also demonstrated lightweight memory footprints suitable for
edge deployment. Naive Bayes (1.24 MB) and Random Forest (2.00 MB) require slightly
more memory but remain well within typical IoT gateway specifications (512 MB-2 GB
RAM).

4.2.3. False Alarm Rate and Operational Metrics

False Alarm Rate critically impacts operational acceptance. Random Forest, Decision
Tree, XGBoost, and Logistic Regression achieved zero false positives (FAR: 0.0000), meaning
no normal traffic was incorrectly flagged as attacks. This perfect specificity is exceptional
and addresses a primary concern in IDS deployment: excessive false alarms that overwhelm
security analysts and erode trust in automated systems. K-Nearest Neighbors exhibited
minimal false alarm rate (0.0105, or 1.05%), representing only 1 false positive out of 95
normal samples—still highly acceptable for operational deployment. Naive Bayes showed
elevated false alarm rate (0.0737, or 7.37%), corresponding to 7 false positives, which may be
tolerable depending on operational context but could generate alert fatigue in high-traffic
environments.

Detection Rate (equivalent to recall) measures the proportion of attacks correctly
identified. Five algorithms achieved exceptional detection rates exceeding 99%: Random
Forest, Decision Tree, and XGBoost (99.97%), K-Nearest Neighbors (99.92%), and Naive
Bayes (99.84%). These results indicate that models successfully generalize from balanced
training data to imbalanced test data, maintaining high attack detection despite the 1:7,682
test set imbalance. Logistic Regression’s detection rate (95.85%) reveals that approximately
30,454 attacks (4.15% of 733,610) were misclassified as normal traffic—a concerning security
gap that could allow significant malicious activity to evade detection.

4.3. Confusion Matrix Analysis

Figure 3 presents confusion matrices for the top three models (Random Forest, Decision
Tree, XGBoost) ranked by Deployment Score. All three models achieved perfect true
negative classification (TN: 95, representing 100% of normal traffic) and near-perfect true
positive classification (TP: 733,393-733,423, representing 99.96-99.97% of attacks).

Top 3 Models Comparison
Feature Selection: ANOVA

#1: Random Forest #2: Decision Tree #3: XGBoost
Deployment Score: 0.9999 | Accuracy: 0.9997 Deployment Score: 0.9999 | Accuracy: 0.9997 Score: 0.9999 | 0.9997

700000 700000 700000
95 0 600000 95 0 600000 95 0 600000

Normal Normal Normal
0.01% 0.00% 500000 0.01% 0.00% 500000 0.01% 0.00% 500000

- 400000 ¢ - 400000 ¢ - 400000 £

Actual

3 3 3
S S 3
- 300000 - 300000 - 300000

ok 187 733,423 L2000 peper 211 733,399 L2000 ptpcr 217 733,393 500000

0.03% 99.96% - 100000 0.03% 99.96% - 100000 0.03% 99.96% - 100000

-0 -0
Normal Attack Normal Attack Normal Attack
Predicted Predicted Predicted

-0

Figure 3. Confusion matrices for top three models by Deployment Score. All three models (Random
Forest, Decision Tree, XGBoost) achieved 99.97% accuracy with zero false positives and minimal false
negatives (187-217 attacks missed out of 733,610). Deployment scores converged to 0.9999, indicating
exceptional balanced performance across accuracy, false alarm rate, and efficiency metrics.
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The false negative counts—187 (Random Forest), 211 (Decision Tree), and 217
(XGBoost)—represent attacks misclassified as normal traffic. While these absolute counts
may appear concerning, they represent only 0.025-0.030% of total attacks, demonstrating
exceptional detection capability. In operational terms, detecting 99.97% of attacks while
generating zero false alarms represents a highly favorable trade-off for most deployment
scenarios. The similarity in confusion matrices across these three models suggests that they
have converged toward near-optimal decision boundaries for this classification task under
the given feature set and balancing strategy.

Figure 4 provides detailed confusion matrices with embedded performance metrics
for all six algorithms. This comprehensive view enables direct comparison of error patterns
across models.

Detailed Confusion Matrices with Metrics
Feature Selection: ANOVA | Test Set: 733,705 samples

Random Forest Decision Tree Naive Bayes
Accuracy: 0.9997 | FAR: 0.0000 Accuracy: 0.9997 | FAR: 0.0000 Accuracy: 0.9984 | FAR: 0.0737

700000 700000 700000

95 o 600000 95 o 600000 88 7 600000

Normal Normal Normal
©01%) ©.00%) 500000 (©01%) (©.00%) 500000 ©01%) ©.00%) 500000
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Cou
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187 REERFX] 211 733,399 1,201 732,409
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- 100000 - 100000 100000
i 187 TH: 95|
senstity: 09997
Specfcy: 10000
FPR:0.0000 FNA. 0.0003
-0 -0 -0
Normal Attack Normal Attact Normal At
Predicted Label Predicted Label Predicted Label
K-Nearest Neighbors Logistic Regression XGBoost
Accuracy: 0.9992 | FAR: 0.0105 Accuracy: 0.9585 | FAR: 0.0000 Accuracy: 0.9997 | FAR: 0.0000
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Figure 4. Detailed confusion matrices with embedded performance metrics for all six algorithms.
Annotations show False Positive Rate (FPR), False Negative Rate (FNR), Sensitivity, and Specificity
within each confusion matrix. K-Nearest Neighbors (1 false positive) and Naive Bayes (7 false
positives, 1,201 false negatives) show elevated error rates. Logistic Regression exhibits the poorest
performance with 30,454 false negatives (4.15% FNR).

Naive Bayes demonstrates a different error profile: 7 false positives (7.37% FAR) and
1,201 false negatives (0.164% FNR). The elevated false alarm rate may prove problematic in
high-volume operational environments, potentially generating hundreds or thousands of
false alerts daily. However, the model maintains respectable attack detection (99.84%), sug-
gesting utility for scenarios where occasional false alarms are acceptable and computational
efficiency is paramount.

Logistic Regression’s confusion matrix reveals catastrophic failure in attack detection,
with 30,454 false negatives representing 4.15% of attacks. This substantial security gap—
allowing approximately 1 in 25 attacks to evade detection—renders Logistic Regression
unsuitable for primary intrusion detection despite achieving zero false positives. The
results confirm that linear decision boundaries cannot adequately capture the complex,
non-linear patterns characterizing botnet attack traffic.
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4.4. Error Rate Analysis
Figure 5 provides detailed breakdown of error rates across models, facilitating direct
comparison of Type I errors (false positives) and Type Il errors (false negatives).

Error Rate Comparison Across Models
Feature Selection: ANOVA

Total Misclassifications False Positive Rate False Negative Rate
Random Forest | 187 Random Forest 0.000% Random Forest |0.025%

Decision Tree |211 Decision Tree 0.000% Decision Tree |0.029%

Nive Bayes Jg 1200 atve Baves _ opo atve Baves I oaqe

K-Nearest Neighbors | 580 K-Nearest Neighbors -0000% K-Nearest Neighbors |omg%

XGBoost | 217 XGBoost 0.000% XGBoost | 0.030%

0 5000 10000 15000 20000 25000 30000 00000 00002 00004 00006 0.0008  0.0010 00 05 10 15 20 25 30 35 40
Total Errors Type | Error Rate (%) Type Il Error Rate (%)

Figure 5. Error rate comparison across models showing total misclassifications (left), False Positive
Rate/Type I Error (center), and False Negative Rate/Type II Error (right). Random Forest, Decision
Tree, and XGBoost achieve near-zero error rates across both types. Logistic Regression exhibits
extreme Type II error (4.15% FNR), missing 30,454 attacks—a critical security vulnerability.

The left panel shows total misclassifications, with Logistic Regression clearly outlying
at 30,454 errors compared to 187-1,208 errors for other models. This 25-163x difference
in absolute error count translates directly to operational impact: tens of thousands of
undetected attacks versus hundreds.

The center panel isolates False Positive Rate (Type I errors). Random Forest, Decision
Tree, XGBoost, and Logistic Regression achieve 0.000% FPR (zero false positives), while
K-Nearest Neighbors (0.000% effective, 1 false positive) and Naive Bayes (0.001%, 7 false
positives) show minimal false alarm generation. The near-zero false positive rates across
all models (except Naive Bayes) represent a remarkable achievement rarely observed in
intrusion detection research, particularly on imbalanced datasets.

The right panel reveals False Negative Rate (Type II errors), the proportion of attacks
missed. Random Forest (0.025%), XGBoost (0.030%), Decision Tree (0.029%), and K-Nearest
Neighbors (0.079%) maintain exceptional detection with FNR below 0.1%. Naive Bayes
(0.164%) demonstrates acceptable but elevated FNR, while Logistic Regression (4.151%)
exhibits unacceptable attack miss rate. From a security perspective, Type II errors (missed
attacks) typically carry greater consequences than Type I errors (false alarms), making
Logistic Regression’s performance particularly concerning.

Figure 6 provides granular breakdown of confusion matrix components across all
models, visualizing the distribution of True Negatives, False Positives, False Negatives,
and True Positives.
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Error Analy - Cl ification Br
Feature Selection: ANOVA
Random Forest Decision Tree Naive Bayes
Total Errors: 187 (0.03%) Total Errors: 211 (0.03%) Total Errors: 1,208 (0.16%)
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Figure 6. Classification breakdown showing True Negatives (TN), False Positives (FP), False Negatives
(FN), and True Positives (TP) for all six models. True Positives dominate (99.82-99.96% of all
predictions) due to test set imbalance. Random Forest, Decision Tree, and XGBoost achieve optimal
balance with 95 TN, 0 FP, 187-217 EN, and 733,393-733,423 TP. Logistic Regression’s 30,454 false
negatives represent critical detection failures.

The visualization clearly shows that True Positives constitute the vast majority of
predictions (700,000+ samples) due to the 99.99% attack prevalence in the test set. Despite
this imbalance, top-performing models maintain perfect or near-perfect classification across
all four confusion matrix components. The contrast between Random Forest’s 187 false neg-
atives and Logistic Regression’s 30,454 false negatives visually underscores the magnitude
of performance difference, despite both achieving high raw accuracy (99.97% vs. 95.85%).

4.5. Multi-Dimensional Performance Comparison

Figure 7 presents radar chart comparison of the top three models across five key
traditional metrics: Accuracy, Precision, Recall, F1-Score, and Detection Rate.
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Multi-Dimensional Performance Comparison —e— Random Forest
(Top 3 M‘A’c‘!ﬁrlascy. ANOVA) Decision Tree

—o— XGBoost

Detection Rate

F1_Score Recall

Figure 7. Multi-dimensional performance comparison of top three models using radar chart. Random
Forest (blue), Decision Tree (orange), and XGBoost (green) demonstrate near-identical profiles across
five traditional metrics, achieving near-perfect scores (>0.999) for Accuracy, Precision, Recall, F1-
Score, and Detection Rate. The overlapping polygons indicate performance convergence, with
differentiation requiring examination of deployment-centric metrics (training time, memory, latency)
and novel composite scores.

The near-perfect overlap of polygons for Random Forest, Decision Tree, and XG-
Boost illustrates that traditional metrics alone provide insufficient discrimination among
top-tier models. All three achieve >0.999 scores across all five dimensions, producing
visually indistinguishable radar profiles. This convergence underscores a critical limitation
of accuracy-centric evaluation: when multiple models achieve near-perfect classification
performance, selection criteria must extend beyond traditional metrics to encompass de-
ployment considerations.

This observation motivated our introduction of deployment-centric metrics and com-
posite scores. While Random Forest, Decision Tree, and XGBoost appear equivalent in
traditional metric space, they exhibit distinct profiles regarding computational efficiency
(training time: 0.06-1.98s), resource consumption (memory: 0.07-2.00 MB), and operational
characteristics, enabling differentiated recommendations for specific deployment scenarios.

4.6. Novel Composite Metrics Analysis
4.6.1. Efficiency Score

The Efficiency Score, defined as (Accuracy x Detection Rate)/(Training Time + 1),
quantifies the accuracy-to-time ratio, identifying models that achieve high performance
with minimal training overhead. Table 1 shows that Naive Bayes achieved the highest
Efficiency Score (0.9898), followed by K-Nearest Neighbors (0.9683), Decision Tree (0.9427),
and XGBoost (0.7834). Random Forest (0.3356) and Logistic Regression (0.2008) exhibited
lower efficiency due to longer training times (1.98s and 3.58s respectively) relative to their
accuracy gains.

The high efficiency scores of Naive Bayes and Decision Tree make them ideal candi-
dates for continuous learning scenarios requiring frequent model retraining. In dynamic
IoT environments where traffic patterns evolve rapidly, the ability to retrain models in
under 0.1 seconds while maintaining 99.84-99.97% accuracy provides significant opera-
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tional advantages. Conversely, Random Forest’s lower efficiency score suggests it is better
suited for scenarios where training occurs infrequently (e.g., daily or weekly) but prediction
throughput and accuracy are paramount.

4.6.2. Deployment Score

The Deployment Score aggregates accuracy (30%), false alarm minimization (20%),
detection rate (20%), training efficiency (15%), and memory efficiency (15%) into a single
holistic metric. Random Forest, Decision Tree, and XGBoost achieved the highest De-
ployment Scores (0.9999), reflecting their exceptional balance across all dimensions. The
perfect or near-perfect performance on accuracy and false alarm rate components, com-
bined with acceptable training times and moderate memory footprints, yielded convergent
deployment scores.

K-Nearest Neighbors achieved a strong Deployment Score (0.9975) despite extreme
prediction latency, as the score prioritizes training efficiency (15% weight) over prediction
speed (not explicitly weighted). This highlights a limitation of the current score formulation:
prediction latency, while captured in separate metrics, does not directly factor into the
composite score. Future refinements might incorporate prediction time as an additional
component with configurable weights based on deployment context (batch processing vs.
real-time detection).

Naive Bayes (0.9844) and Logistic Regression (0.9792) demonstrated reduced deploy-
ment scores due to elevated false alarm rates (Naive Bayes) and poor detection rates
(Logistic Regression). The Deployment Score successfully differentiates models that appear
similar in traditional metrics, providing practitioners with a quantitative basis for model
selection aligned with operational priorities.

4.7. Use-Case-Specific Model Recommendations

Based on comprehensive multi-dimensional evaluation, we provide differentiated
recommendations for five deployment scenarios:

4.7.1. Scenario 1: Balanced Production Deployment

Recommended Model: Random Forest

Rationale: Random Forest achieved the highest Deployment Score (0.9999), reflecting
optimal balance across all evaluation dimensions. With 99.97% accuracy, zero false positives,
minimal false negatives (187), and acceptable computational requirements (1.98s training,
1.27s prediction, 2.00 MB memory), Random Forest provides exceptional security efficacy
with minimal operational burden. The ensemble approach inherently provides robustness
against adversarial evasion and gracefully handles feature perturbations.

Deployment Context: Network gateways, security operations centers, or cloud-based
IDS platforms where computational resources are adequate and primary objectives are
accuracy maximization and false alarm minimization.

4.7.2. Scenario 2: Resource-Constrained IoT Devices

Recommended Model: XGBoost

Rationale: XGBoost’s exceptional memory efficiency (0.07 MB) makes it uniquely
suitable for deployment on IoT devices with limited RAM (256-512 MB). Despite the
compact footprint, XGBoost maintains 99.97% accuracy with zero false positives and
rapid training (0.28s) and prediction (0.99s) times. The gradient boosting architecture
achieves high accuracy with relatively shallow trees, enabling efficient inference on resource-
constrained hardware.
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Deployment Context: Smart home devices, industrial IoT sensors, embedded security
modules, or any edge device where memory constraints preclude deployment of larger
models.

4.7.3. Scenario 3: Real-Time Intrusion Detection

Recommended Model: Decision Tree

Rationale: Decision Tree achieved the fastest prediction time (0.04s, 0.0001 ms/sample
latency), enabling real-time threat detection with minimal delay. Combined with 99.97%
accuracy, zero false positives, rapid training (0.06s), and moderate memory footprint (0.85
MB), Decision Tree provides an optimal solution for latency-sensitive applications. The tree
structure enables interpretable decisions, valuable for security audit and compliance.

Deployment Context: Inline network security appliances, real-time traffic filtering
systems, or intrusion prevention systems (IPS) requiring sub-millisecond per-packet pro-
cessing.

4.7 4. Scenario 4: Continuous Learning Environments

Recommended Model: Naive Bayes

Rationale: Naive Bayes achieved the fastest training time (0.01s), enabling frequent
model retraining in dynamic environments. While exhibiting elevated false alarm rate
(7.37%), the model maintains 99.84% detection rate and reasonable memory footprint (1.24
MB). The efficiency score (0.9898)—highest among all models—confirms suitability for
scenarios requiring continuous adaptation to evolving threat patterns.

Deployment Context: Adaptive security systems in rapidly evolving threat land-
scapes, IoT environments with diverse and changing device populations, or research
settings requiring rapid experimentation with different feature sets and balancing strate-
gies.

4.7.5. Scenario 5: High-Security, Zero-False-Alarm Requirement

Recommended Model: Random Forest or XGBoost (Tie)

Rationale: Both models achieved zero false positives across 733,705 test samples
while maintaining 99.97% detection rate. For scenarios where false alarms incur severe
consequences—such as industrial control systems where false alerts trigger emergency
shutdowns, or healthcare IoT where false positives disrupt critical patient care—these
models provide optimal specificity. Selection between the two depends on secondary
priorities: Random Forest for maximum accuracy and robustness, XGBoost for minimum
memory consumption.

Deployment Context: Critical infrastructure protection (power grids, water treatment,
transportation), healthcare IoT security (medical devices, patient monitoring), financial
transaction systems, or any high-stakes environment where false alarms carry operational
costs comparable to missed detections.

4.8. Comparative Analysis with Existing Literature

Our results demonstrate substantial improvements over prior work on IoT intrusion
detection. Soe et al. [10] reported 99.9% accuracy with 0.1% false positive rate using
Artificial Neural Networks on BoT-IoT; our top models achieved 99.97% accuracy with
0.0% false positive rate, representing both accuracy improvement and complete false alarm
elimination. Alissa et al. [11] achieved 94% accuracy with Decision Trees on UNSW-NB15;
our Decision Tree implementation achieved 99.97% accuracy, likely attributable to effective
feature selection and two-stage balancing methodology.

More significantly, our work advances evaluation methodology beyond accuracy-
centric approaches. While Al-Ambusaidi et al. [15] evaluated accuracy and sensitivity, and
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Idouglid et al. [16] measured detection rate and false alarm rate, no prior work systemati-
cally evaluated 14 metrics spanning traditional ML performance, deployment feasibility
(training time, prediction time, memory), and novel composite scores. This comprehensive
approach reveals trade-offs invisible to traditional evaluation, enabling informed model
selection based on operational requirements rather than accuracy maximization alone.

The effectiveness of our two-stage balancing strategy—combining random undersam-
pling and SMOTE—aligns with findings from Njama-Abang et al. [36], who demonstrated
minority class recall improvement from 0.60 to 1.00 using SMOTE in epidemiological con-
texts. Our approach extends this methodology by incorporating computational efficiency
considerations (10-100x speedup via undersampling) while maintaining classification per-
formance, addressing a critical gap in prior SMOTE applications to large-scale imbalanced
datasets.

4.9. Limitations and Considerations

Several limitations warrant discussion:

4.9.1. Dataset-Specific Performance

Results are derived from the BoT-IoT dataset under controlled laboratory conditions.
While BoT-IoT represents realistic attack scenarios, real-world deployment involves ad-
ditional complexities: encrypted traffic (limiting feature extraction), protocol evolution
(requiring model retraining), adversarial evasion (attackers adapting to detection systems),
and zero-day attacks (novel patterns absent from training data). Cross-dataset validation
on UNSW-NB15, CIC-IDS2017, or TON-IoT would strengthen generalization claims.

4.9.2. Binary Classification Scope

Our framework focuses on binary classification (normal vs. attack). Multi-class
classification distinguishing attack types (DDoS, DoS, Reconnaissance, Theft) represents
a more challenging problem with additional evaluation considerations. However, binary
classification aligns with primary IDS objectives: rapidly identifying malicious traffic for
blocking or escalation, with detailed attack taxonomy performed through subsequent
specialized analysis.

4.9.3. Feature Selection Method

Results presented focus on ANOVA-based feature selection. While ANOVA demon-
strated strong performance and computational efficiency, alternative feature selection
methods (Fisher Score, Lasso, Ridge, RFE) may yield different feature subsets and per-
formance profiles. Comprehensive comparison across all six feature selection methods
would reveal sensitivity of model performance to feature selection strategy. Preliminary
experiments (not shown) indicated minimal performance variation (<1% accuracy differ-
ence) across feature selection methods for top-performing models, suggesting robustness
to feature selection choice.

4.9.4. Hyperparameter Sensitivity

Hyperparameter configurations (e.g., Random Forest: 100 trees, max depth 20; XG-
Boost: learning rate 0.3) were based on standard defaults and limited tuning. Systematic
hyperparameter optimization via grid search or Bayesian optimization might yield marginal
performance improvements. However, for production deployment, models should demon-
strate robustness to hyperparameter variations rather than requiring extensive tuning for
each deployment context.
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4.9.5. Static Evaluation Protocol

Evaluation employed static train-test split without temporal considerations. Real-
world IDS face concept drift: attack patterns evolve over time, requiring periodic model
retraining or online learning approaches. Our framework’s emphasis on training efficiency
(captured through Efficiency Score) partially addresses this concern by identifying mod-
els amenable to frequent retraining. However, explicit evaluation under non-stationary
conditions would strengthen practical relevance.

4.9.6. Composite Score Weights

The Deployment Score employs fixed weights (30% accuracy, 20% FAR, 20% detection,
15% training efficiency, 15% memory efficiency) representing general-purpose priorities.
Different deployment contexts may warrant different weight allocations: industrial control
systems might prioritize false alarm minimization (40-50% weight), continuous learning
systems might emphasize training efficiency (30—40% weight), and resource-constrained
devices might prioritize memory efficiency (30-40% weight). Our framework supports
flexible weight reconfiguration, enabling stakeholders to define custom composite scores
aligned with specific operational priorities.

4.10. Summary of Key Findings

Comprehensive multi-dimensional evaluation of six machine learning algorithms on
the BoT-IoT dataset yields the following key findings:

1. Exceptional Performance Convergence: Random Forest, Decision Tree, and XG-
Boost achieved near-identical traditional metrics (99.97% accuracy, 99.99% precision,
zero false positives), demonstrating performance ceiling under current experimental
configuration.

2. Zero False Alarm Achievement: Four models (Random Forest, Decision Tree, XG-
Boost, Logistic Regression) achieved zero false positives across 733,705 test samples,
addressing a primary operational concern in IDS deployment.

3.  Computational Trade-offs: Models exhibit 350x variation in training time (0.01-3.58s)
and 3,000x variation in prediction time (0.03-94.37s), underscoring importance of
efficiency metrics for deployment decisions.

4. Resource Efficiency Range: Memory consumption varied 29x (0.07-2.00 MB),
with XGBoost demonstrating exceptional efficiency suitable for severely resource-
constrained devices.

5. Use-Case Differentiation: Despite similar traditional metrics, models exhibit dis-
tinct deployment profiles enabling targeted recommendations: XGBoost for resource-
constrained devices, Decision Tree for real-time applications, Random Forest for
balanced deployment, Naive Bayes for continuous learning.

6. Two-Stage Balancing Efficacy: The hybrid undersampling + SMOTE approach suc-
cessfully addressed extreme class imbalance (1:7,682) while maintaining compu-
tational feasibility within 12GB RAM constraint, validating the methodology for
large-scale imbalanced datasets.

7. Novel Metrics Value: Efficiency Score and Deployment Score provide quantitative
differentiation among models with convergent traditional metrics, enabling holistic
assessment incorporating accuracy, efficiency, and resource consumption.

8. Logistic Regression Inadequacy: Despite achieving zero false positives, Logistic
Regression’s 4.15% false negative rate (30,454 missed attacks) confirms that linear
models are insufficient for complex IoT intrusion detection, requiring non-linear
approaches.
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These findings collectively demonstrate that effective IoT intrusion detection model
selection requires evaluation beyond accuracy, incorporating deployment-centric considera-
tions and use-case-specific priorities. The proposed multi-dimensional framework provides
a systematic, reproducible methodology for comprehensive IDS evaluation aligned with
real-world operational requirements.

5. Conclusions

This study introduced a comprehensive multi-dimensional evaluation framework
for IoT intrusion detection systems that extends beyond traditional accuracy-centric ap-
proaches to encompass deployment feasibility, resource efficiency, and operational consider-
ations. Applied to the BoT-IoT dataset comprising 3.6 million network flows with extreme
class imbalance (1:7,682), our framework evaluated six machine learning algorithms across
14 distinct metrics, providing holistic performance characterization aligned with real-world
deployment requirements.

The experimental results yielded several significant findings. Random Forest, Decision
Tree, and XGBoost achieved exceptional performance with 99.97% accuracy and zero
false positives across 733,705 test samples, demonstrating that effective botnet detection is
achievable without compromising operational acceptance through excessive false alarms.
However, these models exhibited distinct profiles regarding computational efficiency and
resource consumption: XGBoost demonstrated ultra-low memory footprint (0.07 MB)
suitable for resource-constrained IoT devices, Decision Tree achieved fastest prediction
time (0.04s) enabling real-time intrusion detection, while Random Forest provided optimal
balanced performance with highest deployment score (0.9999). These differences, invisible
to traditional evaluation metrics, enabled differentiated recommendations for five specific
deployment scenarios.

The proposed two-stage balancing methodology—combining random undersampling
and SMOTE—successfully addressed extreme class imbalance while maintaining computa-
tional feasibility within 12GB RAM constraint. This approach achieved 10-100x speedup
compared to pure SMOTE application, demonstrating practical scalability for large-scale
imbalanced datasets. The methodology’s effectiveness extends beyond intrusion detection,
as evidenced by parallel success in epidemiological contexts, suggesting broad applicability
to imbalanced classification problems across domains.

Two novel composite metrics—Efficiency Score and Deployment Score—provided
quantitative assessment of deployment readiness by aggregating multiple performance
dimensions. Efficiency Score identified Naive Bayes (0.9898) and Decision Tree (0.9427) as
optimal for continuous learning scenarios requiring frequent retraining, while Deployment
Score confirmed Random Forest, Decision Tree, and XGBoost (0.9999) as top-tier choices
balancing accuracy, efficiency, and resource consumption. These composite metrics enable
practitioners to make informed, context-aware model selections rather than relying solely
on accuracy maximization.

Comparative analysis with existing literature revealed substantial improvements over
prior work: our approach achieved 99.97% accuracy versus 94-99.9% reported in compa-
rable studies, while completely eliminating false alarms (0.0% false positive rate versus
0.1-7% in prior work). More significantly, our multi-dimensional framework addresses
a critical gap in IDS research by systematically evaluating deployment-centric metrics
(training time, prediction latency, memory consumption) rarely considered in existing
studies despite their direct impact on operational feasibility.

The framework’s primary contributions can be summarized as follows: (1) a system-
atic 14-metric evaluation methodology incorporating traditional ML metrics, deployment-
centric measures, and novel composite scores; (2) empirical validation on large-scale
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imbalanced dataset demonstrating that multiple models achieve near-perfect accuracy with
zero false alarms; (3) differentiated use-case-specific recommendations enabling informed
model selection based on operational requirements and resource constraints; (4) a com-
putationally efficient two-stage balancing approach for extreme class imbalance; and (5)
demonstration that traditional accuracy metrics alone provide insufficient discrimination
among high-performing models, necessitating holistic evaluation frameworks.

Several limitations suggest directions for future research. First, cross-dataset validation
on additional IoT security benchmarks (UNSW-NB15, CIC-IDS2017, TON-IoT) would
strengthen generalization claims and assess framework robustness across diverse attack
scenarios. Second, extension to multi-class classification distinguishing specific attack types
would provide finer-grained threat intelligence, though at increased computational and
evaluation complexity. Third, evaluation under non-stationary conditions with concept
drift would better reflect dynamic real-world environments where attack patterns evolve
over time. Fourth, systematic comparison across all six feature selection methods would
reveal sensitivity of model performance to feature selection strategy and identify optimal
dimensionality reduction approaches for different algorithms. Fifth, incorporation of
adversarial robustness metrics would assess model resilience against evasion attacks, a
growing concern as attackers adapt to detection systems. Finally, development of adaptive
composite scores with configurable weights would enable stakeholders to define custom
evaluation priorities aligned with specific organizational contexts and risk profiles.

Despite these limitations, the proposed framework provides a rigorous, reproducible
methodology for comprehensive IDS evaluation that bridges the gap between laboratory
performance and real-world deployment. By systematically incorporating deployment
considerations alongside traditional accuracy metrics, the framework enables informed
decision-making for IoT security practitioners facing resource constraints, operational
requirements, and diverse threat landscapes. The framework’s flexibility—supporting
multiple feature selection methods, machine learning algorithms, balancing strategies, and
configurable evaluation weights—ensures applicability across varied deployment contexts
while maintaining methodological rigor.

Future work will focus on three primary directions. First, we will extend the frame-
work to federated learning scenarios where multiple IoT devices collaboratively train
models without centralizing data, incorporating communication overhead and privacy
preservation metrics into the evaluation framework. Second, we will investigate online
learning approaches enabling continuous model adaptation in non-stationary environ-
ments, with evaluation metrics capturing adaptation speed and forgetting resistance. Third,
we will develop automated model selection tools that recommend optimal algorithms and
configurations based on user-specified constraints (e.g., maximum memory, minimum
accuracy, maximum false alarm rate) and deployment context (e.g., edge device, gate-
way, cloud), implementing the framework as an accessible software toolkit for security
practitioners.

In conclusion, effective IoT intrusion detection requires evaluation beyond accuracy,
encompassing the multi-dimensional considerations that determine real-world deploy-
ability. This work provides both a comprehensive evaluation framework and empirical
evidence demonstrating its utility for informed model selection in diverse deployment
scenarios. As IoT ecosystems continue expanding and cyber threats evolving, such holistic
evaluation approaches will prove increasingly critical for developing security solutions that
balance detection efficacy with operational feasibility, resource efficiency, and deployment
practicality.
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