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ABSTRACT
This paper is a systematic review of the state of the art of Intrusion Detection Systems proposed for internet of things scenarios. The emphasis was placed on understanding research trends and methodologies and also on understanding the impact of dataset diversity on intrusion detection. The paper utilizes a literature review methodology to investigate recent published articles related to IDS. The results indicate a steady rise in scientific interest in the use of IoT-based intrusion detection systems since 2018, and a resurgence in growth since 2022 due to the widespread use of technology and developments in artificial intelligence-based security systems. The analysis also proves the importance of representativeness in datasets in determining IDS performance level. Systems trained and validated using varied datasets with different attack types and network characteristics outperform other systems validated using similar datasets with similar characteristics every time. The analysis also proves that simulation has dominated evaluation techniques but has been gradually replaced by experimental validation. Moreover, this analysis also highlights that a single IDS architecture is not capable of providing a holistic security solution for various IoT setups. The decentralized, centralized, and hybrid architectures of IDS have their individual advantages and challenges in terms of scalability, latency, energy, and complexity of implementation. Finally, this analysis has shown that testing and security-based research in IoT setups must focus on adaptive and diverse benchmarking mechanisms.
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INTRODUCTION
The Internet of Things (IoT) symbolizes a paradigm shift in the way the Internet is connected, allowing billions of disparate devices, ranging from wearables to industrial sensors, to communicate independently and produce unprecedented amounts of data (Abdulhussain et al., 2025). On the one hand, the unprecedented level of interconnectivity has led to revolutionary applications in areas such as healthcare, smart city infrastructures, industrial automation, and autonomous vehicles (Sadaf et al., 2023). On the other hand, the attack surface has increased significantly for malicious cyber attackers. IoT networks have inherent vulnerabilities compared to traditional IT networks because of their sheer size, diversity, resource-constrained devices, and insufficient security measures, making the process of detecting and mitigating malicious activity even more complex." Traditional security components such as firewall protection and static intrusion protection systems find it difficult to handle the dynamic, high-volume, and constantly evolving behavior of IoT communication (Al-Shurbaji et al., 2025).
However, owing to such challenges, research has shifted towards Artificial Intelligence (AI)-based Intrusion Detection Systems (IDS), which apply data-driven methods for autonomous real-time detection of malicious behaviors (Khan et al., 2025). Compared to conventional methods for intrusion detection, which apply predetermined rules/signatures, AI-IDS use machine learning algorithms, deep learning algorithms, and other such techniques for understanding complex patterns of malicious behaviors, which, unlike conventional methods, do not necessarily need the definition of each type of attack. Such a need is imperative, especially when it comes to the security of IoT devices, which, due to novel attack methodologies like zero-day attacks, botnets (Mirai), and DDoS attacks, are commonly resistant to signature-based detections (Kakolu et al., 2023).
Modern AI-based IDS systems for IoT devices usually make use of a combination of learning models. Supervised learning algorithms such as SVM, Random Forest, and Gradient Boosting Trees have been used to classify attack patterns with excellent accuracy (Villafranca et al., 2025). On the other hand, zero-day and polymorphic attacks require unsupervised or semi-supervised learning models such as clustering algorithms and autoencoder neural networks to detect novel and unseen attack patterns that might lack any labels. Deep learning models such as CNN, RNN, and LSTM models have proven to be much better at learning hierarchical spatial and temporal features of network traffic than traditional models for anomaly detection (Babaey & Faragardi, 2025).
Moreover, more advanced AI methods, such as deep reinforcement learning and federated learning, are being increasingly used in IoT security research (Oluwaseyi et al., 2025); (Gugueoth et al., 2023). Deep reinforcement learning can be used to improve IDS systems' capability to learn the optimal detection policies by engaging with adaptive IoT environments, whereas federated learning can help develop models to perform detection in an IoT setting with nodes distantly located, yet in a privacy-preserving manner (Albanbay et al., 2025). These technologies are in line with the latest trends in IoT security research, focusing on efficiency along with detection capability (Sebestyen et al., 2025).
 Although there are promising developments in the area of AI-based IDS solutions for Autonomous IoT Security, there are still some daunting tasks that need to be overcome (Rahman et al., 2024). The nature of IoT devices is such that they are constrained in terms of computational and memory capabilities and power consumption (Radhakrishnan et al., 2024). This makes it even harder to implement complex AI models on such devices that can be autonomously integrated into the IoT infrastructure. The presence of high false positives, class imbalance problems in training samples, and the unstandardized nature of IoT security baselines further hinder the testing of IDS solutions on various scenarios (Amangeldy et al., 2025).
Indeed, AI-based intrusion detection systems provide an attractive mechanism to improve the overall security position regarding autonomous IoT systems (Vansiya et al., 2025). By implementing intelligent and effective learning algorithms that have the potential to identify familiar and unfamiliar attack patterns, such systems fill the void that prevails in the existing framework. Nonetheless, some research work must be conducted to improve the effectiveness and interpretability of the current mechanism (El-Sofany et al., 2024).
Moving from Traditional IDS to Smart and AI-powered IDS
With the ever-increasing complexity of networks, scientists also tend to redefine intrusion detection using a computational intelligence perspective (Ighofiomoni et al., 2025);(Mo et al., 2024) have reviewed traditional approaches to intrusion detection systems and asserted that rule-based and signature-based systems lack a generalized detection capability that can detect unknown attacks. They identified intelligent intrusion detection systems as systems that are capable of learning distinctive patterns from their environment rather than rule-based approaches (Ahmed et al., 2025). They pointed out that effective real-world intrusion detection requires adaptability, Bayesian approaches to reasoning, and a process of self-improvement that is naturally compatible with AI approaches (Parambil et al., 2024).
ML-Driven Formulations of AI-Controlled IDS
Moreover, the definition can be further sharpened by (Almuhanna & Dardouri, 2025), which views intrusion detection systems based on AI as classification systems, anomaly detectors that use either supervised learning or unsupervised learning to distinguish normal network traffic from hostile network traffic based on statistical values. This definition reflects the dual use of machine learning in intrusion detection systems, which can detect misuse through classification techniques or anomaly analysis.
Deep Learning and Representation-Based Definitions
The emergence of deep learning broadened the definition of AI-driven IDS even further. According to Shone, Ngoc, et al (2018); (Alabdulatif, 2025) AI-driven IDS using deep learning is a hierarchical feature learning model aimed at extracting abstract representations of network features directly from the raw network data in an autonomous way as a means of enhancing the accuracy of the detection model:
As (Shone et al., 2018) states, the intelligence in AI-based IDS is founded in the neural structures which possess the ability to handle the relationships in the network traffic in a nonlinear fashion. The context in which this is especially true is the autonomous and IoT-enabled environment.
Autonomy and Self-Adaptation in AI-Based IDS
Rather, contemporary literature tackles the role of autonomy as a characteristic feature for intrusion detection systems based on AI technology. According to Mitchell and Chen, intelligent intrusion detection systems are self-learning security processes, which ‘can self-update models based on dynamically changing environment conditions’ (Mitchell & Chen, 2014). The significance of continuous learning and self-adaptation features becomes critically important for implementation in a system with minimal human intervention.
AI-Based Intrusion Detection Systems
The complexity, magnitude, and resilience of these cyber attacks have made traditional intrusion defense mechanisms less and less effective (Ahaiwe, et al 2025). Traditional intrusion detection mechanisms, especially those founded on the notion of pattern matching, were only efficient for known patterns and lacked the ability to adapt and generalize for new patterns. The inadequacy in these mechanisms catalyzed a vast amount of research in Artificial Intelligence-based Intrusion Detection Systems, which make use of AI for informed decision-making.
The early foundational research treated intrusion detection as an analysis of behavior, leaning significantly on statistics to describe deviations from system activity. However, as network environments evolved to become more complex and as attacker tactics evolved to be more dynamic, it came to be realized that machine learning models offered the solution to overcome the limitations that were associated with manually developed intrusion detection models based primarily on statistics.
Machine Learning Intrusion Detection Systems
Machine learning is the first significant milestone on the way toward intelligent intrusion detection systems. Supervised learning is the leading approach used in early research on AI-IDS, where the training of classifiers is carried out using labeled network traffic examples of both legitimate and attack behaviors. Support vector machines, decision trees, random forests, and k-nearest neighbors are some of the popular techniques studied and implemented because of their simplicity and lower computational overheads. Experimental evaluation has revealed increased accuracy on known attack types compared to traditional signature-based solutions (Buczak & Guven, 2016).
Though highly efficient, supervised learning strategies are highly dependent on the quality and accessibility of labeled data, which might not always be readily available in the operational context. In this regard, there has been increased focus on the development of the use of unsupervised and semi-supervised learning techniques, wherein the system gets trained to learn the normal activities and identifies unusual patterns that might pose a threat to the system (Islam et al., 2016). Anomaly-based machine learning systems are highly useful in identifying zero-day attacks, though they might experience a higher rate of false positives, depending upon the challenges associated with identifying “normal” patterns under dynamic environments (Chandola, Banerjee, & Kumar, 2009).
Research has also emphasized the role of feature engineering in the IDS involving machine learning. As network traffic data are high dimensional as well as noisy, feature engineering plays a major role in IDS. Hence, hybrid approaches combining feature optimization methods with machine learning classifiers have become popular in recent literature.
Deep Learning Solutions for Intrusion Detection
The breakthrough in deep learning has also impacted the intrusion detection area. Unlike traditional machine learning approaches that need preprocessed features as inputs to their models before being fed to a machine learning algorithm to build a predictive model, deep learning models can extract hierarchical feature representations from raw or partially preprocessed inputs (Popoola et al., 2025).
Intrusion detection may have complex nonlinear relations involving certain features of a computer network that traditional machine learning models find difficult to tract.
The convolutional neural networks are used for identifying the spatial correlations within the network traffic matrices, and recurrent neural networks and Long Short-Term Memory Networks are used for learning temporal dependencies among the traffic sequences. The experiments show that the deep learning-based IDS performs better than traditional machine learning techniques for identifying complex multi-stage attacks, particularly within high-throughput networks (Yin et al., 2017).
Another field where autoencoders and DBNs have been utilized is in anomaly or intrusion detection, allowing systems to learn representation of typical traffic patterns and detect anomalies characteristic of an attack. While they have reduced reliance on labeled samples during training, improving generalization capabilities on unfamiliar attacks, their higher computation complexity and training cost of deep models are major concerns in real-time systems.
Hybrid and Ensemble-Based AI-Supported IDS
To address the challenges of accuracy, robustness, and efficiency simultaneously, the literature has witnessed an increased interest in the application of hybrid and ensemble architectures in the field of intrusion detection. Hybrid architectures bring together the benefits of more than one paradigm, like machine learning-based classifiers and deep neural network-based feature extractors. On the other hand, ensemble methods combine the outputs of many models. Empirical observations show that AI-IDS that use the ensemble method are more effective in achieving lower false positives than single-model systems. This method can find particular utility in scenarios where network conditions are heterogeneous and noisy, where network capability is more important than accuracy (Zhang et al., 2020).
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Figure 1: AI-Based Intrusion Detection Framework for Autonomous IoT Environments
According to (Ogenyi, et al 2025) A-IoT can be defined as the IoT environment where the IoT nodes are not only interconnected and intelligent; they are self-governed, adaptive, and can make autonomous decisions based on the environment, distributed learning, and interactions, without much human engagement or intervention.
A-IoT can be defined as the IoT environment where the IoT nodes are not only interconnected and intelligent; they are self-governed, adaptive, and can make autonomous decisions based on the environment, distributed learning, and interactions, without much human engagement or intervention.
Security in Self-Tamper Evident Authorities Autonomy.
Among the most significant trends under way for research on securing environments for A-IoT is incorporating artificial intelligence (AI) in the framework for security (Atadoga et al., 2025); Ogenyi et al. (2025) penned a comprehensive narrative review about using AI for securing A-IoT with a thorough culmination from IEEE and ACM libraries about how machine learning (ML), deep learning (DL), federated learning, and explainable AI (XAI) are used for intrusion recognition and detection, anomaly detection, malware classification, and self-driven response accordingly.
In addition to more centralized forms of AI technology development, there have been some areas of research on decentralized methods appropriate to IoT’s distribution. This anonymous source paper in “International Journal of Information Security” focuses on IoT-independent intrusion detection systems that are fully autonomous and utilize privacy and fully decentralized methods of detecting threats without consolidating personal information. While not concentrating on autonomy in decision-making specifically, its significance on distributed security models suitable to autonomy by A-IoT cannot be disregarded.
Methodology
In this research, a systematic review approach has been used for the analysis and interpretation of existing literature on AI-based intrusion detection systems for secure autonomous Internet of Things. The approach would help in developing a transparent and robust procedure for the selection of relevant literature for this research. The approach emphasizes the analysis of intelligent intrusion detection methods for overcoming Internet of Things security issues, which are addressed through artificial intelligence techniques.
The methodology is broken down into stages, as discussed in the following sub-sections.
Table 1: Inclusion and Exclusion Criteria for the Reviewed Articles and Their Explanations
	Criterion Category
	Inclusion Criteria
	Explanation (Inclusion)
	Exclusion Criteria
	Explanation (Exclusion)

	Scope of Study
	Studies focusing on AI-driven or intelligent intrusion detection systems
	Ensures that all selected articles directly address intrusion detection approaches that leverage artificial intelligence techniques
	Studies focusing solely on traditional signature-based or rule-based intrusion detection
	Such studies do not contribute to understanding AI-enabled detection mechanisms

	Research Domain
	Articles addressing network, system, cloud, or Internet of Things security
	Captures a broad yet relevant cybersecurity context where AI-driven IDS are applicable
	Studies unrelated to cybersecurity or intrusion detection
	These works fall outside the thematic scope of the review

	Methodological Approach
	Studies employing machine learning, deep learning, hybrid, or ensemble methods
	Ensures methodological relevance to AI-based detection frameworks
	Studies relying purely on statistical thresholds or manual rules
	These approaches lack adaptive or learning capabilities

	Type of Publication
	Peer-reviewed journal articles and reputable conference proceedings
	Guarantees academic rigor, validation, and reliability of findings
	Non-peer-reviewed articles, blogs, opinion pieces, or technical reports
	These sources may lack methodological transparency and scholarly validation

	Evaluation and Validation
	Studies presenting experimental evaluation using datasets or real network traffic
	Ensures that proposed models are empirically validated
	Conceptual papers without experimental validation
	Such studies do not provide measurable performance evidence

	Performance Metrics
	Articles reporting standard IDS metrics such as accuracy, precision, recall, F1-score, or false positive rate
	Allows consistent comparison of detection effectiveness across studies
	Studies lacking quantitative performance evaluation
	Prevents inclusion of studies with unverifiable effectiveness

	Language
	Articles published in English
	Ensures clarity, accessibility, and consistency in interpretation
	Articles published in languages other than English
	Language barriers may lead to misinterpretation of technical content

	Time Frame
	Studies published within the selected review period (e.g., last 10–15 years)
	Captures contemporary AI techniques and evolving threat landscapes
	Very early or outdated studies outside the review period
	Older studies may not reflect current AI capabilities or attack models

	Data Availability
	Studies using publicly available or clearly described datasets
	Enhances reproducibility and comparability of results
	Studies with undisclosed or proprietary datasets without description
	Limits transparency and reproducibility

	Relevance to Autonomy
	Articles discussing adaptive, self-learning, or autonomous detection mechanisms
	Aligns with modern IDS requirements in dynamic environments
	Static or non-adaptive detection systems
	These systems do not meet autonomy criteria



 Articles Collection, Inclusion, and Exclusion Procedure
To collect the literature, a structured approach was followed. The search for relevant studies on AI-based intrusion detection systems for Internet of Things was carried out using a set of predefined keywords. The major search keywords are as follows:
“AI-Based Intrusion Detection Systems”
“Machine Learning-Based Intrusion Detection for Internet of Things”
“Deep Learning-Based Intrusion Detection in IoT Networks”
“Autonomous intrusion detection systems”
“Anomaly Detection for IoT Security”
These keywords were then joined together using the Boolean operators AND and OR and searched through IEEE Xplore and ScienceDirect, having large repositories of peer-reviewed publications related to research on cybersecurity, artificial intelligence, and Internet of Things.
To ensure the search results remained relevant, the selected articles had to include the search terms in the title or abstract and/or keywords. After the search results had been obtained, standardized inclusion and exclusion criteria were used to remove non-relevant studies aimed at artificial intelligence-based intrusion detection. The inclusion and exclusion criteria used in this study can be found in Table 1.
A two-staged screening process was used for each set of articles that were retrieval-ready. The first stage of screening was done by two separate researchers evaluating the title and abstract for relevance. The second stage was a full-text screen for methodology evaluation and experimental validation for relevancy to Internet of Things security goals for autonomy. All conflicts were decided by discussion with a third senior author for consistency and objectivity. Closing evaluation was done for methodology validity for the selected research papers.
Data Extraction and Classification
For each identified study, relevant information was extracted using an extraction template. The details that could be extracted included the publication year, application domain, intrusion detection architecture, artificial intelligence method used, evaluation dataset, performance metrics, and important findings.
After this, the shortlisted papers were categorized according to the type of artificial intelligence approach implemented in them, ranging from machine learning to deep learning, or whether the approach follows hybrid modelling or autonomous/adaptable detection mechanisms. This made it easy to conduct comparative analyses of prevailing methodological patterns.
 Evaluation Criteria and Performance Analysis
In order to enable comparison of results from different studies, evaluation of algorithm performance was carried out on a common set of measurements relating to intrusion detection algorithms such as accuracy, precision, recall, F1 measure, and false positive rates. Research that did not quantify their study or failed to provide common measurements of algorithm performance was excluded from synthesis.
Particular focus has been given to how detection results were accomplished under Internet of Things constraints like low computation power, distributed structures, as well as real-time detections. This enables the evaluation of the feasibility of proposed AI-based intrusion detection schemes in autonomous Internet of Things environments.
Synthesis and Analysis
For handling the extracted data, a qualitative synthesis of research was employed. This included the recognition of prevailing trends in methods utilized by various studies reviewed. This made it possible to compare different methods of artificial intelligence in dealing with major issues of accuracy of detection, scalability, adaptability, and efficiency.
This was in regards to the levels of autonomy that can be relied upon by each intrusion detection mechanism, especially how it can carry out its functions without human intervention. 2.5. Measures of Validity and Rel To improve the validity and reliability of the research, different researchers were employed to carry out the screening and extraction processes. Use of selection criteria, extraction templates, and double-checking reduced biases. Another factor that enhanced the reliability and validity of the results was the focus on peer-reviewed journals and official proceedings.
Table 2. Thematic scope of existing IDS-in-IoT surveys. Each column indicates whether a given review covers that topic.
	Ref
	Year
	Contribution
	Techniques
	Deployment Strategies
	Validation Strategies
	Datasets Evaluated
	Emerging Technologies Evaluated
	Challenges Addressed

	[(Ahmed et al., 2016)
	2016
	Categorizes network anomaly detection techniques into classification, statistical, information theory, and clustering methods; discusses dataset challenges
	Yes
	No
	Yes
	Yes
	No
	Highlights dataset limitations, data noise, and evolving network behaviors

	(Mohanta et al., 2020)
	2020
	Survey of security challenges in IoT; ML, AI, and blockchain-based solutions
	Yes
	No
	No
	No
	Yes
	Confidentiality, integrity, availability, and issues by protocol layers

	(Choudhary & Kesswani, 2019)
	2019
	Review of contemporary IoT IDS; identification of necessary infrastructure for IDS, emerging techniques to solve security problems
	Yes
	Yes
	No
	No
	No
	Resource constraints (computation, energy), heterogeneity of devices

	(Zarpelão et al., 2017)
	2017
	Critical review of IDS techniques in IoT, deployment, validation, attack classification, and future challenges
	Yes
	Yes
	Yes
	Yes
	Yes
	Advanced detection techniques; ML, DL

	(Khraisat & Alazab, 2021)
	2021
	Survey of IDSs for smart IoT environments, covering methods, features, mechanisms, vulnerabilities, and use cases
	Yes
	Yes
	Yes
	Yes
	Yes
	Communication security; resource and computational constraints; device heterogeneity

	(Elrawy et al., 2018)
	2018
	A survey reviewing blockchain and federated learning-based IDSs for edge-enabled industrial IoT networks, emphasizing privacy and security
	Yes
	Yes
	No
	No
	Yes
	Highlights privacy, security, and computational challenges

	(Ali et al., 2024)
  
	2024
	Develops taxonomy of IoT attacks by domains, threat types, execution methods, software surfaces, protocols, device properties, adversary location, and damage level
	Yes
	No
	No
	Yes
	No
	Highlights vulnerabilities due to device heterogeneity, lack of standard security measures, and evolving attack dynamics

	(Sasi et al., 2023)

	2023
	A survey reviewing energy-based attack detection in IoT devices by analyzing power consumption anomalies
	Yes
	Yes
	No
	No
	No
	Highlights issues such as noise filtering in power signals and lack of standard evaluation methods

	 (Merlino & Allegra, 2024)

	2024
	Review of DL-based IDS for IoT
	Yes
	No
	No
	No
	No
	Botnet detection, ensemble techniques

	 Al-Shurbaji et al., 2025)

	2025
	Modern IDS techniques in IoT; reviews methods, datasets, adversarial vulnerability
	Yes
	No
	Yes
	Yes
	Yes
	Highlights computational complexity, high false positives

	(Rahman et al., 2025)

	2025
	AI-based malware detection in IoT networks within smart cities; reviews SVMs, decision trees, DNNs
	Yes
	No
	Yes
	Yes
	No
	Data imbalance; detection accuracy and energy consumption challenges

	(Alhamdi et al., 2025)

	2025
	AI, datasets, used techniques, and evaluation metrics; outlines future research directions
	Yes
	No
	No
	No
	No
	Addresses detection accuracy, energy consumption, and securing heterogeneous IoT networks
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Fig 2-Conceptual Framework of IDS- for-IoT Analysis Dimensions
FINDING 
This section gives the findings of the study based on the process of the literature review discussed above. Figure 3 below gives the time trend of publications on research related to intrusion detection systems within the Internet of Things environment between the years 2018 and 2024. It is clear that the trend of publications indicates growth due to increased security threats resulting from the growing Internet of Things.
Though a temporary hold can be identified in the 2020-2021 phase, this halt can largely be attributed to the global disruption caused by the outbreak of the SARS-CoV-2 pandemic. However, a remarkable increase in the number of published works can clearly be identified from the year 2022 onwards, mainly because of the massive increase in the deployment of Internet of Things gadgets, the integration of edge and cloud computing techniques, as well as the rapid developments taking place in the field of artificial intelligence-based detection methodologies.
Together, these findings reflect the rising relevance of complex and heterogeneous Internet of Things ecosystems and the academic community’s ongoing efforts to respond to and mitigate emerging cyber threats. The next subsections offer a thorough examination of the prevailing types, architectures, and approaches of intrusion detection systems presented in the reviewed research literature.
Intrusion Detection System Types 
To answer RQ1, the literature that was reviewed was examined to determine the dominant intrusion detection system types that are used in the context of the Internet of Things. It was found that the present literature offers five dominant types of intrusion detection systems, including network-based systems, host-based systems, anomaly-based systems, behavior-based systems, and signature-based systems, with increasing use of hybrid solutions that mix two or more paradigms.
Network-based intrusion detection systems involve the real-time monitoring of network activity in order to analyze communication patterns and detect misuse. The system provides a macro view of the network and is particularly effective in highly distributed environments such as the Internet of Things, in which the threat may traverse many nodes. The innovative application of edge artificial intelligence for intrusion detection brings this model closer to the data sources in order to minimize latency and the potential risks associated with the aggregation of centralized data (Almorabea et al., 2023).
In this regard, a host-based intrusion detection system would provide direct installation and monitoring capabilities for system calls, file integrity, as well as local operations, carried out on a computer. Though capable for securing mission critical computers, their usage in Internet of Things applications remains low because of their functionality limitations and processing complexity for the devices (Satilmiş et al., 2024).
Anomaly-driven intrusion detection systems build models for expected system or network activity and raise an alarm for discrepancies above certain threshold levels. This method is especially important for finding zero-day attacks, which is also an essential requirement among Internet of Things environments where the threat landscape varies and develops at an incredibly fast rate. However, issues with higher FP rates and difficulties in building baselines have been reported in the analyzed works.
Behavioural intrusion detection systems aim to uncover attacks by analyzing temporal correlations between devices and users based on their behavior patterns. Despite their close resemblance to anomaly detection techniques, behavior-based systems are more focused on temporal correlations and interaction dynamics. The system's performance may suffer from noisy and context-specific behavioral patterns. In this regard, recent research papers, like those presented by (Tang et al., 2023)], leverage social and context information for modeling behavior in order to increase correlation detection between Internet of Things nodes and avoid false positives.
Signature-based intrusion detection systems function based on matching detected activity against pre-existing databases containing the signature of malicious activity. Signature-based intrusion detection systems have been found to be very computationally efficient and effective in matching pre-existing threats; however, their capability is conspicuously wanting when it comes to detecting unknown threats. Some of the measures that have been put in place to increase trust and resilience among such mechanisms involve the use of blockchain technology to ensure tamper-proof logging of detected threats (Einy et al., 2021). Analyzing the above-mentioned List of studies, it can be seen that all types of intrusion detection system are inducted in research related to Internet of Things security, but in different proportions. Network-based intrusion detection system has featured prominently in various studies because of its efficiency in real-time monitoring as depicted in Figure 6. Anomaly-based IDS has been largely in vogue because of its adaptability to new threats but has been largely constrained by false positives. Host-based IDS has been largely absent but has become critical in securing critical devices. Signature-based IDS has featured relatively less because of its limitations in processing new attack patterns.
In particular, it can be seen that in recent literature, hybrid approaches to constructing intrusion detection systems, classified as “others” in this analysis, have emerged. These approaches involve a combination of different methods of intrusion detection in order to compensate for different weaknesses in single methods. They clearly show better accuracy and lower rates of “false positives.” This makes them particularly effective in dealing with complex security issues in self-managing IoT networks.
Intrusion Detection Architect Aside from the type of intrusion detection, the architectural design of intrusion detection systems has been revealed to be a critical determinant of their performance and scalability. From the reviewed literature, there exist two architectures: centralized and decentralized architectures. In centralized intrusion detection systems, data obtained from various devices is processed collectively by the system in a centralized location. This makes it possible for a single global view of security to be achieved by analyzing all of the collective data. The major drawbacks of this type of system are its high computation complexity and scalability issues in IoT environments of larger sizes. On the other hand, decentralized intrusion detection systems break down the tasks of detecting intrusions into several nodes to facilitate parallel processing and reduce communication delays. Such systems localize the processing of results on edge devices, thus improving real-time processing and privacy conservation. Even so, decentralized systems add complexity in managing different nodes involved in detecting anomalies.
Figure 4 illustrates the PRISMA flow diagram for the selection of articles. A total of 293 articles retrieved from the IEEE Xplore and ScienceDirect databases underwent a multi-stage process of screening and evaluation for eligibility, resulting in the consideration of 180 articles for in-depth qualitative and quantitative analysis. This ensured the inclusion of only peer-reviewed studies that focused on the Internet of Things and utilized AI for intrusion detection, thus improving the validity of the results.
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Figure 4: illustrates the PRISMA flow diagram


Figure 5: Distribution of intrusion system
Edge-based intrusion detection systems are a representation of a decentralized security network because the systems analyze the data close to the point of information creation. This increase in proximity cuts the detection time and ensures the privacy of the user, which is essential in real-time environments like healthcare IoT networks and industrial control networks. It ensures the avoidance of transmitting raw information to the centralized server, therefore minimizing the issue of exposing the users’ privacy.
Notwithstanding, some architectural trade-offs exist in both centralized and decentralized designs of an intrusion detection system. Centralized designs have the advantages of high-performance computing power that is capable of performing complex computations required in intrusion detection. Furthermore, they have easier management due to the centralized control and maintenance function. The major disadvantages of this design, however, include high energy and susceptibility to single points of failure. These designs can be less responsive, particularly when IoT networks are large.
Decentralized models for intrusion detection, on the other hand, involve the distribution of detection responsibilities among different nodes. This improves robustness, scalability, and reactiveness. The models make detection more robust by not centralizing control. However, decentralization adds complexities in terms of system integration, device interconnectivity, coordination of the detection process, and managing energy in resource-constrained nodes.
On the whole, the centralized intrusion-detection system gives way to visibility and manageability, though it may fail to ensure the necessary performance and scalability to cater to the demands posed by the Internet of Things paradigm. On the other hand, a decentralized system demonstrates superior scalability and supports privacy preservation.
Table 3 below provides a comparative review of the different major types of intrusion detection systems used within Internet of Things networks and their means of detections, advantages, disadvantages, and applications. From the table, it is clear that no single type of intrusion detection system is fully optimal, based on the scenario or scenario of threat. Network intrusion detection systems, for instance, can be very successful when used for the real-time large-scale threats of denial-of-service attacks within smart city infrastructures. Nevertheless, they can be ineffective when applied within medical Internet of Things devices when it comes to the alteration of their firmware.
Similarly, anomaly-based intrusion detection systems can detect zero-day attacks based on anomaly behavior deviations, but they are often associated with high levels of false positives. Signature-based IDS can continue to offer effectiveness in detecting known attacks but are less effective in detecting zero-day attacks since they are signature-dependent. Blockchain-based intrusion detection systems can overcome integrity issues associated with data by ensuring logging mechanisms are tamper-proof, an important requirement in financial systems. On the other hand, edge-based intrusion detection systems can reduce latencies since data processing occurs close to its source of origin, an important consideration in real-time IoT monitoring.
The need to address known and unknown threats presented by sophisticated cyber threats has led to the emergence of hybrid intrusion detection systems, which are designed by combining different approaches to achieve higher efficiency and accuracy. These hybrid approaches are appropriate for use in the autonomous and heterogeneous internet of things security environment.
Table 3. Detailed Comparison of IDS Types Based on Detection Approach.
	IDS Type
	Detection Approach
	Advantages
	Limitations
	Typical Use Cases in IoT

	Network-Based IDS (NIDSs)
	Monitors and analyzes network traffic flows to identify malicious patterns and abnormal communication behavior
	Provides global visibility; effective for real-time detection of large-scale attacks; suitable for distributed IoT networks
	Limited visibility into device-level activities; may miss insider or firmware-based attacks
	Distributed IoT systems, smart cities, detection of DDoS and network flooding attacks

	Host-Based IDS (HIDSs)
	Monitors system calls, logs, and file integrity at the device level
	High accuracy for device-specific threats; effective for detecting unauthorized changes
	High resource consumption; limited scalability in large IoT deployments
	Medical IoT devices, industrial controllers, critical embedded systems

	Anomaly-Based IDS (AIDSs)
	Models normal behavior and detects deviations using statistical or AI-based techniques
	Capable of detecting zero-day and unknown attacks; adaptive to evolving threats
	High false positive rates; sensitive to noisy and dynamic IoT data
	Smart homes, adaptive security systems, emerging attack detection

	Behavior-Based IDS (BIDSs)
	Analyzes behavioral patterns and interactions among devices and users
	Captures complex attack behaviors; effective against coordinated attacks
	Difficult configuration; performance affected by behavioral noise
	Social IoT, collaborative IoT ecosystems, user-centric environments

	Signature-Based IDS (FIDSs)
	Compares observed traffic against known attack signatures
	Low computational overhead; high accuracy for known attacks
	Ineffective against zero-day attacks; requires frequent signature updates
	Enterprise IoT networks, legacy systems with known threat profiles

	Blockchain-Based IDSs
	Uses distributed ledgers for immutable logging and validation of intrusion events
	Ensures data integrity; resistant to log tampering; enhances trust
	Computational and storage overhead; latency concerns
	Financial IoT systems, critical infrastructure, collaborative IoT security

	Edge-Based IDSs
	Performs detection at or near data sources using edge computing and AI
	Low latency; enhanced privacy; reduced bandwidth usage
	Limited processing power; requires efficient models
	Healthcare IoT, industrial IoT, real-time monitoring systems

	Hybrid IDSs
	Combines multiple detection techniques (e.g., NIDS + AIDS + AI)
	High detection accuracy; reduced false positives; flexible
	Increased complexity; higher implementation cost
	Autonomous IoT security frameworks, large-scale heterogeneous environments



To answer RQ2, this section analyses the strategies used in the literature to evaluate the effectiveness of intrusion detection system solutions in the context of the Internet of Things environment. The results show that there are many strategies used in the literature by the research community to evaluate effectiveness in the Internet of Things environment. The strategies used in the literature can be classified into simulation evaluation, experimental evaluation, performance evaluation, real deployment analysis, and combined strategies.
Among the most widely used techniques for evaluation is the method based on simulation. Simulation environments support experimentation and scalability tests. The cost and complexity associated with physical implementation can thus be avoided. Tools such as network simulators and virtual Internet of Things environments support the simulation of scale device interactions and attacks. Although these methods support rapid prototyping and evaluation, they lack the realism associated with operational Internet of Things environments. These methods lack the heterogeneity and unpredictability associated with operational IoT networks.
Evaluations based on testbeds are more realistic and practical, and they provide an assessment method based on the implementation of intrusion detection techniques on actual or semi-realistic Internet of Things infrastructures. Testbeds support heterogeneous components like sensors and edge nodes, and they also allow one to analyze the novelty and feasibility of systems within actual computational and power constraints. However, the implementation process can be expensive and difficult.
Evaluations through datasets have been considered an important means of performance comparison for intrusion detection systems. Here, the schemes have been tested for their performance through publicly available or self-developed datasets that provide malicious and normal network traffic data labeled accordingly. Moreover, datasets supporting network environments and Internet of Things-aligned attack datasets have been employed for comparison purposes. Metrics considered for performance analysis include accuracy, precision, recall, F1 score, detection rate, and false-positive rate. Notably, most of these datasets tend to neglect current network traffic patterns for Internet of Things environments. Evaluating real-world deployments is less common owing to ethical and security issues but is arguably the best source of unbiased evidence of system efficacy. Research studies that use this method examine the use of intrusion detection systems on real-world setups such as intelligent homes, healthcare systems, or control networks. Such assessments demonstrate important insights regarding system resilience and adaptability but are difficult to reproduce owing to their use of private data.
Hybrid evaluation models can combine a number of evaluation approaches. For instance, a proposed method can first be evaluated using simulation, and then a test deployment process may be incorporated. In some recent research, especially those involving autonomous AI-driven approaches for intrusion detection systems, a number of authors started making use of this evaluation method due to the well-rounded assessment it can offer. 


Figure 6: Evaluation Methods Used for IDS Proposals in IoT Literature
Current literature has made extensive usage of network simulation tools in evaluating the performance of intrusion detection systems in Internet of Things settings. In particular, (Kipongo et al., 2023).   (Sharadqh et al., 2023) make usage of NS-3.26 in verifying the efficacy of intrusion detection schemes in Internet of Things settings. Kipongo et al. develop artificial intelligence-based edge-assisted intrusion detection schemes in software-defined edge-based wireless sensor networks, demonstrating enhanced detection rates above 90%, in addition to substantial packet delivery success rates with balanced energy efficiency as well as delay metrics. Similarly, (Sharadqh et al., 2023) verify the efficacy of HybridChain-IDS, which illustrates the usage of a blockchain-based dual-level intrusion detection strategy in Internet of Things settings in terms of substantial precision, recall, as well as F1-measure without impacting the total network throughput as well as latency. In total, the studies suggest the efficacy of NS-3 in modelling the complexity, as well as diversity in Internet of Things settings.
Contrary to this, a number of research works include experimental assessments performed either on real settings or physical conditions. Even if resource consumption is more extensive, validation is more accurate since real-world operational requirements and device interactions are considered. (Verma & Ranga, 2020) assess experimentally the average response times of seven supervised machine learning classifiers for intrusive detection systems on a Raspberry Pi 3 Model B+ platform after training and optimizing them on CIDDS-001, UNSW-NB15, and NSL-KDD datasets. This assessment helps a great extent to find out effective balances between detection accuracy and real-time requirements to validate the possibility of implementing machine learning-based intrusive detection systems on Internet of Things devices. Similarly, the work of M (Osman et al., 2024) presents ELG-IDS, a hybrid intrusion detection system intended for routing protocol for low-power and lossy networks–based Internet of Things networks. The results obtained using routing protocol for low-power and lossy networks attack datasets highlight the effectiveness of the feature reduction technique and ensemble learning method used and are seen to achieve a maximum detection accuracy of 99.66% for the ELG-IDS system. In a similar context, the work of (Shalabi et al., 2024) presents a systematic literature review related to the use of blockchain concepts for intrusion detection and prevention systems for Internet of Things networks, focusing primarily on the use of the concept of the distributed ledger to ensure tamper-proof recording of security events to build trust in collaborative Internet of Things networks. Based on controlled experiments, (Li et al., 2024) have proposed HDA-IDS, which is a hybrid detection approach that incorporates signature-based and anomaly-based approaches via a conditional latent GAN model. When measured using standard test data including “NSL-KDD” and “CIC_IDS_2018,” HDA-IDS reports roughly 5% better accuracy, as well as decreased training and testing time, than the traditional approaches. These measurements have established the need for controlled experiments to validate the efficacy of experimental results for various scenarios related to the internet of things.
Based on the above-reviewed studies, there is an apparent need for the application of both simulation and experimentation methodologies for the comprehensive analysis of intrusion detection scalability, accuracy, as well as applicability within an Internet of Things network. Further, the importance of datasets in the process of intrusion detection system proposal evaluation cannot be overlooked. This is because a dataset can be defined as a structured form of data used in the evaluation of intrusion detection systems. However, this task has been hampered by the lack of sufficient datasets in the public domain for intrusion detection systems, including datasets encompassing low-rate denial of service attacks or malicious traffics specific to IoT platforms. The importance of utilization of datasets in the process of intrusion detection system evaluation cannot be underestimated, and their effectiveness isdemonstrated in Figure 8 below.

Figure 7: Dataset diversity
DISCUSSION
The results of this review show that there has been an appreciable amount of growth in studies on Intrusion Detection Systems in the context of the Internet of Things because of the rising threat of connectivity and data transfer. It has been noted that there has been an appreciable amount of growth in the publication rate of studies in this field after 2018 because of the speedy evolution of this sector because of the shift from traditional rule-based systems to smart machine learning algorithms. Despite the temporary slowdown during the SARS-2 COVID pandemic, there has been a remarkable rebound in this sector from 2022.
An important observation made from the literature reviewed is the recognition of the importance of the quality of the dataset in influencing the performance of an IDS. Models that were trained using a wide variety of datasets tend to have better robustness, a higher ability to classify correctly, and better generalization performance. Models that are tested with a restricted number of homogeneous datasets are highly accurate in a lab environment but perform poorly in a realistic traffic environment with new/uncommon attack instances.
The analysis also brings forth distinct trends in terms of methodologies. Simulation studies continue dominating the evaluation approaches owing to their flexibility, reduced costs, and scalability. Experimentation in real-world environments is slowly becoming popular in a bid by researchers to connect theoretical efficacy with feasibility. The persistence in making theoretical proposals without their implementations reveals a maturity problem in the field.
Finally, this review also confirms that there is no IDS architecture that can be universally optimum. Centralized architectures have an advantage of aggregating data, but latency and scalability issues are a concern, while decentralized and edge-centric architectures address latency but increase the complexity of systems. It seems that recent years have shown hybrid architectures to be a good compromise between different solutions.
CONCLUSION
What this means is that the IDS development process for Internet of Things networks is advancing at breakneck speed due to escalating device connectivity and cyber threats. From the discussion, it is clear that the diversity of datasets plays an important role in influencing the effect of the IDS, such that the one created with real-world and varied datasets offers better protection compared to others created in the simulation environment. Real-world testing, though second, is gradually on the ascent.
The results show that hybrid and distributed IDS architecture come with the best long-term potential as they provide a balance between scalability, latency reduction, and detection effectiveness. The future research should instead focus on the need for public access to diverse benchmark datasets and resource-aware detection schemes adaptable for constrained IoT devices as there exist potential challenges such as standardization of datasets and energy efficiency. On the whole, IDS technology is emerging as a vital security component for the Internet of Things framework, though it is essential that security-related academic and industrial efforts continue in order to achieve secure, reliable, and scalable execution.
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Distribution of Intrusion Detection System (IDS) Types in IoT Literature

Number of Articles (N)	Network-Based IDS (NIDSs)	Anomaly-Based IDS (AIDSs)	Host-Based IDS (HIDSs)	Behavior-Based IDS (BIDSs)	Signature-Based IDS (FIDSs)	Hybrid / Other IDSs	Total	68	46	24	18	14	10	180	Percentage (%)	Network-Based IDS (NIDSs)	Anomaly-Based IDS (AIDSs)	Host-Based IDS (HIDSs)	Behavior-Based IDS (BIDSs)	Signature-Based IDS (FIDSs)	Hybrid / Other IDSs	Total	37.799999999999997	25.6	13.3	10	7.8	5.5	100	



Evaluation Methods Used for IDS Proposals in IoT Literature

Number of Articles (N)	Simulation-Based Evaluation	Experimental Testbed Evaluation	Dataset-Driven Evaluation	Theoretical / Analytical Evaluation	Real-World Deployment Evaluation	Total	72	46	38	14	10	180	Percentage (%)	Simulation-Based Evaluation	Experimental Testbed Evaluation	Dataset-Driven Evaluation	Theoretical / Analytical Evaluation	Real-World Deployment Evaluation	Total	40	25.6	21.1	7.8	5.5	100	



Effect of dataset diversity on the performance of IDS models in IoT environments

Detection Accuracy (%)	Low Diversity	Moderate Diversity	High Diversity	85	90	95	Robustness to Unseen Attacks (%)	Low Diversity	Moderate Diversity	High Diversity	60	72	88	Generalization Performance (%)	Low Diversity	Moderate Diversity	High Diversity	58	70	86	
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