Review of Vehicular Ad Hoc Networks Security

ABSTRACT 

The popularity of Vehicular Ad-hoc Networks (VANET) is on the rise as a response to increasing accident rates. VANET offers a range of safety applications with a primary goal of saving human lives. Driving on the road is not just about reaching a destination; it’s about navigating the journey. It also fosters connectivity between vehicles to create a system where information can be exchanged wirelessly and used to make driving decisions in real time, thus facilitating smooth traffic flow. The term nodes in this situation is used to depict vehicles that are moving at different velocities. The main goal of VANET is to enable the exchange of data between vehicles and between vehicles and infrastructure by adopting. VANETs can be significantly enhanced by merging blockchain and quantum computing to improve their security. Blockchain provides a decentralized mechanism to protect the security and safety of the system. It ensures high protection for moving vehicles, while quantum computing resists attacks. The security and efficiency of the transportation system are also of interest to Intelligent Transportation Systems (ITS). The growth of VANET is due to the increasing popularity, and the main problem for this kind of network is safety. It has to be really safe because any weak point in such a system can lead to terrible accidents, which may take human lives; these fatal incidents will not only lead to a loss of lives but also affect the integrity of those involved. The security of VANET frameworks faces challenges of real-time security with the existence of restrictions, responsibility, fast mobility, little room for errors, and key distribution. The analysis of cryptographic, quantum, and security protocols is vital. 
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1. INTRODUCTION
Due to the significant progress made in ITS, or intelligent transportation systems, over the past decade, there has been a substantial rise in the number of applications available for vehicular ad hoc networks (VANETs ) (Albinhamad et al., 2025; Tandon et al., 2024). For a long time now, exchange of information and protection of these interactions have been the key area of interest concerning blockchain networks in automobile systems thus proving competency in that critical domain(Bennet et al., 2024; Hussein et al., 2022; Rashid et al., 2023), Blockchain is a system on interconnected nodes that is decentralized, and that is used for sharing information, verifying facts as well as recording transactions; it is also instrumental in the birth and growth of digital currencies such as Ethereum and Bitcoin (Chuen, 2024; Okul et al., 2024).
After a block has been filled up, a fresh one will be created with new information, and then they will create an endless chain of interlinked data sets. A blockchain is formed when the preceding hash of any block is placed next to it, as shown in the illustration (1) (Abdul-Jabbar, 2023). Also, a hybrid approach based on keys to protect privacy and integrity in multi-cloud storage by utilizing fragments, hash functions, and chaotic maps (Abbas et al., 2024).
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Fig. 1. Blockchain Architecture
The system encrypts and secures all data using end-to-end encryption while at the same time saving it into blocks and doing verification with other network users (Hardini et al., 2024; Salman et al., 2022).
Due to the restricted data capacity of each block, a hash is created as a fixed-length output that corresponds to all the data stored in the block (Okul et al., 2024).
Every individual unit in blockchain technology is composed of a body and a header (Falih et al., 2023). The block version, Merkle tree root hash, timestamp, threshold data, nonce, and the preceding block hash field are all included in the block header. A chain has a 256-bit hashing-value (Aman et al., 2024).
With its removal of the need for trusted third parties for security, the blockchain technology is said to provide a better solution that is decentralized compared to the centralized systems of traditional style (Al-karkhi et al., 2023; Alsakhnini & Almoaiad, 2024).
Prior research has extensively examined the incorporation of BC technology into automotive networks and explored its many uses (Adamashvili et al., 2024; An et al., 2024; Bary et al., 2024). Some studies concentrate on smart cities, the Energy of Materials, Energy, Clouds, Health Care, and the Internet of Vehicles, yet fail to provide a detailed analysis of the network connection between vehicles (Jumaa & Shakir, 2023).
The Internet of Intelligent Things (IoIT) consumer applications and new market opportunities for telecom organizations depend on intelligent next-generation networks (Agarwal & Pal, 2023; B. A. Mohammed et al., 2024). The development of vehicular ad hoc networks (VANETs) has been propelled by strides in smart cars, embedded tech, and the increasing incorporation of vehicular applications (Daniel & Thomas, 2022). The effectiveness of intelligent transportation, emergency healthcare, natural gas IoIT systems, and trains in smart city development is significantly influenced by Vehicular ad hoc networks (Hua & Zhang, 2024).
2. OVERVIEW OF VANET
A vehicle - to - vehicle (V2V) and vehicle - to -infrastructure (V2I) network, or VANET, is a specific kind of mobile ad hoc network (MANET) where cars connect with one another and with adjacent infrastructure. It is the goal of this communication to use integrated wireless technologies to convey security and safety information inside VANET. Figure (2) illustrates the architecture of VANET (M. Huang et al., 2024).
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Fig. 2. Architecture of VANET
As an integrated component of ITS, the primary objective of VANETs is to offer a wide range of services related to the operating condition of vehicles in accordance with different operational needs. Every vehicle involved in VANET is outfitted with On Board Units (OBUs), which consist of many kinds of sensors, wireless computing capabilities, event recorders, and devices for communication. OBUs use IEEE 802.11p radio technology (Annamalai et al., 2022) to communicate with RSUs and other OBUs. RSUs are stationary wireless access points that are positioned next to parking spaces along the roadside. Examples of these devices include traffic signals and roadside lights. RSUs are also responsible for exploiting V2I communication to provide warnings for traffic accidents, casualties, wrecks, and any other exceptional danger (Lu & Shi, 2024).
RSUs allow vehicles to be connected to trustworthy third parties, service providers, and external Internet infrastructure. It offers dynamic traffic support and sophisticated vehicle monitoring. Vehicle-to-vehicle communication (V2V). Implementing a variety of applications is made easier by VNET components, communication, and V2I communications (Sweatman, 2025). Applications for safety include things like weather and road conditions dissemination, collision avoidance, and accident alerts. Additionally, it offers assistance to drivers through traffic navigation and access to parking information (Saleh, 2023). Non-safety apps include features such as entertainment, continuous Internet connectivity, and location monitoring (Ghayvat et al., 2023).
3. SECURITY IN VANET
Vehicular ad hoc network (VANET) applications rely on the flow of information between cars. Inaccurate sharing of information might potentially result in unavoidable safety issues with automobiles on the road. Due to the multi-hop nature of the VANET connection, intermediary nodes may undermine the propagation of safety information, which might lead to issues including resource unavailability, traffic congestion, and accidents. It is important to develop VANET applications and security algorithms simultaneously to guarantee the safeguarding of data and the privacy of user identity information (Qadir & Hussan, 2023).
The problems and flexibility of VANET in terms of dependability in smart cities have garnered significant international attention due to the implementation of the next generation of intelligent networks (Mishra & Singh, 2025). 
Implementing security solutions in a dynamic VANET environment poses significant challenges. The following difficulties must be resolved before implementing any security solution (Hussein et al., 2024; Pandey et al., 2023; Zhan et al., 2024):
· Privacy concerns arise due to the disclosure of user interface data in most communication networks. 
· Safety: Any compromise in the confidentiality or integrity of transferred information might lead to hazardous circumstances. 
· Mobility: VANETs experience rapid vehicle movement and the presence of diverse entities, resulting in the establishment of short-duration communication links. Therefore, it is necessary to implement more sophisticated network security solutions in order to address this issue. 
· Confidentiality is a security measure that prohibits the unauthorized disclosure of sensitive information, therefore safeguarding the user's privacy. 
· Authentication encompasses both the verification of the sender's identity and the assurance of message integrity. Authentication requirements address the issue of masquerade attacks in V2V communication and ensure that only those with authorization may access the necessary services in V2I communication. Authentication is a crucial access control tool on the VANET. 
· Non-repudiation refers to the assurance that the source of information cannot be disputed and that the data was indeed sent by that source.
4. Solution
4.1. Blockchain-based solutions for various VANET security aspects
A trust management architecture and blockchain-based authentication technique were suggested to thwart internal attackers from introducing counterfeit emergency messages in the VANET system (Ahmed et al., 2022). A proposal was made to implement a decentralized pseudonym management mechanism based on blockchain technology. This approach would allow cars to offer conditional anonymity (M. Wang et al., 2024). 
A proposal was made for a permissioned consortium blockchain technology that incorporates smart contract features. The purpose of this system is to facilitate the issuance and maintenance of pseudonyms for privacy preservation and security. This proposal is documented in reference (Benarous et al., 2025). A platform called Biometrics Blockchain (BBC) was introduced to facilitate the secure sharing of statistical data across automobiles (Sarika & Prabakeran, 2025). The suggestion put across was that of an innovative blockchain-based decentralized authentication technique in order to enhance the integrity of data, immortalize a record that cannot be altered, and to disintegrate the entire system framework (Dommari & Vashishtha, 2025). 
There was a proposal presented about a secure distributed system that uses blockchain technology for verifying the authenticity of message sources (Selvarajan et al., 2025). For a futuristic consensus mechanism, a scalable and affordable 5G vehicular network design embodying all critically crucial elements of tomorrow’s blockchain, like a reputable one (Jabar, 2025).
The transmission of data securely, cryptography is a must; it involves the use of symmetrical, asymmetrical, genetic, and MREA algorithms, all of which give satisfactory results but at the expense of low computational efficiency (Gaata et al., 2023).
In (Karthiga et al., 2022), the authors introduced a new deep learning architecture for wireless applications that integrates infrared and visible pictures, improving fused image quality. It uses convolutional neural networks for feature extraction and blockchain technology for data protection.
In (Azath & Singh, 2023), using blockchain technology for vehicular ad-hoc networks, he came up with a safe method making use of k-means clustering, TS-PSO algorithm selection, as well as a new SVM model for intrusion detection.
In (Darwassh Hanawy Hussein et al., 2022), through the use of BA-CNN, the author has developed a method that would guarantee safety, accuracy, and timeliness in transporting patients great distances, especially in cities where intelligence-based transportation systems have been implemented. This application is better-off than what was used earlier in life on earth in relation to moving very huge data volumes.
In (Ghaleb et al., 2022), the author presented a strategy for detecting rogue points in VANETs based on fuzzy logic, which involves categorization of vehicles into rogue and honest nodes, and hence increased detection performance by considering dynamic uncertainty.
In (Shakir et al., 2024), a quite system in Random State Unit, is where the ID-CPPA signature technique has been employed to strengthen vehicle-to-infrastructure communication through enhancing message signing and verification, giving protection against adaptive chosen-message and adaptive chosen-identity attacks.
In (Zhou, 2022), incorporating entropy and actor-critic, the author showed an innovative way to move V2X services, which had strong resistance and improved service efficiency, and the use of less power.
In (Alsadie, 2024), the author suggested creating two layers fog architecture for intelligent cars to keep a history of data, data preservation, traceability, and minimal storage load.
In (Reshi & Sholla, 2024), for safety and resilience, the author suggests utilizing Kafka-based ordering in a blockchain-based trust management system for IoT and IoV. Such a structure must however, be decentralized if the author's proposition is to be implemented promptly.
In (Badri et al., 2023), the authors have proposed BIoMT as a blockchain-based health architecture that can handle security and privacy problems of IoMT systems using smart contracts, encryption, and user-managed data management.
In (Arshad et al., 2023), the BCDTMS exploration by the authors on different classes of IoT is meant to help transaction management researchers understand integration of blockchain, hence assisting in acquisition of dependable solutions, making prominent the challenges facing it along with IoT.
In (Kiran et al., 2023), a decentralized security framework for IoT devices is proposed by the authors. This framework utilizes a blockchain-based multi-tiered structure as well as a self-clustering EC approach in order to enhance network lifetime and security.
In (Ramos & Ellul, 2024), the authors provided about cyber security threats in blockchain technology such as 51% attacks, double-spending attacks or smart contracts where recommendations on how to handle these risk factors that are worth considering have been mentioned, including the use of verification mechanisms using people’s shared agreement or encryption algorithms making sure values cannot be tampered with. 
In (Zuo et al., 2023), the authors suggested a wireless applications deep learning architecture that combine infrared and visible images, and extracts and transmits the characteristic information by using convolutional neural networks and blockchain technology.
In (Buhler, 2025), the writer’s inspected into safety struggles regarding blockchain technology, such as immutability, distribution, and openness, before suggesting measures like multi-signature systems and encryption for unresolved cases.
In (Semary et al., 2024), the authors have examined the good that blockchain can do through its use there. Such good revolves around four main points: the data being stored is impossible to change, one has control over who accesses it or where they access from/the person’s location in relation to it when accessed remotely, made possible via IoT.
In (van Silfhout et al., 2025), the authors of the system employed two intelligent contracts, namely SC and TSC. The authors utilized their distinctive GID to produce confidential keys. The Certificate Authorities (CA) possess just a restricted amount of data on users' GIDs, hence safeguarding privacy. The system promotes integrity by requiring security deposits while also allowing all network members to access transaction histories. Integrating privacy-preserving features into blockchain technology is essential to thwart future assaults.
In (Viriyasitavat et al., 2022), the authors propose a universal architectural design that integrates public key infrastructure (PKI) to establish trust in Internet of Things (IoT) applications. This design decouples consumers from blockchain, allowing them to describe desired attributes without extensive understanding. PKI is used for its resilience, effectiveness in verifying identities, and expansion of the basic concept.
In (El-Hamed et al., 2025), the authors investigate a mobile network called the Vehicle Ad Hoc Networks (VANET), which is intended to enhance traffic management and road safety. However, security concerns persist due to the necessity of validating autos. Blockchain technology can address these challenges by employing a decentralized and distributed framework, reducing the load on computers and connections, and eliminating a single point of failure.
In (Alajlan et al., 2023), blockchain technology helps in improving IoT security, data integrity, and transparency, while cybersecurity challenges still exist. The integration of explainable AI into blockchain can tremendously help in enhancing transparency, especially in healthcare, to ensure legal compliance.
In (Premkumar et al., 2022), the authors researched the security of IoT with the help of distributed ledger technologies and suggest a dynamic pricing strategy for parking businesses that eases traffic congestion, user experience, and resource utilization.
In (Awan et al., 2023), ZAIB has been introduced as a Blockchain-based framework by the authors that is geared towards securing the internet of things through communication of devices, access control, confidentiality in activity log, as well as management of attributes for ABAC rules and protection of data, users, and services.
In (Zhang et al., 2024), a blockchain-based lightweight SLTA architecture has been proposed by the authors as a means to enhance user privacy and integrity, alongside security, with distributed identity management incorporated, data collection under an Oracle system, and serial storage with low overhead.
In (Bahbouh, 2025), the authors address the application of blockchain technology in healthcare, pointing out a necessity for appropriate consensus algorithms, platforms, and hybrid clouds to ensure a robust implementation of the IOHT.
In (Kaur et al., 2024), using density-based probabilistic methods and dynamic partitioning, a team of researchers has been able to devise Multi-Hop Dynamic Partition Schemes (DPS) for sending emergency messages quickly and accurately, which outperformed VANETs in terms of time and reliability.
In (Alalwany & Mahgoub, 2024), an Internet of Vehicles (IoV) solution for car networks is suggested by the authors, focusing on security protocols, privacy safeguards, collaboration, and trust in contrast to IoV and blockchain networks as it seeks to deal with the challenges of implementation.
In (Ghosh et al., 2024), the authors have suggested using a distributed DNN architecture combined with blockchain tech as a way of enhancing VANET IoIT data transmission, accelerating its convergence, and making the network connections stronger.
In (Patil & Mallapur, 2024), a decentralized system for vehicle ad-hoc networks is being proposed by the authors, which combines blockchain technology and a horse optimization algorithm routing protocol for better security and privacy maintenance.
In (AlMarshoud et al., 2024), the importance of decentralized systems in vehicle ad-hoc networks, blockchain applications, trust management, and quantum cryptography for improved privacy, safety, and robustness is discussed by the authors.
In (Payattukalanirappel et al., 2024), the authors developed a blockchain-based authentication protocol to enhance security and privacy in vehicular ad hoc networks. They used smart contracts for non-repudiation and lower costs.
In (Boumaiza, 2024), the writers demonstrate the potential of blockchain technology for P2P energy trading, underscoring its advantages such as decreased transmission losses, strengthened safety measures, and transformative capabilities on energy markets, as well as in mitigating CO2 levels.
In (S. Wang et al., 2024), the depiction is provided by authors, for vehicular ad hoc networks, an identity authentication method that is lightweight, efficient, and dependable, which involves the use of PUFs in combination with elliptic curve encryption for solving security issues.
In (Yu et al., 2024), the new vehicle identity verification technique proposed in VANETs by the authors utilizes elliptic curve cryptography to secure communications, share data safely, and resist security threats, and therefore facilitate collaboration between On Board and Roadside Units.
In (Yao et al., 2024), the team developed a powerful consensus mechanism on microgrid power supply in blockchain technology, and improved throughput, consensus delay, and communication overhead in introducing an advanced algorithm called S-PBFT.
In (Xie et al., 2023), the authors propose a blockchain-based system that uses batch re-authentication on tokens, so as to decrease computation stress and malicious accessibility, for re-identifying users on road networks, as shown in the illustration (3).
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Fig. 3. System model of VANET

In (Salih & Mahmood, 2024), the authors explored the potential benefits and challenges of integrating blockchain technology into electric vehicles, particularly focusing on charging infrastructure, data security, interoperability, and stakeholder confidence.
In (Han et al., 2024), the study presented herein recommends that the IoV cannot hold a water trust system in a blockchain platform; this approach is simulated and found to be working, hence the emphasis on the merits of blockchain technology.
In (Xie & Huang, 2024), a study examines blockchain technology’s capability in improving trust systems for the Internet of Vehicles while boosting operational efficiency and scalability.
In (Lakhan et al., 2024), to handle security challenges and boost transaction efficiency, the authors suggest a model that combines AIoT cooperated with vehicles utilizing distributed deep blockchain-based networks.
In (Zhou et al., 2024), in VANETs, secure and lightweight management of individuals’ identities may be achieved through the use of a chameleon hash and redactable blockchain.
In (Bibi et al., 2024), the trust-aware architecture for vehicular ad-hoc networks (VANETs) includes blockchain technology and information-centric networking for better security, content sharing, and resilience against attacks.
In (D. Mohammed et al., 2024), the authors analyzed the routing protocols of VANET, which enable communication as well as data exchange between vehicles and infrastructure in order to optimize them. Our focus is on electric vehicle integration and charging station management.
In (ul Hassan et al., 2024), using artificial neural networks as well as advanced clustering methods, the researchers have devised a routing technology unique to vehicle ad hoc networks (VANETs) that guarantees safety and trust.
In (Ehtisham et al., 2024), the authors demonstrate superior performance in simulation tests by enhancing response times and reducing latency using a fog computing-based IoV mission scheduling method with fuzzy logic.
In (Reddy, 2024), increasing the security of vehicle ad hoc networks, the study combines the VDTN protocol with Twin Delay Deep Deterministic Policy Gradients; in this regard, its strengths are shown in evaluations and simulations.
In (Hamad, 2023), the authors offered a management model for the secure control of Iraq’s marine industry using blockchain technology based on Hyperledger Fabric. The idea is to smooth the legal formalities at the ports and reduce the approval time taken for ships before sailing.
In (Kadhm & Hamad, 2023), the research has shown that if the block size is increased to 100 transactions per block, the throughput will be enhanced, the latency will go down, while at the same time improving the scalability of Hyper Ledger Fabric. However, the addition of many organizations leads to degradation in performance.
In (Falih et al., 2023), the authors argue that the rapid surge in car ownership is causing traffic jams and accidents, hence point to the use of blockchain system architecture as a solution for quicker delivery.
4.2. Quantum based solutions for various VANET security aspects
In (Swathi & Dragan, 2022), the authors consider the possible dangers of quantum computing and blockchain technology, recommending the importance of quantum-safe solutions and cryptographic mechanisms that would prevent such attacks.
In (Shakib et al., 2023), the study explores the effects of quantum cyber-attacks on blockchain technology Vehicle Ad-Hoc Networks (VANETs) with a special emphasis on RSA encryption, digital signature, and quantum impersonator attack. This is based on scientific research using IBM Qiskit, which indicates that trust-based blockchain architecture in quantum computer security can be weakened such that a blockchain secure from quantum attack is inevitable.
In  (Alamro et al., 2023), the authors present BQMFO-CSSTS, a block-based mechanism to improve Vehicular Ad-hoc Networks (VANETs) in Intelligent Transportation Systems (ITS), enhancing the security, privacy, and trust among vehicles.
In (Shafik, 2024), having surmounted a number of hurdles, the authors came up with a MATLAB R2019a simulator to model and analyze the efficiency of communication systems based on fiber optics and quantum channels in a quantum key distribution system simulator.
In (Yadav et al., 2024), the framework for secure and private communication in autonomous vehicle systems is presented in this study. It is based on the blockchain technology that is lattice-based, quantum-safe, and emphasizes real-time sharing of information.
In (Prateek et al., 2022), by using polarization of photons and interconversion rules, the authors devised a protocol that allows vehicles and infrastructures to communicate with quantum key distribution. This protocol ensures security, message unlinkability, and privacy.
In (Xu et al., 2024), the authors have proposed an advanced authentication mechanism for post-quantum blockchain as used in IoV/IVTS, utilizing NIST victors’ algorithms and key exchange protocol, which is acknowledged to provide better security. Moreover, there are special aspects of protection, such as resistance against replay attacks and man-in-the-middle intrusion. Extensive experimental research, including performance evaluation and simulation, was conducted to verify the developed system.
In (Y. Huang et al., 2024), the authors discussed a Quantum Secure Certificate less Aggregate Signature scheme, referred to as QSCLAS, that employs the NTRU cryptosystem to protect data transmission in VANETs against quantum computers.
In (Gupta et al., 2022), the new data authentication protocol presented by the authors for Internet of Things systems is intended to be secure, quantum-safe, less wasteful in terms of power consumption, as well as being computationally efficient when processing information, while at the same time having better communication abilities and more efficient ways to store cryptographic keys than alternative methods.
In (Mondal & Guha Roy, 2022), in IoT architecture, the authors have seen how distributed technologies can solve security dilemmas and confidentiality problems by pointing out blockers and disclosing a scheme that reduces Blockchain-STS to seventy five percent in size and generation time.
In (Singh et al., 2023), Blockchain technology has to deal with security and privacy problems as Bitcoin does. The authors used a technique of quantum digital signatures along with quantum teleportation for transaction security through key pairs and EPR particles, thereby giving a high level of confidence.
In (Sourav & Ali, 2025; Zhang et al., 2025), the novel anti-quantum ring signature scheme for message authentication in vehicular ad hoc networks proposed by the authors provides unconditional anonymity, unforgeability, and enhanced processing efficiency.
5. DISCUSSION AND FUTURE RESEARCH DIRECTIONS
The literature study on the protection of vehicular Ad Hoc Networks offers significant insights into the difficulties and possible remedies for guaranteeing the privacy and security of VANET systems. The study emphasizes the significance of resolving security concerns, including time-sensitive limitations, legal responsibility, swift movement, secure key sharing, and safeguarding confidential data pertaining to position and identity.
An option that was considered in the evaluation is the utilization of blockchain technology. Blockchain provides transparent and tamper-proof transaction records, which enables decentralized trust and by enhances security in VANET systems. The technology provides a means to authenticate users remotely, prevent certain applications from being denied permission to access VANET (Vehicle Ad-hoc Networks) data, and transmit confidential data securely.
On the other hand, the evaluation also accentuates the necessity for further investigations that accurately scrutinize the possibility of using blockchains for ameliorating the security of VANET. Hence, possible future avenues of research may entail examining the efficiency as well as expansibility of block-chains in VANET settings, efficiency of proposed consensus mechanisms for transportation networks like DECONGESTION PROBLEM IN TRANSPORTATION (DPT) or others, and marrying blockchain systems with progress safety features like quantum safety, cryptographic algorithms.
In conclusion, a review of materials gives a starting point to next study projects, which aim at solving safety issues in VANET and enhancing the promotion of resilient vehicular networks with high-level encryption ensured.
6. CONCLUTION
A very significant concern with VANETs security arises from hacked systems, and the risks that might come due to this. Given the growth of VANETs, it is important to ensure that the safety of both vehicles and pedestrians on the roads is the top priority. There are some issues related to address space safety and data security, which may jeopardize this goal under prevailing security plans and arrangements. HTML Presented along with the current security arrangement are below-par address space security plans and data safety approach concerns. We are designing a sturdy vehicle area network (VANET). We should consider such aspects as time-critical constraints, legal requirements, high-speed mobility, policy of error, and key association of encryption. Security protocols, quantum algorithms, and cryptographic algorithms must be used to enhance security in VANETs.
One of the options that could be considered by the researchers in a bid to solve a number of security issues in VANETs is blockchain technology. In terms of reliability as well as correct representation of data, it comes hand in hand with a decentralised structure, plus transaction recording and authentication capabilities, among others. Discharge of non-repudiation, control, and confidence can be carried out through the use of blockchain technology for VANETs. More research and development, however, are needed to explore completely the potential of security solutions that are based on blockchain technology in VANETs.
It is possible for blockchain-powered vehicles to be impersonated by malicious vehicles that launch a quantum attack on their digital signatures. Ergo VANET can’t even detect the vehicle that is malicious and deceptive messages being sent through it; this has been made worse with the uncertainties posing elevated capacities handling, singular points failure potential risk, as well as network interruptions. Moreover, considering the susceptibility of the VANET based on blockchain to quantum cyberattacks and the necessity to demonstrate the quantum superiority of Shor's algorithm over RSA, it is imperative to have a blockchain that is secured against quantum threats. 
Addressing the security concerns associated with VANETs is essential to prevent accidents, protect sensitive data, and ensure the reliability and security of the transportation network.
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