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	Reviewer’s comment
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	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This paper is important because it presents a scalable, real-time machine learning–based framework that significantly improves the accuracy and adaptability of DDoS attack detection and mitigation over traditional rule-based systems, making it highly suitable for protecting modern banking, cloud, and enterprise infrastructures.
This paper also demonstrates that machine learning models—particularly MLP and XGBoost—can accurately and adaptively detect a wide range of DDoS attacks in both offline and real-time environments, while highlighting the benefits of data balancing, feature selection, and online learning, along with remaining challenges related to scalability, dataset bias, and computational overhead.
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	Yes
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	Yes, the abstract is largely comprehensive and well-structured, as it clearly states the problem, methodology, dataset, system architecture, evaluation metrics, key results, and limitations. It effectively conveys the technical depth and practical relevance of the study. However, a few minor refinements could further improve its clarity and impact:
	

	Is the manuscript scientifically, correct? Please write here.
	Yes, the manuscript appears to be scientifically sound and technically correct based on the description provided. The problem formulation is clear, the choice of supervised and adaptive machine learning models is appropriate for DDoS detection, and the use of a well-established benchmark dataset (CIC-DDoS2019) supports experimental validity. The methodology—including data preprocessing, feature selection, class imbalance handling with SMOTE, and evaluation using standard performance metrics (precision, recall, F1-score, FPR, and FNR)—is consistent with accepted practices in network security and machine learning research.
The real-time system design using packet capture, streaming, classification, and visualization tools is coherent and demonstrates practical feasibility beyond offline experimentation. The discussion of adaptive learning (Passive-Aggressive and SGD) is scientifically justified and aligns with current research trends addressing concept drift in evolving attack scenarios. Limitations such as dataset dependency, computational overhead, and deployment challenges are appropriately acknowledged, which strengthens the manuscript’s scientific credibility.
Overall, the manuscript demonstrates methodological rigor, correct application of machine learning techniques, and valid interpretation of results, making it suitable for academic and applied cybersecurity research.
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	Yes, references are sufficient and recent.
	

	Is the language/English quality of the article suitable for scholarly communications?


	Yes, the language and English quality of the article are generally suitable for scholarly communication. The writing is clear, formal, and uses appropriate technical terminology consistent with academic standards in machine learning and network security. The flow of ideas is logical, and the arguments, methodology, and conclusions are presented in a coherent and professional manner.
However, minor language refinements could further improve readability and polish:
Some sentences are relatively long and could be simplified for better clarity.
Occasional repetition of phrases such as “the system demonstrated” or “the study shows” may be reduced.
Citations embedded mid-sentence could be repositioned to improve sentence flow.
A light grammatical and stylistic edit would help ensure consistency in tense and voice throughout the manuscript.
These are editorial improvements rather than substantive issues, and with minor proofreading, the article would meet high standards for publication in a peer-reviewed journal or conference.
	

	Optional/General comments


	Organization of the paper is missing. 
Literature surgery is missing 
Results should be properly compared with existing techniques for better outcomes.
Overall it's a good paper and can be accepted with minor corrections
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