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	Reviewer’s comment

Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.

	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This manuscript contributes significantly to the scientific community as it offers a holistic, practical machine learning-based approach to real-time DDoS attack detection that fills a gap between offline research and online practical implementation. By integrating robust machine learning models of both offline learning capacities and online adaptive learning strategies, assessing their validity through both CIC-DDoS2019 Dataset and real-world traffic, it pushes the frontiers of existing research concerning effective intrusion prevention systems. The incorporated strategies of feature selection, imbalance consideration, and real-time system design are also instrumental, offering a practical implementation guideline for scientists tackling practical cybersecurity challenges. Additionally, it offers an enlightening comparative performance analysis of different models and attack classifications, which will be useful for guiding future research on adaptive networking protection strategies.
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	yes, the name of the paper is appropriate, as it is descriptive of all of the main contributions to this paper, including machine learning for DDoS attack detection and its mitigation and real-time processing and mitigation for all of those respective topics.
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	The abstract is aptly broad and properly constructed because it articulates the problem given, the motivation for the proposed approach, the proposed approach itself, the methods being followed, the approach for evaluations and analysis, and the most significant findings. It aptly picks the usage of the proposed supervised and adaptive machine learning approach and the CIC-DDoS 2019 dataset and the real-time system architecture. However, a couple of areas could stand to be improved. The abstract should quantify its key performance improvements (for example, F1 score and false positives) to give its message more weight. The mitigation factor is also vaguely discussed; it should clarify this point with a phrase about how it is facilitated.
	

	Is the manuscript scientifically, correct? Please write here.
	On the whole, the manuscript is scientifically valid and treats a topical and well-formulated problem within the area of network security. The approach employs standard techniques of machine learning-based intrusion detection research: correct choice of the dataset (CIC-DDoS2019), data processing techniques, feature selection techniques, handling with class imbalance problems, and use of traditional models of supervised and adaptive learning. The design of experiments and comparison procedures correspond to standard approaches accepted within related publications.

Nevertheless, a few scientific aspects could be clarified or improved. Certain performance metrics reported (accuracy, FPR/FNR, or rankings) seem to contradict each other in different parts of the manuscript; these need to be checked for mutual consistency. Moreover, the distinction between detection and mitigation is only conceptual; the mitigation system itself has not been properly defined or assessed. These issues could be improved but would not affect the validity of the manuscript.
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	The citation in this manuscript includes a comprehensive spectrum of fundamental and latest works on DDoS attack detection, IDS solutions, and machine learning solutions used in cybersecurity. It contains fundamental papers on dataset creation (such as CIC-DDoS2019) to fundamental applications of machine learning solutions on IDS, and a few fundamental papers from 2022 to 2024 on adaptive solutions. The fundamental papers in this manuscript citation are sufficient to elaborate on motivations, methodologies, and discussion of this manuscript.
	

	Is the language/English quality of the article suitable for scholarly communications?


	The overall English language quality in the manuscript is acceptable for scientific communication, and overall the manuscript can be understood clearly. Technical terms used in the manuscript have been used correctly, and the format is according to the scientific writing style followed in the domain of cyber security and machine learning.

However: The manuscript could use some smoothening of language. Indeed, there are several places where there are inconsistencies in grammar usage, poor word expressions and formulations, and repetitive sentence structures, especially in the Introduction and Discussion parts. Moreover, certain lengthy sentences would be better expressed in simpler terms, and certain minor typographical errors in terms of proper usage and spacing should also be corrected.
	

	Optional/General comments


	The manuscript deals with a very relevant problem at a timely manner, and it has a promising approach using machine learning for real-time DDoS detection. With a little improvement in the consistency level of performance results, clarity of mitigation mechanism description, and polishing of language skills, this paper will be an outstanding addition to the research community.
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	Are there ethical issues in this manuscript? 


	(If yes, Kindly please write down the ethical issues here in details)
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