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ABSTRACT 

	This study introduces a novel multilevel encryption and decryption scheme that utilizes a non-singular matrix constructed via an nth-order recurrence relation, inspired by geometry min and geometry max matrices. The proposed method integrates an affine transformation for multilevel security, ensuring robust reversibility and resistance to cryptanalytic attacks. 
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1. INTRODUCTION 

Encryption is vital for securing communications and converting plaintext into an encoded format to prevent unauthorized access, whereas decryption restores the original information (Stinson, 2006) to its plaintext format. Traditional affine transformations-linear mappings that combine scaling, rotation, translation, and shearing-provide mathematical elegance but suffer from inherent vulnerabilities when used independently (Katz & Lindell, 2020). The core innovation of this study is the combination of affine transformation with matrix structures derived from linear recurrence relations, which significantly enhances the cryptographic strength (Koshy,2011). 
A non-singular matrix, characterized by a nonzero determinant, is critical to this approach. This guarantees the existence of a unique inverse matrix that is required for accurate decryption (Strang, 2016). By layering an affine transformation with a recurrence-constructed matrix transformation, this scheme achieves multilevel obfuscation Recent advances in matrix-based cryptography have demonstrated that the algebraic complexity derived from recurrence relations substantially improves the resistance to known-plaintext and differential attacks (Menezes et al., 1996). Circulant and Toeplitz matrices have been successfully applied in several cryptographic contexts due to their structural efficiency (Gray, 2006). Additionally, geometric min and max matrices provide new opportunities for constructing dynamic key structures.
 
This paper presents the full mathematical framework, procedural details, cryptanalysis, security properties, and comparative performance metrics against existing encryption schemes 


2. results and discussion

2.1 Plaintext Numerical Assignment

The assignment of numerical values to characters is standard in classical and modern ciphers (Katz & Lindell, 2020). 
[bookmark: _Hlk215889936]Table 1. Numerical value for Characters
	A
	B
	---
	Y
	Z

	0
	1
	---
	24
	25

	+
	-
	*
	/
	&

	26
	27
	28
	29
	30

	~
	@
	#
	$
	!

	31
	32
	33
	34
	35

	%
	(
	)
	?
	SPACE

	36
	37
	38
	39
	40



Let P be a plaintext of length n. Assign numerical value for each character and construct the vector P = [ where each .

2.2 Circulant Matrix Construction
Circulant matrices, a special case of Toeplitz matrices, provide efficient algebraic structure for encryption systems (Gray, 2006).  In this paper we construct a circulant matrix whose first rows are the vector 
P = [  and it is denoted by .

2.3 Column Selection
Let n be the order of the circulant matrix  and let be the column ‘s’ from . We define the column-selection index as follows:

Extract and permute the selected column k to form vector

Clearly column selection enhances diffusion and complexity (Menezes et al., 1996).


2.4 Affine Transformation

Affine transformations form the basis of several classical ciphers and are widely studied in cryptography (Katz & Lindell, 2020; Stinson, 2006). The generalization of the shift cipher is an affine transformation, We define the affine transformation with parameters a, b where GCD(a,41) =1

The constraint GCD(a,41) =1 ensures that the transformation is invertible modulo 41.

2.5 Non-Singular Recurrence Matrix Construction

Definition 2.5.1
The n-step linear recurrence relation is defined by
 with the initial conditions . From these initial conditions, we observe that  is monotonically increasing sequence.
Now, we construct a new matrix inspired by the geometric min and geometric max matrices (Efruz , 2025, Carlos, 2024)
Definition 2.5.2

Let r and k be positive integers. We define new matrix, denoted by  and defined by 

That is the elements of the matrix   is generated by the rule 
  	 					   (1)
Theorem 1: If r = n and k = 2n-1 where n is the length of the plaintext, then  is a non-singular matrix. 
Proof. We prove this theorem by induction method.
Let ,

where  and  are obtained from 2-step recurrence relation.
 with initial condition 

Since  (as the sequence is monotonically increasing).
Let n = 3.Then

where  obtained from 3-step recurrence relation
  with initial conditions 

since , .
Assume n = t, where t is any positive integer.
Then 
where  obtained from t-step recurrence relation.
Let 
Then .
Using elementary column operations,

Since  is monotonic increasing sequence, the golden section of recurrence relation or ratio of consecutive sequence  is not equal to r.
Hence the  is non-singular matrix. 

Now, we present our proposed work

2.6 Encryption Process

Matrix multiplication and complexity considerations follow standard numerical linear algebra principles (Trefethen & Bau, 1997).

Algorithm

1. Let P be a plaintext of length n.
2. Affine numerical value using Table 1, and construct the vector
 .
3. Construct circulant matrix  using P.
4. Select sth column based on the section 2.3.
5. Define affine transform  based on section 2.4.
6. Construct n-step recurrence relation and generate the sequence .
7. Using the sequence , construct the Matrix  based on the rule presented in equation (1).
8. .
Step 8 represents the second layer of encryption, combining linear algebraic transformation with the previous affine layer. 
2.7 Decryption Process
1. Compute the matrix inverse: 
2. Recover the first- stage ciphertext: 
3. Remove the affine transformation bias: 
4. Compute modular inverse:
5. Recover plaintext vector: .
6. Apply permutation mapping to restore character positions: 


2.7.1 Example
1. Consider a Plaintext: KD & CO.
2. P = [10, 3, 40, 30, 40, 2,14].
3.  .
4. Since n = 7, choose 4th column value
5. X = [ 30,40,3,10,14,2,40]
Now apply affine transformation. We consider a = 5, b = 25

      6.                               Table 2: Encryption Using Affine Transformation

	X
	30
	40
	3
	10
	14
	2
	40

	X mod 41
	30
	40
	3
	10
	14
	2
	40

	5X+25
	175
	225
	40
	75
	95
	35
	225

	(5X+25) (mod 41)
	11
	20
	40
	34
	13
	35
	20


7. Construction of sequence from 7-step Recurrence relation
 
8. Construction of the M(7,7,13) matrix:




.

9. 

Decryption Process:
1. 
2. .
3. 

      4.                       Table 3. Decryption to Original message: Find 
	𝐸1
	11
	20
	40
	34
	13
	35
	20

	𝐸1-25
	-14
	-5
	15
	9
	-12
	10
	-5

	33(𝐸1-25)
	-462
	-165
	495
	297
	-396
	330
	-165

	33(𝐸1-25)(mod41)
	30
	40
	3
	10
	14
	2
	40

	X
	p4
	p3
	p2
	p1
	p7
	p6
	p5

	Rearrange the Position and its values
	10(p1)
	3(p2)
	40(p3)
	30(p4)
	40(p5)
	2(p6)
	14(p7)



3. Cryptanalysis and Security

3.1 Key Space and Security Properties
Key space design follows principles of modern symmetric cipher analysis (Daemen & Rijmen, 2002). The key space is determined by the parameters  Since  are dependent on the plaintext length n, the effective key size is defined by  for the affine layer, and the matrix structure.
3.2 Affine Key Space: 

GCD(a,41) = 1 gives  choices for a. There are 41 choices for b. Total affine key pairs: 
3.3 Time Complexity Analysis

The time complexity is dominated by the matrix operations in : the matrix-vector multiplication for encryption and the matrix inversion for decryption. Let n be the length of plaintext.
Table 4: Time Complexity
	Operation
	Time Complexity (Big O)

	Circulant Matrix Construction Cn(P)
	

	Matrix Construction M(n,r,k)
	

	Encryption E2
	

	Decryption (Matrix Inverse)
	

	Decryption E1
	


The overall time complexity is , which is governed by the matrix inversion step in the decryption process. This complexity is standard for matrix-based encryption schemes.

4. Comparison with Available Methods

Table 5: Comparison with Available Methods
	Cryptosystem
	Algebraic Foundation
	Time Complexity
	Security/ key Advantage

	Simple Affine Cipher
	Linear/Modular Arithmetic
	
	Extremely weak key space; easily broken.

	Hill Cipher
(Matrix – based)
	 matrix multiplication
	 for key inv /
 enc
	Requires a Large N to be secure; key matrix is fixed.

	Proposed Scheme
	Affine + Recurrence Matrix
	 for key inv /
 enc
	Multilayered: The key matrix M (n, r, k) is dynamically generated based on a recurrence relation, providing enhanced algebraic diffusion compared to fixed-key schemes.




4. Conclusion

This paper presents a novel multilevel encryption scheme that synergizes affine transformations with non-singular recurrence matrices constructed via h-order linear recurrence relations. The combination of these algebraic structures ensures robust encryption with strong reversibility and resistance against common cryptanalytic attacks. The proposed method effectively leverages the dynamic generation of the key matrix based on recurrence sequences, enhancing algebraic diffusion beyond fixed-key matrix schemes. The detailed procedural steps, supported by a concrete example, demonstrate the practical applicability and computational feasibility of the scheme. Time complexity analysis confirms that the method operates within standard bounds for matrix-based encryption systems, with the matrix inversion step governing overall complexity
5. Future Work
Future research can explore extending the proposed scheme by investigating alternative recurrence relations and matrix constructions to further enhance cryptographic strength and key space diversity. The integration of additional nonlinear transformations or dynamic parameterization could improve resistance against emerging cryptanalytic techniques. Performance optimization for large-scale plaintexts, including parallelization of matrix operations, is another promising direction. Furthermore, comprehensive security analysis against a wider range of attack vectors, including chosen-ciphertext and side-channel attacks, will strengthen the practical deployment of this encryption method. Finally, adapting this scheme for real-time communication systems and evaluating its compatibility with existing cryptographic protocols would broaden its applicability in modern secure communications.
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