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ABSTRACT 

	Aims: This study explored how well users understand data privacy policies and what factors shape their behaviour toward them.
Study design:  A quantitative cross-sectional research design was used in this study.
Place and Duration of Study: The research was conducted at the Department of Computer Science, Garden City University in Kumasi between September 2024 and September 2025.
Methodology: Data were collected from 172 Computer Science and Information Technology students, using a structured questionnaire administered through Google Forms. The collected data were analyzed using Statistical Package for the Social Sciences (SPSS) software version 25. Descriptive statistics such as frequencies, percentages, means, and standard deviations were calculated. Also, Chi-square tests, correlation, and multiple linear regression analysis were done to explore relationships and determine significant factors influencing user behaviours regarding digital privacy.
Results: Overall, students showed a moderate level of awareness and understanding of data privacy policies, with average scores between 3.58 and 4.27 (overall mean = 3.87, SD = 1.026). Most participants recognized that the core purpose of privacy policies is to protect personal information. Additionally, responses to behavioural factors showed mean scores ranging from 3.68 to 4.52 (overall mean = 4.05, SD = 1.167), pointing to a general agreement that these factors play a role in shaping user behaviour. The regression model’s Adjusted R Square value of 0.105 indicated that 10.5% of the variance in user behaviour was explained by the independent variables, indicating other behavioural factors were excluded in the model.
Conclusion: The findings suggest that students are less likely to read lengthy privacy policies, implying a need for simpler and more accessible versions. Awareness campaigns could also help users understand why privacy policies matter. To gain a fuller picture of how behaviour evolves, future studies should consider a longitudinal approach.



Keywords: Privacy, Data Protection, Policy, Data Security, User Behaviour

1. INTRODUCTION 
In an era marked by the pervasive integration of digital technologies into daily life, the volume of personal data generated and shared online is growing. This surge in data exchange has raised concerns about digital privacy, emerging as a critical discourse globally (Tchao et al., 2017). Digital privacy, as defined by UNESCO, refers to the right to the protection of personal information shared and stored online, ensuring that information is not misused or accessed without consent (Toby et al., 2012). Ghanaians engage with digital platforms for a range of purposes, including banking, commerce, work and employment, transportation, entertainment, community life, family life, human relationships, education, freedom, democracy, and many more. As Ghana embraces the digital age, characterised by increased internet penetration and widespread adoption of digital platforms, the intricate landscape of digital privacy becomes an imperative subject for investigation (Quarshie & Ami-Narh, 2012).  
Prior research on digital privacy primarily examined nations with high internet adoption rates, like the US, the EU, and some regions of Asia. Research on user behaviour and privacy policies, such as by Rainie et al. (2014), has demonstrated that while most users are aware of privacy concerns, they cannot read or comprehend policies because of their length and complexity. McDonald &Cranor (2008) and several earlier studies on digital privacy have shown that although most users are aware of privacy issues, they may not always be able to read or understand privacy regulations because of their length and complexity. According to studies, it would take an average user hundreds of hours a year to read every privacy policy they come across (McDonald & Cranor, 2008). This results in what Acquisti et al. (2015) refer to as the "privacy paradox," in which users value privacy but frequently interact with policies only superficially. Furthermore, Bartsch & Dienlin (2016) point out that using technical and legal language makes comprehension even more difficult. Research by Tchao et al. (2017) and Alhassan (2020) indicates that although digital use is growing in Ghana, users' capacity to interact meaningfully with privacy regulations may be further hampered by digital literacy gaps. Acquisti et al. (2015) also found that, despite users' concerns, their actions frequently do not match their concerns because of ignorance or inattention. The Ghanaian context, where internet usage is rising but digital literacy may not be as high, has attracted less academic attention. Other studies have primarily concentrated on technological advancements and regulatory frameworks in developed countries, neglecting the challenges developing nations like Ghana face (Díaz et al., 2022; Isıkay, 2021; Pousttchi et al., 2019). The rapid digital transformation has not been matched with an equally robust framework for data protection and user education, leading to potential vulnerabilities and misuse of personal information (Romansky & Noninska, 2020).
The significance of this investigation lies in its potential to unearth the prevailing attitudes, awareness, and gaps in understanding digital privacy among Ghanaians. Awareness in this context is the extent to which users are informed about the significance and existence of privacy policies, while understanding refers to their comprehension of the details and implications of these policies (Brunotte et al., 2020). Insufficient awareness and understanding may result in inadequate protection of private data, exposing users to fraudulent activities, identity theft, and unauthorized data exploitation (Pötzsch, 2009). It is critical to understand user behaviour concerning digital privacy for various reasons. It helps in recognizing the patterns and habits users adopt to protect their data (Ullah et al., 2022). Furthermore, it offers insights into the efficiency of current data privacy policies and underscores areas requiring improvement (Cottrill & Thakuriah, 2011). Factors influencing user behaviour can vary from personal attitudes and beliefs to external influencers like peer behaviour and the perceived reliability of digital platforms (Youn, 2009). For instance, users who prioritize their privacy are likely to adopt stricter data protection practices (Baruh et al., 2017). The behaviour of users and the protection of privacy are significantly influenced by the regulatory environment. Ghana has taken steps to establish legal frameworks to safeguard digital privacy, which include the Data Protection Act of 2012 (Act 843). However, challenges regarding the enforcement and public awareness of these regulations still need to be addressed (Daigle, 2021). A successful implementation of these policies requires not only strong legal mechanisms but also active participation and compliance from the public (Babikian, 2023).
The primary research questions in this study were: What factors influence Ghanaian users' behaviour toward reading, comprehending, and adhering to data privacy policies, and how aware are they of these policies? What elements (such as document length, educational attainment, and institutional trust) affect consumers' willingness to interact with these policies? This inquiry aims to assess the awareness and understanding of data privacy policies by users and determine the factors that influence user behaviour. This research aims to contribute to the development of more effective strategies and policies that bolster digital privacy safeguards and user awareness in Ghana. The results will hold significant importance for policymakers, digital platform providers, and the public in promoting a more secure digital landscape.


1.1 Literature Review 
In privacy studies, user awareness is typically defined in several dimensions, including awareness of the existence of privacy policies, knowledge about what these policies protect, and awareness of data collection practices (Milne & Culnan, 2004). For instance, Pavlou (2011) identifies awareness as a key precursor to behaviour change regarding privacy practices. Understanding of policies refers to the degree to which users comprehend the content of privacy policies. It involves: whether users understand the language and terms used in the policy; whether users can infer how their data will be used based on the policy; and the clarity of communication within the privacy policy (Bartsch & Dienlin, 2016). Bartsch & Dienlin (2016) have argued that understanding is often a challenge due to the technical jargon used in privacy policies. User behaviour is that in relation to data privacy policies, such as whether users take the time to read or skim privacy policies. Studies show that document length negatively impacts reading behaviour (Milne & Culnan, 2004); how awareness and understanding of privacy policies influence decisions to share data or use specific platforms (Culnan & Bies, 2003); and users' decisions to share personal information based on their understanding of privacy policies (Jai & King, 2016).
Because privacy rules are so lengthy and difficult to understand, most individuals do not read them, according to studies like McDonald & Cranor (2008). Also, Böhme & Köpsell (2010) showed that even when consumers quickly scan privacy regulations, they frequently miss important details, which results in privacy issues being disregarded. Furthermore, Acquisti & Grossklags (2007) contend that consumers' professed privacy choices and their real actions differ. The ‘privacy paradox’ refers to the tendency of users to reveal personal information without completely comprehending the repercussions, even while they claim to cherish privacy. This tendency is typically caused by users not fully understanding the privacy regulations they agree to, the context in which personal data is processed, and their user awareness and understanding of what happens with their data. Nevertheless, little study has been done on how local consumers interact with these policies in the Ghanaian context. Research that is particular to Ghana's digital environment, like Tchao et al. (2017), has given less attention to privacy regulations and more attention to digital literacy and general internet usage. Alhassan (2020) draws attention to Ghana's expanding digital footprint but does not delve into how users interact with privacy agreements. By shedding light on how Ghanaians engage with digital privacy concepts differently from what has been seen in more developed areas, this study seeks to close that knowledge gap. Through evaluating users' knowledge, comprehension, and conduct regarding privacy regulations, this study will establish a fundamental framework for upcoming privacy policy modifications in Ghana. In light of Ghana's increasing internet penetration and use of digital services (GSS, 2022), it is critical to comprehend user behaviour in this context in order to design suitable policies and safeguards. Research on user behaviour and data privacy awareness is accessible in many developed countries (including the United States, the European Union, and portions of Asia), but it is not available in the Ghanaian context. Studies on user privacy concerns conducted in the United States, such as Milne et al. (2004), do not adequately address the particular difficulties encountered in a nation like Ghana, where internet access and digital literacy are still developing. Furthermore, because contracts and privacy policies are lengthy and full of legalese, most individuals do not read them, according to Ben-Shahar & Schneider (2014). Acquisti et al. (2015) found that even in cases where users express concern about privacy, they frequently overlook these papers due to the deluge of information and intricacy of privacy policies. While some studies, such as Bada et al. (2020), concentrate on cybersecurity knowledge in African nations, few particularly address data privacy awareness. According to research on Ghana's Data Protection Act by Sutherland et al. (2021), there is legislation in place, but enforcement is lax, and public awareness is still low.
 (
User Awareness
Predictors
 like age, education, formal training, length of policy, etc.
Attitude towards Privacy Policies
User Behaviours
User Understanding
)














Fig. 1. A conceptual framework of the relationship among user awareness, understanding, attitude and user behaviour.


2. materialS and methods 
2.1 Research Design 
This study adopted a quantitative cross-sectional survey design to examine the awareness, understanding, and behavioural engagement with digital privacy policies among undergraduate students in Ghana. The design enabled the collection of data from a specific population at a single point in time and was suitable for identifying patterns and associations between various digital privacy-related variables (Creswell & Creswell, 2017).
2.2 Study Area and Population 
The research was conducted at Garden City University in Kumasi, Ghana’s second-largest city, known for its concentration of tertiary institutions and diverse student population (Ghana Statistical Service, 2021). The study population consisted of undergraduate students enrolled in Computer Science and Information Technology programs. These students were selected due to their high digital exposure, making them a relevant group for studying digital privacy awareness and behaviour. Diploma students and postgraduate students were excluded to ensure alignment with the target population of degree-seeking undergraduates only.
2.3 Sampling and Sampling Technique 
A stratified random sampling technique was used to ensure representation across the various academic levels (Levels 100 to 400). Within each stratum, participants were randomly selected using a computer-generated list of students provided by the registrar's office. Although the sampling frame was stratified by academic level, gender representation was not used as a stratifying factor, but gender distribution was monitored and reported in the demographic analysis.
2.4 Sample Size Determination 
Using Yamane’s simplified formula for sample size determination, [n = N / (1 + N(e^2)], where N = 300 (estimated population) and e = 0.05 (precision level), a sample size of 172 was calculated (Singh & Masuku, 2014; Osei, 2023; Osei et al., 2024). This ensured adequate power for statistical analysis while maintaining representativeness.
2.5 Instrumentation and Pretesting 
A structured questionnaire was developed and pre-tested among a similar cohort of 20 students at a different private university to ensure clarity, reliability, and construct validity. Feedback from the pilot informed revisions to item wording and scale consistency. The final instrument consisted of three main sections: demographic data, awareness and understanding of digital privacy policies (7 items), and factors influencing privacy behaviour (7 items), making a total of 14 items. All items used a uniform 5-point Likert scale (1 = Strongly Disagree to 5 = Strongly Agree) to ensure consistency.

2.6 Data Collection Procedure 
Data were collected through a Google Forms online survey distributed to selected students via institutional email. Participation was voluntary and anonymous, and inclusion was restricted to students who confirmed their enrolment status and academic level. Only responses from confirmed degree-seeking undergraduates were included in the final dataset.
2.7 Reliability and Validity 
Internal consistency was evaluated using Cronbach’s alpha. The scale measuring awareness and understanding yielded an alpha of 0.68, which is acceptable for exploratory studies (Hair et al., 2010). The behaviour-influencing factors scale reported an alpha of 0.72, indicating good reliability. Items were revised based on pilot results to improve reliability.
2.8 Data Analysis 
Data were analysed using SPSS version 25. Descriptive statistics (frequencies, percentages, means, and standard deviations) were used to summarise demographic characteristics and key constructs. Inferential analysis, including Pearson correlation, chi-square tests, and multiple regression, was conducted to determine associations between awareness, understanding, demographic variables, and behavioural tendencies regarding digital privacy.

3. results 
[bookmark: _Hlk212547475]3.1 Demographic Characteristics of Respondents
Table 1 illustrates the demographic characteristics of respondents to the questionnaire. The total number of respondents was 172 (100%), of which 115 (66.9%) were males and 57 (33.1%) were females. This implies that a greater percentage of males responded than females. Most of the respondents fell within the age range of 20–29 years (43%). Those under 20 years were the least among the respondents (3.5%). Most of the respondents were at a youthful age, which is very satisfying for the survey since most youths use the internet more compared to adults. 53 respondents (30.8%) were pursuing a diploma degree, while 119 (69.2%) respondents were pursuing a bachelor's degree. Most of the respondents were in level 200 (n = 56, 32.6%), followed by level 300 (n = 44, 25.6%), level 100 (n = 42, 24.4%), and the least being level 400 (n = 30, 17.4%). 71 (41.3%) respondents had received formal training and education on digital privacy policies, while 101 (58.7%) had no formal training and education.
Table 1. Demographic characteristics of respondents
	Categories
	
	Frequency (N)
	Percentage (%)


	Gender
	
	
	

	
	Male
	115
	66.9

	
	Female
	57
	33.1

	
	Total
	172
	100.0


	Age
	
	
	

	
	Under 20
	6
	3.5

	
	20-29
	74
	43.0

	
	30-39
	66
	38.4

	
	40-49
	26
	15.1

	
	Total
	172
	100.0


	Educational Background
	
	
	

	
	Diploma
	53
	30.8

	
	Bachelor
	119
	69.2

	
	Total
	172
	100.0


	Level
	
	
	

	
	100
	42
	24.4

	
	200
	56
	32.6

	
	300
	44
	25.6

	
	400
	30
	17.4

	
	Total
	172
	100.0


	Formal Training on Digital Privacy
	
	
	

	
	Yes
	71
	41.3

	
	No
	101
	58.7

	
	Total
	172
	100.0




3.2 Assessing the awareness and understanding of Data Privacy Policies by users
3.2.1 Descriptive statistics of user awareness and understanding of data privacy policies
User awareness and understanding of data privacy policies were measured using 5 items on a five-point Likert Scale. Thus, the item descriptive statistics in terms of means and standard deviations (SD) of user awareness (UA) are presented in Table 2. The mean range of the user awareness construct was 3.58 to 4.27 (Table 2). The total mean was 3.87 (SD=1.026), indicating a moderate level of user awareness and understanding of data privacy policies. Specifically, most of the respondents indicated that the primary reason for having data privacy policies and terms and conditions on websites and apps is to protect user information.
Table 2. Descriptive statistics of user awareness and understanding of data privacy policies
	Items
	N
	Minimum
	Maximum
	Mean
	Std. Deviation

	
	
	
	
	
	

	The primary reason for having data privacy policies and terms and conditions on websites and apps is to protect user information.

	172
	1
	5
	4.27
	.974

	The primary reason for having data privacy policies and terms and conditions on websites and apps is to ensure legal compliance.

	172
	1
	5
	3.58
	1.082

	The primary reason for having data privacy policies and terms and conditions on websites and apps is to establish trust.

	172
	1
	5
	3.72
	.970

	The primary reason for having data privacy policies and terms and conditions on websites and apps is to clarify user rights.

	172
	1
	5
	3.88
	1.053

	The primary reason for having data privacy policies and terms and conditions on websites and apps is to provide guidelines for appropriate use.

	172
	1
	5
	3.92
	1.049

	Total
	172
	1
	5
	3.87
	1.026


N=Frequency
Participants' answers to Likert-scale items measuring their comprehension of the function and goal of data privacy regulations were used to infer user awareness and understanding. A moderate degree of awareness and comprehension is indicated by the mean scores, which range from 3.58 to 4.27. Higher mean scores on phrases like "The primary reason for having data privacy policies is to protect user information" specifically indicate that participants value these kinds of regulations. It is possible to evaluate many aspects of comprehension by including issues about trust, legal compliance, user rights, and recommendations for acceptable use. The standard deviations show how consistently participants perceive these elements and aid in determining response variability. The fact that awareness is comparatively consistent across demographic groupings is further supported by inferential statistics like chi-square tests.
3.2.2 Chi-Square Test Results
Pearson’s Chi-square analyses were run to determine the significance of the association between the constructs (user awareness and user behaviour) and the demographic variables (Table 3). These analyses help to identify interrelated factors. From Table 3, all p-values were greater than .05, indicating no statistically significant association between the categorical variables tested. This means that any observed differences in the distribution of the categories are likely due to random chance rather than a real underlying relationship. Also, this means the categorical variables are independent of each other. 
Table 3. Results on Pearson’s Chi–Square analysis
	Variables
	Chi-Square Value
	P-Value

	User Awareness
	Gender
	10.066
	.435

	
	Age
	46.045
	.236

	
	Educational Background
	29.621
	.485

	
	Level
	38.664
	.133

	
	Formal Training on Digital Privacy
	13.682
	.188

	
	
	
	

	User Behaviour
	Gender
	13.830
	.243

	
	Age
	45.009
	.429

	
	Educational Background
	26.021
	.801

	
	Level
	30.952
	.569

	
	Formal Training on Digital Privacy
	11.595
	.395

	
	
	
	



3.3 Determine factors that influence user behaviour
3.3.1 Descriptive statistics of factors that influence user behaviour
The factors that influence user behaviour were measured using 3 items on a five-point Likert Scale. Thus, the item descriptive statistics in terms of means and standard deviations (SD) of user behaviour (UB) are presented in Table 4 below. The mean range of the user behaviour construct was 3.68 to 4.52 (Table 4). The total mean was 4.05 (SD=1.167), indicating a strong level of user behaviour factors toward data privacy policies. Specifically, most of the respondents indicated that the length of the policy is a factor that influences one’s decision to read or not read data privacy policies and terms and conditions.
Table 4. Descriptive statistics of factors that influence user behaviour
	
	N
	Minimum
	Maximum
	Mean
	Std. Deviation


	Length of policy is a factor that influences your decision to read or not read data privacy policies and terms and conditions.

	172
	1
	5
	4.52
	.875

	How concerned I am about the privacy of my personal information when using online services influences my behaviour

	172
	1
	5
	3.96
	1.254

	My attitudes towards data privacy policies influence my online behaviours, such as the information I share or the services I use

	172
	1
	5
	3.68
	1.371

	Total
	172
	1
	5
	4.05
	1.167


N=Frequency
The term "attitude" describes how people's thoughts and emotions around data privacy regulations affect how they behave online. It includes behavioural reactions to privacy concerns, trust in privacy safeguards, and willingness to read policies. It is not synonymous with consciousness and understanding. 

3.3.2 Correlation Results
A Spearman correlation analysis was conducted among gender, age, educational background, level, formal training on data privacy, length of policy, concern about the privacy of personal information, and the influence of attitude towards privacy policy on user behaviour. The results are depicted in Table 5. The concern about the privacy of personal information factor significantly positively correlated with the influence of attitude towards privacy policy on user behaviour factor (rs=0.520; p = .00). Users' attitudes about privacy policies such as their perceived importance, level of trust, or willingness to interact with them become stronger as their concerns about the protection of their personal information grow, and this in turn affects how they behave when it comes to data privacy.
Table 5. Results of correlation analysis
	Variables
	1
	2
	3
	4
	5
	6
	7
	8


	1. Gender
	1.000

	
	
	
	
	
	
	

	2. Age
	-.306** (.000)

	1.000
	
	
	
	
	
	

	3. Educational Background
	-.130 (.090)
	.247** (.001)

	1.000
	
	
	
	
	

	4. Level
	-.001
(.995)
	.118 (.123)
	-.059 (.439)

	1.000
	
	
	
	

	5. Formal training or education on privacy and online security

	.063
(.408)
	-.127
(.098)
	-.068
(.376)
	-.132
(.084)
	1.000
	
	
	

	6. Length of policy 
	-.023
(.766)
	.209** (.006)
	.076
(.323)
	-.002
(.982)
	-.105
(.171)

	1.000
	
	

	7. Concern about the privacy of personal information 

	.078
(.309)
	.206** (.007)
	.129
(.093)
	.012
(.877)
	-.173*
(.024)
	.105
(.172)
	1.000
	

	8. Influence of attitude towards data privacy policy on user behaviour
	-.067
(.382)
	.158*
(.039)
	.215**
(.005)
	-.054
(.479)
	-.187*
(.014)
	.093
(.224)
	.520**
(.000)
	1.000


** Correlation is significant at the 0.01 level (2-tailed).					
* Correlation is significant at the 0.05 level (2-tailed).
(Value) = significant value or p-value									
3.3.3 Results on the Multiple Linear Regression analysis
The model summary (Table 6) gave a correlation coefficient(R) of 0.362, which suggests a moderate positive linear relationship between the independent variables and the user behaviour. The Adjusted R Square value is 0.105, which means that about 10.5% of the variance in the user behaviour is explained by the independent variables. This percentage is small, and therefore, additional factors could potentially increase the explanatory power.
Table 6. Model summary results
	Model
	R
	R Square
	Adjusted R Square
	Std. Error of the Estimate

	1
	.362
	.131
	.105
	.80675


a Predictors: (Constant), Gender, Level, Educational Background, Age, Formal training or education on data privacy				
Table 7 indicates that the regression model predicts user behaviour significantly well. P-value/Significant value = .00, which is less than .05, and indicates that, overall, the regression model statistically significantly predicts user behaviour.
Table 7. Results on ANOVA				
	Model
	
	Sum of Squares
	Df
	Mean Square
	F
	Sig.

	1
	Regression
	16.342
	5
	3.268
	5.022
	.000b

	
	Residual
	108.041
	166
	.651
	
	

	
	Total
	124.382
	171
	
	
	


a Dependent Variable: User Behaviour						
b Predictors: (Constant), Gender, Level, Educational Background, Age, Formal training or education on data privacy						
The study looked at how user behaviour toward data privacy policies is influenced by a variety of criteria, including gender, age, academic level, educational background, and formal training on data privacy. Although these characteristics are crucial, other factors that were not included in the study might also be significant, as the model indicates a moderate relationship between these factors and user behaviour. About 10.5% of the variations in user behaviour can be explained by the model, suggesting that there are additional important contributing factors. Data privacy policies are more likely to be used by older people. This finding is statistically significant. People who were formally trained in data privacy were surprisingly less inclined to interact with privacy policies. This could indicate that trained people do not thoroughly examine the policies because they believe they already understand privacy issues. Although they may have a role, gender and educational background did not reveal a substantial enough correlation with user behaviour to be deemed conclusive. The effect of academic level was negative but not statistically significant, indicating that students at higher academic levels are less likely to interact with privacy regulations. These results demonstrate that although demographic variables such as age and education have an impact on behaviour, they fall short of providing a complete explanation for why people interact with privacy laws. Table 8 shows the coefficients, which provide the necessary information to predict user behaviour from gender, level, educational background, age, and formal training or education on data privacy. The unstandardized coefficients of gender, age, and educational background indicate a positive relationship, which means that as they increase, the user behaviour will also increase. Thus, individuals are more likely to interact with data privacy policies as they get older. There is also a correlation between higher education and increased participation. There is also a positive correlation between gender (male or female), albeit a weak one. The relationships between age, formal training or education, and user behaviour are statistically significant and contribute meaningfully to the model. The 95% Confidence level for age (0.072 – 0.400) suggests that there is 95% confidence that the true effect of age on user behaviour lies within this range, and it is a significant predictor of user behaviour.
Table 8. Results on Coefficients									
	Model
	
	Unstandardized Coefficients
	Standardized Coefficients
	T
	Sig.
	95.0% Confidence Interval for B

	
	
	B
	Std. Error
	Beta
	
	
	Lower Bound
	Upper Bound

	1
	(Constant)
	3.380
	.459
	
	7.367
	.000
	2.474
	4.286

	
	Gender
	.193
	.138
	.107
	1.401
	.163
	-.079
	.466

	
	Age
	.236
	.083
	.227
	2.842*
	.005*
	.072*
	.400*

	
	Educational background
	.221
	.113
	.149
	1.962
	.051
	-.001
	.443

	
	Level
	-.055
	.061
	-.067
	-.908*
	.365
	-.175
	.065

	
	Formal training or education 
	-.337
	.127
	-.195
	-2.656
	.009*
	-.587
	-.086


a Dependent Variable: User_Behaviour							
(*) = statistically significant association	
		
4. DISCUSSION
4.1 The awareness and understanding of data privacy policies by users
The assessment of user awareness and understanding of data privacy policies yielded significant insights. The results, based on a five-item Likert scale, indicated a moderate level of awareness among students, with mean scores ranging from 3.58 to 4.27 and an overall mean of 3.87 (SD=1.026). Most of the students acknowledged that the primary purpose of data privacy policies is to protect user information. This aligns with studies showing that users are aware of privacy policies but struggle with understanding them due to their complexity and length (Meier et al., 2020). Another study by McDonald & Cranor (2008) found that the average internet user would need to spend approximately 400 hours annually to read all privacy policies they encounter, which is impractical and leads to superficial reading or skipping altogether. The findings are consistent with global trends but emphasize any unique aspects of Ghanaian students' engagement with privacy policies. The results suggest that students recognize the purpose of privacy policies but may lack a deeper understanding of their implications. Similarly, studies emphasize the importance of concise and clear privacy policies to enhance user understanding and trust (Christin et al., 2013; Gerber et al., 2018). Other studies have shown that while general awareness about data privacy exists, there is often a gap in deeper understanding and practical knowledge about how to protect personal data effectively. For instance, a study by Prince et al. (2024) on general data protection regulation (GDPR) awareness highlights that users often lack comprehensive knowledge of their data rights and the specific measures they can take to protect their data beyond basic notice and choice systems. Compared to Prince et al. (2024) on GDPR, which shows that users often lack comprehensive knowledge of their data rights beyond basic notice and choice systems. The Chi-square analyses indicated no significant association between user awareness and demographic variables. This suggests that awareness levels are relatively uniform across different demographic groups, reinforcing findings from other research that indicate privacy concerns and awareness are widespread regardless of age, gender, or socioeconomic status (Prince et al., 2024). The implications of these findings are clear; enhancing user education about data privacy is crucial. Programs aimed at increasing privacy literacy can bridge the gap between basic awareness and practical understanding. Organizations should consider implementing comprehensive privacy education initiatives, which can include workshops, informational campaigns, and interactive tools designed to demystify complex privacy policies. Furthermore, simplifying privacy policies to make them more accessible and understandable is essential. Research indicates that many users find privacy policies overly complex and difficult to comprehend, which can hinder their ability to make informed decisions (McDonald & Cranor, 2008). By making these documents clearer and more user-friendly, organizations can foster greater trust and compliance among their users.
4.2 The factors that influence user behaviour
The assessment of the factors that influence user behaviour of data privacy policies yielded significant insights. The mean range of user behaviour construct (3.68 to 4.52) and a total mean of 4.05 (SD=1.167) suggest a strong level of user engagement with data privacy policies. This aligns with findings by Barth & De Jong (2017), who noted that users are generally aware of privacy issues but often feel overwhelmed by the complexity and length of privacy policies, leading to a paradox where users value privacy but engage superficially with privacy policies. The results indicate that the length of the privacy policy significantly influences the decision to read or ignore it. This finding is supported by literature such as Milne et al. (2006), which highlights that lengthy and complex privacy policies are a major deterrent to users, often leading to lower engagement and understanding. Simplifying these documents could enhance user comprehension and trust. The significant positive correlation (rs=0.520; p ≤ 0.01) between concern about the privacy of personal information and the influence of attitude towards privacy policy on user behaviour underscores the importance of personal privacy concerns in shaping user behaviour. Research by Xu et al. (2011) supports this, showing that users with higher privacy concerns are more likely to engage with and be influenced by privacy policies.
The regression model’s correlation coefficient (R) of 0.362 suggests a moderate positive relationship between gender, level, educational background, age, formal training, and education on data privacy and user behaviour. The Adjusted R Square value of 0.105 indicates that 10.5% of the variance in user behaviour is explained by the independent variables, indicating other behavioural factors were excluded in the model. Including trust, control, risk, and culture of information dissemination may improve model efficiency in predicting user behaviour in the future. While this is relatively low, it highlights the complexity of user behaviour regarding data privacy, as noted by Belanger & Crossler (2011), who emphasize the multifaceted nature of privacy concerns and behaviours. The t-values (2.842) and p-value (.005) indicate that age is a significant predictor of user behaviour. Younger users tend to be more aware and cautious about privacy issues, as supported by studies like those of Madden et al. (2017), which found that younger individuals are more likely to engage with privacy settings and policies due to their familiarity with digital environments. The negative relationship (t-value=-0.908, p=.009) suggests that formal training or education on data privacy decreases user engagement with privacy policies. This counterintuitive result might be explained by the possibility that users with formal training feel overconfident in their understanding of privacy issues and therefore do not engage as deeply with privacy policies. This finding is intriguing and warrants further exploration, as noted by Acquisti et al. (2015), who discuss the complexity of privacy-related decision-making.
The significant predictors identified in the study, age and formal training, provide critical insights for policymakers and organizations. Efforts to enhance user engagement with privacy policies could benefit from targeted strategies that consider these demographic factors. For instance, simplifying privacy policies and providing context-specific training could mitigate the negative impact of formal training on policy engagement. Future research should explore additional factors that could explain user behaviour variance, such as cultural differences, perceived risks, and trust in organizations. Studies by Beldad et al. (2010) and Pavlou (2011) suggest that trust and risk perceptions are crucial in understanding privacy-related behaviours and could significantly enhance the explanatory power of your model. 
The study’s cross-sectional nature limits its ability to measure changes in user behaviour over time. Also, the data used in this study were gathered through self-reporting, which can introduce bias. The sampled population may not be representative or diverse enough to enhance the generalizability of the findings of this study. Despite these few limitations, this study provides empirical evidence and a foundation upon which future studies could be done. According to several studies, digital literacy, information availability, and socioeconomic status can all have a substantial impact on privacy awareness and behaviour (Hargittai, 2010; Blank et al., 2014). Therefore, conclusions drawn from this cohort might not apply to other populations, such as senior citizens, people living in remote areas, or people who have less exposure to technology. For instance, less tech-literate people might not be aware of or comprehend privacy policies, whereas tech-savvy students could be more inclined to interact with them or take precautions to safeguard their data (Bartsch & Dienlin, 2016). Furthermore, another study demonstrated the impact of demographic variables like age, income, and education on privacy and data-sharing practices (Miltgen & Peyrat-Guillard, 2014). As a result, even while this study offers insightful information about the behaviour of a particular demographic, it's possible that a more diverse community, with varying degrees of awareness, comprehension, and concern over data privacy, will not benefit from the findings.
4.3 Implications and Limitations
The study’s findings suggest that there is room to enhance user understanding and attitudes toward privacy policies, particularly through accessible communication formats and targeted education. Institutions such as universities and government bodies responsible for data protection, like the Ghana Data Protection Commission, should be responsible for organizing awareness campaigns. These should focus on institutional policies such as university LMS platforms, national data protection laws, and policies of digital vendors widely used by students (e.g., Google, Meta, Zoom). Efforts to improve accessibility of privacy information should focus on commonly used digital platforms, including learning management systems, university websites, mobile apps, and third-party service platforms integrated into educational systems. Accessibility should not be interpreted as mere availability but as ease of comprehension and visibility, placing simplified policy summaries, visuals, or consent notices prominently on these platforms. While a stratified sampling technique was used, the limited scope of the sample, 172 computer science and IT students from a single university, raises valid concerns about generalizability. Stratified random sampling does not guarantee representativeness if the overall sampling frame is narrow. The results of this research have policy implications in Ghana. The awareness level and comprehension of privacy policies call for strengthening digital privacy education by integrating it into the curriculum and through several campaigns. Also, the privacy policy should be written in clear and simple language, ensuring readers easily understand its content. There should be clear and easily accessible privacy information to users from digital service providers.

5. Conclusion
This study assessed awareness and factors influencing student responses to data privacy policies at Garden City University College. Students demonstrated a moderate level of awareness, primarily agreeing that privacy policies serve to protect user data. They also acknowledged that policy length, privacy concerns, and attitudes can influence behaviour, though actual behavioural engagement was not measured. Regression analysis identified age and formal training as significant predictors of agreement with behavioural influences, although the variance explained was modest. These findings suggest that improving clarity and accessibility of privacy policies through plain language, summaries, and educational interventions can foster better user understanding and potentially support informed behavioural choices. The study recommends that educational institutions and data protection authorities lead awareness campaigns targeting institutional, national, and third-party privacy policies. Privacy information should be made more accessible by incorporating simplified summaries and visuals into digital platforms such as LMS, websites, and mobile apps. Future studies should employ broader and more diverse samples, including longitudinal tracking of changes in user awareness and behaviour. Despite its limitations, this study provides a valuable foundation for understanding digital privacy attitudes among university students in Ghana and highlights key areas for policy and educational intervention.




DISCLAIMER (ARTIFICIAL INTELLIGENCE)
Authors hereby declare that NO generative AI technologies such as Large Language Models (ChatGPT, COPILOT, etc.) and text-to-image generators have been used during the writing or editing of this manuscript. 

Ethical Approval AND Consent 
The study received approval from the research committee at the Garden City University College, Ghana (dos/vol.5/04) under the Ohio University’s CITI program on human research with record ID: 56802955. Consent forms were endorsed by students who participated in the study. The authors attest that all data collected during the study are as presented in this manuscript and that no data from the study have been or will be published separately elsewhere.





















References
Acquisti, A., Brandimarte, L., & Loewenstein, G. (2015). Privacy and human behaviour in the age of information. Science, 347(6221), 509–514. https://doi.org/10.1126/science.aaa1465

Alhassan, G. (2020). E-governance for sustainable development in Ghana: Issues and prospects [Master's thesis, The American University in Cairo]. AUC Knowledge Fountain.

Babikian, J. (2023). Securing rights: Legal frameworks for privacy and data protection in the digital era. Law Research Journal, 1(2), 91–101.

Barth, S., & De Jong, M. D. (2017). The privacy paradox–Investigating discrepancies between expressed privacy concerns and actual online behaviour–A systematic literature review. Telematics and Informatics, 34(7), 1038–1058. https://doi.org/10.1016/j.tele.2017.04.013

Bartsch, M., & Dienlin, T. (2016). Control your Facebook: An analysis of online privacy literacy. Computers in Human Behaviour, 56, 147–154.

Baruh, L., Secinti, E., & Cemalcilar, Z. (2017). Online privacy concerns and privacy management: A meta-analytical review. Journal of Communication, 67(1), 26–53. https://doi.org/10.1111/jcom.12276

Bélanger, F., & Crossler, R. E. (2011). Privacy in the digital age: A review of information privacy research in information systems. MIS Quarterly, 35(4), 1017–1041. https://doi.org/10.2307/41409971

Beldad, A., De Jong, M., & Steehouder, M. (2010). How shall I trust the faceless and the intangible? A literature review on the antecedents of online trust. Computers in Human Behaviour, 26(5), 857–869. https://doi.org/10.1016/j.chb.2010.03.013

Blank, G., Bolsover, G., & Dubois, E. (2014). A new privacy paradox: Young people and privacy on social network sites. In Prepared for the Annual Meeting of the American Sociological Association (17).

Böhme, R., & Köpsell, S. (2010). Trained to accept? A field experiment on consent dialogs. In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems (pp. 2403–2406). Association for Computing Machinery. https://doi.org/10.1145/1753326.1753689

Brunotte, W., Chazette, L., Kohler, L., Klunder, J., & Schneider, K. (2022). What about my privacy? Helping users understand online privacy policies. In Proceedings of the International Conference on Software and System Processes and International Conference on Global Software Engineering (pp. 56–65). https://doi.org/10.1145/3529320.3529327

Bryman, A. (2016). Social research methods (5th ed.). Oxford University Press.

Christin, N., Egelman, S., Vidas, T., & Grossklags, J. (2012). It’s all about the Benjamins: An empirical study on incentivizing users to ignore security advice. In Financial Cryptography and Data Security (pp. 16–30). Springer. https://doi.org/10.1007/978-3-642-27576-0_2

Cottrill, C., & Thakuriah, P. (2011). Protecting location privacy: Policy evaluation. Transportation Research Record, 2215(1), 67–74. https://doi.org/10.3141/2215-07

Creswell, J. W., & Creswell, J. D. (2017). Research design: Qualitative, quantitative, and mixed methods approaches. Sage Publications.

Culnan, M. J., & Bies, R. J. (2003). Consumer privacy: Balancing economic and justice considerations. Journal of Social Issues, 59(2), 323–342.

Daigle, B. (2021). Data protection laws in Africa: A pan-African survey and noted trends. Journal of International Economics, 1.

Data Protection Act, 2012 (Act 843). Republic of Ghana. http://www.dataprotection.org.gh

Díaz, A., Guerra, L., & Díaz, E. (2022). Digital transformation impact on security and privacy. In Developments and Advances in Defense and Security (pp. 61–70). Springer. https://doi.org/10.1007/978-981-16-4884-7_6

Gerber, N., Gerber, P., & Volkamer, M. (2018). Explaining the privacy paradox: A systematic review of the literature investigating privacy attitude and behaviour. Computers & Security, 77, 226–261. https://doi.org/10.1016/j.cose.2018.04.002

Gerber, N., Gerber, P., Drews, H., Kirchner, E., Schlegel, N., Schmidt, T., & Scholz, L. (2018). FoxIT: Enhancing mobile users' privacy behaviour by increasing knowledge and awareness. In Proceedings of the 7th Workshop on Socio-Technical Aspects in Security and Trust (pp. 53–63). https://doi.org/10.1145/3167996.3167999

Ghana Statistical Service. (2021). Population and Housing Census Report. Ghana.

Hargittai, E. (2010). Digital natives? Variation in internet skills and uses among members of the net generation. Sociological Inquiry, 80(1), 92–113.

Işıkay, T. (2021). Marketing ethics: Digital transformation and privacy ethics. In Multidisciplinary Approaches to Ethics in the Digital Era (pp. 129–146). IGI Global. https://doi.org/10.4018/978-1-7998-4117-3.ch009

Jai, T. C., & King, N. J. (2016). Privacy versus reward: Do loyalty programs increase consumers' willingness to share personal information with third-party advertisers and data brokers? Journal of Retailing and Consumer Services, 28, 296–303. https://doi.org/10.1016/j.jretconser.2015.01.005

Madden, M., Lenhart, A., Cortesi, S., Gasser, U., Duggan, M., Smith, A., & Beaton, M. (2013). Teens, social media, and privacy. Pew Research Center, 21(1055), 2–86.

McDonald, A. M., and Cranor, L. F. (2008). The cost of reading privacy policies. I/S: A’, Journal of Law and Policy for the Information Society, 4(3), pp. 543-568. 

Meier, Y., Schäwel, J. und Krämer, N. C. (2020). The shorter the better? Effects of privacy policy length on online privacy decision-making, Media and Communication, 8(2), pp. 291-301. https://doi.org/10.17645/mac.v8i2.2846

Milne, G.R., Culnan, M.J. and Greene, H. (2006) ‘A longitudinal assessment of online privacy notice readability’, Journal of Public Policy and Marketing, 25(2), pp.238-249. DOI: 10.1509/jppm 25.2.238

Milne, G. R., Rohm, A. J., and Bahl, S. (2004) ‘Consumers' Protection of Online Privacy and Identity’, Journal of Consumer Affairs, 38(2), pp. 217–232. https://doi.org/10.1111/j.1745-6606.2004.tb00865.x

Miltgen, C.L. and Peyrat-Guillard, D. (2014) ‘Cultural and generational influences on privacy concerns: a qualitative study in seven European countries’, European Journal of Information Systems, 23(2), pp.103-125.
[bookmark: _Hlk212546612]
Osei, F. (2023). Teachers’ Standpoint in Managing Noise Pollution in Basic Schools. Asian Journal of Advanced Research and Reports, 17(9), 135-142.

Osei, F. A., Sulemana, A., Sackey, A., & Effah, E. A. (2024). Knowledge, attitude, and practice regarding basic school noise exposure and hearing loss among teachers: A cross-sectional study. AAPPS Bulletin.

Patton, M.Q. (2014). Qualitative research and evaluation methods: Integrating theory and practice, Sage publications.

Pavlou, P.A. (2011) ‘State of the information privacy literature: Where are we now and where should we go?’ MIS Quarterly, pp.977-988. https://doi.org/10.2307/41409969

Pötzsch, S. (2009) ‘Privacy awareness: A means to solve the privacy paradox?’ In The Future of Identity in the Information Society: 4th IFIP WG 9.2, 9.6/11.6, 11.7/FIDIS International Summer School, Brno, Czech Republic, Revised Selected Papers 4, (pp. 226-236), Springer Berlin Heidelberg. DOI:10.1007/978-3-642-03315-5_17

Pousttchi, K., Gleiss, A., Buzzi, B. and Kohlhagen, M. (2019) ‘Technology impact types for digital transformation’, In 2019 IEEE 21st Conference on Business Informatics (CBI), (1, pp. 487-494). IEEE.  DOI: 10.1109/CBI.2019.00063

Prince, C., Omrani, N. and Schiavone, F. (2024) ‘Online privacy literacy and users' information privacy empowerment: the case of GDPR in Europe’, Information Technology and People, 37(8), pp.1-24. https://doi.org/10.1108/ITP-05-2023-0467
Quarshie, H.O. and Ami-Narh, J. (2012) ‘The growth and usage of Internet in Ghana’, Journal of Emerging trends in computing and information sciences, 3(9), pp. 1-3.

Rainie, L., Kiesler, S., and Madden, M. (2014). Anonymity, Privacy, and Security Online. Pew Research Center Internet and Technology. http://pewinternet.org/Reports/2013/Anonymity-online.aspx

Romansky, R.P. and Noninska, I.S. (2020) ‘Challenges of the digital age for privacy and personal data protection’, Mathematical Biosciences and Engineering, 17(5), pp.5288-5303. doi: 10.3934/mbe.2020286

Singh, A.S. and Masuku, M.B. (2014) ‘Sampling techniques and determination of sample size in applied statistics research: An overview’, International Journal of Economics, Commerce and Management, 2(11), pp.1-22.

Tchao, E. T., Diawuo, K., Aggor, C., and Kotey, S. (2017) ‘Ghanaian Consumers' Online Privacy Concerns: Causes and their Effects on E-Commerce Adoption’, International Journal of Advanced Computer Science and Applications, p. 8. DOI: 10.14569/IJACSA.2017.081120

Toby M., Andrew P., Ben W., Dixie H., and Natalia T. (2012). Global Survey on Internet Privacy and Freedom of Expression, UNESCO Series on Internet Freedom.

Ullah, S., Khan, M.S., Lee, C. and Hanif, M. (2022) ‘Understanding users’ behaviour towards applications privacy policies’, Electronics, 11(2), p.246. DOI: 10.3390/electronics11020246

Wright, K.B. (2005) ‘Researching Internet-based populations: Advantages and disadvantages of online survey research, online questionnaire authoring software packages, and web survey services’, Journal of computer-mediated communication, 10(3), p. 1034. DOI: 10.1111/j.1083-6101.2005.tb00259.x

Xu, H., Dinev, T., Smith, J. and Hart, P. (2011) ‘Information privacy concerns: Linking individual perceptions with institutional privacy assurances’, Journal of the Association for Information Systems, 12(12), p.1. DOI: 10.17705/1jais.00281

Youn, S. (2009) ‘Determinants of online privacy concern and its influence on privacy protection behaviours among young adolescents’, Journal of Consumer Affairs, 43(3), pp.389-418.  https://doi.org/10.1111/j.1745-6606.2009.01146.x





