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Purpose – This paper empirically investigates the effect of technology readiness, specifically technological optimism, technological innovativeness, technological discomfort, and technological insecurity on fraud detection and prevention (FDP) among registered commercial banks in Kenya.
Design/methodology/approach – The study adopted both the explanatory and cross‑sectional research design. Data was collected using a sample of 400 structured questionnaires that were administered to staff across various departments of the selected banks. The hypotheses were tested using the results of multiple regression analysis.
Research findings –the regression results demonstrated that technological innovativeness and technological optimism positive and statistically significant effect on FDP. In contrast, technological discomfort and technological insecurity had a significant and negative effect on FDP. These results confirmed that readiness enablers (optimism, innovativeness) improve fraud‑management outcomes, whereas readiness inhibitors (discomfort, insecurity) erode its.
Practical implications – The study contributes to the fraud‑risk and digital‑operations literature in emerging banking markets and offers actionable guidance for bank executives, risk managers, and regulators. Managers should institutionalize innovative practices and cultivate optimism through clear performance narratives, feedback loops, and transparent model‑risk governance. Concurrently, banks should mitigate discomfort and insecurity via user‑centric design, role‑specific training and certifications, embedded decision support, and peer‑champion programs. Supervisory bodies and industry associations may leverage these insights to craft capability‑building initiatives and incentives that align human readiness with technology investments, thereby strengthening sector‑wide fraud detection and prevention.
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1. Introduction
At the global level, financial institutions continue to struggle to detect and prevent fraud at the pace and sophistication with which it evolves, despite unprecedented investments in digital risk controls and analytics. The Association of Certified Fraud Examiners’ (ACFE) 2024 Report to the Nations estimates that organizations lose about 5% of revenue to occupational fraud annually and documents billions of dollars in total losses across 1,900+ cases from 138 countries, underscoring the persistent detection gap (ACFE, 2024a, 2024b). In payments, worldwide card fraud losses reached about US$33.8 billion in 2023, with losses outpacing transaction growth in several markets (Nilson Report, 2025a, 2025b). UK Finance’s Annual Fraud Report 2024 similarly records £1.17 billion stolen via authorized and unauthorized fraud in 2023, with a record 3.31 million incidents subsequently reported for 2024—evidence that case volume is rising even when headline losses plateau (UK Finance, 2024; Reuters, 2025). At the system level, the UNODC still places global money‑laundering at 2–5% of world GDP (roughly US$800 billion–US$2 trillion), reminding us that detection, interdiction and prosecution capture only a fraction of illicit flows (UNODC, n.d.). 
Recent INTERPOL analysis emphasizes how AI, large language models, phishing-/ransomware-as-a-service, and crypto rails are powering scalable, low-cost fraud campaigns, making prevention and detection harder for banks constrained by compliance and privacy obligations (INTERPOL, 2024a, 2024b). Within institutions, traditional rule‑based AML/fraud controls generate high false positives (often >70% and reported up to ~95% in some AML workflows), consuming investigators’ time and masking true risk (Raslan, 2023; Retail Banker International, 2025). While advanced analytics and agentic AI promise material productivity and detection gains—some analyses suggest order‑of‑magnitude improvements in KYC/AML case handling—effective deployment hinges on human factors in adoption (McKinsey, 2022; 2025a, 2025b; eMarketer, 2025). This is precisely where Technology Readiness (TR) becomes salient. 
The Technology Readiness Index (TRI) conceptualizes individuals’ propensity to embrace technologies as a balance between enablers—optimism and innovativeness—and inhibitors—discomfort and insecurity (Parasuraman, 2000; Parasuraman & Colby, 2015). Meta‑analytic evidence across sectors confirms TRI’s robust association with technology usage and performance (Blut & Wang, 2020). Studies integrating TRI with acceptance models (e.g., TAM/TRAM) show that employees’ optimism and innovativeness raise perceived usefulness and ease‑of‑use of new tools, while discomfort and insecurity depress adoption and skilled use—precisely the capabilities needed to operate modern fraud‑detection platforms effectively (Godoe & Johansen, 2012; Lin & Hsieh, 2006; Liljander et al., 2006; Walczuch et al., 2007). Thus, globally, there is a detection problem magnified by adversaries’ technological advantages and by variability in workforce technology readiness—a behavioral determinant of whether banks’ detection/prevention systems are actually used to their potential (Parasuraman, 2000; Parasuraman & Colby, 2015; Blut & Wang, 2020). 
Regionally, in Sub‑Saharan Africa, the rapid digitization of payments and banking (mobile money, real‑time rails, card‑not‑present e‑commerce) has delivered financial inclusion while expanding the attack surface. The GSMA documents evolving mobile money fraud typologies—from SIM‑swap and social engineering to synthetic identities—requiring staff proficiency with new detection tooling and customer‑education workflows (GSMA, 2024a, 2025). In South Africa, SABRIC reports R452.3 million in domestic card fraud losses in 2023 (+9.1% YoY), situated within a broader R3.3 billion rise in financial crime that includes digital channels (SABRIC, 2024; banking.org.za, 2024). In Nigeria, the NIBSS 2023 Annual Fraud Landscape recorded a 23% increase in actual loss despite a 6% fall in fraud counts, and subsequent 2024 reporting indicates ₦52.26 billion in losses (~US$56m), up sharply from ₦17.67 billion in 2023, consistent with a trend towards fewer cases but higher value per incident (NIBSS, 2024; Nairametrics, 2025; New Telegraph, 2025). 
These patterns—greater digitization, scaling case counts, rising value-at-risk—require not only better models but frontline readiness to adopt and continuously improve tools (triage, model feedback, anomaly review, and customer outreach). Systematic reviews of mobile fintech adoption in the region emphasize how human beliefs, skills, and perceived control shape the use of security‑sensitive features (e.g., MFA, biometric KYC, risk prompts) (Kazeem & co‑authors, 2024). Here, TRI’s enablers (optimism/innovativeness) can accelerate the uptake of advanced analytics, rule‑learning and case‑management platforms; conversely, TRI’s inhibitors (discomfort/insecurity) can produce workarounds, tool avoidance, poor alert investigation, and weak model supervision, undermining fraud programs (Parasuraman, 2000; Parasuraman & Colby, 2015; Blut & Wang, 2020; Lin & Hsieh, 2006; Walczuch et al., 2007). In short, across Africa’s fast‑digitizing markets, technological readiness of bank staff is an under‑examined lever for improving detection and prevention outcomes, complementing investments in AI/ML and data pipelines. 
Locally in Kenya, the Central Bank of Kenya’s Financial Sector Stability Report (FSSR) 2024 highlights elevated operational risks amid rapid digitization; incidences of fraud, cyber‑attacks, and data‑privacy concerns increased in 2024, prompting tighter remedial controls (CBK, 2025a, pp. 58–61). The underlying threat environment has surged: cyber threats rose from ~805 million in 2022/23 to 3.52 billion in 2023/24 and to 7.96 billion in 2024/25, reflecting massive growth in malware, botnets/DDoS, and system vulnerabilities observed by KE‑CIRT/CC (CBK, 2025a, p. 89; CA, 2024; KE‑CIRT/CC, 2025). Within the banking sector, fraud activity spiked: reported cases grew from 173 (2023) to 353 (2024); exposure rose from KSh 680.9 million to KSh 1.963 billion; and actual losses climbed from KSh 412.5 million to KSh 1.594 billion—with mobile banking, online banking, identity theft and card fraud driving the bulk of losses (CBK, 2025a, p. 90). Complementary market intelligence shows widespread targeting of Kenyan consumers and firms across digital channels (TransUnion Africa, 2024a, 2024b), and the KBA State of the Banking Industry Report 2024 stresses the sector’s resilience but flags operational and cyber risks that demand capability upgrades (KBA, 2024). These statistics document a detection and prevention problem: as volumes and complexity rise, losses have grown faster than case‑handling capacity, revealing gaps in adoption and effective use of the sophisticated tooling that Kenyan banks are deploying (e.g., model tuning, identity proofing, anomaly triage, and cross‑channel linkage analysis). Against this backdrop, technology readiness provides a critical behavioral lens to explain intra‑bank variance in outcomes: (i) Technological optimism—the belief that technology increases control and efficiency—tends to raise confidence and persistence with complex fraud platforms (Parasuraman, 2000; Parasuraman & Colby, 2015); (ii) Technological innovativeness is associated with earlier and deeper feature adoption, experimentation and feedback loops that improve model performance in local contexts (Blut & Wang, 2020; Godoe & Johansen, 2012); while (iii) Technological discomfort (feeling overwhelmed by technology) and (iv) technological insecurity (fears about system reliability or personal risk) correlate with avoidance, minimal compliance, and error‑prone investigation, outcomes documented across service and financial settings and detrimental to fraud detection efficacy (Lin & Hsieh, 2006; Liljander et al., 2006; Walczuch et al., 2007). As Kenyan regulators harden sectoral defenses—e.g., enhanced cyber guidance, KE‑CIRT/CC monitoring, and sector‑wide initiatives—banks’ frontline TRI profiles may determine whether AI‑enabled fraud systems reduce false positives and lift true positive detection, or merely add cost and complexity. Empirically quantifying TRI’s four dimensions among registered commercial banks in Kenya, and testing their association with measurable fraud detection and prevention outcomes (e.g., alert‑to‑SAR conversion, loss per case, time‑to‑decision), directly addresses the documented local problem and offers policy‑relevant insights for targeted capability building.  The rest of the paper is organized as follows. The next section presents the institutional setting of the Kenya’s banking sector. Section 3 discusses the literature review and hypotheses development. Section 4 presents the methodology. Section 5 presents the findings, while section 6 concludes.

2. Institutional set up
The Central Bank of Kenya is the primary regulator and supervisor of banks in Kenya, responsible for promoting financial stability and depositor protection. During the year ended June 30, 2024, the Kenyan banking industry comprised 38 commercial banks, 1 mortgage finance company, 1 mortgage refinance company, 14 microfinance banks, 10 representative offices of foreign banks, 77 foreign exchange bureaus, 26 money remittance providers, 3 credit reference bureaus and 58 digital credit providers (CBK, 2024).
The CBK Act, Companies Act, the Banking Act and other regulatory measures by CBK govern the banking sector in Kenya. According to Meshack, Kerongo and Nyamute (2017), the banking industry was deregulated and foreign currency regulations were liberalized in 1995. In addition to promoting the soundness, liquidity, and effectiveness of the financial system, the CBK develops and implements monetary policy (Otuori, 2013). According to Macharia (2013), the CBK publishes data on inflation, monetary policy indicators, commercial banks indicators, interest rates and economic indicators. These commercial banks operate both domestically and internationally, with their head offices in Nairobi. The majority are classified as small to medium-sized privately held institutions. However, major banks that control a significant percentage of the industry—many of which are foreign-owned while some are partially domestically owned—dominate the market.
The Central Bank of Kenya (CBK) is actively involved in anti-money laundering (AML) efforts, particularly within the banking sector. The CBK supervises and enforces the Proceeds of Crime and Anti-Money Laundering Act, 2009, and related regulations for financial institutions, including commercial banks. This involves ensuring banks and other institutions identify, assess, monitor, and mitigate risks associated with money laundering and terrorist financing. The CBK also conducts surveys and assessments to gauge the effectiveness of AML/CFT/CPF measures and identify areas for improvement.
According to CBK, the majority of reported integrity breaches were related to internal fraud, forgery, cybercrime, theft of cash, concealment of cash shortages, disclosure of confidential information, breaches of internal policies and procedures, staff colluding with external parties, and soliciting funds from customers, among others.
The Banking Sector has adopted and implemented Artificial Intelligence (AI) and Machine Learning (ML) in their operations through Big Data. AI/ML is used to improve operational efficiencies, predict customer behavior, and manage risks more effectively. The Central Bank of Kenya (CBK) has reviewed usage of AI and ML in the sector.
Several institutions have deployed ML-powered solutions to detect cases of potential insider threats as well as external cybersecurity threats. Insider threats are monitored by collecting and analyzing data on network use patterns, work hours, and approved devices on the network. External threats are monitored by identifying outliers or unusual activities in customers' transaction patterns. Moreover, cybersecurity tools such as Security Incident and Event Management (SIEM) are ML-enabled to automatically detect and respond to threats by quarantining suspicious processes, applications, and devices on the network, thus limiting the attack surface in case of a security incident.
CBK's prudential guidelines address various aspects of corporate governance. First, the guidelines provide for the structure of the Board of Directors. The guidelines specify the composition, roles, and responsibilities of the board of directors. Second, they outline risk management strategies. Banks are required to have robust risk management frameworks to identify, assess, and mitigate various risks. Third, the guidelines regulate the appointment and oversight of senior management to ensure qualified personnel are in place.
Therefore, the study tries to answer three important questions to achieve the study’s goal: (i) Does technological optimism affect the detection and prevention of fraud among registered commercial banks in Kenya? (ii) Does technological innovativeness affect the detection and prevention of fraud among registered commercial banks in Kenya? (iii) Do technological inhibitors—technological discomfort and technological insecurity—affect the detection and prevention of fraud among registered commercial banks in Kenya? The paper is organized as follows: The following section presents the literature  review  and hypotheses development. Section 3 presents the research methodology. Section 4 presents and discusses the empirical results. Section 5 concludes the paper with policy recommendations for bank management and regulators and suggestions for future studies.
3. Literature review and hypotheses development
Viewed through the lens of Protection Motivation Theory (PMT), technological readiness and shapes banks’ managements perception of threat and coping appraisals, thereby motivating protective behavior that deters fraud (Rogers, 1975, 1983). Governance mandates (e.g., policies, oversight) heighten perceived severity and vulnerability, while robust readiness—analytics, multi-factor authentication, real-time monitoring—raises response efficacy and self-efficacy and lowers response costs, increasing compliance with secure practices and incident reporting (Johnston & Warkentin, 2010; Ifinedo, 2012). In Kenya’s commercial banks, investments in cyber controls, staff training, and secure digital channels thus operate as PMT-aligned levers that convert risk awareness into preventive action and early detection.
The Agency Theory perspective explains fraud as a principal–agent problem exacerbated by information asymmetry and misaligned incentives; governance mechanisms—independent boards, effective audit committees, performance-sensitive monitoring, and transparent disclosures—mitigate moral hazard by tightening oversight and aligning interests (Jensen & Meckling, 1976; Eisenhardt, 1989; Basel Committee on Banking Supervision, 2015). Technological readiness complements these levers through continuous auditing, segregation-of-duties controls, and anomaly detection that reduce monitoring costs and narrow discretion for opportunistic behavior (Vasarhelyi, Kogan, & Tuttle, 2015; COSO, 2013). Framed by the Fraud Triangle, governance and technology specifically target opportunity (strong internal controls, surveillance), temper pressure (ethical culture, whistleblowing channels), and weaken rationalization (codes of conduct, enforcement), thereby shrinking the conditions under which internal and external actors perpetrate fraud (Cressey, 1953; Wells, 2011; Association of Certified Fraud Examiners [ACFE], 2022). Taken together, PMT clarifies why staff adopt protective behaviors; Agency Theory specifies how governance and monitoring align incentives; and the Fraud Triangle identifies where controls must bite. Hence, the combined theoretical scaffolding robustly anchors inquiry into the effect of technological readiness on fraud detection and prevention among registered commercial banks in Kenya, linking human motivation, incentive alignment, and situational opportunity into a coherent explanatory model (Rogers, 1983; Jensen & Meckling, 1976; Cressey, 1953).
Susanto, Pramono, Akbar, and Suwarno (2023) investigated the influence of auditors' optimistic and innovative attitudes on their intention to conduct audits using Computer-Assisted Audit Techniques (CAATs). The study adopts a quantitative approach and gathers data from 224 respondents employed in 20 Public Accounting Firms located in Central Java, selected through random sampling techniques. Structural Equation Modeling (SEM) is employed for data analysis. The research findings reveal that auditors' optimistic and innovative attitudes positively and significantly impact their perceived ease of use of CAATs and their perception of improved performance when utilizing CAATs in conducting audits. These positive perceptions subsequently influence the auditors' intention to adopt and incorporate CAATs in their audit practices. 
Othman, Hamzah, and Abu Hassan (2020) investigated the effects of self-service technology (SST) quality attributes, specifically automated teller machines (ATMs), on customer satisfaction. The interaction effects of technological optimism on the abovementioned link are also examined. SST usage is conceptualized as a multidimensional construct that consists of five dimensions (reliability, security, convenience, functionality and responsiveness). The data were collected through a survey of a sample of Malaysian participants who used cash-recycling ATMs. The proposed theoretical model was tested using partial least squares (PLS) structural equation modeling (SEM). The results suggest that reliability, convenience, and functionality are critical factors that affect customer satisfaction in using ATMs. Technological optimism was found to weaken the relationship between reliability and customer satisfaction.
Rachman and Hendayani (2023) sought to explain the relationship between reliability, security, convenience, functionality, responsiveness, and customer satisfaction in Cash Recycling ATM users, including technological optimism as a moderator. This study used quantitative methods with data analysis techniques, using partial least squares (PLS) structural equation modeling (SEM). The number of samples used in this study was 114 Bank BCA customers domiciled in Bandung City who had used BCA Cash Recycling ATMs to conduct banking transactions. The findings of this study show a positive and significant relationship between convenience and customer satisfaction. However, reliability, security, functionality, and responsiveness did not have a significant effect on customer satisfaction. Technological optimism did not have an interaction effect (moderation) on the relationship between the five factors of e-service quality on SST and customer satisfaction. Drawing from the theoretical and empirical review, we propose the following hypothesis:
H1. Technological optimism has a significant effect on the detection and prevention of fraud
Ahmad et al., (2023) sought to ascertain the moderating role that management support has in internal audit effectiveness in Jordan, as well as the impact of system quality and user quality of information technology. There were 172 responders in all, and they were split across Jordanian auditors. In the data analysis process, the quantitative analysis test which consists of the validity test, reliability test, test of conventional assumptions, and hypothesis test—is applied. Information technology systems and user quality are independent variables in this study. The dependent variable in this study is internal audit effectiveness, and the moderating variable is management support. The results of this study show that the effectiveness of internal audits is significantly impacted by the system quality and user quality of information technology. Additionally, with Management support acting as a moderating factor, the link between System quality and Audit effectiveness improves. The findings also indicate that when moderating variables are present, the connection between User quality and Audit effectiveness changes from positive to negative. Future research might look at risk management.
Anh et al., (2024) focused on investigating the impact of technology readiness (TR) on the adoption of artificial intelligence (AD) by accountants and auditors, utilizing intermediary factors, such as perceived usefulness (PU) and perceived ease-of-use (PEOU), within companies in Vietnam. Based on 143 survey responses, the results demonstrate a positive relationship between TR and AI adoption among professionals in the accounting and auditing industry. Additionally, the analysis reveals that the intermediary factors PU and PEOU positively influence AI adoption. TR consistently relates with PU and PEOU in applying artificial intelligence in accounting and auditing. The result of the experiment study is that technology readiness positively impacts the AI adoption of accountants and auditors from companies in Vietnam. Hence, perceived usefulness and ease of use mediate the relationship between technology readiness and the adoption of AI technologies by workers in the accounting and auditing industry. This study contributes not only academically by enriching scientific knowledge on AI adoption but also holds practical significance by suggesting training and development policies from a business perspective in the future.
Lugli and Bertacchini (2023)  analyze the impact of digitalization on audit firms in the Italian context, seeking to understand how this phenomenon has influenced the quality differences already studied in the scientific literature. The research adopted a qualitative approach, using semi-structured interviews. A total of 16 professionals working in the legal audit world were interviewed. The firms involved were PricewaterhouseCoopers, KPMG, Ernst and Young, and Deloitte in the BigN category and BDO Italia Spa, MooreAxis Srl, and Analisi Spa in the non-Big class. The data collected via the interviews underwent thematic analysis. This analysis allowed the identification of three topics, on which the presentation of the results concentrated. The findings of this research reveal that the digitalization of companies has widened the quality gap between Big and non BigN. BigN has been better able to exploit the benefits of the new digital technologies due to their greater investment capacity.
Using a sample of 467 Chinese high technology firms, Wang et al., 2021, found that all of which applied for state-funded innovation grants, found that relative to honest companies, fraudulent firms are more likely to receive state grants and are less likely to recruit new employees or produce important inventions in the post-grant period.
Drawing from the theoretical and empirical review, we propose the following hypothesis:
H2. Technological innovativeness has a significant effect on the detection and prevention of fraud
Ashraf, Michas, and Russomanno (2020) examined whether information technology expertise on audit committees impacts the reliability and timeliness of financial reporting. The researchers found a reduction in the likelihood of material restatement, a reduction in the likelihood of information technology-related material weaknesses (which account for 55 percent of all reported material weaknesses), and more timely earnings announcements at firms with audit committee information technology expertise. These findings are robust to controlling for a firm's other information technology attributes, as well as when using entropy-balanced samples, and we mitigate endogeneity concerns with evidence that our findings hold in a subsample of firms that all possess overall high-quality information technology. Finally, a difference-in-differences analysis, inclusion of firm fixed effects, and a falsification test largely support our assertion that the quality of financial reporting is significantly improved by the presence of an audit committee information technology expert.

Kroon, do Céu Alves, and Martins (2021) reviewed the recent accounting literature focusing on emerging technologies’ impacts on accountants’ role and skills. Specifically, it determines what emerging technologies are most studied concerning their impacts on accountants’ role and skills, which research strategies are used in the studies that focus on this theme, and the impacts of the identified emerging technologies on accountants’ skills. It also investigates whether open innovation is an influencing factor in this connection. Through a systematic literature review following the five-step approach described by Denyer and Tranfield, the Web of Science and Scopus databases are used as a source of article collection. Thus, our analysis starts with a total of 157 articles. The main analytical results of the study identify the skills that today’s accountants must have and what role is assigned to them. Professional bodies and regulators may take the results into account in informing the revision of standards, rules, and laws for the new environment. Educational institutions can use the results to adjust their programs to prepare students with the skills employers expect them to have.

Damerji and Salimi (2021) examined whether perceived ease of use (PEOU) and perceived usefulness (PU) affect the relationship between accounting students’ level of technology readiness and their decision to adopt AI. The study involved an examination of individual students’ perceptions of technology readiness and technology adoption. An online questionnaire consisting of 31 items gathering demographic information and perceptions of technology readiness, technology adoption, PEOU, and PU was administered to student participants. The findings from the study indicated that technology readiness has a significant influence on technology adoption. However, mediation analysis using hierarchical regression showed that the relationship between technology readiness and technology adoption of Artificial Intelligence is affected by both PEOU and PU.
Drawing from the theoretical and empirical review, we propose the following hypothesis:
H3. Technological discomfort has a significant effect on the detection and prevention of fraud
Shuhidan, Awang, Taib, Rashid, and Hasan (2023) investigated the link between optimism, innovativeness, discomfort, and insecurity about technology with technology readiness for the digitalization of the accounting profession among future accountants. This study employs a non-probability purposive sampling approach with future accountants as the research unit. Online surveys are used to gather data for this study, delivered to interns from the top six public universities in Malaysia for accounting and finance. The findings of this study show a moderate technology readiness level among the respondents. Despite respondents being optimistic about technology, they indicate feelings of discomfort towards technology. As a result, adequate focus must be given to establishing accounting expert qualifications alongside professional degrees. Their tertiary education should include more exposure to and practice technology readiness.
Hassan, Kiran, Gul, Khatatbeh, and Zainab (2025) investigate the perceptions of financial accountants and both internal and external auditors regarding the impact of corporate governance (CG) and information technology (IT) on the detection and prevention of fraud within organizations. Primary data were collected from 250 financial accountants, internal auditors and external auditors through questionnaires. The non-probability snowball sampling technique was used for data collection, with the sample t-test, one-way ANOVA and paired sample t-test applied for analysis. The results indicate that robust CG practices and IT techniques significantly aid in detecting and reducing fraudulent activities by minimizing opportunities, rationalizations, pressures and capabilities of potential employees to commit fraud. Internal controls also play a significant role in reducing instances of fraud. Notably, ethical officers and ethical training were not perceived as significantly effective in preventing and detecting fraud, leading to a perception that fraudulent practices are prevalent and increasing the risk of future fraudulent activities.

Almagrashi, Mujalli, Khan, and Attia (2023) aimed to develop and empirically test a model to predict the factors affecting internal auditors’ behavioral intentions regarding Computer-Assisted Audit Technologies (CAATs). This study explored the behavioral intention to use CAATs from the perspective of internal auditors by applying the extended unified theory of acceptance and use of technology (UTAUT) model. Added to this were satisfaction, trust, and organizational influence to understand people’s usage traits. Through an online survey the data were gathered from internal auditors in all Saudi public sector agencies. Structural equation modeling helped to analyze the data and support hypotheses or otherwise. Effort expectancy, performance expectancy, social and organizational influences, facilitating conditions, trust, satisfaction, and behavioral intention are the main drivers of CAATs. This study contributes to existing technology theory by expanding our understanding of the factors influencing CAATs adoption. Moreover, comprehending those determinants is extremely important to legislators. regulators and policymakers in the public sector.  Drawing from the theoretical and empirical review, we propose the following hypothesis:
H4. Technological insecurity has a significant effect on the detection and prevention of fraud
4. Research methodology
4.1 Sample
The study targeted 17,284 staff members, comprising managers and supervisors from the 38 registered commercial banks in Kenya. According to the Central Bank of Kenya (CBK, 2020), there were 10,499 managers and 6,785 supervisors across the Kenyan banking sector as of 2020. The study applied the stratified random sampling to arrive at a sample of 400 respondents. The study focused on both managers and supervisors across five key banks departments since they play a critical role in strategic, operational, and decision-making processes within the banking industry. The sample distribution is shown as table I.
Table I: Target Population Distribution
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	Target Population
	Sample Size
	Percentage (%)

	Risk Management
	4,500
	104
	26.0

	Internal Audit
	3,200
	74
	18.5

	Operations
	5,800
	134
	33.6

	IT/Technology
	2,100
	49
	12.2

	Compliance
	1,684
	39
	9.7

	Total
	17,284
	400
	100.0


Source: CBK (2020)
4.2 Measurement of variables
The study used primary data that was collected using structured questionnaires. A five-point Likert scale was used to measure the variables. The Likert scale ranged from strongly disagree (1), disagree (2), undecided (3), agree (4) and strongly agree (5). The items used for each of the variable and the source is as shown in table II below: 
Table II: Measurement of variables
	Types of the variable
	Variable
	Dimensions/indicators / constructs
	Number
	Source

	Dependent variable.
	Fraud detection and prevention

	· Fraud audit
· Code of conduct
· Fraud reporting
· Surveillance

	32
	Halbouni et al., 2016; Bierstaker et al., 2006)

	Independent Variable
	Technological Optimism

	· Technology control daily live
· Technology fits your needs
· Technology is convenient
	10
	Walczuch et al., 2007

	
	Technological Innovativeness

	· New technology available
· Can identify emerging technologies
· No problem using technology
	7
	Walczuch et al., 2007

	
	Technological Discomfort

	· Technology not for ordinary persons
· Manuals are difficult to use
· Embarrassed if unable to use technology
	10
	Walczuch et al., 2007

	
	Technological Insecurity

	· Safe when using technology
· Safe to transact online
· Confirmation electronic of transaction
	9
	Walczuch et al., 2007


Source: Adopted and modified from earlier studies.
3.3 Model specification
The study used the following multiple regression model to test the hypotheses
FDP= β0 +   TOP +   INV +  DIS +   INS +ε
Where; FDP, fraud detection and prevention; TOP, Technological Optimism; INV, innovativeness; DIS, discomfort; INS, insecurity. B1-B4, beta coefficients; B0, constant; ε error term.
5. [bookmark: _Toc195019628]Findings and discussion
5.1  Response rate
Data collection was conducted between July and September 2025. Of the 400 questionnaires distributed, 336 were returned, representing an 84% return rate. However, 34 questionnaires were incomplete or improperly filled and were excluded from analysis. This yielded 302 valid responses, representing a 75.5% effective response rate. According to Khan et al. (2021), a response rate above 50% is adequate for generalization of results. The high response rate was achieved through direct delivery and collection of questionnaires by trained research assistants, with follow-up reminders to non-respondents
5.2  Reliability and validity
The results for reliability and validity tests are presented in table III. The dependent variable (FPT) was measured using 32 dimensions, that had Cronbach Alpha values of 0.925. The four independent variables comprising of optimism, innovativeness, discomfort and security were measured using 10, 7, 10 and 9 items respectively. These predictor variables reported Cronbach alphas of 0.882, 0.804, 0.835 and 0.850 respectively. Since, all the variable had a Cronbach alpha greater than 0.7; reliability requirement was met. Kaiser–Meyer–Olkin (KMO), a measure of sampling adequacy, was used to test the degree of intercorrelations among the variables and the appropriateness of principal component analysis. To be implemented, the values must exceed 0.50 for both the overall test and each variable (Hair, Black, Babin, & Anderson, 2014). The results shown in table III confirm that the requirement was not violated 
Table II1. Reliability and validity
	Variable
	KMO
	Chi-Square
	Df
	Sig
	Cronbach alpha

	FDP
	.882
	4572.285
	496
	0.000
	.925

	TOP
	.894
	1245.319
	45
	0.000
	.882

	INV
	.854
	659.644
	21
	0.000
	.804

	DIS
	.826
	1208.629
	45
	0.000
	.835

	INS
	.822
	1417.515
	36
	0.000
	.850


Source: Field data (2025)
5.3 Descriptive Statistics
The descriptive statistics for the variables are shown in table IV. The table shows that technology readiness indicated that technological optimism was the most highly adopted technology readiness dimension in the banks, with a mean of 3.96 and a standard deviation of 0.856. This was followed by technological discomfort (mean = 3.76, SD = 1.024), while technological insecurity (mean = 3.04, SD = 1.176) was the least applied. The banks also exhibited a moderate level of technological innovativeness (mean = 3.13, SD = 1.039). Additionally, they demonstrated strong fraud detection and prevention, with a mean of 4.18 and a standard deviation of 0.798.
Table IV: Descriptive statistics results
	
	Minimum
	Maximum
	Mean
	Std. Deviation

	Technological Optimism
	1
	5
	3.96
	.856

	Technological Innovativeness
	1
	5
	3.13
	1.039

	Technological Discomfort
	1
	5
	3.76
	1.024

	Technological Insecurity
	1
	5
	3.04
	1.176

	Fraud Detection and Prevention
	1
	5
	4.18
	.798


Source: Field data (2025)
 Correlation analysis
The study used the Pearson pairwise correlation to test the nature and the strength of the relationship between the variables. Based on table V, the correlation of detection and prevention of fraud with optimism, (r= .326, p<0.05) innovativeness (r=,.429 p<0.05). However, the correlation between detection and prevention of fraud with discomfort (r=.-.055, p<0.05) and insecurity (r=-.127, p<0.05) was negative and significant.  Furthermore, all the coefficients were below 0.8, which confirms that the predictors variables did not suffer from multicollinearity.
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	FDP
	TOP
	INV
	DIS
	INS

	FDP
	Pearson Correlation
	1
	
	
	
	

	
	Sig. (2-tailed)
	
	
	
	
	

	
	N
	302
	
	
	
	

	TOP
	Pearson Correlation
	.326**
	1
	
	
	

	
	Sig. (2-tailed)
	.000
	
	
	
	

	
	N
	302
	302
	
	
	

	INV
	Pearson Correlation
	.429**
	.244**
	1
	
	

	
	Sig. (2-tailed)
	.000
	.000
	
	
	

	
	N
	302
	302
	302
	
	

	DIS
	Pearson Correlation
	-.055
	.040
	.005
	1
	

	
	Sig. (2-tailed)
	.339
	.490
	.935
	
	

	
	N
	302
	302
	302
	302
	

	INS
	Pearson Correlation
	-.127*
	-.081
	.103
	-.313**
	1

	
	Sig. (2-tailed)
	.028
	.163
	.074
	.000
	

	
	N
	302
	302
	302
	302
	302


Source: Field data (2025)
[bookmark: _Toc203402585] Regression Results
The study used multiple regression results to test for the hypotheses. The model’s summary results shown in table VI demonstrates that the dimensions of technological readiness (optimism, innovativeness, discomfort and insecurity) explain 27.1% variability in the detection and prevention of fraud among registered commercial banks in Kenya. While variables not considered in the estimation model explains the difference. While, the ANOVA results presented demonstrate that the p value of 0.000 of the model is statistically significant. This is further confirmed by the F-value of 27.666 which is greater than the critical value.
The ordinary least of squares regression results are presented in table VI. Based on the findings, all the predictor variable had a statistically significant effect (at 5% significance level) on detection and prevention of fraud among registered commercial banks in Kenya. Specifically, one unit increase in technological optimism would lead on 0.219 unit increase in detection of fraud. While, one unit increase in innovativeness is likely to lead to 0.395 improvement in detection and prevention of fraud. On the other hand, a unit increase in technological discomfort and security is likely to reduce detection and prevention of fraud by 0.080 and 0.109 respectively.
This paper evaluates four hypotheses to assess the effect of technology readiness dimensions—technological optimism, technological innovativeness, technological discomfort, and technological insecurity—on fraud detection and prevention (FDP) among registered commercial banks in Kenya. The regression results show that technological optimism exhibits a positive and statistically significant relationship with FDP (β = 0.219, t = 4.260, p < .001), validating H1 and indicating that employees who believe technology enhances control and efficiency tend to use fraud‑management tools more effectively (Parasuraman, 2000; Parasuraman & Colby, 2015). Consistent with prior evidence that readiness enablers lift adoption and performance (Blut & Wang, 2020; Lin & Hsieh, 2006), the unstandardized coefficient (B = 0.182, SE = 0.043) suggests that each unit increase in optimism is associated with a substantive improvement in FDP. Technological innovativeness demonstrates the largest standardized effect (β = 0.395, t = 7.670, p < .001), supporting H2 and aligning with studies that link innovative predispositions to deeper, earlier use of advanced features (e.g., analytics tuning, cross‑channel linkage analysis) and superior operational outcomes (Godoe & Johansen, 2012; Liljander et al., 2006). The unstandardized estimate (B = 0.370, SE = 0.048) underscores this practical significance: a one‑unit rise in innovativeness corresponds to a meaningful gain in FDP, corroborating meta‑analytic findings that readiness enablers are strong predictors of technology-enabled performance (Blut & Wang, 2020). Turning to inhibitors, technological discomfort is negatively and significantly related to FDP (β = –0.125, t = –2.393, p = .017), confirming H3 and echoing evidence that anxiety and overload reduce effective tool use and increase reliance on workarounds that can degrade detection quality (Walczuch et al., 2007; Lin & Hsieh, 2006). Likewise, technological insecurity shows a negative and statistically significant effect (β = –0.189, t = –3.580, p < .001), supporting H4 and suggesting that doubts about system reliability or personal risk undermine trust in model outputs, hamper alert triage, and slow time‑to‑decision in fraud operations (Parasuraman & Colby, 2015; Godoe & Johansen, 2012). Taken together, the pattern of coefficients—positive, largest for innovativeness; positive for optimism; negative for discomfort and insecurity—is theoretically coherent within the Technology Readiness Index and practically salient for financial‑crime programmes that depend on frontline adoption to translate AI/analytics investment into measurable detection gains (ACFE, 2024; McKinsey & Company, 2025). The significant intercept (B = 1.864, p < .001) indicates a non‑zero baseline of FDP, but performance meaningfully improves when readiness enablers are cultivated and inhibitors mitigated through targeted capability building, change management, and user‑centric tool design (Blut & Wang, 2020; Parasuraman, 2000).

Table VI: Regression results
	Coefficientsa

	
	Unstandardized Coefficients
	Standardized Coefficients
	T
	Sig.

	
	B
	Std. Error
	Beta
	
	

	(Constant)
	1.864
	.248
	
	7.508
	.000

	Technological Optimism
	.182
	.043
	.219
	4.260
	.000

	Technological Innovativeness
	.370
	.048
	.395
	7.670
	.000

	Technological Discomfort
	-.080
	.034
	-.125
	-2.393
	.017

	Technological Insecurity
	-.109
	.030
	-.189
	-3.580
	.000

	Model summary
	
	
	
	
	

	F-value 
	
	27.666
	P=0.00
	
	

	R-squared
	
	27.1%
	
	
	

	a. Dependent Variable: FDP


Source: Field data (2025)
6. Conclusion and recommendation
This study examined the relationship between the dimensions of technology readiness—technological optimism, technological innovativeness, technological discomfort, and technological insecurity—and the performance of fraud prevention and detection (FPD) among registered commercial banks in Kenya. The regression results provided substantial empirical evidence that enablers of readiness improve outcomes while inhibitors erode them: technological innovativeness showed the largest positive and statistically significant effect on FPD, followed by technological optimism. In contrast, both technological discomfort and technological insecurity exhibited significant negative associations with FPD, indicating that anxiety, perceived complexity, and doubts about system reliability materially hinder detection and prevention effectiveness. Collectively, these findings reject all four null hypotheses and highlight that technological innovativeness is the most influential positive driver, suggesting that teams inclined to experiment with, learn, and extend advanced fraud‑management capabilities (e.g., analytics tuning, cross‑channel linkage, behavioral signals) deliver superior operational results. Optimism further supports tool engagement and disciplined use, while the two inhibitors operate as drag forces on performance by fostering avoidance, minimal compliance, and slower, less accurate investigation. The significant constant indicates a non‑zero baseline of FDP, but the pattern of coefficients shows that building readiness enablers and suppressing inhibitors is central to translating investments in AI/analytics, identity proofing, and case‑management into measurable risk reduction.
In light of these findings, several implications and recommendations arise. First, bank leadership should institutionalize innovativeness within fraud‑risk functions by creating structured experimentation cycles (sandboxing, A/B testing of rules, challenger models), resourcing analytics partnerships, and rewarding frontline suggestions that improve alert quality and time‑to‑decision. Second, to deepen technological optimism, management should pair new tools with clear performance narratives (precision/recall improvements, loss‑per‑case reductions), transparent model‑risk governance, and frequent feedback loops so that investigators see tangible value from their inputs. Third, to mitigate technological discomfort and insecurity, institutions should invest in user‑centric design, role‑tailored training and certifications, peer‑champion/coach networks, and just‑in‑time guidance embedded in case‑management workflows; these reduce cognitive load and build trust in model outputs. Fourth, banks should operationalize readiness metrics alongside traditional KPIs—e.g., TRI pulse checks by unit, adoption depth by feature, alert‑handling proficiency—to target interventions where inhibitors are most binding. Finally, sector actors—the Central Bank of Kenya (CBK) and the Kenya Bankers Association (KBA)—are encouraged to sustain supportive frameworks: capability‑building programs, shared best‑practice repositories and threat‑intel exchanges, and supervisory incentives for measured innovation (e.g., model‑risk sandboxes and standardized performance disclosures). Taken together, these steps align human readiness with technology investment, strengthening Kenya’s banking sector capacity to detect and prevent fraud efficiently and at scale. Notwithstanding the insights provided by this study regarding the correlation between technology readiness and fraud detection and prevention, it possesses several limitations. First, the study exclusively examined Kenyan banks, which may face distinct fraud threats. Consequently, future research may include non-banking enterprises as well as financial organizations in other jurisdictions. Secondly, fraud detection was assessed qualitatively. This may be subjective as it does not identify specific banking companies potentially experiencing fraud. Future research may employ quantitative metrics of fraud with companies identified as experiencing fraud. Ultimately, subsequent research may examine potential modifiers, including CEO characteristics, among others.
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