



Managing Misinformation and Disinformation through Professional Skepticism
Abstract
In the contemporary information age, misinformation and disinformation present profound threats to decision-making, organizational integrity, and societal trust. This article merges theoretical insights and practical case studies to examine how professional skepticism can counter the harmful effects of false or misleading information. Using case studies from the Cameroon Baptist Convention (CBC) Health Services and MBV Consulting Group, alongside global examples such as the COVID-19 infodemic, the Enron scandal, banking cybercrime, and vaccine misinformation, the study highlights skepticism as both an ethical posture and a methodological safeguard. Drawing on literature in accounting, psychology, information theory, and governance, it situates skepticism within frameworks of ethics, cognitive bias, and fraud theory. The article integrates recent scholarship, policy perspectives, and practical experiences to demonstrate that skepticism is indispensable for protecting organizational transparency, public health, and financial accountability. The study contributes a framework linking professional skepticism to resilience and equity, and it recommends institutional reforms to embed skepticism within training, policy, and governance structures.
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Introduction
The global information landscape has been transformed by the rapid rise of digital communication, where knowledge flows instantly across borders but so too does falsehood. For clarity, misinformation refers to false or inaccurate content shared without intent to deceive, whereas disinformation denotes intentionally crafted falsehoods designed to mislead. The spread of misinformation—unintended inaccuracies—and disinformation—deliberate manipulations—has intensified, undermining trust in institutions, destabilizing democracies, and eroding confidence in professional systems that depend on reliable information[1]. Scholars argue that this phenomenon constitutes a defining challenge of the twenty-first century, as the amplification of false content on social media platforms now outpaces the circulation of verified truths[2]. These dynamics make it increasingly difficult for decision-makers to act on accurate evidence, heightening the risks of error, bias, and institutional breakdown[3]. Research also indicates that false news often spreads more widely and quickly on social media than accurate information, and can significantly influence public opinion on a mass scale[4]. This means that misinformation can reshape beliefs and behaviors before corrective evidence reaches affected audiences.
Within professional domains such as healthcare, finance, and auditing, the stakes of misinformation and disinformation are especially severe. Erroneous or misleading reports in healthcare can lead to harmful patient outcomes, while manipulated financial statements have historically fueled corporate scandals and losses of public trust, as seen in the Enron case[5]. In Africa, the COVID-19 infodemic exemplified how unchecked rumors about vaccines and treatments complicated national responses and strained fragile health systems[6]. These realities highlight that falsehood is not only a social or political problem but also a professional risk that directly affects governance, accountability, and the sustainability of institutions.
Professional skepticism emerges as a critical countermeasure to these risks. Defined as a questioning mind and a commitment to evidence-based reasoning, skepticism requires practitioners to interrogate assumptions, scrutinize evidence, and resist the pull of confirmation bias[7]. In the auditing profession, skepticism has long been identified as essential for detecting fraud, but its relevance now extends to managing information integrity in broader organizational contexts, from health policy to public governance[8]. By anchoring decisions on verifiable facts, skepticism reduces vulnerability to misinformation and enhances institutional resilience in environments where credibility is constantly under threat.
This study positions professional skepticism at the intersection of theory and practice by examining both local and global contexts. Using the Cameroon Baptist Convention (CBC) Health Services and MBV Consulting Group as central case studies, the article demonstrates how misinformation within organizational hierarchies can distort judgments and hinder justice. These cases are then situated alongside global experiences—such as the World Health Organization’s battle against pandemic falsehoods and international efforts to combat corporate and cyber fraud—to illustrate universal lessons. The aim is to contribute a conceptual and practical framework for embedding skepticism into institutional culture, thereby improving governance, strengthening decision-making, and safeguarding fairness in the face of misinformation and disinformation[9]. In doing so, it addresses a gap in the literature by connecting professional ethics, information theory, cognitive psychology, and fraud prevention into a unified perspective on how organizations can resist the destabilizing effects of false information.
Problem Description
Cameroon, like many countries, has experienced widespread health-related misinformation, such as rumors that fueled COVID-19 vaccine hesitancy. Within the Cameroonian context, misinformation and disinformation directly impact organizational credibility. CBC Health Services, which oversees more than ten hospitals, operates a centralized system where delegated officials monitor adherence to policies. When officials provide misleading judgments or biased recommendations, staff welfare and decision-making suffer. Labor disputes often arise, but because legal counsel and labor offices lack expertise in healthcare finance, staff grievances are rarely resolved fairly. This perpetuates frustration and mistrust.
Similarly, MBV Consulting Group routinely encounters manipulated financial data and fraudulent reports within its auditing practice. Disinformation in financial reporting undermines accountability and invites corruption. Professional skepticism is therefore not merely advisable but essential, acting as a safeguard that verifies claims, questions inconsistencies, and aligns organizational practice with fairness and transparency.
Research Objectives
1. To examine the impact of misinformation on professional decision-making.
2. To evaluate the role of professional skepticism in countering disinformation.
3. To analyze CBC Health Services’ approach to managing health-related misinformation.
4. To assess MBV Consulting Group’s forensic audit practices in addressing financial disinformation.
5. To propose a conceptual framework linking professional skepticism to institutional resilience.
Materials and Methods
This study employed a qualitative case study approach, chosen for its strength in exploring complex, context-specific challenges such as misinformation, disinformation, and the role of professional skepticism. The case study design allowed for an in-depth examination of two focal institutions—CBC Health Services and MBV Consulting Group—whose organizational structures and professional practices illustrate the tensions between information distortion and accountability. These institutions were selected due to their prominence in Cameroon’s health and governance sectors, their exposure to the risks of misinformation, and their unique strategies in applying skepticism to safeguard decision-making.
Data sources were drawn from a combination of documentary evidence and scholarly literature. Institutional documents, such as policy manuals, audit reports, and internal communications, provided insights into how misinformation manifests and how leaders respond. These were complemented by peer-reviewed articles from accounting, psychology, communication, and governance journals, as well as reports from professional bodies such as the IAASB[10], AICPA, WHO[11], and Interpol[12]. This triangulation of sources enriched the study by blending empirical observations from organizational practice with theoretical perspectives from interdisciplinary research.
For analysis, a thematic content analysis was applied to identify recurring patterns across both institutional and global contexts. Key themes included governance structures, the spread and impact of misinformation, strategies of professional skepticism, and outcomes in terms of resilience and accountability. Patterns emerging from the cases of CBC Health Services and MBV Consulting Group were compared with global cases such as the Enron scandal[13] and the COVID-19 infodemic[11] to validate findings and situate them in broader debates. The integration of multiple perspectives ensured reliability, while reflective analysis drew on the author’s 25 years of professional experience to contextualize findings within both local realities and international frameworks.
Theoretical Background
Professional skepticism draws on diverse intellectual traditions that reinforce its role as a defense against misinformation and disinformation. At its core, skepticism is rooted in ethical philosophy, which emphasizes the obligation to pursue truth and fairness. From a deontological perspective, professionals have a duty to critically assess evidence and avoid being complicit in disseminating falsehoods, while consequentialist ethics stress the outcomes of such scrutiny in preventing harm to stakeholders. These ethical traditions provide the moral grounding for skepticism in professional practice, ensuring that investigators, auditors, and healthcare leaders anchor their decisions in verifiable truth. For example, MacIntyre’s virtue ethics highlights that honesty and integrity are fundamental traits of effective moral agents, aligning closely with the skeptical virtues expected of professionals.
Building on these ethical foundations, information theory offers a technical framework for understanding the challenges of misinformation. Shannon’s model of communication distinguished between “signal” and “noise,” highlighting how distortion interferes with the transmission of reliable knowledge. In the digital age, misinformation and disinformation function as systemic noise, disrupting signals and corrupting institutional decision-making. Professional skepticism acts as a filtering mechanism, requiring practitioners to interrogate the quality and credibility of information before relying on it in sensitive decisions.
Psychological insights further explain why skepticism is necessary in countering false information. Kahneman’s theory of dual-process reasoning shows how individuals often rely on intuitive, fast thinking (“System 1”), which is susceptible to biases such as confirmation bias and anchoring[14]. Misinformation exploits these vulnerabilities, encouraging quick acceptance of false claims. Skepticism activates “System 2”—slow, deliberate thinking—which resists such shortcuts and allows for evidence-based judgment[14]. Cognitive phenomena like the illusory truth effect—where repeated statements become easier to process and thus seem more believable—further underscore the challenge, highlighting the need for continuous skepticism to counter repetition[15]. By linking cognitive psychology to professional behavior, we see how skepticism strengthens resistance to manipulation and guards against overconfidence in false narratives.
Fraud theories also illustrate the necessity of skepticism. Cressey’s fraud triangle suggests that fraud arises when pressure, opportunity, and rationalization converge, while Wolfe and Hermanson’s fraud diamond adds capability as a fourth factor[16]. Skepticism disrupts each component by scrutinizing incentives, testing controls, challenging justifications, and identifying hidden capacities for misconduct. For example, the fraud triangle can be countered by actively questioning whether reported pressures justify outcomes and by rigorously verifying records to close opportunistic gaps. In this way, skepticism is not simply a defensive posture but a proactive intervention against the structural enablers of deception.
Table 1. Fraud Triangle vs. Professional Skepticism as a Countermeasure
	Fraud Triangle Element
	Description
	Skepticism Role

	Pressure
	Financial/personal stress
	Scrutinizes incentives and pressures

	Opportunity
	Weak internal controls
	Tests, verifies, strengthens oversight

	Rationalization
	Unethical justifications
	Challenges narratives with evidence


The governance literature extends this argument by framing skepticism as a cornerstone of accountability. Institutions such as the IAASB[10] and AICPA emphasize skepticism in auditing standards, recognizing that unchecked acceptance of claims invites organizational failure. This is evident in corporate scandals like Enron, where auditors’ lack of skepticism enabled massive fraud. Embedding skepticism in governance frameworks—through policies, codes of conduct, and professional standards—ensures that organizations remain resilient to misinformation. For instance, auditors are required to maintain independence and professional judgment precisely to provide checks against biased management narratives.
At the societal level, skepticism is indispensable in protecting democratic institutions and public health. Studies show that disinformation undermines democratic processes by eroding trust in elections and governance. Similarly, the World Health Organization warns that unchecked health misinformation contributes to vaccine hesitancy and public resistance to evidence-based medicine. Professional skepticism in these domains requires a critical stance toward information sources, systematic verification of claims, and mechanisms for public accountability. Global policy efforts, such as UNESCO’s emphasis on media and information literacy, similarly stress the need to empower individuals against the tide of false content.
Emerging digital threats further highlight the need for skepticism. Online disinformation campaigns exploit algorithms, bots, and echo chambers to magnify falsehoods. Financially, cybercriminals manipulate digital records to conceal fraud, while politically motivated actors weaponize social media narratives. Professional skepticism—augmented by digital forensics and data analytics—equips investigators to expose these manipulations and restore integrity to digital ecosystems.
Finally, skepticism must be viewed as part of a global agenda for sustainability and justice. The UN Sustainable Development Goals and African Union Agenda 2063 both highlight the need for transparent governance, equity, and accountability. Institutions such as CBC Health Services and MBV Consulting Group show how skepticism can be locally embedded while aligning with international frameworks. By integrating ethical, psychological, theoretical, and governance perspectives, professional skepticism emerges as both a timeless virtue and a modern necessity for navigating misinformation and disinformation in complex societies.
Results and Discussion
CBC Health Services
The CBC Health Services case underscores how misinformation within hierarchical structures affects both staff morale and institutional credibility. In a system where authority is centralized, designated officials often act as gatekeepers of information. When these officials misinterpret policies or deliver biased recommendations, the results are damaging. Staff members frequently face wrongful appraisals, misrepresentation of their performance, or inaccurate reports about compliance with organizational policies. Such distortions not only create personal frustration but also hinder the ability of senior management to make evidence-based decisions.
Professional skepticism provides an essential corrective to these tendencies. By applying skepticism, managers and investigators within CBC Health Services can interrogate the validity of claims, cross-check information from multiple sources, and evaluate whether recommendations align with both policy and practice. For instance, during the rollout of health initiatives such as vaccination campaigns, misinformation spread by rumor often created confusion among staff and patients. Skeptical evaluation of such claims, coupled with reliance on verified medical guidance, helped the institution to maintain its credibility and ensure community safety[11].
Table 2. Types of Misinformation and Disinformation and Their Impacts
	Type
	Characteristics
	Impacts

	Misinformation
	False content shared unintentionally
	Confusion, poor decisions, trust erosion

	Disinformation
	False content deliberately crafted
	Polarization,harm, corruption


The consequences of unchecked misinformation in CBC Health Services extend beyond internal conflicts. Staff grievances often escalate to labor offices or courts where non-expert adjudicators, unfamiliar with hospital financial and management systems, fail to deliver fair resolutions. This perpetuates cycles of mistrust. By embedding skepticism into both policy enforcement and dispute resolution, CBC Health Services can strengthen fairness, reduce conflict, and promote a culture of transparency that aligns with its mission of compassionate, accountable healthcare. By proactively scrutinizing evidence in staff disputes, skeptical inquiry can help resolve conflicts internally, often avoiding costly external adjudication.
MBV Consulting Group
The MBV Consulting Group case highlights the role of skepticism in professional auditing and forensic investigation. As a consultancy firm tasked with auditing and investigative assignments, MBV often confronts situations where financial records are manipulated to conceal fraud or mismanagement. Disinformation in financial reporting—whether through intentional misclassification of expenses, fictitious vendor payments, or manipulated bank reconciliations—presents a serious threat to organizational integrity and stakeholder trust.
In practice, MBV Consulting applies professional skepticism by maintaining independence from client institutions and subjecting financial statements to rigorous scrutiny. This involves validating supporting documentation, cross-checking reported figures against independent records, and probing inconsistencies. In cases where suspicions arise, forensic techniques such as digital transaction analysis and fraud risk matrices are employed. By insisting on corroborative evidence, MBV Consulting Group ensures that its audit findings are credible and defensible—even in a court of law. These practices have already proven effective in uncovering fraud and reinforcing accountability within Cameroonian institutions, deterring fraudulent practices and empowering organizations to strengthen internal controls.
Beyond auditing, MBV’s skepticism also serves a societal function. By giving “voice to the voiceless,” the consultancy provides avenues for staff and organizations to challenge misinformation that might otherwise go unaddressed. This role positions MBV Consulting Group as more than a service provider; it becomes an accountability partner within Cameroonian governance structures. In aligning its work with international standards such as the IICFIP’s codes of ethics, MBV Consulting Group demonstrates how skepticism can bridge the gap between local practices and global best practices, reinforcing justice and equity in decision-making.
Global Comparative Cases
Global experiences further validate the importance of skepticism. The COVID-19 pandemic revealed the destructive power of an “infodemic” where misinformation and disinformation spread faster than the virus itself[11]. False claims about treatments, vaccines, and preventive measures sowed confusion, eroded trust in health systems, and endangered lives. Institutions that embedded professional skepticism into their communication strategies—through fact-checking, peer review, and reliance on credible sources—were better able to counter misinformation and maintain public confidence.
Corporate scandals such as Enron demonstrate how the absence of skepticism can result in catastrophic failure. Auditors who accepted management’s representations without sufficient scrutiny allowed fraud to persist until the company collapsed, wiping out shareholder wealth and public trust. In contrast, modern auditing standards emphasize skepticism as a safeguard precisely to prevent such failures. This shows that skepticism is not an abstract virtue but a practical necessity for financial accountability.
Similarly, in the digital economy, cybercriminals exploit weaknesses in oversight by manipulating online transaction logs and financial records. Interpol[10] notes that skepticism—when combined with forensic digital tools—allows investigators to identify red flags such as unusual access patterns, duplicated transactions, and anomalies in reporting. In Cameroon, skepticism has also been critical in combating vaccine misinformation through community-based health communication strategies. These global parallels confirm that skepticism is universally applicable, adaptable across contexts, and indispensable for resilience in the face of misinformation.
Conclusion
The analysis of misinformation and disinformation reveals that these phenomena are not isolated challenges but systemic threats that cut across healthcare, auditing, governance, and digital ecosystems. In the cases of CBC Health Services and MBV Consulting Group, it becomes clear that misinformation undermines trust in institutional processes, while disinformation actively manipulates decision-making for personal or organizational gain. Both create environments of uncertainty where poor judgments flourish and accountability weakens. Professional skepticism emerges as a critical safeguard in such contexts, providing the intellectual discipline to resist falsehoods and maintain organizational integrity.
From a theoretical standpoint, skepticism operates at the intersection of ethics, psychology, and governance. Ethical frameworks highlight the duty to seek truth and prevent harm, while psychological models explain the vulnerabilities that make individuals and organizations prone to manipulation. Fraud theories illustrate how deception thrives in the absence of scrutiny, and governance standards institutionalize skepticism as a professional requirement. This integrated theoretical lens underscores why skepticism is indispensable for sustainable and transparent institutions.
The case studies confirm that skepticism is not just theoretical but has practical relevance. At CBC Health Services, skepticism helps leaders navigate biased appraisals and misleading managerial reports, fostering fairness in staff management and health campaigns. MBV Consulting Group demonstrates how skepticism in forensic auditing can expose financial misrepresentation, strengthen accountability, and provide credible evidence in judicial processes. These cases align with global examples—from the Enron scandal to the COVID-19 infodemic—that collectively illustrate the universal necessity of skepticism for institutional resilience.
This article offers a framework connecting skepticism to institutional resilience, guiding future research and policy efforts in diverse contexts. As a contribution, it provides a basis for empirically assessing how professionally skeptical cultures can enhance organizational outcomes and for designing interventions that institutionalize critical inquiry.
· Embed skepticism into professional training and certification in healthcare, auditing, and governance, ensuring that staff are equipped to question evidence, verify sources, and resist biases.
· Institutionalize verification mechanisms, such as peer review, independent oversight, and digital fact-checking tools, to systematically filter misinformation and disinformation before it distorts decision-making.
· Promote interdisciplinary collaboration: healthcare professionals, IT specialists, policymakers, auditors, and civil society actors should work together to build cultures of critical inquiry. Partnerships like that between MBV Consulting Group and international bodies (e.g., IICFIP) demonstrate the potential for creating global standards for skepticism.
· Align organizational practices with international governance frameworks—such as the United Nations Sustainable Development Goals and the African Union’s Agenda 2063—to ensure that skepticism contributes not only to institutional resilience but also to broader goals of equity, justice, and sustainable development.
In conclusion, skepticism must be embraced as a professional virtue, an ethical imperative, and a practical tool. By combining moral obligation, analytical rigor, and systemic verification, skepticism equips organizations to resist misinformation and disinformation while strengthening justice, equity, and transparency. Institutions that cultivate skepticism will not only survive in a volatile information environment but will also lead the way in shaping fairer and more resilient societies.
List of Symbols
· AICPA: American Institute of Certified Public Accountants
· AU: African Union
· CBC: Cameroon Baptist Convention Health Services
· IAASB: International Auditing and Assurance Standards Board
· Interpol: International Criminal Police Organization
· OECD: Organisation for Economic Co-operation and Development
· UN: United Nations
· UNESCO: United Nations Educational, Scientific and Cultural Organization
· WHO: World Health Organization
· COVID-19: Coronavirus Disease 2019
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