


Policy Framework for Responsible AI Deployment in the National Cybersecurity Strategy

ABSTRACT
Artificial Intelligence (AI) is increasingly integrated into critical sectors, including national cybersecurity, raising both opportunities and risks. Concerns over the effects of AI technology on society are raised by its extensive use. In addition to the increasingly divisive aspects of the impact of contentious technologies, such as robots and mass surveillance algorithms, researchers have drawn attention to the negative effects of AI-based systems today, arguing that the creation of tangible governance for AI cannot wait any longer. This paper critically analyses the United Kingdom’s policy framework for responsible AI deployment within its cybersecurity strategy. Using a socio-technical governance lens, the study integrates Responsible AI principles – safety, transparency, accountability, fairness, and human oversight – with the cybersecurity lifecycle (identify, protect, detect, respond, recover). A systematic literature review, guided by the PRISMA framework, identified 13 relevant academic and policy documents published between 2015 and 2025. Findings reveal that the UK’s principle-based, regulator-led model offers flexibility but suffers from fragmentation, inconsistent adoption, and a lack of enforceable mechanisms. Voluntary guidance, limited incident taxonomies, and governance ambiguities restrict effective operationalisation of secure AI. Comparative analysis shows that while the EU AI Act and US NIST frameworks enforce binding standards, the UK remains reliant on soft law and procurement leverage. Ethical dimensions – including fairness, transparency, and contestability – are insufficiently embedded, risking public trust. The study concludes that the UK must balance its pro-innovation stance with enforceable standards, procurement-led compliance, and international harmonisation. Lessons for the Global South, particularly Nigeria, underscore the need for stronger institutional coordination, AI-specific security testing, and capacity building in emerging AI governance frameworks.
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1.0 [bookmark: _Toc208053412]INTRODUCTION
Extensive usage of ICT, giant physical components, and interconnected nature make them extremely vulnerable to physical and cyber threats. A cyber-attack on a smart manufacturing system may halt the overall manufacturing process of the industry and necessitate stopping/reducing the production time. Cyber-attacks such as DoS, DDoS, zero-day attacks and advanced persistent threats are advanced threats to CPS complex infrastructures (Raza et al., 2022). The prevalence of artificial intelligence in our communities is growing. AI-based solutions have been launched by a number of players in a variety of fields, from healthcare to military, in an effort to enhance the processing and interpretation of vast volumes of data. Concerns over the effects of AI technology on society are raised by its extensive use. In addition to the increasingly divisive aspects of the impact of contentious technologies, such as robots and mass surveillance algorithms, researchers have drawn attention to the negative effects of AI-based systems today, arguing that the creation of tangible governance for AI cannot wait any longer (Pasquale, 2015; O'Neil, 2016; Crawford, 2021).
The need to control the direction of AI research and these tangible risks and threats has led to the creation of numerous national strategy documents (Dutton, 2018; Berryhill et al., 2019; Misuraca and Van Noordt, 2020; Van Roy et al., 2021) and guidelines outlining the core moral standards that should be followed when developing AI-based technologies. Scholars and practitioners, for example, have often emphasised the need for upholding the core principles of respect, privacy, and individual liberty (Floridi et al., 2018; European Commission, 2020). Several academics have proposed several AI governance frameworks and how public administration may operationalise them at the same time (Wallach and Marchant, 2018; Winfield and Jirotka, 2018; Clarke, 2019; Sun and Medaglia, 2019; Ulnicane et al., 2021). Despite an apparent agreement that AI systems offer tremendous potential in industry and everyday lives, we must still face challenges around their responsible use and development. The term “Responsible AI” has been introduced and defined as a governance framework that documents how a specific organisation is addressing the challenges around artificial intelligence (AI) from both an ethical and legal point of view (Anagnostou et al., 2022; Kolo, 2025). 
The UK’s policy response has been characterised by its “pro-innovation” philosophy, encapsulated in a series of key documents, including the National AI Strategy and the National Cyber Strategy (Sahiba et al., 2024). However, the true effectiveness of this approach remains a subject of intense academic and political debate. A fragmented policy landscape, with a heavy reliance on voluntary principles and a decentralised regulatory model, raises questions about its capacity to deliver on its stated goals of trust and security. This paper, therefore, provides a critical analysis of the UK’s policy framework for responsible AI deployment in national cybersecurity. It is structured to present a systematic inquiry into the existing governance structures, principles, and policy instruments, culminating in a series of recommendations designed to strengthen the nation’s cybersecurity posture in this complex and dynamic domain.
[bookmark: _Toc208053413]1.1 Responsible AI principles
Globally, responsible AI frameworks converge on five core principles: safety, transparency, accountability, fairness, and human oversight (‌Papagiannidis et al., 2025). These are reflected in the UK government’s AI Regulation White Paper (2023), which established a “pro-innovation” regulatory approach as cited by Roberts et al. (2023). Rather than imposing a single statutory framework, the UK delegates responsibility to existing regulators such as the Information Commissioner’s Office (ICO), the Financial Conduct Authority (FCA), Ofcom, and the National Cyber Security Centre (NCSC), each of which interprets principles within their sectoral context (Dowden, 2024; Department for Science, Innovation & Technology, 2025). The principle-based model allows flexibility but raises concerns about uneven adoption and fragmented accountability. Embedding responsible AI into the national cybersecurity strategy ensures these principles are operational through enforceable security baselines, procurement standards, and incident-reporting duties.
[bookmark: _Toc208053414]1.2 Cybersecurity Governance in the UK
The UK’s cybersecurity governance is anchored in the National Cyber Strategy 2022 and subsequent annual progress reports. The strategy promotes a “whole-of-society” approach encompassing government agencies, critical national infrastructure (CNI), academia, and industry (GOV.UK, 2023; UK Government, 2022). Core institutions include:
The National Cyber Security Centre (NCSC): As a part of the Government Communications Headquarters (GCHQ), the NCSC is the UK’s primary technical authority for cyber security. It provides guidance, support and advice to the public and private sectors, and it is at the forefront of responding to national cyber incidents. The NCSC has been instrumental in developing guidelines for secure AI development, serving as a key technical reference point (ICO, 2018).
The Department for Science, Innovation and Technology (DSIT): DSIT is the lead government department for AI policy, responsible for the overarching National AI Strategy and the AI Regulation White Paper. It aims to position the UK as a global science and technology superpower by fostering innovation, but this mandate must be carefully balanced with the security concerns handled by other departments (Shepley and Gill, 2023).
Information Commissioner’s Office (ICO): Ensure AI systems processing personal data comply with data-protection obligations, including fairness, transparency, and accountability (‌Delev, 2025).
[bookmark: _Toc208053415]1.3 Conceptual framework
This paper applies a social-technical governance framework that integrates Responsible AI principles with the cybersecurity lifecycle (Identify, protect, respond, recover) (NIST, 2024). The conceptual framework includes Responsible AI Principles (Safety, Transparency, Accountability, Fairness, and Human Oversight) that provide normative values (Lottu et al., 2024). (ii) Cybersecurity Lifecycle Functions (NIST Cybersecurity Framework; NCSC guidance) provide operational stages (Mahn et al., 2021). By aligning responsible AI values with cybersecurity operations, the framework ensures that AI systems deployed in the UK are not only technically secure but also socially and ethically legitimate.
[bookmark: _Toc208053416]2.0 METHOD
This study employed a systematic literature review (SLR) guided by the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) 2020 framework (Page et al., 2021). The PRISMA process enhances transparency and reproducibility in evidence synthesis, ensuring that the policy framework proposed is grounded in rigorous literature analysis.
[bookmark: _Toc208053417]2.1 Search Strategy
A structured search strategy was employed to identify relevant literature, policy documents, and regulatory frameworks on responsible AI and cybersecurity. The search was conducted across Scopus, Web of Science, Google Scholar, ProQuest, and IEEE Xplore, as well as grey literature repositories such as the UK Government, the National Cyber Security Centre (NCSC), the Information Commissioner’s Office (ICO), the European Union repository (EUR-Lex), and the US National Institute of Standards and Technology (NIST). To ensure precision, Boolean operators were applied to capture the intersection of responsible AI, cybersecurity, and governance in both the UK and comparative contexts. The following Boolean search string was used: (“Responsible AI” OR “AI governance” OR “ethical AI”) AND (“cybersecurity” OR “national security” OR “cyber resilience”) AND (“United Kingdom” OR “UK” OR “Britain” OR “EU” OR “Europe” OR “international comparison”).
The search was limited to publications between 2015 and 2025, reflecting the period when responsible AI discourse and cybersecurity policy integration gained momentum globally. This approach ensured coverage of peer-reviewed academic research, government white papers, international policy frameworks (e.g., the EU AI Act, the Council of Europe AI Convention), and technical guidance documents (e.g., the NSSC Secure AI Development Guidelines, the NIST AI Risk Management Framework).
[bookmark: _Toc208053418]2.2 Inclusion and Exclusion Criteria
Inclusion criteria: peer-reviewed articles, policy reports, and official government/international documents (2015-2025), in English, directly addressing AI governance, responsible AI, or national cybersecurity strategy.
Exclusion criteria: studies not related to AI or cybersecurity policy, duplicate records, and non-English sources.
[bookmark: _Toc208053419]2.3 Screening Process
The initial search yielded 732 documents. After removing duplicates (211), 300 documents were screened by title and abstract. Of these, 38 were assessed for eligibility in full text, with 13 meeting the inclusion criteria.
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Fig.1. PRISMA flow diagram showing the selection process of studies, from 732 records identified to 13 included in qualitative synthesis
[bookmark: _Toc208053420]3.0 DISCUSSION OF FINDINGS
This section discusses the major insights derived from the review of UK policy frameworks for responsible AI deployment in the national cybersecurity strategy, applying the socio-technical governance conceptual framework. The discussion critically analyses the extent to which responsible AI principles are embedded into UK cybersecurity policies, highlights limitations, and compares developments with the European Union (EU), the United States (US), and Global South contexts such as Africa.
[bookmark: _Toc208053421]3.1 Balancing Regulatory Agility and Enforceability
The UK government has adopted a principle-based, regulator-led approach to AI governance rather than a single piece of overarching AI legislation. Regulators such as the Information Commissioner’s Office (ICO), the Financial Conduct Authority (FCA), and the National Cyber Security Centre (NCSC) are expected to apply existing frameworks and sector-specific standards to AI (Sherman, 2024; Evans, 2024). This flexibility is intended to allow regulators to adapt guidance to fast-moving technological changes.
However, evidence from consultations suggests that this voluntary, non-statutory approach creates fragmentation and uneven compliance. In particular, smaller organisations and local authorities lack the resources to interpret multiple regulator guidelines (Hossain et al., 2024). By contrast, the EU AI Act (2024) introduces binding requirements for high-risk AI, including mandatory cybersecurity safeguards, conformity assessments, and fines for non-compliance (Sullivan, 2025). The implication is that while the UK’s agile model supports innovation, it risks undermining consistency and accountability in cybersecurity (Park et al., 2016). A hybrid model – combining principle-based flexibility with enforceable minimum standards – may be necessary to address growing AI threats (Ejjami, 2024).
[bookmark: _Toc208053422]3.2 Secure-by-Design: From Policy Guidance to Practice
The NCSC’s Guidelines for Secure AI System Development (2023) represent one of the first globally coordinated efforts to embed “secure-by-default” principles into the AI lifecycle (NCSC, 2023). Developed jointly with the US Cybersecurity and Infrastructure Security Agency (CISA) and 21 other agencies, the guidelines focus on security from the design stage through to deployment and maintenance (Department of Homeland Security, 2024). Building on this, the AI Cyber Security Code of Practice (2025) provides a structured framework covering secure design, development, deployment, operation, maintenance, and end-of-life management (GOV.UK, 2025). Importantly, the Code extends responsibility beyond developers to the broader AI supply chain, including procurers and operators.
Yet, these measures remain voluntary. Unless reinforced through procurement policies or statutory duties, adoption is likely to remain limited to well-resourced organisations. Research shows that SMEs often lack the capacity to implement secure-by-design principles consistently (Yuhan and Hamilton, 2024). This contrasts with the US, where the NIST AI Risk Management Framework is increasingly integrated into procurement and federal agency practice, making adoption more systematic (NIST, 2023). Thus, while the UK demonstrates leadership in shaping international guidance, the key challenge lies in moving from recommendations to enforceable obligations across sectors.
[bookmark: _Toc208053423]3.3 Incident Reporting and Transparency
AI introduces new categories of cyber risk – including model inversion, adversarial attacks, data poisoning, and prompt injection – that are not adequately covered in traditional incident reporting frameworks (Narula et al., 2025). According to Shaffer (2024), the UK currently lacks a standardised taxonomy of AI-specific cyber incidents, resulting in inconsistent detection and underreporting. For example, while the Cyber Security and Resilience Bill proposes mandatory reporting of cyber incidents affecting critical national infrastructure, it does not explicitly define how AI-related compromises should be treated (Department for Science, Innovation & Technology, 2025). Without clear definitions, organisations may under-report breaches involving AI systems. The NCSC has warned that AI will significantly increase the realism and volume of cyberattacks, such as phishing campaigns (Ribeiro and Ribeiro, 2024). This highlights the urgency of developing AI-specific reporting standards. By comparison, the EU’s AI Act requires providers of high-risk AI systems to maintain logs and conduct post-market monitoring, which could provide a stronger basis for systematic incident data collection.
[bookmark: _Toc208053424]3.4 Governance, Accountability, and Board-Level Oversight 
Clear accountability is a core principle of responsible AI. In April 2025, the UK government updated its Cyber Governance Code of Practice, requiring boards to treat cybersecurity as a strategic risk and emphasising senior leadership responsibility (GOV.UK, 2025b). However, this Code does not yet provide detailed guidance for AI-specific risk governance, such as appointing senior officers accountable for AI security or requiring AI impact assessments. The ICO’s AI and Data Protection guidance recommends measures such as data protection impact assessments (DPIAs) and explainability requirements, but uptake in the cybersecurity context is limited (ICO, 2024). This lack of clarity risks diffusing responsibility. In cybersecurity incidents involving AI, it is often unclear whether accountability lies with the AI developer, operator, or deploying organisation. Without clear lines of governance, boards may struggle to oversee AI-specific risks effectively.
[bookmark: _Toc208053425]3.5 Procurement as a Policy Lever
Procurement represents one of the most powerful levers for embedding responsible AI principles into practice (Johnson et al., 2024). The UK government has signalled its intention to use procurement to enforce cybersecurity requirements, but this has yet to be fully operationalised (Clark, 2024). The AI Cyber Security Code Practice could be embedded as a mandatory procurement requirement for suppliers bidding for government contracts. This would mirror the approach taken in the US, where federal agencies are increasingly required to purchase only AI systems aligned with the NIST RMF (Edwards, 2025). Johnson et al. (2024) argue that procurement is the key to bridging the gap between voluntary guidance and enforceable standards. By leveraging its market power, the UK government could accelerate adoption across both public and private sectors.
[bookmark: _Toc208053426]3.6 International Harmonisation and Strategic Positioning
The UK has sought to position itself as a global hub for AI safety and security, notably through the creation of the AI Safety Institute (AISI) in 2023. The Institute aims to test advanced AI systems, share findings globally, and provide assurance frameworks (GOV.UK, 2023b). Tools like Inspect – an open-source model evaluation platform – demonstrate leadership in international collaboration. Nevertheless, implementation delays and uncertainty over alignment with US policy threaten to undermine momentum (Zhao et al., 2021). Meanwhile, the EU has advanced rapidly with the AI Act, which has already entered into force. Without harmonisation, businesses operating across the UK and EU may face compliance complexity (Ángel and Meuwese, 2025). The UK has attempted to bridge this by submitting the AI Cyber Security Code of Practice to the European Telecommunications Standards Institute (ETSI) as TS 104 223, with an accompanying Implementation Guide as TR 104 128 (GOV.UK, 2025c). This strategy of standardisation diplomacy could allow the UK to influence global norms without adopting statutory rules as early as the EU.
[bookmark: _Toc208053427]3.7 Ethical and Social Dimensions
Beyond technical measures, responsible AI deployment in cybersecurity must address ethical risks such as privacy erosion, bias, and surveillance overreach. AI-powered monitoring systems used in security operations can inadvertently discriminate or intrude on personal freedoms (Wai and Po, 2025). The ICO’s guidance emphasises fairness, explainability, and the need for human oversight in AI-driven decisions (Butterworth, 2018). However, empirical evidence suggests that organisations often prioritise efficiency over ethics, especially in high-pressure security environments. For example, automated anomaly decisions may flag employees disproportionately based on behavioural data, raising fairness concerns (Chris, 2022). Comparatively, the US White House Blueprint for an AI Bill of Rights (2022) places greater emphasis on individual protections, including the right to opt out of AI systems in sensitive contexts (The White House, 2022). The UK lacks an equivalent rights-based framework, relying instead on the Data Protection Act and ICO guidance. This could weaken public trust in AI-driven cybersecurity (Mazzi et al., 2022).
[bookmark: _Toc208053428]3.8 Challenges in the UK Context
Current policies, such as the NSSC guidelines and the AI Cyber Security Code of Practice, are advisory rather than legally binding. This means that while large, well-funded organisations may adopt them, many smaller firms ignore or partially implement them. Without enforcement, uptake is patchy and inconsistent (NCSC, 2025). The UK does not yet have a standard way of recording and classifying AI-related cyber incidents. Traditional frameworks struggle to capture attacks unique to AI systems, such as model manipulation, data poisoning, or adversarial inputs, making it harder to detect patterns, share lessons, and develop targeted responses (GOV.UK, 2025d).
Furthermore, the UK’s flexible, principle-based approach to AI governance is not aligned with stricter regulatory systems, such as the EU’s AI Act or the US’s NIST frameworks (Proskauer, 2024). Hence, businesses working across borders must comply with multiple, sometimes conflicting, rules, which increases costs and compliance complexity. Many small and medium-sized enterprises (SMEs), as well as public agencies, lack the technical knowledge and human resources to put secure-by-design principles into practice. Even when guidance is available, limited expertise prevents effective implementation (Omowole et al., 2024). Moreover, ethical values such as fairness, transparency, and accountability are not yet systematically embedded into AI-enabled cybersecurity systems. For example, automated monitoring tools may unintentionally discriminate or operate without human oversight, raising concerns about bias and trustworthiness (Radanliev, 2025).
[bookmark: _Toc208053429]3.9 Policy Implications and Opportunities
Despite these challenges, the UK has several opportunities to strengthen responsible AI deployment within its cybersecurity strategy. The government could require all technology suppliers bidding for public contracts to comply with the AI Cyber Security Code of Practice. This would ensure adoption across the public sector and push private firms to meet the same standards (GOV.UK, 2025e). Developing a national framework for classifying AI-related cyber threats under the upcoming Cyber Security and Resilience Bill would allow more accurate reporting, better tracking, and faster response to new types of attacks (Ovabor et al., 2024). Additionally, the NCSC could expand its governance toolkits to include AI-specific modules. This would help boards and senior leaders better understand their responsibilities and strengthen accountability at the top of organisations (NCSC, 2025b). By aligning UK standards with both the EU AI Act and the US NIST AI Risk Management Framework, the UK can reduce compliance burdens for businesses and maintain its influence in shaping global AI norms.
[bookmark: _Toc208053430]3.10 Comparative Insights: Africa and Nigeria
Across Africa, cybersecurity governance frameworks remain nascent, though progress has been made under the African Union Convention on Cyber Security and Data Protection and the ECOWAS Regional Cybersecurity Strategy (Okolo, 2024). Nigeria has taken significant steps through the National Cybersecurity Policy and Strategy (NCPS), which identifies critical national information infrastructure (CNII) and mandates incident coordination via the Nigerian Computer Emergency Response Team (ngCERT) (Federal Republic of Nigeria, 2021). The Cybercrimes Act (2015, amended 2024) strengthens legal enforcement against cyber-enabled offences, while the Nigeria Data Protection Act (2023) institutionalises privacy and accountability (NDPC, 2023). Additionally, the draft National Artificial Intelligence Strategy (2023) signals an ambition to integrate AI across governance and the innovation ecosystem (NITDA, 2023).
Despite these foundations, Nigeria’s frameworks are not yet aligned to the specific risks of AI in cybersecurity. There are gaps in governance coordination (fragmented roles among ONSA, NDPC, NITDA, and sectoral regulators), lifecycle assurance (absence of AI-specific red-teaming or adversarial testing), incident reporting (no AI-related incident taxonomy), and capacity/procurement (limited AI security expertise and weak assurance clauses in public procurement). These shortcomings hinder Nigeria’s ability to deploy AI responsibly in safeguarding national cybersecurity (Ogene, 2024; Effoduh, 2024).
[bookmark: _Toc208053431]4.0 CONCLUSION
This study has examined the policy framework for responsible AI deployment in the UK’s national cybersecurity strategy, using a socio-technical governance lens. The findings highlight that while the UK has taken significant steps – such as publishing the AI Cyber Security Code of Practice, establishing the AI Safety Institute, and embedding secure-by-design principles through NCSC guidance – its approach remains largely voluntary. This creates inconsistencies in adoption, particularly among SMEs and public agencies with limited expertise. Ethical considerations – such as fairness, transparency, and human oversight – also remain underdeveloped in UK cybersecurity policy. Embedding these values is essential to ensure public trust and legitimacy. Ultimately, the UK has a unique opportunity to balance innovation leadership with robust governance, shaping an AI-enabled cybersecurity framework that is secure, accountable, and globally interoperable.
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