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The Influence of Digital Trust and Artificial Intelligence Literacy on Business Sustainability: The Mediating Role of Innovation Capability

ABSTRACT

	[bookmark: _Hlk210049143]This study examines the influence of digital trust and Artificial Intelligence (AI) literacy on the sustainability of micro, small, and medium-sized enterprises (MSMEs), with innovation capability serving as a mediating variable. As key drivers of Indonesia’s economy, MSMEs continue to face challenges such as uneven digital adoption and limited AI comprehension, both of which hinder long-term competitiveness. This research adopts a quantitative explanatory design, using survey data from 120 MSMEs in Surabaya and Malang, analyzed using Partial Least Squares Structural Equation Modeling (PLS-SEM). The results show that the model explains 77.4% of the variance in innovation capability and 82.2% of the variance in business sustainability, with a strong predictive level. Innovation capability was found to mediate 34.1% of the influence of digital trust and 28.4% of the influence of AI literacy on sustainability. These findings confirm that digital trust and AI literacy play an important role in driving innovation, which in turn enhances business competitiveness and resilience. This research enriches the technology acceptance model and dynamic capability framework by incorporating digital trust and AI literacy into the study of MSMEs' sustainability. Beyond its academic contribution, the study also provides empirical evidence from the underexplored Indonesian MSME, while offering practical recommendations for policymakers and business practitioners to strengthen digital trust, enhance AI competencies, and design innovation-based strategies that support sustainable growth. 



Keywords: Digital Trust, AI Literacy, Innovation Capability, Business Sustainability, MSMEs. 








1. INTRODUCTION

1.1 Research Background and Motivation

Over the past two decades, the global economy has undergone a fundamental transformation driven by the accelerated adoption of digital technologies across business value chains. Digital transformation has shifted from being an optional strategy to becoming an essential requirement for maintaining competitiveness and long-term sustainability. The emergence of advanced technologies, including Artificial Intelligence (AI), the Internet of Things (IoT), cloud computing, and big data analytics, has profoundly reshaped how enterprises produce, distribute, and market goods and services.

In Indonesia, micro, small, and medium enterprises (MSMEs) occupy a crucial position in the national economy, contributing more than 60% to the Gross Domestic Product (GDP) and employing approximately 97% of the labor force. Given this strategic role, the acceleration of digital transformation among MSMEs is imperative to ensure their competitiveness. However, data from the East Java Cooperative and SME Office (2023) show a considerable gap between potential and realized digital adoption. Only 35% of MSMEs in Surabaya and 23% in Malang have fully integrated digital technologies into their business operations. This condition indicates that successful digitalization depends not only on the presence of technology but also on supporting elements such as digital trust, AI literacy, and innovation capability. 

Global evidence consistently links digital maturity, AI adoption, and trust with superior firm performance. Cross-country analyses show outsized productivity gains from AI where complementary digital capabilities are strong Bughin et al.). For SMEs, readiness and trust gaps remain uneven across countries (OECD, 2021). At the firm level, learning and innovation-oriented dynamic capabilities are needed to translate digital tools into measurable results (Ransbotham et al., 2020; Wamba et al., 2017). These insights motivate our focus on digital trust and AI literacy as antecedents of innovation capability and sustainability in Indonesian MSMEs.

Ransbotham et al. (2020) emphasize that firms with stronger organizational learning are more capable of leveraging AI for innovation. Wamba et al. (2017) also argue that dynamic capabilities like innovation responsiveness are essential to turn digital tools into performance gains. Rai et al. (2019) further identify AI literacy as a foundation for innovation and decision-making in data-rich environments.

Digital trust plays a central role in shaping entrepreneurs’ perceptions, attitudes, and behaviors toward technology use. It includes confidence in system reliability, data security, transparency, and the consistency of digital infrastructures. Previous studies (Khatib et al., 2024; D. H. McKnight et al., 2020) emphasize that perceived risks, including data breaches, online fraud, and regulatory uncertainty, often hinder digital adoption. Within Rogers’ diffusion of innovation framework (2008), digital trust can be interpreted through perceived compatibility and reliability, which strongly influence technology adoption.

AI literacy represents another important factor. It is defined not only as technical proficiency in using AI-based tools but also as the ability to interpret algorithmic outcomes, identify potential biases, and evaluate the relevance of AI applications to specific business contexts. Findings by Alamäki et al. (2024) and Verdiana & Fachir (2023), and UNESCO (2021) indicate that most Indonesian MSMEs remain at a limited functional stage of AI literacy, relying heavily on external service providers. This limitation reduces their ability to independently make strategic decisions or critically evaluate AI-generated recommendations. 

Innovation capability, as explained by Lawson & Samson (2001) through the dynamic capability framework, reflects the capacity of organizations to identify opportunities, mobilize resources, and reconfigure assets in line with strategic adjustments. Empirical evidence Busyeri et al., 2024) & Dhewanto et al., 2022) shows that MSMEs with higher levels of innovation capability are better positioned to utilize digital technologies in developing unique value propositions, expanding market reach, and maintaining competitive advantage. Ivanov & Dolgui (2021) note that even basic AI tools, if supported by innovation capacity, can enhance operational resilience.

The contrasting characteristics of Surabaya and Malang illustrate the regional disparities in digital readiness and innovation capacity among Indonesian MSMEs. Surabaya is supported by more advanced infrastructure and formalized digital practices, whereas MSMEs in Malang, although active in creative industries, continue to struggle with limited digital literacy and access to AI-driven tools. These differences highlight the importance of examining how contextual factors shape the relationship between digital trust, AI literacy, and innovation capability. As noted by Maycotte et al. (2025), digital transformation efforts in emerging markets often yield uneven outcomes due to varying levels of foundational readiness. This contextual gap highlights the importance of comparing distinct regional ecosystems to gain a deeper understanding of the conditions under which innovation facilitates digital adoption and business sustainability.

Prior studies reveal inconsistencies in the relationships among digital trust, AI literacy, innovation capability, and sustainability. Some findings by Dhewanto et al. (2022) demonstrate that innovation capability fully mediates the effect of digital technology adoption on business sustainability. Other research by Busyeri et al. (2024) suggests that the mediating role of innovation capability becomes weak when digital trust is low. Additional studies, Purnami et al. (2022) and Verdiana & Fachir (2023), and OECD (2022) indicate that AI literacy may affect sustainability either directly or indirectly, depending on contextual conditions. Maycotte et al. (2025) reinforce this by showing that digital transformation efforts in emerging markets often fail without sufficient trust and digital literacy foundations. These variations highlight the importance of empirically testing an integrative model in regions with differing levels of digital maturity, such as Surabaya and Malang, and comparing the findings with global benchmarks from studies in Europe, East Asia, and Latin America.

1.2 Research Objectives

This study aims to develop and empirically validate an integrative conceptual model that positions digital trust, AI literacy, and innovation capability as determinants of MSME sustainability. Specifically, the study seeks to: 

1. Examine the direct influence of digital trust on MSME sustainability. 
2. Analyze the role of AI literacy in shaping innovation capability and sustainability. 
3. Investigate the mediating role of innovation capability in the relationship between digital trust, AI literacy, and sustainability. 
4. Compare these relationships between Surabaya and Malang, two cities in East Java with distinct structural and cultural characteristics of digital maturity. 

The findings are expected to contribute to the academic literature by testing a comprehensive model of MSME sustainability in the digital era. In addition, the results are intended to provide practical insights for policymakers and stakeholders in formulating interventions that accelerate MSME digital transformation, strengthen innovation-driven competitiveness, and enhance resilience in facing dynamic global market challenges.

2. LITERATURE  REVIEW AND HYPOTHESES

2.1 Technology Acceptance Model (TAM)

The Technology Acceptance Model (TAM) is considered one of the main theoretical frameworks explaining the factors that influence the acceptance and utilisation of technology by individuals and organisations. This framework assumes that user behaviour towards a digital system is shaped by two fundamental beliefs, namely perceived usefulness and perceived ease of use. These two factors drive a person's tendency and actual actions in adopting technology (Davis, 1985; Venkatesh et al., 2012). In this study, the TAM approach is used to describe the role of digital trust and artificial intelligence (AI) literacy in influencing the attitudes and intentions of micro, small, and medium enterprises (MSMEs) towards the application of artificial intelligence-based technology. Trust in digital systems acts as a psychological driver that reinforces belief in the benefits and security of technology platforms. When business actors feel that the systems they use are trustworthy, reliable, and secure in protecting data, their desire to adopt and use technology on an ongoing basis will increase (Khatib et al., 2024).
In addition to digital trust, artificial intelligence literacy plays an important role in deepening the TAM framework by highlighting the cognitive aspects and technical capabilities of users to understand and evaluate the functions of AI technology in business processes. A high level of literacy enables users to assess the potential and benefits of AI implementation more objectively, while also improving perceptions of the operational ease of the technology (Alamäki et al., 2024; Dwivedi et al., 2021). Therefore, TAM serves as a theoretical basis that explains the relationship between digital trust and AI literacy as factors shaping technology acceptance in the SME sector. This framework emphasises that when these two factors work together, they have the potential to strengthen innovation capabilities and play an important role in maintaining business sustainability amid increasingly competitive digital transformation dynamics.

2.2 Dynamic Capabilities Theory

Dynamic Capabilities Theory (DCT) highlights how organisations can survive and thrive amid rapid environmental change through the processes of learning, adaptation, and transformation of their resources (Teece, 2007; Teece et al., 1997). The essence of this theory lies in three main activities, namely sensing, the ability of organisations to recognise emerging opportunities and threats; seizing, the capacity to optimise opportunities through strategic decision-making; and transforming, the ability to renew and reconfigure resources to remain competitive. In this study, digital trust and artificial intelligence literacy are viewed as important elements that strengthen the process of dynamic capabilities in micro, small, and medium enterprises (MSMEs). Digital trust encourages business actors to explore the potential of new technologies by reducing uncertainty and risk perception, while artificial intelligence literacy enriches the cognitive and technical capacities needed to understand and apply digital technologies effectively (Dwivedi et al., 2021; Khatib et al., 2024)

Innovation capabilities play a tangible role in the implementation of DCT as they are the primary means for organisations to translate identified opportunities into products, processes, or services of strategic value. Through innovation, SME actors can renew their business models, accelerate adaptation, and create sustainable added value (Lawson & Samson, 2001; Wamba et al., 2017). The integration of digital trust, artificial intelligence literacy, and innovation capabilities shows that the success of organisations in the era of digital transformation depends on the extent to which these dynamic capabilities are managed synergistically. When trust in digital systems reduces resistance to change and AI literacy increases technological learning capacity, innovative capabilities will emerge as a strategic bridge to business resilience and sustainability amid increasingly complex market competition.

2.3 Business Sustainability
The readiness of MSMEs to maintain sustainable business operations covering financial, social, and environmental aspects for the long term, Noerchoidah & Suhardiyah (2025) & Dhewanto et al. (2022). Business sustainability refers to a company's ability to survive and thrive in the long term by considering economic, social, and environmental aspects in a balanced manner. Qing & Jin (2023) state that sustainability can be achieved by combining ESG practices with digital technology and environmentally friendly innovations, making businesses more adaptable and resilient to change. Annarelli et al. (2024) add that sustainability also includes social impacts, such as health, gender equality, and decent work. Meanwhile, according to Gonzales Mayono et al. (2025), environmentally friendly business process efficiency is also an important part of creating sustainability. Based on these opinions, it can be concluded that business sustainability is not only about profit or environmental responsibility, but also concerns how companies maintain social relationships, use technology wisely, and create efficient and sustainable work systems.
Referring to Noerchoidah & Suhardiyah (2025) and Qing & Jin (2023b), business sustainability combines economic, social, and environmental dimensions in corporate strategy. Its successful implementation is measured through indicators that not only focus on profits, but also consider the long-term impact on society and the ecosystem. Some key indicators include:
1. Sustainability Finance
2. Corporate Social Responsibility (CSR)
3. Process Efficiency
4.  Process Innovation
2.4 Digital Trust
According to McKnight & Carter (2009), digital trust is the extent to which users believe that digital technologies, including digital systems and service providers, are reliable, secure, and capable of protecting their personal data. Digital trust is the confidence that business actors have in digital systems, particularly in terms of data security, information transparency, and technological reliability. The level of confidence of micro, small, and medium enterprises (MSMEs) in digital systems in supporting business activities, especially in terms of reliability, security, and integrity, is important for encouraging the adoption of digital services because it influences participation and business strategies, according to Khatib et al. (2024). Dhewanto et al. (2022) add that trust in digitalization is the foundation for the success of innovation and the sustainability of MSMEs. In addition, Puteri & Asyari (2023) emphasize that digital trust grows from good technological literacy, which encourages MSMEs to be better prepared for digital transformation.
Referring to Khatib et al. (2024), digital trust can be measured through several key indicators, namely: 
1. The protection of personal information through strong security measures, transparent privacy policies, and clear protection systems stands as the fundamental basis for users to trust a platform.
2. The platform should present information through clear channels that remain accessible to all users. Users develop stronger bonds with service providers when they receive detailed explanations about platform features, data handling, and transaction rules. 
3. Transparency of Transactions Digital 
4. System Reliability
2.5 Artificial Intelligence Literacy
Artificial Intelligence (AI) literacy is the individual's ability to understand, use, and critically, ethically, and responsibly evaluate artificial intelligence technology. This concept emphasizes the importance of basic knowledge about how AI works, the ability to interact with AI-based systems, and awareness of the social and ethical impacts of its use. According to Long & Magerko (2020), AI literacy includes four main components, namely basic technical understanding of AI, critical thinking about its influence in life, practical skills in using AI technology, and awareness of the social and ethical implications of the application of such technology.

According to Alamäki et al. (2024), AI literacy encompasses the ability to understand, apply, and evaluate technology effectively. This literacy includes technical aspects, ethical and social awareness, as well as readiness to adapt to dynamic technological developments. Some important indicators include: 
1. Basic Understanding of AI
2. Ethical and Social Awareness
3. Practical Application Skills 
4. Critical Attitude Towards 
5. Readiness to Learn and Adapt.

2.6 Capability Innovation

Innovation capability is the ability of an organization to develop and implement new ideas that result in improved performance and competitiveness. According to Lawson & Samson (2001), innovation capability is a company's core competency that reflects its ability to transform knowledge and ideas into useful products, processes, or systems. Meanwhile, in recent research by Alaskar (2023), innovation capability is described as the ability of an organization to create new data-driven and technology-based solutions that can enhance business performance sustainably. The study also indicates that innovation capability plays an important role as a mediator in the relationship between the utilization of business data and the achievement of company performance.

According to Alaskar (2023), organizational innovation capability is reflected in the ability to develop and implement creative ideas to drive growth and strengthen competitiveness. Innovation includes the creation of new ideas as well as the adjustment of strategies and processes to align with market dynamics. Some of the key indicators include: 
1. Ability to Generate New Ideas
2. Application of Innovation in Operations 
3. Development of New Products or Services
4. Speed of Responding to Market Changes 
5. Utilization of Technology for Innovation

2.7 Research Hypotheses
Building on the theoretical framework outlined above, this study introduces the following hypotheses:

· H1: Digital Trust has a positive and significant effect on the sustainability of MSMEs (Dhewanto et al., 2022; El Hilali et al., 2020; Khatib et al., 2024; Puteri & Asyari, 2023; Qing & Jin, 2023).
· H2: Artificial Intelligence Literacy has a positive and significant effect on the sustainability of MSMEs (Alamäki et al., 2024; Hernandez et al., 2023; Jankovic & Curovic, 2023; Khaq et al., 2024a; Noerchoidah & Suhardiyah, 2025).
· H3: Innovation Capability has a positive and significant effect on the sustainability of MSMEs (Busyeri et al., 2024; Dhewanto et al., 2022).
· H4: Innovation Capability significantly mediates the effect of digital trust on the sustainability of MSMEs (Dhewanto et al., 2022; El Hilali et al., 2020; Khatib et al., 2024; Puteri & Asyari, 2023; Qing & Jin, 2023).
· H5: Innovation Capability significantly mediates the effect of  Artificial Intelligence Literacy on the sustainability of MSMEs (Alamäki et al., 2024; Anggitasari et al., 2023; Busyeri et al., 2024; Gao, 2023; Verdiana & Fachir, 2023).

3. METHODOLOGY

3.1 Research Design

This research employs a quantitative explanatory approach to examine the causal relationships between variables. The model investigates the effect of digital trust and Artificial Intelligence (AI) literacy on the business sustainability of micro, small, and medium enterprises (MSMEs), with innovation capability introduced as a mediating variable. The use of an explanatory design is appropriate not only to assess the strength of the relationships among variables but also to uncover the underlying mechanisms, particularly how digital trust and AI literacy contribute to sustainability through innovation. This approach follows a deductive logic and is grounded in the empirical testing of established theories (Creswell & Creswell, 2017; Hair et al., 2021).

3.2 Research Location

The study was conducted in two major cities in East Java Province, Indonesia, namely Surabaya and Malang, which were selected based on the characteristics of their dynamic MSMEs ecosystems and relatively high levels of digital technology and artificial intelligence (AI) utilisation. Surabaya is regarded as a significant centre of commercial growth and digital innovation, while Malang is characterised by its creative industry sector, with the increasing application of AI-based technology among MSME players.
 
3.3 Variables and Operational Definitions

The study focuses on four main constructs:
1. Digital Trust (X1): The confidence of MSME actors in the security, reliability, and integrity of digital systems.
2. AI Literacy (X2): The knowledge and readiness of business actors to utilize AI-based technologies effectively.
3. Innovation Capability (Z): The ability of MSMEs to generate and apply new ideas in products, processes, or services.
4. Business Sustainability (Y): The capacity of a business to sustain its operations over the long term across economic, social, and operational dimensions.

All research variables were measured using a five-point Likert scale, ranging from 1, which indicates ‘strongly disagree’, to 5, which represents ‘strongly agree’. The questions in the questionnaire were compiled based on instruments that had been proven valid and adopted from previous studies as a basis for measurement. 


Table 1. Variables and Operational Definitions
	Construct
	Indicators
	Description
	Sources

	Digital Trust (KD)
	KD1
	Data protection
	(Khatib et al., 2024)

	 
	KD2
	Information clarity
	 

	 
	KD3
	Transaction transparency
	 

	 
	KD4
	System reliability
	 

	AI Literacy (LAI)
	LAI1
	Knowledge about AI
	(Alamäki et al., 2024; Verdiana & Fachir, 2023)

	 
	LAI2
	Understanding of AI usage
	 

	 
	LAI3
	Readiness for AI adoption
	 

	Innovation Capability (KI)
	KI1
	New products
	(Busyeri et al., 2024; Dhewanto et al., 2022)

	 
	KI2
	New processes
	 

	 
	KI3
	Creative problem-solving
	 

	 
	KI4
	Market adaptation
	 

	Business Sustainability (KB)
	KB1
	Financial sustainability
	(Noerchoidah & Suhardiyah, 2025; Qing & Jin, 2023)

	 
	KB2
	Social responsibility
	 

	 
	KB3
	Process efficiency and innovation
	 




3.4 Population and Sampling Technique

The target population consists of MSME owners or managers operating in Surabaya and Malang who have incorporated digital technology into their business activities. The purposive sampling technique was used based on several inclusion criteria, as follows:
1. MSMEs have been in operation for at least two years.
2. They actively utilize a variety of digital technologies, including e-commerce platforms, social media, and digital payment services.
3. They have adopted at least one AI-based technology (e.g., chatbots, recommendation systems, automation tools). 
4. Respondents hold a decision-making position within the business.
The sample size was determined by referring to Hair et al. (2021), who recommend a minimum of 100-120 respondents for Partial Least Squares Structural Equation Modeling (PLS-SEM) with a model of low to medium complexity. Therefore, this study utilized a sample of 120 respondents to ensure adequate statistical power.

3.5 Data Sources and Collection Method

This study combines primary and secondary data:
1. Primary Data: Collected through structured questionnaires distributed online and offline. The research tools were designed based on a conceptual framework and verified through expert review.
2. Secondary Data: Obtained from authoritative sources, including the Central Statistics Agency (BPS), the Ministry of Cooperatives and Small and Medium Enterprises, and international publications on digitalisation and artificial intelligence (e.g., Google SE Digital Report).

3.6 Data Analysis Technique

Data analysis was conducted using the Partial Least Squares–Structural Equation Modelling (PLS-SEM) approach with the assistance of SmartPLS 3.0 software. This method was chosen because it is suitable for testing models with complex interrelated latent variables, relatively limited sample sizes, and the need to assess predictive causal relationships (Hair et al., 2021). The analysis procedure comprised two main stages, namely testing the measurement model (outer model) and the structural model (inner model). The first stage was used to assess the validity and reliability of the constructs through factor loading, Average Variance Extracted (AVE), and Composite Reliability tests, with minimum thresholds of 0.50 for AVE and 0.70 for reliability (Hair et al., 2021). The next stage was used to assess the relationship between constructs by considering the R-square value, path coefficient, and t-statistics from the bootstrapping process to determine the significance of both direct and indirect effects.

In addition, mediation effect testing was conducted using the bootstrapping indirect effect approach as suggested by Hayes (2022)The model was considered to have adequate predictive power if the R-square value reached more than 0.67 and the path coefficients showed a significance level below 0.05. The PLS-SEM approach is considered appropriate not only because it is in line with the characteristics of the research sample size (n = 120), but also because of its ability to capture the complex latent relationships between digital trust, artificial intelligence literacy, innovation capability, and business sustainability simultaneously. This technique provides a strong analytical basis for assessing the integration of relationships between variables and comprehensively confirming the proposed conceptual model. 

4. RESEARCH RESULTS AND DISCUSSION

4.1 Data Presentation

The indicator data were initially processed using Microsoft Excel and analyzed with SmartPLS 3.0, with all latent variables modeled reflectively. Preliminary tests indicated five indicators, KD1.6, KD1.12, KD1, LA2.4, LA2.7, and KI1.1, had outer loadings <0.70, below the recommended threshold to ensure construct validity and reliability. These indicators were subsequently eliminated to simplify the model (parsimonious) and retain only those that significantly contributed, thereby improving the accuracy of estimates and the reliability of test results.

4.2 Hypothesis Testing Result

[bookmark: _Hlk209611148]Based on the bootstrapping results displayed in the table and path diagram (inner model), hypothesis testing was conducted by referring to the T-statistics and p-value. This study employed a t-value threshold of 1.96 with a significance level of 0.05, as recommended by Hair et al. (2021). According to their suggestion, a relationship between variables is considered statistically significant if the obtained p-value is at or below the specified significance level, typically  0.05. In other words, if the p-value < 0.05, then the relationship is statistically significant and unlikely to occur by chance.
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Figure 1. Path Diagram Output of the Structural PLS-SEM Model
Source: PLS 3 result data, processed (2025)

Table 2. Outer Loading

	 
	Innovation Capability
	Business Sustainability
	Digital Trust
	Artificial Intelligence Literacy

	KB1.1
	 
	0,933
	 
	 

	KB1.2
	 
	0,888
	 
	 

	KB1.3
	 
	0,936
	 
	 

	KB1.4
	 
	0,887
	 
	 

	KB1.5
	 
	0,912
	 
	 

	KB1.6
	 
	0,863
	 
	 

	KB1.7
	 
	0,874
	 
	 

	KB1.8
	 
	0,895
	 
	 

	KB1.9
	 
	0,893
	 
	 

	KD1.10
	 
	 
	0,930
	 

	KD1.11
	 
	 
	0,849
	 

	KD1.2
	 
	 
	0,917
	 

	KD1.3
	 
	 
	0,729
	 

	KD1.4
	 
	 
	0,798
	 

	KD1.5
	 
	 
	0,914
	 

	KD1.7
	 
	 
	0,923
	 

	KD1.8
	 
	 
	0,961
	 

	KD1.9
	 
	 
	0,787
	 

	KI1.10
	0,946
	 
	 
	 

	KI1.11
	0,846
	 
	 
	 

	KI1.12
	0,913
	 
	 
	 

	KI1.2
	0,951
	 
	 
	 

	KI1.3
	0,886
	 
	 
	 

	KI1.4
	0,711
	 
	 
	 

	KI1.5
	0,933
	 
	 
	 

	KI1.6
	0,908
	 
	 
	 

	KI1.7
	0,854
	 
	 
	 

	KI1.8
	0,844
	 
	 
	 

	KI1.9
	0,910
	 
	 
	 

	LA2.1
	 
	 
	 
	0,736

	LA2.2
	 
	 
	 
	0,921

	LA2.3
	 
	 
	 
	0,930

	LA2.5
	 
	 
	 
	0,788

	LA2.6
	 
	 
	 
	0,922

	LA2.8
	 
	 
	 
	0,942

	LA2.9
	 
	 
	 
	0,937

	﻿KD1.1
	 
	 
	0,871
	 


Source: PLS 3 result data, processed (2025)

Based on the table above, the indicator loading factors for Business Sustainability range from 0.863 to 0.936, for Digital Trust from 0.729 to 0.961, for Innovation Capability from 0.711 to 0.951, and for Artificial Intelligence Literacy from 0.736 to 0.942. All indicators are declared valid as they meet the loading factor threshold of >0.70, thus satisfying convergent validity criteria, and are eligible for further model testing.

Table 3. Fornell-Larcker Criteria

According to the Fornell–Larcker criteria, the square roots of AVE on the diagonal IC = 0.884; BS = 0.898; DT = 0.871; AIL = 0.886 are greater than the correlations between the respective constructs and other constructs in the corresponding rows/columns. Thus, each construct can adequately differentiate itself, meeting the discriminant validity requirement.

Table 4. Cross Loadings

The cross-loading test shows that each indicator loads highest on the construct it is intended to measure compared to other constructs. For example, KI1.2 has a loading of 0.951 on Innovation Capability, higher than on Business Sustainability (0.884), Digital Trust (0.748), and AI Literacy (0.671), and KB1.3 loads highest on Business Sustainability (0.936). This consistent pattern confirms that the indicators accurately represent their respective constructs and support discriminant validity at the indicator level.

Table 3. Construct Reliability and Validity

	Construct
	Cronbach’s Alpha
	Composite Reliability
	AVE

	Innovation Capability
	0.971
	0.975
	0.782

	Business Sustainability
	0.970
	0.974
	0.807

	Digital Trust
	0.964
	0.969
	0.758

	Artificial Intelligence Literacy
	0.953
	0.962
	0.785


Source: PLS 3 result data, processed (2025)

All constructs meet reliability and validity criteria: Cronbach’s Alpha >0.70 indicates excellent internal consistency, and Composite Reliability between 0.962–0.975 confirms adequate internal consistency across indicators. AVE values >0.50 indicate that each construct explains more than half the variance of its indicators, fulfilling convergent validity. 

Discriminant validity was evaluated using two criteria: the Fornell-Larcker criterion and cross-loading analysis. As shown in Appendix Table A1, the square root of the Average Variance Extracted (AVE) for each construct was higher than its correlations with other constructs, indicating adequate discriminant validity across all latent variables. Furthermore, the cross-loading results (see Appendix Table A2) confirmed that each indicator loaded more strongly on its associated construct than on any other, supporting item-level discriminant validity. These results collectively demonstrate that the measurement model has sufficient discriminant power and that the constructs are empirically distinct from one another.




Table 4. R-Square

	Construct
	R²
	Adjusted R²

	Innovation Capability
	0.774
	0.770

	Business Sustainability
	0.822
	0.817


Source: PLS 3 result data, processed (2025)

Based on the R-Square results, Innovation Capability has an R² = 0.774 (77.4% of the variance is explained by the model; 22.6% by factors outside the model) with an Adjusted R² = 0.770; the small difference indicates model stability. Business Sustainability shows an R² = 0.822 (82.2% of the variance explained) and Adjusted R² = 0.817, indicating excellent predictive power with minimal discrepancy. Referring to Chin (1998), an R² > 0.67 is considered strong, meaning both constructs demonstrate high explanatory power.

Table 5. F-Square (Effect Size)

	 
	Innovation Capability
	Business Sustainability

	InnovationCapability
	 
	0.445

	Digital Trust
	1.253
	0.175


[bookmark: _Hlk208091840]Source: PLS 3 result data, processed (2025)

The f² analysis, Cohen (2013), shows that Digital Trust (f² = 1.253; large) and AI Literacy (f² = 0.872; large) strongly drive Innovation Capability. Innovation Capability itself has a substantial impact on Business Sustainability (f² = 0.445; large). Meanwhile, the influence of Digital Trust on Business Sustainability is moderate (f² = 0.175), and the effect of AI Literacy is small (f² = 0.032), indicating that AI Literacy has a more dominant indirect effect through innovation. Overall, the magnitude of influence between variables varies, with technology and innovation factors emerging as the main drivers of business sustainability.

Table 6. Path Coefficients (Bootstrapping)
	Relationship
	Original Sample
	T-Statistic

	Innovation Capability → Business Sustainability
	0.592
	7.221

	Digital Trust → Innovation Capability
	0.576
	7.247


Source: PLS 3 result data, processed (2025)

The path analysis results show that all relationships are positive: Innovation Capability → Business Sustainability (β=0.592; t=7.221 > 1.96; p=0.000) is significant; Digital Trust → Innovation Capability (β=0.576; t=7.247; p=0.000) and → Business Sustainability (β=0.287; t=4.578; p=0.000) are also significant; AI Literacy → Innovation Capability (β=0.481; t=5.574; p=0.000) is significant; while AI Literacy → Business Sustainability (β=0.113; t=1.965 ≈ 1.96; p=0.050) is marginally significant at the 0.05 threshold. Overall, the findings confirm the central role of Digital Trust and AI Literacy in driving Innovation Capability, which in turn strengthens Business Sustainability.

Table 7. Total Indirect Effects

	Relationship
	Original Sample
	T-Statistic

	Digital Trust → Business Sustainability (via Innovation)
	0.341
	4.883

	AI Literacy → Business Sustainability (via Innovation)
	0.284
	4.423


Source: PLS 3 result data, processed (2025)

Based on the table above, Digital Trust has a positive and significant influence on Business Sustainability through Innovation Capability. The original sample value is 0.341 (positive), with a t-statistic of 4.796 > 1.96 and a p-value of 0.000 < 0.05. Furthermore, Artificial Intelligence Literacy also has a positive and significant influence on Business Sustainability through Innovation Capability. The original sample value is 0.284 (positive), with a t-statistic of 4.423 > 1.96 and a p-value of 0.000 < 0.05.


4.3 Discussion

4.3.1 The Impact of Digital Trust on Business Sustainability

The findings of this study indicate that digital trust has a positive and significant influence on business sustainability. Consistent with the Technology Acceptance Model (TAM), digital trust improves perceptions of usefulness and ease of use, while simultaneously reducing psychological barriers related to risk, uncertainty, and reliability. In addition, within the framework of Dynamic Capabilities Theory (DCT), digital trust contributes to the sensing process by enabling micro, small, and medium enterprises (MSMEs) to identify and interpret opportunities for digital transformation. It also supports the seizing function by enhancing the readiness of MSMEs to allocate resources towards technological adoption. 

With greater digital trust, MSMEs are more prepared to implement and optimize technology across various business functions, including marketing, payment systems, customer service, and innovation. The resulting outcomes include increased operational efficiency, expansion of market reach, improved customer engagement, a more professional business image, and enhanced data security. Collectively, these factors strengthen customer loyalty and business resilience. These findings are aligned with previous studies(Dhewanto et al., 2022; El Hilali et al., 2020; Khatib et al., 2024; Puteri & Asyari, 2023; Qing & Jin, 2023). From a practical standpoint, improving digital literacy, adopting secure platforms, and maintaining transparent digital communication are essential strategies for reinforcing both market positioning and long-term sustainability.

4.3.2  The Influence of Artificial Intelligence Literacy on Business Sustainability

The results indicate that artificial intelligence (AI) literacy exerts a positive and significant effect on business sustainability. For MSMEs, AI literacy encompasses not only technical knowledge but also strategic awareness of how AI functions and creates value. From the perspective of Dynamic Capabilities Theory, AI literacy enhances the sensing capability by enabling businesses to detect technological changes and market shifts. It further facilitates the seizing process by equipping firms with the skills necessary to implement AI tools effectively, and supports the transforming process by allowing them to realign their operational models in response to emerging opportunities. 

Entrepreneurs with high AI literacy are more likely to integrate AI technologies across multiple domains such as production automation, customer service personalization, market trend forecasting, and supply chain optimization. These applications contribute to improved adaptability and competitive advantage. The findings are consistent with those of Alamäki et al. (2024); Hernandez et al. (2023); Jankovic & Curovic (2023); Khaq et al. (2024); Noerchoidah & Suhardiyah (2025), who assert that AI proficiency enhances strategic agility and business resilience. Therefore, increasing AI literacy through targeted training programs, expert collaboration, and hands-on technology support is imperative for MSMEs seeking to achieve sustainable business outcomes.

4.3.3 The Influence of Innovation Capability on Business Sustainability

The findings indicate that innovation capability acts as a key element that bridges the relationship between digital trust and business sustainability. From a theoretical perspective, these results enrich the Technology Acceptance Model (TAM) and Dynamic Capabilities Theory (DCT) by confirming that digital trust is not only related to technology acceptance, but also contributes to the formation of psychological and structural foundations that encourage the creation of sustainable innovation. Within the TAM framework, trust in digital systems strengthens perceptions of the benefits and ease of use of technology, which ultimately encourages SMEs to integrate digital solutions into their business strategies. Based on the DCT perspective, digital trust plays a role in strengthening an organisation's ability to recognise opportunities (sensing) and utilise them effectively (seizing). Business actors who have high confidence in the reliability of technology tend to be more open to change and show courage in experimenting with new innovations. 

Innovation capabilities serve as a pathway for transformation that converts digital trust into competitive advantage and long-term sustainability. Trust in digital systems helps overcome psychological barriers to technology adoption, while fostering a responsive, creative, and learning-oriented work culture. For MSMEs, this condition is crucial because limited resources demand efficiency and trust in technology as the main driver of innovation. These results are in line with the views of Busyeri et al. (2024) & Dhewanto et al. (2022), who emphasise that digital trust is the foundation for building innovative capabilities that enhance competitiveness and maintain business sustainability. Conceptually, this mediation process illustrates an adaptive journey where trust fosters readiness, readiness gives rise to innovation, and innovation becomes the basis for long-term business sustainability.

4.3.4 The Influence of Digital Trust on Business Sustainability Mediated by Innovation Capability

The analysis reveals that digital trust significantly influences business sustainability through the mediating role of innovation capability. In the MSME context, digital trust refers to the belief in the reliability, security, and integrity of digital technologies. This trust promotes broader technology adoption not only to enhance operational efficiency but also to foster innovation. From the DCT perspective, digital trust contributes to the seizing function by reducing resistance to technological change and increasing the willingness to experiment with digital solutions. It also indirectly facilitates the transforming process through the enhancement of innovation capability. 

This capability enables firms to restructure internal operations, improve services, and adjust business models in line with technological advancements. Drawing upon TAM, trust in technology further reinforces perceived ease of use and usefulness, which in turn accelerates technology-based innovation. The findings are aligned with previous studies Dhewanto et al. (2022); El Hilali et al. (2020); Khatib et al. (2024); Puteri & Asyari (2023); Qing & Jin (2023), which affirm that digital trust, when coupled with strong innovation capability, contributes to greater operational performance, market expansion, and business adaptability. Therefore, enhancing business sustainability among MSMEs requires a dual approach: cultivating digital trust and building innovation capacity through digital literacy initiatives, secure technology deployment, and strategic technological alignment.

4.3.5 The Influence of Artificial Intelligence Literacy on Business Sustainability Mediated by Innovation Capability

This study further reveals that artificial intelligence (AI) literacy significantly influences business sustainability, with innovation capability serving as a mediating variable. AI literacy involves both technical and strategic competencies, including the ability to understand, apply, and evaluate AI technologies in ways that align with market needs and organizational goals. According to TAM, higher AI literacy enhances perceived usefulness and ease of use, which facilitates the adoption and integration of AI into business operations. 

In line with DCT, AI literacy strengthens the sensing function by enabling MSMEs to recognize technological potential in their environments. It also supports the seizing process through the strategic application of AI in decision-making, and drives transformation by enabling the adaptation of internal processes. The integration of AI into innovation activities such as product development, customer experience design, market analysis, and operational optimization demonstrates how AI literacy contributes to enhanced innovation capability, which in turn promotes greater resilience and long-term sustainability. 

These findings are consistent with studies by Alamäki et al. (2024); Anggitasari et al. (2023); Busyeri et al. (2024); Gao (2023); Verdiana & Fachir (2023), which emphasize the central role of innovation in mediating the effects of AI literacy on business sustainability. Therefore, enhancing AI literacy should be a strategic imperative for MSMEs. This can be achieved through context-specific training, partnerships with technology providers, and structured guidance for the application of AI in business models. Such efforts will enable MSMEs to unlock AI-driven innovation, improve market competitiveness, and achieve sustainable growth.

5. CONCLUSION

This study shows that digital trust and artificial intelligence literacy play an important role in promoting the sustainability of micro, small, and medium enterprises by strengthening innovation capabilities as a connecting element. Conceptually, these findings enrich our understanding of the Technology Acceptance Model (TAM) and Dynamic Capabilities Theory (DCT) by placing aspects of trust and technological literacy as factors that not only influence technology acceptance but also strengthen organisational capacity to adapt and innovate in the digital age. Innovation capabilities become a strategic mechanism that transforms digital trust and AI skills into sustainable advantages. From a policy perspective, a balance is needed between developing digital infrastructure and increasing human resource capacity through policies that guarantee data security, system transparency, and AI literacy programmes that are relevant to MSME players. These efforts will encourage the creation of an innovative, adaptive, and inclusive business ecosystem, where business players not only utilise technology but also play a role as creators of sustainable value in facing the challenges of the digital economy.

6. Implications and Recommendations 

The practical implications highlight the necessity of strengthening digital trust as a foundation of MSME competitiveness, which can be achieved through secure platforms, transparent interactions, and consistent service delivery. Ai literacy emerges as a strategic priority that should be advanced through targeted training and technological support to ensure the effective integration of AI into business strategies. Innovation capability must also be reinforced through market research, product diversification, and cross-sector collaboration, enabling both resilience and sustainable growth. From a policy perspective, inclusive digital and AI literacy programs, complemented by financial incentives and adequate infrastructure, represent critical instruments for accelerating equitable digital transformation. Form a theoretical standpoint, this research contributes to the refinement of the Technology Acceptance Model (TAM) and the dynamic capability framework by confirming the mediating role of innovation capability in linking digital trust and AI literacy to business sustainability. 

However, there are several limitations to this study, including limited sample coverage, a narrow range of variables analysed, and the absence of longitudinal data. Future research should expand the geographical scope, integrate additional contextual factors such as institutional support, access to financing, and managerial capacity, and adopt a longitudinal or mixed approach to capture more comprehensive dynamics. In practical terms, sustained investment in digital trust building mechanisms and AI literacy at the SME level, combined with inclusive policy initiatives aimed at reducing regional digital disparities, will be key to strengthening innovation capabilities, enhancing competitiveness, and ensuring sustainable growth in the global digital economy. 
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APENDIX

	 
	Innovation Capability
	Business Sustainability
	Digital Trust
	Artificial Intelligence Literacy

	Innovation Capability
	0.884
	 
	 
	 

	Business Sustainability
	0.889
	0.898
	 
	 

	Digital Trust
	0.759
	0.779
	0.871
	 

	Artificial Intelligence Literacy
	0.700
	0.636
	0.381
	0.886


Table A1. Fornell-Larcker Criteria

Source: PLS 3 result data, processed (2025)

Table A2. Cross Loadings

	 
	Innovation Capability
	Business SustainabilityDigital Trust
	Kepercayaan Digital
	Artificial Intelligence Literacy

	KB1.1
	0,848
	0,933
	0,759
	0,607

	KB1.2
	0,778
	0,888
	0,684
	0,58

	KB1.3
	0,839
	0,936
	0,743
	0,599

	KB1.4
	0,777
	0,887
	0,682
	0,517

	KB1.5
	0,838
	0,912
	0,76
	0,576

	KB1.6
	0,755
	0,863
	0,666
	0,478

	KB1.7
	0,752
	0,874
	0,657
	0,627

	KB1.8
	0,777
	0,895
	0,667
	0,545

	KB1.9
	0,812
	0,893
	0,672
	0,61

	KD1.10
	0,703
	0,718
	0,93
	0,314

	KD1.11
	0,589
	0,624
	0,849
	0,31

	KD1.2
	0,71
	0,729
	0,917
	0,369

	KD1.3
	0,593
	0,543
	0,729
	0,327

	KD1.4
	0,627
	0,639
	0,798
	0,359

	KD1.5
	0,72
	0,723
	0,914
	0,394

	KD1.7
	0,68
	0,723
	0,923
	0,339

	KD1.8
	0,699
	0,719
	0,961
	0,291

	KD1.9
	0,608
	0,663
	0,787
	0,305

	KI1.10
	0,946
	0,876
	0,741
	0,677

	KI1.11
	0,846
	0,737
	0,556
	0,626

	KI1.12
	0,913
	0,868
	0,727
	0,652

	KI1.2
	0,951
	0,884
	0,748
	0,671

	KI1.3
	0,886
	0,785
	0,712
	0,646

	KI1.4
	0,711
	0,632
	0,621
	0,435

	KI1.5
	0,933
	0,876
	0,737
	0,683

	KI1.6
	0,908
	0,793
	0,651
	0,688

	KI1.7
	0,854
	0,678
	0,575
	0,561

	KI1.8
	0,844
	0,695
	0,625
	0,536

	KI1.9
	0,91
	0,76
	0,656
	0,587

	LA2.1
	0,618
	0,607
	0,463
	0,736

	LA2.2
	0,578
	0,548
	0,318
	0,921

	LA2.3
	0,648
	0,573
	0,343
	0,93

	LA2.5
	0,53
	0,48
	0,292
	0,788

	LA2.6
	0,66
	0,564
	0,332
	0,922

	LA2.8
	0,62
	0,564
	0,297
	0,942

	LA2.9
	0,659
	0,587
	0,304
	0,937

	﻿KD1.1
	0,661
	0,678
	0,871
	0,312


Source: PLS 3 result data, processed (2025)
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