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	Reviewer’s comment
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	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This manuscript makes a valuable contribution to the scientific community by addressing a critical gap in cybersecurity: the inability of static trust models to effectively detect insider threats and account takeovers. By proposing and validating the Advanced Behavioral Analytics for Zero-Trust Continuous Verification (ABA-ZTCV) framework, the study introduces a scientifically rigorous and practically applicable solution. The findings not only advance academic understanding of hybrid behavioral modeling but also provide direct policy and operational implications for enterprises and regulators. This work is important as it highlights the limitations of compliance-based controls and emphasizes continuous verification, aligning with evolving NIST standards and offering a pathway to more resilient digital infrastructures.


	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	Yes, the current title 'Elevating Continuous Verification Through Advanced Behavioral Analytics: A Deep-Dive Framework for Combating Insider Threats and Account Takeovers in Modern Cybersecurity' is comprehensive and accurately reflects the scope of the study. However, it may be slightly long. 

An alternative could be:
‘Advanced Behavioral Analytics for Zero-Trust Continuous Verification: Combating Insider Threats and Account Takeovers’


	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	The abstract is comprehensive, well-structured, and highlights the key problem, methods, results, and implications. Suggested improvement: briefly clarify the novelty by emphasizing how the proposed ABA-ZTCV framework integrates both insider and account takeover (ATO) detection into a single operational pipeline, which is not common in prior works. A sentence could also be added noting the practical regulatory relevance (e.g., alignment with NIST SP 800-207 and PCI-DSS gaps).

	

	Is the manuscript scientifically, correct? Please write here.
	Yes, the manuscript is scientifically correct. The methodology is rigorous, with clear use of datasets (LANL, CERT, DARPA OpTC) and evaluation metrics (AUC, Precision@K, Recall, Time-to-Detect, Time-to-Respond, User Friction). Results are consistently benchmarked against static models, and the findings are discussed with strong references and real-world examples.


	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	Yes, the references are sufficient and up-to-date, spanning 2023–2025, and include both scholarly and industry sources. Optional suggestion: Add more regulatory or standardization-focused references (e.g., updates in PCI-DSS v4.0, ISO/IEC 27001 revisions) to reinforce the compliance-policy discussion.


	

	Is the language/English quality of the article suitable for scholarly communications?


	Yes, the language is clear, formal, and appropriate for scholarly communication. Minor refinements could make some long sentences in the discussion more concise, but overall readability and flow are very good.


	

	Optional/General comments


	This is a strong manuscript that makes both theoretical and practical contributions. The paper clearly identifies the limitations of static security models and demonstrates with empirical evidence how the proposed ABA-ZTCV framework outperforms them. The balance of academic rigor (datasets, models, metrics) with practical case studies and regulatory implications is commendable. With minor refinements to the abstract and a slight title adjustment, the manuscript is well-positioned for publication.
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