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	PART  1: Comments



	
	Reviewer’s comment

Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.

	Author’s Feedback (It is mandatory that authors should write his/her feedback here)

	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This manuscript addresses a critically important and timely issue for the scientific and healthcare communities: the escalating cybersecurity threats facing smart hospitals in an increasingly digitized healthcare landscape. By proposing a comprehensive Zero Trust Architecture (ZTA) blueprint tailored to healthcare environments, the study offers a robust framework to mitigate vulnerabilities associated with IoMT devices, cloud infrastructures, and telemedicine platforms. Its integration of design science research, machine learning, and regulatory compliance metrics provides a multidimensional approach that bridges theoretical rigor with practical application. Given the alarming rise in healthcare data breaches and the life-critical nature of hospital operations, this research contributes significantly to advancing cyber-resilience and patient safety in modern healthcare systems.
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	Yes, the title “Zero-Trust Architecture for Smart Hospitals: A Virtual Blueprint for Cyber-Resilient Healthcare Infrastructure” is suitable and accurately reflects the manuscript’s core focus. It conveys the main theme - Zero Trust Architecture (ZTA) - and its application within smart hospital environments, while also hinting at the virtual and scalable nature of the proposed framework.
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	Yes, the abstract is comprehensive and informative. It clearly outlines the problem, methodology, and key results. However, it could be improved by briefly clarifying the scope (for instance, geographic focus) and simplifying the performance metrics to avoid overwhelming readers.
	

	Is the manuscript scientifically, correct? Please write here.
	The manuscript is conceptually sound and well grounded in current Zero Trust and healthcare cybersecurity literature, but its empirical claims currently lack sufficient methodological detail and transparency to be considered scientifically robust without major revision.

Strengths

· Correct and appropriate use of ZTA principles and alignment with NIST frameworks.

· A mixed-methods design that suits the problem and supports multiple evidence streams.

· Clearly defined metrics and mathematical models that, if fully documented, could support reproducibility.

Minor issues

· Inconsistent terminology and formatting across sections.

· Excessive reliance on non–peer-reviewed or vendor sources in places.

Major concerns

· Key results rest on simulated datasets that are not described in adequate detail, leaving performance metrics unsupported.

· Expert validation is underreported: sample, selection, and statistical depth (e.g., inter-rater reliability procedures) need fuller description.

Required Revisions

To strengthen the manuscript’s scientific rigor and ensure reproducibility, the following revisions are recommended:

1. Clarify and expand dataset methodology The manuscript relies heavily on simulated datasets; hence the generation process, underlying assumptions, and structure of these datasets should be sufficiently described. The details should include device types, threat scenarios, sampling methods, and any preprocessing steps. This will allow readers to assess the validity of the reported performance metrics and support replication.

2. Enhance reporting of expert validation The section on expert validation lacks critical detail. Authors should specify how experts were selected, their qualifications, the number of participants, and the instruments used for evaluation.

3. Address formatting and source quality issues Terminology and formatting should be standardized across sections to improve readability and coherence. Where possible, vendor blogs and non–peer-reviewed sources should be replaced with peer-reviewed literature or authoritative standards.

By addressing these revisions, the manuscript will be better positioned to support its empirical claims and contribute meaningfully to the cybersecurity and healthcare research communities.


	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	The references in the manuscript are generally sufficient and mostly recent, with many citations from 2023–2025 that reflect current trends in healthcare cybersecurity and Zero Trust Architecture. The inclusion of NIST SP 800-207 and other foundational frameworks is appropriate and strengthens the theory.


	

	Is the language/English quality of the article suitable for scholarly communications?


	The language used throughout the manuscript is generally appropriate for scholarly communication—formal, precise, and well-structured. However, there are some recurring issues that should be addressed to improve clarity and consistency. In particular, terminology and variable naming are occasionally inconsistent across sections, which may confuse readers and hinder reproducibility.
	

	Optional/General comments


	This manuscript addresses a critical issue in healthcare cybersecurity and offers a promising Zero Trust blueprint. But as a practical guide, it must be clearer: simulated datasets need full description, performance metrics must be transparently derived, and expert validation requires deeper reporting.
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	Reviewer’s comment

Timely and conceptually strong. But as a practical blueprint, it needs more clarity: simulated data and expert validation are currently underreported. Detail data generation, clarify validation, and fix terminology to improve credibility and utility.
	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Are there ethical issues in this manuscript? 


	(If yes, Kindly please write down the ethical issues here in detail)
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