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ABSTRACT 

	Aims:
This review investigates how artificial intelligence (AI)-powered remote monitoring systems (RMS) influence patient trust, privacy, and adoption within U.S. telehealth. It further examines how regulatory bodies particularly the Food and Drug Administration (FDA), the Department of Health and Human Services’ Office for Civil Rights (HHS/OCR), and the Centers for Medicare and Medicaid Services (CMS) operationalize AI and privacy governance.
Study Design: 
A systematic literature review guided by PRISMA methodology.
Place and Duration of Study: 
The review was conducted between 2020 and 2025 using U.S.-based scholarly, clinical, and policy sources.
Methodology:
Searches across PubMed, IEEE Xplore, Scopus, and Web of Science included studies on AI-enabled telehealth, patient trust, data privacy, and regulation. Inclusion criteria emphasized peer-reviewed research addressing usability, security, and regulatory compliance. Thematic synthesis was applied to identify trends across technical, ethical, and policy domains.
Results:
Findings reveal that FDA frameworks enhance transparency through lifecycle-based regulation, while OCR’s flexible enforcement of HIPAA during COVID-19 expanded access but exposed privacy gaps. CMS’s reimbursement reforms enabled widespread telehealth use, with over 9 million beneficiaries served. Despite these advances, challenges persist, including limited post-market accountability, fragmented oversight, and equity barriers linked to digital access.
Conclusion:
AI-powered RMS have advanced clinical efficiency and accessibility, yet their sustainability depends on trust, privacy, and coordinated governance. A unified regulatory approach integrating safety, data protection, and reimbursement is essential to ensure ethical and inclusive digital transformation in U.S. healthcare.
.
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1. INTRODUCTION 
Telehealth (TH), also referred to as telemedicine, has undergone remarkable development in recent years, fueled by advances in sensorization, monitoring, control, and communication technologies (Giansanti, 2023). As a technology-based virtual platform, telehealth delivers a wide range of services, including health information, prevention, monitoring, and medical care. Its fastest-growing segment is telemedicine, which has become the largest component of this sector (Mechanic, Persaud, & Kimball, 2017). By bridging the distance between healthcare providers and patients, telehealth offers a new approach to remote care delivery through real-time audio and visual communication, enabling access to hard-to-reach populations and addressing systemic barriers within healthcare. Information is exchanged over communication networks to monitor patient health status and provide clinical recommendations, consultations, treatments, education, and administrative services (Beheshti et al., 2022). The COVID-19 pandemic further accelerated telehealth adoption, as global healthcare systems faced unprecedented strain and rising costs. Relaxed regulatory guidelines, government promotion, and heightened patient acceptance have positioned telehealth as a cornerstone of digital healthcare transformation in the post-pandemic era (Mishra & Sharma, 2022).
Artificial intelligence is playing an increasingly important role in the transformation of healthcare delivery, with remote monitoring systems (RMS) and telemedicine emerging as key drivers. According to Abbasi (2024), the incorporation of machine learning, natural language processing, and predictive analytics into remote patient monitoring (RPM) platforms has transformed the way patient data is collected, aggregated, and analyzed in real time.  These systems use wearable sensors, mobile health apps, and other digital technologies to monitor vital signs, track disease progression, and predict potential complications like cardiac events or diabetic crises before they appear clinically. This predictive capacity promotes preventative care, lowers hospital admissions. It also improves clinical efficiency by providing healthcare practitioners with timely, data-driven insights for decision-making. RMS enables physicians to care for patients with chronic or complicated disorders, and it also helps expand services to groups with limited access to traditional healthcare, including the elderly and those living in distant locations (Abbasi, 2024; Savoldelli et al., 2024).
The deployment of AI in RMS is equally significant in clinical decision support, as real-time data consolidation allows practitioners to receive continuous feedback and alerts when abnormal health trends arise. For instance, continuous electrocardiogram monitoring combined with AI-based pattern recognition can detect irregular rhythms and notify cardiologists for rapid intervention (Abbasi, 2024). Such systems enhance diagnostic accuracy, reduce human error, and promote personalized medicine, since AI-driven models can generate health profiles tailored to patients’ biological, behavioral, and lifestyle characteristics. This level of precision medicine increases treatment efficacy, reduces side effects, and ensures patient-centered care while optimizing healthcare costs and resource allocation across systems.
1.1. Importance of user trust and data privacy 
The long-term success of AI-powered RMS depends heavily on user trust and data privacy. Patients and clinicians often question the reliability and transparency of algorithmic decision-making making trust a major concern. Abbasi (2024) stresses that skepticism can undermine adoption if users do not clearly understand how AI models reach conclusions or if systems appear to reduce physician oversight. Equally important are privacy concerns, as RMS generate vast amounts of sensitive health information through continuous monitoring. Recent studies emphasize that health data breaches, unauthorized secondary use, or inadequate encryption could erode confidence in telehealth platforms, making patients hesitant to share information or engage fully with remote monitoring services (Kalasin & Surareungchai, 2023). Compliance with regulations such as HIPAA in the U.S. is essential, but regulatory frameworks must also evolve to address the complexity of AI-driven systems, which continuously update and adapt to new data.
Safeguarding user trust therefore requires transparent system design, clear communication of AI’s role in care, and strong physician involvement to reassure patients of human oversight. Equally, ensuring robust data protection demands multi-factor authentication, advanced encryption, frequent security audits, and patient education on how their data will be used. As Savoldelli et al. (2024) demonstrate, predictive models for cardiovascular risk are only sustainable if patients believe the technology is accurate, secure, and aligned with their interests. Without these safeguards, the promise of AI in enhancing healthcare efficiency and outcomes will be undermined by user resistance. Therefore, the ability to earn and retain patient trust, ethical responsibility, and regulatory compliance are just as important as technological performance in the adoption of AI-powered RMS.
1.2. Research problem 
The rapid expansion of artificial intelligence (AI)-powered telehealth and RMS in the United States has transformed healthcare delivery by enhancing clinical decision-making, enabling continuous monitoring, and reducing costs of care (Abbasi, 2024; Savoldelli et al., 2024). However, their success relies not only on technological efficiency but also on patient trust, data privacy, and system usability. Current research reveals that while AI-driven platforms improve patient outcomes through predictive analytics and personalized care, skepticism persists regarding algorithm transparency, physician oversight, and the security of sensitive health information (Kalasin & Surareungchai, 2023).By synthesizing studies across clinical, technical, and ethical domains, this review provide a structured understanding of how AI-powered RMS are perceived, how privacy safeguards are operationalized, and how these factors influence long-term adoption in U.S. healthcare.
1.3.  Research Objectives
This systematic review seeks to synthesize evidence on patient trust and acceptance of AI-powered telehealth systems in the U.S., examine the privacy and security frameworks that underpin telehealth platforms, and evaluate the effectiveness of AI-powered RMS in terms of usability, accuracy, and regulatory compliance. It also aims to identify barriers and enablers to trust, adoption, and equitable access in AI-powered telehealth, and to provide policy and practice recommendations that support sustainable digital transformation in healthcare.
2. Theoretical Foundations
Several theoretical perspectives frame the adoption and trust of AI-powered RMS in healthcare. The Technology Acceptance Model (TAM) highlights the importance of perceived usefulness and ease of use in shaping both patient and clinician adoption of telehealth technologies. This model is particularly relevant to AI-enabled platforms, where system reliability and user-friendliness drive engagement and trust (Nguyen, Fujioka, Wentlandt, Onabajo, Wong, Bhatia, & Stamenova, 2020).
Socio-technical systems theory emphasizes the interplay between human, organizational, and technical components (Partanen, Seppänen-Järvelä, Hiekkala, & Lindh, 2023). Applied to telehealth, Socio-technical systems theory suggests that AI systems should enhance rather than replace clinician–patient interactions, reinforcing the need for alignment between technological innovations and healthcare workflows. In addition, the concept of trust calibration in human–AI interaction provides insights into how transparency and explainability affect user confidence (Tomsett, Preece, Braines, Cerutti, Chakraborty, Srivastava, & Kaplan, 2020). Studies on explainable AI (XAI) demonstrate that providing appropriate levels of information fosters balanced reliance, preventing both over-trust and under-trust of algorithmic recommendations (Zeng et al., 2025; Costantino et al., 2022).
Finally, theories of digital governance and data stewardship inform the ongoing debates on privacy, consent, and security (Rosenbaum, 2010; Viljoen, 2021). These frameworks argue that trust in digital health depends on embedding ethical and regulatory safeguards into the design of AI-enabled systems, ensuring patient data integrity and accountability.
3.  methodology 
This study adopted a review approach, synthesizing scholarly journals, conference papers, and institutional reports on artificial intelligence (AI) applications in RMS and telehealth. Following the PRISMA guidelines, the review ensured transparency and methodological rigor. Searches were conducted across PubMed, IEEE Xplore, Scopus, Web of Science, and Google Scholar. Keywords and Boolean operators included “digital transformation,” “telehealth,” “artificial intelligence,” “machine learning,” “RMS,” “RPM,” “telehealth,” “trust,” “privacy,” and “explainability.”
Studies published between 2020 and 2025 were prioritized, with foundational studies included where relevant. Included materials were peer-reviewed and focused on AI-enabled healthcare systems addressing trust, privacy, usability, or clinical outcomes. Non-peer-reviewed and non-healthcare-related studies were excluded. Screening involved assessing titles, abstracts, and full texts for methodological quality, relevance, and recency.
Selected materials were thematically analyzed to identify patterns in AI integration, patient trust, and data privacy frameworks. The synthesis emphasized cross-disciplinary insights and emerging trends. Quality assessment focused on clarity, ethical soundness, and contribution to digital health transformation, ensuring only robust and credible studies were retained for analysis. 
4.  Literature Review
4.1. [bookmark: _Hlk210125173]Telehealth & Digital Transformation
Telehealth has undergone significant transformation, evolving from a supplementary mode of care into a central pillar of digital health systems. Early adoption was often slow, hindered by reimbursement, infrastructure, and regulatory barriers. However, the COVID-19 pandemic marked a turning point, accelerating integration into mainstream healthcare. Health systems worldwide including the United States rapidly expanded virtual services to safeguard patients and providers while maintaining continuity of care (Ostovari, 2021). This crisis emphasised the resilience of digital health technologies and positioned telehealth as a critical driver of healthcare transformation.
Today, telehealth extends beyond real-time consultations to include preventive care, health education, administrative coordination, and professional collaboration. Its modalities are typically categorized as synchronous communication (e.g., real-time video or audio visits), asynchronous “store-and-forward” systems (e.g., secure portals), and RPM. Among these, remote monitoring has proven especially impactful, enabling continuous oversight of patient health without in-person visits. RMS has been central to chronic disease management, post-discharge follow-ups, and COVID-19 symptom tracking, where timely data collection and intervention help prevent complications and reduce hospital admissions (Ostovari, 2021).
The integration of artificial intelligence (AI) into RMS further enhances the potential of telehealth. AI systems transform raw data from wearable sensors, mobile health applications, and patient-reported outcomes into actionable insights. Through predictive analytics and anomaly detection, AI enables early identification of clinical deterioration, supports timely interventions, and improves diagnostic accuracy (Ostovari, 2021; Ferdausi et al., 2025). These tools also optimize healthcare resources by reducing unnecessary hospitalizations and easing the burden on emergency departments.
Ferdausi et al. (2025) emphasize that the rapid growth of telehealth has opened opportunities to embed advanced AI applications into patient monitoring platforms. Machine learning, deep learning, and natural language processing now allow extraction of insights from electronic health records, wearable devices, and real-time physiological signals. These capabilities enable forecasting of disease progression and development of personalized treatment plans. Beyond diagnostics, AI-powered chatbots, voice recognition systems, and virtual assistants automate routine tasks, improve communication, and expand access to care, particularly in underserved areas.
Similarly, Rehman Aslam (2025) highlights AI’s pivotal role in chronic disease management and real-time tracking. Integrated with wearable devices, AI-enabled RPM tools continuously monitor vital signs such as blood pressure, glucose, and heart rate. Predictive models identify at-risk patients and facilitate early interventions, thereby reducing hospital readmissions. These platforms also improve patient engagement through reminders, coaching, and virtual consultations, reinforcing adherence to treatment and satisfaction with care.
The diagnostic dimension of AI in telehealth has also gained attention. Rehman Aslam (2025) describes how deep learning and NLP support medical imaging, symptom assessment, and documentation, easing clinician workload and reducing errors. Ferdausi et al. (2025) point to convolutional neural networks (CNNs), BERT classifiers, and anomaly detection tools that enhance accuracy and even strengthen cybersecurity via intelligent intrusion detection. This dual function demonstrates AI’s role in advancing both clinical support and operational safety in telehealth systems. The collaborative scope of telehealth has likewise expanded through AI integration. Virtual platforms enhanced with intelligent systems now enable knowledge sharing across regions, facilitate multidisciplinary consultations, and support ongoing medical education, even during mobility restrictions (Ostovari, 2021). AI thereby reshapes not only patient monitoring but also the broader healthcare ecosystem by embedding intelligence into communication and collaboration.
Despite clear benefits, several challenges remain. Burrell (2023) stresses that while the pandemic catalyzed rapid deployment of AI-driven telehealth, it exposed the lack of standardized evaluation frameworks to assess safety, efficacy, and ethical impact. Without such frameworks, concerns persist about patient safety, algorithm reliability, and data security. Burrell argues for multidimensional evaluation mechanisms aligned with clinical goals and regulatory standards to ensure sustainable adoption.
Andrikopoulou (2023) echoes these concerns, noting that while AI accelerates telehealth expansion across synchronous, asynchronous, and monitoring modalities, barriers remain in reimbursement, regulatory compliance, and ethical governance. Key issues include data privacy, the opacity of “black box” algorithms, risks of bias, and disparities in digital access. The pandemic highlighted inequities faced by rural populations, minorities, and elderly patients, leading to recognition of digital determinants of health factors such as digital literacy, broadband access, and community infrastructure that determine equitable participation in telehealth.
4.2. [bookmark: _Hlk210289995]User Trust in Telehealth
Trust is central to the adoption of telehealth, especially as artificial intelligence (AI) and explainable AI (XAI) become integral to digital healthcare delivery. Research indicates that trust in telehealth is multidimensional, extending beyond confidence in providers to include system transparency, algorithm interpretability, reliability of outputs, physician–patient communication, and assurances of data privacy. Studies consistently emphasize that patients are more likely to accept and use AI-powered systems when these dimensions are addressed (Zeng et al., 2025; Costantino et al., 2022).
Transparency and interpretability of algorithms are particularly significant. Patients and clinicians alike demand clear and actionable explanations of AI recommendations. Explanatory methods such as feature contribution (LIME, SHAP), example-based reasoning, and visualization tools (e.g., Grad-CAM) have been tested to build trust, with varying success depending on user needs and expertise (Ehsan et al., 2021; Du et al., 2022; Huang et al., 2024). However, studies also caution that too much technical detail can erode trust, while insufficient information creates uncertainty (Schrills & Franke, 2023). Reliability and competence of telehealth platforms further shape user confidence. Jean (2024) shows that patient trust in AI-driven telemedicine systems depends heavily on diagnostic accuracy, while Costantino et al. (2022) highlight ease of use and organizational support as essential for sustained confidence.
The doctor–patient relationship continues to mediate technological trust. Providers’ ability to explain AI outputs, communicate uncertainty, and maintain empathy directly influences patient acceptance (Jean, 2024; Zeng et al., 2025). Moreover, privacy and data integrity assurances remain critical enablers of digital trust. Studies show that patients are more willing to use telehealth platforms when they believe their health information is secure and handled transparently (Luckritz, 2025). Finally, personalization and user-centered design strengthen trust, especially among vulnerable groups such as older adults, by ensuring that telehealth platforms are accessible, inclusive, and aligned with user needs (Huang et al., 2024; Burgess et al., 2023).
4.3.  Data Privacy Concerns in Telehealth
The rapid expansion of telehealth services, particularly during and after the COVID-19 pandemic, has amplified concerns regarding data privacy, regulatory compliance, and the ethical implications of patient data management. At the center of these concerns is the question of how patient information is collected, stored, shared, and protected under frameworks such as the Health Insurance Portability and Accountability Act (HIPAA) and other emerging data governance regimes.
Bassan (2020) highlights how the U.S. Department of Health and Human Services (HHS), through the Office for Civil Rights (OCR), issued a Notification of Enforcement Discretion during the pandemic, temporarily relaxing the enforcement of HIPAA’s privacy, security, and breach notification rules. While this regulatory flexibility allowed healthcare providers to rapidly adopt telehealth technologies, it simultaneously shifted the burden of privacy protection onto patients themselves. In practice, this meant that a substantial volume of health information transmitted through telecommunication platforms was no longer fully safeguarded under HIPAA, but instead became subject to the privacy policies of private technology providers (Bassan, 2020).
Such developments highlight both cybersecurity and ethical challenges. Platforms such as Zoom and Facebook Messenger, while accessible and widely used, introduced risks of unauthorized access, commercial exploitation of health data, and long-term data retention without sufficient oversight (Bassan, 2020). Furthermore, the notion of patients being solely responsible for understanding and consenting to complex privacy policies is both impractical and ethically problematic, especially during times of heightened vulnerability such as a pandemic.
Beyond immediate security risks, broader legal and ethical questions arise. Karamifar, Tabibian, and Rezaei (2023) emphasize that digital public health systems of which telehealth is a core component must contend with a range of privacy and consent challenges. Cross-border data transfers, third-party data processors, and cyberattack vulnerabilities pose major dangers to patient confidentiality and integrity. Importantly, emphasize the ethical implications of informed consent, especially for vulnerable populations who may lack the knowledge or capacity to fully assess the risks associated with digital health technologies. Emerging techniques, such as dynamic or granular consent, aim to solve these issues, although they are inconsistently applied (Karamifar et al., 2023).
HIPAA itself provides some safeguards through the privacy and security rules, which require entities to implement administrative, technical, and physical measures to secure protected health information (PHI). However, as Bassan (2020) points out, telehealth apps that operate outside the formal definition of “covered entities” under HIPAA fall into a regulatory gray area, allowing sensitive health data to be governed primarily by corporate privacy policies rather than enforceable health law standards. This creates a fundamental gap in data ownership and accountability: while patients generate the data, its storage and use are often determined by private corporations that may leverage this information for commercial gain. Literature therefore identifies three interconnected challenges.
Table 1: Key Challenges Identified in data privacy concerns in Telehealth
	Challenge
	Description
	Source(s)

	1. HIPAA compliance limitations
	The temporary relaxation of HIPAA enforcement has created uncertainty over the long-term protection of telehealth data.
	Bassan (2020)

	2. Cybersecurity risks
	Telehealth systems face threats from unauthorized access, weak encryption, and the use of commercial platforms not originally designed for healthcare security.
	Karamifar et al. (2023)

	3. Ethical challenges and data ownership
	Patients often lack meaningful control over how their data is collected and used, leading to concerns about autonomy, fairness, and potential long-term data exploitation.
	Bassan (2020); Karamifar et al. (2023)


 
4.4.  AI in Remote Monitoring Systems (RMS)
The adoption of artificial intelligence (AI) in RMS has accelerated in recent years, offering scalable and proactive solutions for chronic disease management, elderly care, and postoperative recovery. These applications are complemented by advances in wearable technologies, Internet of Things (IoT) integration, and predictive analytics, which collectively transform healthcare from reactive to preventive and patient-centered care (Shaik et al., 2023).
4.4.1. Applications of AI in Remote Monitoring Systems (RMS)
1. Chronic Disease Management
Chronic disease management has been a major driver of AI-enabled RMS adoption. Remote monitoring platforms equipped with AI algorithms facilitate real-time collection and analysis of physiological data such as heart rate, blood pressure, and glucose levels. These capabilities allow clinicians to identify early signs of disease progression, deliver timely interventions, and prevent hospital readmissions (Rehman Aslam, 2025). Munawar, Singh, and Mohana (2025) emphasize the role of IoT-driven monitoring tools in chronic disease care, where federated learning and reinforcement learning models optimize treatment decisions while maintaining data privacy. Moreover, AI-powered predictive insights can forecast adverse events such as hypoglycemia or hypertensive crises, reducing complications and supporting proactive healthcare delivery.
From a technical perspective, AI methods such as support vector machines (SVM), decision trees, and ensemble approaches have been applied to predict risks of type II diabetes, hypertension, and other chronic conditions. For instance, Xue et al. (2020) demonstrated that an XGBoost model achieved high predictive accuracy (AUC = 96.8%) in identifying diabetes risk factors. Similarly, Efat et al. (2020) employed neural networks to classify diabetic patient health risks across multiple severity categories. These studies highlight AI’s contribution to improved disease trajectory monitoring and individualized intervention strategies.
2. Elderly Care
In elderly care, RMS integrated with AI and wearable devices serve as a vital safety net for aging populations. Continuous monitoring of vital signs and daily activities allows for timely detection of anomalies, reducing emergency incidents and supporting older adults in maintaining independence within their homes (Munawar et al., 2025). These systems mitigate caregiver burden while empowering elderly patients by fostering health awareness and encouraging self-management behaviors.
AI-enabled fall detection and activity recognition are particularly critical for this group. Pan et al. (2020) applied multisensor fusion with SVM and RF classifiers to distinguish falls from daily activities, while Hsieh et al. (2021) developed multiphase fall identification algorithms capable of identifying different fall phases with 90% accuracy. More recently, Salah et al. (2022) embedded LSTM-based detection into edge–fog–cloud architectures, achieving 96.78% accuracy while addressing latency and connectivity issues in resource-limited environments. Together, these findings confirm that AI-based RMS enhance safety, extend independent living, and form a cornerstone of digital health strategies for aging societies.
3. Post-Surgery Follow-Up
Post-surgery follow-up is another significant domain where AI-enabled RMS have demonstrated impact. The COVID-19 pandemic accelerated the integration of remote monitoring into perioperative care, where wearables, mobile applications, and virtual consultations supported prehabilitation, rehabilitation, and postoperative surveillance (Singh & Li, 2022). These systems extend continuity of care beyond hospital walls, enabling clinicians to remotely monitor vital signs, detect complications early, and reduce exposure to hospital-acquired infections.
AI-powered monitoring platforms also strengthen the role of virtual wards, providing clinicians with predictive alerts about potential deterioration in recovering patients. Kurapathi (2025) highlights that innovations in postoperative monitoring using AI can reduce complication rates and improve recovery timelines by ensuring earlier intervention. The integration of real-time data analytics, wearable biosensors, and mobile health applications highlights how RMS provide cost-effective and scalable solutions for surgical recovery and rehabilitation.
4. Broader Applications and Emerging Directions
Beyond these primary areas, AI has been embedded into RMS for additional applications such as vital signs monitoring, emergency/ICU care, and even facial or emotion recognition. Smartwatch-based systems and ECG telemetry with ML classifiers have achieved near-perfect accuracy in atrial fibrillation detection (Shao et al., 2020). In emergency care, Blasiak et al. (2020) showed that ML-based early warning scores outperform traditional systems in predicting cardiac arrest. Emotion-aware monitoring, demonstrated by Mahesh et al. (2021), extends the scope of RMS into behavioral health by integrating affective computing with physiological monitoring.
4.5. Benefits of AI-Enabled Remote Monitoring
The benefits of integrating artificial intelligence (AI) into RMS are extensive and multifaceted. A primary advantage lies in AI’s capacity to enhance diagnostic accuracy through predictive analytics and anomaly detection. By identifying early warning signs of deterioration, AI enables timely interventions that not only save lives but also reduce long-term healthcare costs (Ferdausi et al., 2025). In addition, AI supports personalized care by tailoring treatment plans and recommendations to individual patient data, which improves adherence to therapy and enhances patient satisfaction (Rehman Aslam, 2025).
AI-enabled RMS also contribute to improved healthcare efficiency by reducing hospital readmissions and emergency visits. Through continuous monitoring and timely follow-up, these systems allow clinicians to remotely manage chronic conditions, thereby preventing complications and easing pressure on health facilities (Munawar et al., 2025). Beyond direct clinical benefits, AI further optimizes system-level operations by automating routine monitoring tasks, reducing clinician workload, and enabling smarter allocation of scarce healthcare resources (Charanya et al., 2025).
Equally important is the role of AI in strengthening patient engagement. Features such as automated reminders, intelligent coaching platforms, and virtual consultations encourage adherence to long-term treatment regimens, while fostering more active participation in self-care (Rehman Aslam, 2025). Remote monitoring tools also empower patients to take ownership of their health, creating a collaborative, patient-centered model of care that extends beyond hospital settings (Munawar et al., 2025).
Overall, the reviewed evidence affirms that AI-enabled RMS significantly improve healthcare outcomes by combining continuous surveillance, early detection, and personalized care delivery. They offer tangible benefits in reducing readmissions, empowering patients, and improving resource efficiency (Rehman Aslam, 2025; Munawar et al., 2025). Nonetheless, challenges persist particularly in relation to data privacy, regulatory compliance, and the interpretability of AI algorithms (Shaik et al., 2023). Addressing these concerns will require robust governance frameworks capable of balancing innovation with ethical safeguards, ensuring that AI integration in RMS achieves its full potential in a safe and equitable manner.
5. DISCUSSION: 
5.1. Interpretation of findings considering existing theories.
The findings of this review align with and extend existing theoretical perspectives on digital health adoption, trust, and socio-technical integration. The Technology Acceptance Model (TAM) and its later extensions provide a useful lens for understanding patient and clinician trust in AI-powered telehealth systems. Factors such as perceived usefulness, system reliability, and ease of use remain central to adoption, consistent with empirical evidence that reliable, user-friendly platforms enhance patient confidence and engagement (Costantino et al., 2022; Jean, 2024).
Equally relevant is socio-technical systems theory, which emphasizes that successful technology adoption requires integration of human, organizational, and technical elements. The findings suggest that physician–patient interaction remains a key mediator of trust even when AI is embedded, highlighting the importance of aligning algorithmic decision-making with human communication practices (Zeng et al., 2025). This reinforces the theory’s claim that technology should augment rather than replace human roles in healthcare.
The growing literature on trust calibration in human–AI interaction also informs these findings. Research on explainable AI (XAI) demonstrates that transparency and interpretability directly affect both patient and clinician acceptance (Du et al., 2022; Ehsan et al., 2021). These insights align with the trust calibration framework, which posits that users must be given neither too little nor too much information to maintain balanced reliance. The reviewed studies show that poorly explained AI recommendations can lead to under-reliance, while excessive technical detail risks overwhelming users, confirming the importance of calibrated explanation strategies.
Finally, the challenges around privacy and ethical safeguards resonate with broader theories of digital governance and data stewardship. The emphasis patients place on data integrity and consent (Luckritz, 2025; Bassan, 2020) is consistent with theories that argue trust in digital health depends on embedding ethical, legal, and regulatory frameworks into system design rather than treating them as add-ons.
Taken together, the findings suggest that existing theories of technology adoption, socio-technical alignment, and trust calibration remain valid but require adaptation to account for the complexity of AI in telehealth. These theories collectively underscore that the success of AI-enabled remote monitoring hinges not only on technical performance but also on how systems are designed, explained, and embedded within ethical and relational healthcare contexts.
5.2. Implications for healthcare providers, policymakers, and technology developers.
For healthcare providers, the integration of AI-enabled RMS carries both opportunities and responsibilities. Clinicians benefit from improved diagnostic accuracy and timely detection of patient deterioration, which support early interventions and reduce readmissions (Ferdausi et al., 2025; Rehman Aslam, 2025). These systems also reduce workload by automating routine monitoring tasks and supporting virtual consultations (Charanya et al., 2025). However, trust remains a critical determinant of adoption. Providers must act as mediators between patients and AI systems, ensuring that algorithmic outputs are communicated transparently and empathetically. Effective provider–patient interaction, combined with clear explanations of AI recommendations, is essential to sustaining patient confidence in telehealth services (Zeng et al., 2025; Costantino et al., 2022). Providers must also ensure that privacy and ethical considerations are embedded in daily practice, particularly when handling sensitive patient data.
Policymakers play a pivotal role in shaping the safe and equitable deployment of AI in telehealth. The rapid expansion of telehealth during the COVID-19 pandemic highlighted both the potential of digital health solutions and the gaps in regulatory oversight (Ostovari, 2021; Burrell, 2023). Issues such as data security, consent management, algorithmic transparency, and equitable access require regulatory frameworks that balance innovation with patient safety (Shaik et al., 2023). Sustained reimbursement policies, as introduced temporarily during the pandemic, will be critical for long-term adoption of AI-powered monitoring platforms (Ostovari, 2021). Policymakers must also address digital determinants of health, including disparities in broadband access and digital literacy, to ensure that AI-enhanced monitoring does not deepen existing inequities in care delivery (Andrikopoulou, 2023).
For technology developers, the challenge is to design AI-driven monitoring systems that are both technically robust and socially acceptable. Transparency, algorithm interpretability, and user-centered design must be embedded into system development to build patient trust (Zeng et al., 2025; Ehsan et al., 2021). Developers should prioritize personalization features that adapt interfaces and explanations to diverse user groups, including older adults and those with limited digital literacy (Huang et al., 2024). In addition, security mechanisms such as blockchain integration and federated learning models are necessary to safeguard patient data while supporting predictive monitoring (Munawar et al., 2025). Collaboration with healthcare providers and policymakers will be essential to ensure alignment between clinical needs, regulatory standards, and technological innovation.
5.3. Balancing innovation with trust and privacy safeguards.
The integration of AI into RMS presents a powerful opportunity to transform healthcare delivery, but its success depends on balancing technological innovation with trust and privacy safeguards. While AI-driven analytics enhance diagnostic accuracy, personalize care, and reduce hospital readmissions (Ferdausi et al., 2025; Rehman Aslam, 2025; Munawar et al., 2025), these benefits can only be realized if patients and clinicians trust the systems that underpin them. Trust, therefore, is not a secondary concern but a prerequisite for adoption and sustainability.
Several factors influence trust in AI-enabled telehealth platforms. Transparency and interpretability of algorithms remain central, as patients and clinicians are more likely to accept AI-generated insights when explanations are clear, actionable, and aligned with clinical reasoning (Zeng et al., 2025; Du et al., 2022). Similarly, the reliability of monitoring devices and the preservation of physician–patient interaction are critical. Even in digitally mediated care, trust is often mediated through clinicians’ ability to communicate uncertainty and contextualize AI outputs (Jean, 2024; Costantino et al., 2022).
Equally important are data privacy and security protections. The secondary use of health data, risks of breaches, and uncertainty around regulatory oversight present significant barriers to adoption (Shaik et al., 2023; Karamifar et al., 2023). Patients are more likely to engage with telehealth platforms when they believe their information is securely managed and when safeguards against misuse are transparent (Luckritz, 2025). This underscores the dual responsibility of policymakers and technology developers: to establish robust frameworks that ensure data protection, consent management, and compliance with ethical standards.
Balancing innovation with privacy safeguards also requires addressing systemic inequities. As Andrikopoulou (2023) notes, disparities in digital access and literacy shape the extent to which patients benefit from telehealth innovations. Without attention to these digital determinants of health, AI integration risks reinforcing rather than reducing inequities in care. Thus, ethical innovation in RMS must integrate considerations of access, inclusivity, and fairness alongside performance and efficiency.
In sum, innovation in AI-powered RMS cannot be pursued in isolation from trust and privacy. Achieving sustainable adoption requires systems that are not only technologically advanced but also transparent, secure, and patient-centered. The challenge is to design frameworks where innovation and safeguards are mutually reinforcing, ensuring that digital transformation enhances not undermines confidence in healthcare.
5.4. Challenges 
The integration of AI-powered RMS in telehealth presents substantial challenges that complicate their widespread adoption.
Ethical challenges arise primarily from issues of trust, transparency, and fairness. Studies emphasize that patients and clinicians often struggle with algorithm interpretability and the “black box” nature of AI systems (Zeng et al., 2025; Du et al., 2022). Without clear and understandable explanations, there is a risk of undermining user confidence and exacerbating health disparities. Equity is another concern: underserved populations, including rural and elderly patients, may lack access to digital tools or sufficient digital literacy (Andrikopoulou, 2023). These “digital determinants of health” highlight that AI integration must not reinforce systemic inequities in care delivery.
Legal challenges center on data privacy, consent, and regulatory compliance. Scholars note that telehealth data handling raises unresolved questions about secondary use of data, ownership, and cross-platform sharing (Bassan, 2020; Karamifar et al., 2023). While U.S. regulations such as HIPAA provide a baseline framework, they are insufficiently tailored to address risks introduced by continuous AI-enabled monitoring. Rapid deployment during the COVID-19 pandemic further highlighted gaps in long-term policy planning, particularly around reimbursement models and liability when AI-driven recommendations contribute to clinical decisions (Ostovari, 2021).
Technical challenges include reliability of algorithms, cybersecurity, and system integration. Evidence shows that inaccuracies in predictive models, or failure of devices to function consistently, can directly erode patient trust (Jean, 2024; Costantino et al., 2022). Additionally, AI models remain vulnerable to bias, adversarial attacks, and data breaches (Shaik et al., 2023). Burrell (2023) emphasizes that the lack of standardized evaluation frameworks makes it difficult to verify safety, performance, and long-term reliability of AI-driven RMS. Integration with existing clinical workflows and electronic health record (EHR) systems also poses challenges, requiring interoperability and technical harmonization that many health systems are still unprepared to deliver.
5.5. Trust factors
5.5.1. Algorithm Transparency and Interpretability
Trust in AI-assisted telehealth relies heavily on system transparency. Clear explanations of how AI systems generate outputs improve both patient and clinician acceptance (Zeng et al., 2025). Different explanatory approaches feature contribution, example-based, and visual methods affect trust differently, depending on user expertise (Du et al., 2022; Huang et al., 2024). Overly technical details may overwhelm users, while vague explanations leave uncertainty, suggesting the need for balanced and context-sensitive XAI (Ehsan et al., 2021; Schrills & Franke, 2023).
5.5.2. Physician Mediation and Communication
Despite AI integration, physician–patient interaction remains essential. Trust is mediated through providers’ ability to contextualize AI recommendations, explain limitations, and maintain empathetic communication. Jean (2024) emphasizes that communication of uncertainty in AI outputs directly affects patient confidence. Costantino et al. (2022) similarly show that organizational trust and physician engagement remain central anchors of telehealth trust.
5.5.3. Reliability and Competence of Systems
System reliability and accuracy are key determinants of sustained trust. Patients’ willingness to adopt AI-assisted telemedicine depends on consistent, validated, and error-free outputs (Jean, 2024). Usability and seamless integration with healthcare workflows further enhance confidence (Costantino et al., 2022).
5.5.4. Privacy and Data Integrity
Data privacy remains a fundamental enabler of trust in telehealth. Patients demonstrate stronger engagement with telehealth portals and televisits when they are confident that their data is secure and transparently managed (Luckritz, 2025). Assurance of compliance with data protection frameworks reinforces both patient confidence and organizational legitimacy.
5.5.5. Personalization and User-Centric Design
Finally, personalization increases inclusivity and strengthens trust. Interfaces adapted to patient characteristics such as simplified explanations for older adults or integration into clinical workflows for physicians promote accessibility and usability (Huang et al., 2024; Burgess et al., 2023). Customization, user-friendly design, and alignment with clinical reasoning enhance adoption across diverse populations.
Fig 1: Conceptual Model of Trust Factors in Telehealth
5.6. Risks and Privacy Issues
Despite its advantages, the integration of AI in RMS introduces substantial risks, particularly in relation to privacy, security, and trust. RMS rely on the continuous collection and transmission of sensitive health data, raising concerns about confidentiality and consent (Munawar et al., 2025). Risks of unauthorized access, data breaches, and misuse of health information highlight the urgent need for robust security mechanisms. Blockchain technologies and federated learning have been proposed as strategies to preserve data integrity and enable privacy-preserving AI model training, though their effectiveness remains under evaluation (Munawar et al., 2025).
A further issue concerns the secondary use of data. AI systems often depend on large-scale datasets for training, raising ethical questions about whether patients have given informed consent for their data to be repurposed beyond immediate clinical care (Burrell, 2023). Andrikopoulou (2023) emphasizes that the “black box” nature of many AI algorithms undermines transparency and interpretability, fueling mistrust among patients and providers. The potential for algorithmic bias further exacerbates equity concerns, as populations with limited digital access or representation in training datasets may experience poorer outcomes.
Additionally, regulatory uncertainty threatens the sustainable integration of AI into RMS. While supportive policies during the COVID-19 pandemic promoted rapid adoption, questions remain about whether reimbursement models and governance structures will persist in the post-pandemic era (Ostovari, 2021). Burrell (2023) argues that without standardized evaluation frameworks, the long-term safety, ethical implications, and clinical reliability of AI-driven monitoring tools cannot be assured.
5.7. U.S. context (regulatory frameworks, case studies, implementation challenges).
The integration of AI-powered RMS and telehealth within the United States is guided by a multi-layered regulatory ecosystem involving the Food and Drug Administration (FDA), the Department of Health and Human Services’ Office for Civil Rights (HHS/OCR), and the Centers for Medicare and Medicaid Services (CMS). Together, these institutions define how technological innovation, privacy, and access are balanced in the nation’s digital health transformation. While each framework addresses distinct dimensions safety, data governance, and reimbursement their overlap reveals both institutional strength and significant coordination challenges.
The FDA remains the central authority governing AI and machine learning (ML) applications in healthcare through its oversight of Software as a Medical Device (SaMD) and Clinical Decision Support (CDS) systems. The agency’s evolving framework reflects a shift from static, one-time approvals to adaptive, lifecycle-based regulation acknowledging the continuous learning capacity of AI systems (Singh et al., 2025). The introduction of the AI/ML SaMD Action Plan and Good Machine Learning Practices (GMLP) established new standards for algorithmic transparency, bias mitigation, and post-market surveillance. These initiatives aim to safeguard patient safety while promoting innovation. However, persistent challenges remain, including limited post-market data sharing, unclear liability for adaptive algorithms, and new oversight concerns related to generative AI and data provenance. These gaps underscore the difficulty of maintaining regulatory accountability amid rapidly evolving technologies.
From a privacy and ethical perspective, the HHS Office for Civil Rights (OCR) enforces the Health Insurance Portability and Accountability Act (HIPAA) the foundational legal framework protecting patient data in digital health contexts. During the COVID-19 emergency, the OCR adopted enforcement discretion that allowed healthcare providers to use accessible communication tools such as Zoom and FaceTime without incurring penalties for potential HIPAA noncompliance (Bassan, 2020). This flexibility was instrumental in expanding telehealth access but exposed structural gaps, as many commercial technology vendors operated beyond HIPAA’s jurisdiction and were instead governed by internal corporate privacy policies. Scholars have argued that this regulatory fragmentation places excessive responsibility on patients to manage their own data protection (Cate, 2006; Bassan, 2020). Moreover, temporary policy leniencies introduced risks related to data commercialization and ethical ambiguities in secondary data use. These developments highlight the need for an integrated privacy framework that extends beyond covered entities to include all technology intermediaries managing sensitive health data.
Complementing these oversight structures, the Centers for Medicare and Medicaid Services (CMS) played a pivotal role in operationalizing large-scale telehealth access and reimbursement reforms. Leveraging emergency powers under the Stafford Act and National Emergencies Act, CMS temporarily expanded Medicare telehealth eligibility in March 2020, authorizing services from any location including patients’ homes and granting payment parity between virtual and in-person visits (Health Affairs Blog, 2020). This initiative led to a dramatic increase in utilization: weekly telehealth users rose from approximately 13,000 to 1.7 million, with over 9 million total beneficiaries using telehealth services within three months. CMS also broadened provider eligibility, permitted audio-only consultations, and suspended copayments to improve access among vulnerable populations. Despite these successes, ongoing challenges persist, including concerns about fraud prevention, reimbursement sustainability, and equitable access in post-pandemic hybrid care models.
Case studies across the U.S. further demonstrate both the promise and complexity of AI-enabled RMS adoption. For instance, the rapid expansion of telehealth during COVID-19 facilitated the use of AI-driven wearables and monitoring systems in post-surgical follow-up and chronic disease management, reducing hospital-acquired infections and improving care continuity (Singh & Li, 2022). Similarly, studies on electronic patient portals have shown that patient trust depends as much on perceived data transparency and privacy assurances as on technical performance (Luckritz, 2025). However, several implementation challenges continue to shape the U.S. experience. Regulatory fragmentation between federal and state jurisdictions complicates telehealth licensing and reimbursement policies. Privacy and data security remain central concerns, particularly regarding secondary use of patient data and the explainability of AI models (Shaik et al., 2023). Moreover, health equity remains a critical issue, as disparities in broadband access, digital literacy, and socioeconomic status risk excluding marginalized populations from the benefits of AI-driven healthcare. Finally, trust calibration the alignment between user confidence, algorithmic transparency, and clinical usability remains unresolved, especially in liability-sensitive environments where clinicians must balance automation with professional judgment (Zeng et al., 2025; Jean, 2024).
Overall, the U.S. context reveals a delicate interplay between innovation, regulation, and ethics. The FDA advances technological safety and accountability, the OCR upholds privacy protection, and CMS ensures financial accessibility. Yet, fragmented oversight and uneven policy coordination continue to hinder a cohesive national strategy for AI-enabled telehealth. A unified, interoperable framework that integrates algorithmic governance, privacy assurance, and reimbursement reform will be essential to sustain public trust and ensure that the digital transformation of healthcare remains both inclusive and ethically grounded.
5.8. How U.S. regulatory bodies operationalize AI and privacy governance
The operationalization of artificial intelligence (AI) and privacy governance within U.S. healthcare reveals a dynamic and evolving regulatory landscape that bridges innovation, safety, and ethical accountability. Three major federal entities the Food and Drug Administration (FDA), the Department of Health and Human Services’ Office for Civil Rights (HHS/OCR), and the Centers for Medicare and Medicaid Services (CMS) function as the core pillars of this governance framework. Collectively, they oversee the lifecycle of digital health technologies, from software approval and data protection to reimbursement and patient access. However, their distinct mandates also expose persistent challenges in achieving regulatory coherence and interoperability across the healthcare ecosystem.
The FDA has operationalized AI governance primarily through its evolving framework for Software as a Medical Device (SaMD) and AI/ML-based medical technologies. This model represents a shift from static approval mechanisms to an adaptive, life-cycle regulatory paradigm. As Singh et al. (2025) highlight, the agency distinguishes between Software in a Medical Device (SiMD), SaMD, and Clinical Decision Support (CDS) systems, with oversight intensity based on clinical risk and functionality. The FDA’s AI/ML SaMD Action Plan and its Good Machine Learning Practices (GMLP) guidelines mark a pivotal step in embedding algorithmic transparency, bias mitigation, and cybersecurity standards into the regulatory process. The introduction of Predetermined Change Control Plans (PCCPs) further allows manufacturers to modify algorithms within approved parameters without full reauthorization, enabling safer iterative updates. Yet, transparency deficits persist: fewer than half of approved AI/ML systems publicly disclose performance data, and limited post-market surveillance constrains accountability. As generative AI tools enter healthcare integrating with platforms such as Cerner and Epic the FDA faces new oversight demands related to hallucination, bias propagation, and data provenance, underscoring the need for stronger cross-agency collaboration and ethical safeguards (Singh et al., 2025).
Meanwhile, the HHS Office for Civil Rights (OCR) operationalizes privacy governance through enforcement of the Health Insurance Portability and Accountability Act (HIPAA), which mandates both the Privacy and Security Rules for patient information protection. During the COVID-19 pandemic, OCR demonstrated flexibility by issuing temporary enforcement discretion for telehealth providers, permitting non-public-facing tools like Zoom and FaceTime to deliver virtual care without penalties for potential HIPAA violations (Bassan, 2020). This approach enabled continuity of care but exposed key limitations, as many technology vendors operating outside HIPAA’s jurisdiction relied solely on corporate privacy policies. The enforcement gap highlighted the uneven protection of sensitive patient data, especially in cases where consumers lacked agency or awareness to manage their privacy effectively (Bassan, 2020; Cate, 2006). Long-term reform will require extending HIPAA-equivalent safeguards to all telehealth platforms and restoring OCR’s compliance reviews once emergency discretion lapses. The pandemic ultimately revealed that while flexible regulation can enable innovation, sustained privacy governance must evolve to address hybrid care environments and the growing involvement of commercial technology providers.
The Centers for Medicare and Medicaid Services (CMS) has operationalized AI and digital health integration through reimbursement and access reform. Leveraging emergency powers under the Stafford Act and National Emergencies Act, CMS rapidly expanded telehealth eligibility in 2020, authorizing care delivery from any location and temporarily establishing payment parity with in-person services (Health Affairs Blog, 2020). This marked a major departure from pre-pandemic restrictions that confined telehealth reimbursement to rural settings. Within three months, telehealth usage among Medicare beneficiaries soared from 13,000 to 1.7 million weekly users, with over 9 million total participants. CMS also broadened provider eligibility, sanctioned audio-only consultations, and suspended copayment collection significantly lowering barriers for vulnerable populations. However, this rapid expansion also brought forward new operational challenges such as fraud risk, uneven clinical appropriateness, and questions about long-term financial sustainability. The agency’s ongoing reviews now focus on whether temporary flexibilities should become permanent and how telehealth reimbursement can balance patient safety, cost-efficiency, and equity in a post-pandemic system.
6. CONCLUSION
This review demonstrates that artificial intelligence (AI)-powered RMS hold transformative potential for enhancing healthcare delivery, enabling real-time surveillance, and supporting preventive, patient-centered care. Evidence shows that AI-driven tools improve diagnostic accuracy, reduce hospital readmissions, and empower patients through personalized and data-informed interventions.
However, the sustainability of AI integration depends on three interlinked pillars: trust, privacy, and governance. Patient and clinician trust remains fragile when algorithmic decisions lack transparency or human oversight. Data privacy concerns persist as regulatory frameworks such as HIPAA struggle to keep pace with AI’s continuous learning capabilities and cross-platform data flows. At the policy level, fragmented oversight among the FDA, HHS/OCR, and CMS highlights the need for a unified regulatory architecture that harmonizes safety, privacy, and reimbursement mechanisms.
Ultimately, the findings underscore that the success of AI in telehealth extends beyond technological innovation. Sustainable adoption requires systems that are transparent, ethically governed, and equitably accessible anchored in human-centered design and robust regulatory alignment. Balancing innovation with accountability will be key to realizing the full potential of digital transformation in healthcare.
7. FUTURE RESEARCH DIRECTIONS 
Future research should focus on developing standardized frameworks that evaluate both the clinical performance and ethical dimensions of AI-powered RMS. Longitudinal studies are needed to examine how trust evolves over time as patients and clinicians interact with adaptive AI systems. Future investigations should assess the impact of explainable AI (XAI) tools on user confidence and clinical decision-making, especially across diverse demographic groups.
Moreover, comparative policy analyses between the United States and other regions could provide insight into how different governance models address privacy, liability, and equitable access. Interdisciplinary studies that integrate perspectives from computer science, health informatics, ethics, and public policy are essential to guide the responsible deployment of AI in telehealth. Finally, further empirical work is required to evaluate the long-term effects of reimbursement reforms and regulatory adaptations on healthcare accessibility, sustainability, and digital inclusion..
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Algorithm Transparency & Interpretability
Clear, understandable AI explanations to build trust.


Physician Mediation & Communication
Providers mediate AI outputs through empathy & clarity.


Reliability & Competence of Systems
Consistent accuracy, usability, and validated results.


Privacy & Data Integrity
Data security, consent, and transparency in handling.


Personalization & User-Centric Design
Customization and accessibility tailored to diverse users.
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