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ABSTRACT 

	Integrating renewables and grid-edge technologies has increased modern power systems’ complexity and data intensity, necessitating advanced Artificial Intelligence (AI) for stability management. However, centralized AI faced fundamental limitations due to data privacy, sovereignty, and communication constraints. This review explored the fusion of Federated Learning (FL) and Graph Neural Networks (GNNs) as a transformative privacy-preserving paradigm. FL enabled collaborative training across decentralized utilities without raw data sharing, while GNNs natively modelled grid topology. The study systematically analyzed FL–GNN applications in state estimation, stability assessment, anomaly detection, and resilient control. Key challenges—including data heterogeneity, communication efficiency, and privacy–accuracy trade-offs—were critically examined. The review concluded by outlining future pathways, such as physics-informed models and digital twin integration, highlighting the potential of FL and GNNs for secure and intelligent grid management.
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1. INTRODUCTION 

1.1 The Modern Power Grid: Complexity and Data-Driven Challenges

The modern power grid has evolved into a highly complex cyber-physical system, shaped by integrating renewable energy, distributed generation, advanced metering, and digital communication infrastructures. This transition from traditional centralized systems to smart grids is primarily driven by the proliferation of Internet of Things (IoT) devices and Phasor Measurement Units (PMUs), which generate massive volumes of real-time data for system monitoring and control (Fang et al., 2012; He et al., 2016; Ethirajan & Mangaiyarkarasi, 2025).

While this influx of high-resolution data enhances situational awareness, it also introduces challenges regarding data storage, communication latency, and real-time processing (Zhang et al., 2019). Moreover, the grid’s stability is increasingly threatened by the variability of renewable energy sources, frequent load fluctuations, and growing interconnection across regions (Kundur et al., 2004; Alhelou et al., 2019, Kumari et al., 2025). The stability of transmission systems—encompassing rotor angle, voltage, and frequency stability—remains a critical concern, as minor disturbances can quickly escalate into cascading failures and widespread blackouts (Anderson & Mirheydar, 1990; Jiang et al., 2011).

Data-driven methods, particularly artificial intelligence (AI) and machine learning (ML), have become essential for managing this complexity. They enable advanced tasks such as transient stability assessment, real-time fault detection, and wide-area situational awareness using PMU data (Zhou et al., 2020; Wang et al., 2021). However, the reliance on massive data streams also exposes the grid to new risks, including cyberattacks, data privacy concerns, and the difficulty of ensuring interoperability across heterogeneous systems (He & Yan, 2016).

1.2 The Limitations of Centralized AI Models

Despite the growing success of AI in power system monitoring and stability assessment, most conventional frameworks rely on centralized data collection and model training. In this paradigm, massive amounts of operational data from supervisory control and data acquisition (SCADA) systems, PMUs, and smart meters are transmitted to a central hub for storage and processing. While effective in specific contexts, this approach presents significant challenges related to privacy, scalability, and reliability (Gholami et al., 2020; Yang et al., 2019). Fig. 1 depicts a typical centralized power system.
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Fig. 1. Centralized power system (Pisciella et al., 2018)


One of the foremost concerns is data privacy and sovereignty. Utilities and system operators often face regulatory and contractual restrictions that prevent sharing raw operational data with external entities. This creates data silos across utilities, independent system operators (ISOs), and regional grids, limiting the effectiveness of centralized AI models that rely on comprehensive datasets (Liu et al., 2020). Moreover, sensitive grid data contains critical infrastructure information, making it vulnerable to exploitation in the event of unauthorized access or cyberattacks (He & Yan, 2016).

Centralized models also encounter communication bottlenecks. The transmission of vast streams of high-resolution PMU data to a single control center introduces latency. It requires high bandwidth, which may not be feasible for real-time applications such as transient stability prediction or wide-area protection (Xie et al., 2017). This concentration of data flow further creates single points of failure, where disruptions to the central server, whether due to technical faults or targeted cyberattacks, can compromise situational awareness and system reliability (Rahman et al., 2021).

[bookmark: _Hlk209796430]1.3 Scope and Contribution of this Review

This review integrates FL and GNNs as a transformative framework for enhancing transmission system stability in modern power grids. While previous research has explored the role of AI in stability assessment (Liu et al., 2020; Gholami et al., 2020) and separately highlighted the potential of FL (McMahan et al., 2017) and GNNs (Wu et al., 2020), few works have systematically examined their fusion for collaborative and privacy-preserving applications in power system operations.

The primary contributions of this review are fourfold. First, it provides a comprehensive overview of the theoretical foundations of GNNs and FL, emphasizing their relevance to the graph-structured and decentralized nature of power grids. Second, it synthesizes current applications in transmission system stability, including dynamic state estimation, real-time stability assessment, anomaly detection, and resilient control. Third, it critically analyses methodological challenges and frameworks, such as data heterogeneity, communication efficiency, and privacy–accuracy trade-offs. Finally, it highlights open challenges and future research directions, including physics-informed FL-GNN models, integration with digital twins, and standardization for collaborative utility operations.

The structure of this paper is as follows. Section 2 reviews the theoretical foundations of GNNs, FL, and their synergistic value. Section 3 surveys existing applications of FL-GNN models in transmission system stability. Section 4 analyses architectural and methodological approaches. Section 5 discusses open challenges and future research opportunities, and Section 6 concludes the study.


2. THEORETICAL FOUNDATIONS

2.1 Graph Neural Networks (GNNs) for Power Systems

Modern power grids can naturally be represented as graphs, where nodes correspond to buses, generators, or substations, and edges represent transmission lines and transformers. Traditional machine learning methods often fail to capture this graph-structured nature, motivating the adoption of Graph Neural Networks (GNNs), which are designed to exploit relational and topological information (Scarselli et al., 2009). Fig. 2 depicts the general architecture of GNN.

At their core, GNNs operate through message passing mechanisms, where each node iteratively updates its state by aggregating information from its neighbors. This process captures local and global dependencies across the grid, allowing for more accurate modelling of interactions between components (Gilmer et al., 2017). The most widely used variants include Graph Convolutional Networks (GCNs), which generalize convolution operations to graphs, and Graph Attention Networks (GATs), which assign attention weights to neighbors based on their relative importance (Kipf & Welling, 2017; Veličković et al., 2018). Fig. 3 and Fig. 4 illustrate the architecture of GNN and GAT.
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Fig. 2. General architecture of GNN (Waikhom & Patgiri, 2021)
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Fig. 3. Architecture of GCN (Vijayan & Mohler, 2018)

In the context of power systems, GNNs provide a natural inductive bias for learning from grid topology and spatial dependencies. For instance, buses connected by heavily loaded lines can influence each other’s voltage stability, while generator nodes affect frequency dynamics across the network. By encoding such relationships, GNNs have been applied to dynamic state estimation, contingency analysis, and stability prediction, achieving superior performance compared to traditional machine learning methods (Donon et al., 2020; Owerko et al., 2020).

A further advantage is GNNs’ scalability and adaptability. As power grids evolve with renewable integration and topology changes, GNN-based models can generalise to unseen network configurations due to their reliance on graph structure rather than fixed feature representations (Wu et al., 2020). This adaptability makes them particularly valuable for future innovative grid applications, where uncertainty and variability dominate.
[image: Graph attention neural network architecture. Wⁱ, bⁱ represent LSTM encoder weight and bias parameters; Wa, ba for the attention layer and Wo, bo for the LSTM decoder]

Fig. 4. Architecture of GAT (Wekesa et al., 2020)

[bookmark: _Hlk209797446]2.2 Federated Learning (FL) Fundamentals  

The rapid proliferation of data from power systems, ranging from smart meters and PMUs to renewable energy integration logs, has highlighted the need for distributed machine learning approaches. However, privacy concerns, communication overhead, and regulatory constraints limit the feasibility of centralized data aggregation. To address these challenges, FL has emerged as a paradigm that enables collaborative model training across distributed clients without transferring raw data to a central server (McMahan et al., 2017). Fig. 5 gives a simplified illustration of a typical FL architecture.

[image: ]
Fig. 5. FL architecture (Waqas et al. 2023)

In FL, each participating client, such as a regional control center, substation, or distributed energy resource, trains a local model on its private dataset. These local models are periodically synchronized through a central aggregator using techniques like Federated Averaging (FedAvg), where model parameters (not raw data) are averaged to update a global model (Kairouz et al., 2021). This architecture preserves data privacy, reduces bandwidth requirements, and supports compliance with data governance regulations.

An essential advantage of FL is its suitability for heterogeneous and non-IID data distributions, which are common in power systems due to geographical, climatic, and load diversity. Advanced optimization techniques, such as personalized federated learning and federated transfer learning, further enhance its adaptability to local variations (Li et al., 2020). Additionally, FL inherently aligns with the decentralized structure of modern power grids, where nodes such as distributed generators or microgrids generate and process data independently.

Recent research has explored the application of FL in load forecasting, fault detection, stability assessment, and cybersecurity of smart grids. For example, FL has improved predictive accuracy for renewable energy output while safeguarding sensitive operational data across different regions (Liu et al., 2022). Moreover, FL supports real-time collaborative learning, essential for dynamic stability control in renewable-integrated grids (Yang et al., 2019).

[bookmark: _Hlk209798074]2.3 Hybrid Reinforcement Learning (HRL) Models  

Reinforcement Learning (RL) has become a powerful paradigm for sequential decision-making in complex environments like modern power grids. In RL, an agent interacts with an environment by taking action, receiving reward feedback, and improving its policy to maximise cumulative reward (Sutton & Barto, 2018). However, classical RL often struggles with large state-action spaces, partial observability, and stability requirements, making it insufficient for real-world power system applications. Hybrid Reinforcement Learning (HRL) models have been developed to address these challenges, combining RL with other machine learning techniques.

One common approach integrates Deep Learning (DL) with RL, resulting in Deep Reinforcement Learning (DRL), which uses neural networks to approximate value functions and policies in high-dimensional spaces (Mnih et al., 2015). DRL has been applied to problems such as voltage stability control, fault detection, renewable energy dispatch, and microgrid energy management, showing significant improvements over traditional methods (Zhang et al., 2019). Figure 6 gives an illustration of the proposed hybrid model.
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Figure 6. Hybrid model illustration

Another HRL direction incorporates optimisation techniques such as evolutionary algorithms, swarm intelligence, or convex optimisation to guide the exploration process. For example, Particle Swarm Optimisation (PSO)-enhanced RL has accelerated convergence and avoided local optima in power system control tasks (Das et al., 2020). Similarly, hybrid frameworks that integrate supervised or unsupervised learning enable RL agents to learn representations of system dynamics before policy optimisation, thereby reducing computational complexity (Wei et al., 2020). 

HRL models also align with the hierarchical structure of power systems, where decisions occur at multiple levels (e.g., generation, transmission, and distribution). Hierarchical RL, a form of HRL, decomposes complex tasks into subtasks with different time scales, improving scalability and interpretability in large-scale grid environments (Barto & Mahadevan, 2003).

Recent studies demonstrate that HRL can outperform standalone RL in real-time stability enhancement, dynamic voltage regulation, and demand-response management. By adopting hybrid architectures, HRL ensures more reliable, faster, and robust decision-making, positioning it as a promising solution for operating renewable-integrated and data-driven power systems.

2.4 Hybrid Reinforcement Learning (HRL) Models  

The adoption of FL and HRL in power systems is driven by the growing demand for decentralised intelligence, privacy-preserving collaboration, and adaptive decision-making in increasingly complex and data-rich environments. Together, these paradigms address the limitations of centralised machine learning while enabling robust control, prediction, and optimisation across geographically distributed and heterogeneous grids.

[bookmark: _Hlk209797831]2.4.1 Federated learning applications  

FL has found applications in power systems where data privacy and ownership constraints prevent direct data sharing between utilities, system operators, and regions. For instance, FL-based frameworks have been proposed for load forecasting, enabling multiple utilities to train models on local demand data collaboratively without exposing sensitive information (Liu et al., 2022). Similarly, FL has been integrated into voltage stability assessment and transient stability prediction, allowing geographically dispersed Phasor Measurement Units (PMUs) and Supervisory Control and Data Acquisition (SCADA) systems to enhance prediction accuracy collectively (Chen et al., 2023). FL also plays a role in cybersecurity, enabling collaborative anomaly detection for false data injection attacks (FDIAs) and cyber-physical threats while preserving the confidentiality of topology and operational data (Zhang et al., 2022).

2.4.2 Hybrid reinforcement learning applications  

HRL has been increasingly adopted for real-time decision-making and dynamic control in renewable-integrated grids. Applications include optimal power flow (OPF) optimization using RL enhanced with PSO and evolutionary strategies (Das et al., 2020), as well as demand response management, where HRL agents balance grid loads by learning policies that adapt to changing consumer behavior (Wei et al., 2020). HRL has also shown promise in voltage and frequency stability control, where hierarchical RL decomposes system-level actions (e.g., generation dispatch) from local actions (e.g., inverter control), thus improving scalability and interpretability (Barto & Mahadevan, 2003).




2.4.3 Synergistic applications of FL and HRL  

Recent research highlights the potential of combining FL and HRL for collaborative grid stability management. For example, utilities could deploy HRL agents for wide-area control, trained in a federated setup to avoid exposing sensitive operational data. Such a framework enables adaptive control policies for scenarios like renewable intermittency, fault recovery, and congestion management (Zhang et al., 2019). Merging FL’s decentralized learning with HRL’s adaptive decision-making enables resilient, privacy-preserving, and scalable solutions for modern transmission systems.

3. APPLICATIONS IN TRANSMISSION SYSTEM STABILITY

[bookmark: _Hlk209798262]3.1 Dynamic State Estimation and Forecasting  

Dynamic State Estimation (DSE) and forecasting are critical components in maintaining the stability of modern transmission systems. With the increasing penetration of renewable energy sources and the integration of distributed generation, real-time awareness of system dynamics has become essential for ensuring reliability and resilience. Traditional approaches to DSE rely heavily on centralised data collection from Phasor Measurement Units (PMUs) and Supervisory Control and Data Acquisition (SCADA) systems, which introduce challenges of data privacy, communication bottlenecks, and vulnerability to single points of failure (Liu et al., 2020). Fig. 7 exemplifies a DSE model under cyber-attack.
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Fig. 7. DSE under cyber-attack (Karimipour & Dinavahi, 2017)
Federated Learning in DSE enables multiple utilities or regional transmission operators to collaboratively train models on local PMU/SCADA data without exchanging raw measurements. This ensures that sensitive operational data remains private while contributing to a global predictive model. Recent studies demonstrate that FL-based DSE frameworks can achieve performance comparable to centralized methods while reducing data transfer requirements and enhancing cybersecurity resilience (Zhang et al., 2022). For instance, FL-GNN models have been proposed to predict rotor angles, voltage magnitudes, and system inertia across distributed utilities, capturing both temporal and spatial dependencies of grid states (Chen et al., 2023).

Meanwhile, HRL enhances forecasting by providing adaptive models that can anticipate grid dynamics under uncertain and volatile conditions. HRL approaches combine the strengths of reinforcement learning with optimization techniques such as evolutionary algorithms or deep learning predictors, enabling robust prediction of system states under diverse operating scenarios (Zhang et al., 2019). When combined with FL, HRL agents deployed across utilities can train collaboratively to improve forecasting accuracy while respecting data sovereignty.

The integration of FL and GNNs offers a transformative capability: GNNs model the graph-structured nature of the grid, where buses, lines, and generators are represented as nodes and edges, while FL allows training across multiple organizations without compromising confidentiality. Together, they enable real-time, collaborative, and privacy-preserving dynamic state estimation and forecasting, vital for renewable-heavy power systems characterized by fast-changing dynamics and high uncertainty.
This paradigm shift improves short-term operational decision-making and provides a foundation for long-term grid planning and stability enhancement, aligning with the vision of a decentralized and resilient smart grid.

3.2 Real-Time Stability Assessment  

Real-time stability assessment is vital for ensuring the secure operation of large-scale power systems, especially under the growing variability introduced by renewable integration and changing load patterns. Traditional stability assessment methods rely on offline simulations and pre-computed security indices, often failing to capture fast-evolving system dynamics during disturbances (Zhou et al., 2020). This gap highlights the need for data-driven, adaptive, and collaborative approaches to evaluate real-time system stability.

FL provides a promising framework for real-time stability assessment by enabling multiple transmission operators to train stability models collaboratively without exchanging raw grid data. Through FL, operators can build global models for predicting transient stability margins, voltage stability indices, and small-signal stability while preserving data privacy. Recent studies have shown that FL-based assessment approaches can achieve near-centralised accuracy, improving system resilience against physical disturbances and cyber-attacks (Xu et al., 2022).

Incorporating Graph Neural Networks (GNNs) further enhances the reliability of FL-based stability assessment. Since power systems are inherently graph-structured, GNNs can learn topological relationships and capture spatial dependencies across buses and transmission lines. When trained collaboratively via FL, GNN-based models provide robust predictions of voltage collapse risk, oscillatory instability, and rotor angle deviations, even under incomplete or heterogeneous datasets (Wang et al., 2023).

Moreover, HRL contributes to real-time decision-making by simulating control actions and learning policies that stabilize the grid under disturbance scenarios. When combined with FL-GNN frameworks, HRL-based controllers can be collaboratively trained to design wide-area remedial action schemes (RAS) and optimize automatic generation control (AGC) responses while accounting for regional constraints (Zhang et al., 2019).

FL, GNNs, and HRL form a synergistic ecosystem for real-time stability assessment—enabling decentralized operators to anticipate instability, coordinate response strategies, and enhance the overall resilience of interconnected transmission networks.

3.3 Anomaly Detection and Cybersecurity

As power grids become increasingly digitized, cyber-physical attacks and false data injections (FDI) risks have grown significantly, threatening operational reliability and economic stability. Traditional centralized anomaly detection frameworks, which depend on aggregating raw data in control centers, face privacy and data-sharing constraints and are vulnerable to single points of failure and targeted cyberattacks (He & Yan, 2016). This necessitates the adoption of decentralized, collaborative, and privacy-preserving solutions.

FL enables multiple utilities and transmission operators to train anomaly detection models jointly without exposing raw operational data. By sharing only model updates or parameters, FL mitigates privacy risks and reduces the attack surface for adversaries. Studies show that FL-based detection systems can identify coordinated cyber-attacks, false data injections, and topology manipulation attempts with comparable accuracy to centralized methods, ensuring that sensitive topology and measurement data remain local (Li et al., 2022).

The integration of GNNs further strengthens anomaly detection by exploiting the graph structure of power systems. GNN-based models can identify abnormal patterns in power flows, voltage measurements, and bus connectivity that signal cyber intrusions or equipment failures. For instance, GNN-enhanced FL frameworks have been demonstrated to detect stealthy FDIs that bypass traditional residual-based detection methods, thereby enhancing system robustness (Zhang et al., 2021).

HRL also contributes by enabling adaptive defense mechanisms. HRL-based agents can dynamically adjust protection schemes, reconfigure grid topologies, or prioritize recovery actions when detecting cyber-physical anomalies (Zhou et al., 2021). This combination of anomaly detection and adaptive control enhances detection accuracy and response effectiveness.

Together, FL, GNNs, and HRL establish a collaborative cybersecurity ecosystem for smart grids, allowing decentralized operators to detect, localize, and respond to anomalies in real time without compromising data privacy. This approach improves grid resilience and addresses regulatory and operational challenges associated with inter-utility data sharing.

[bookmark: _Hlk209799389]3.4 Resilient Control and Remedial Action Schemes

Resilient control and Remedial Action Schemes (RAS) are critical for preventing cascading failures and restoring stable operation following disturbances. Traditional RAS and wide-area control rely on centralized logic and pre-computed actions (e.g., load shedding, generator tripping, FACTS set-point changes) that may not adapt well to high renewable penetration, topology changes, or multi-utility operational constraints (Begović et al., 2005). The combination of Federated Learning (FL), Graph Neural Networks (GNNs), and Hybrid Reinforcement Learning (HRL) offers a pathway to privacy-preserving, adaptive, and distributed RAS capable of real-time coordination across multiple operators. Fig. 8 gives a flowchart of RAS.

[image: Remedial Action Scheme (RAS) flow chart.]
Fig. 8. RAS flowchart (Singh, 2018)

3.4.1 HRL for adaptive remedial policies  

HRL (or DRL with hierarchical structure) can learn multi-timescale control policies that map observed states to action sequences (e.g., FACTS control, controlled islanding, prioritised load shedding) that minimise cascading risk while respecting operational constraints (Barto & Mahadevan, 2003; Zhang et al., 2019). A local HRL agent can be trained using the local GNN state estimator as part of the environment model; federated training or policy distillation across agents enables sharing of policy knowledge without sharing raw trajectories. Hybrid approaches (e.g., PSO-assisted policy search) can accelerate policy convergence in high-dimensional action spaces (Das et al., 2020).

3.4.2 End-to-end FL–GNN–HRL RAS architecture (operational flow)  

Typical operational flow of FL-GNN RAS is outlined as follows:
a) Local sensing & preprocessing: PMUs/IEDs feed local measurements to an edge node.
b) Local GNN inference: Produce node/edge risk scores and candidate corrective actions.
c) Local HRL agent: Evaluate and select remedial action(s) using learned policy; simulate short-term outcomes if a model-based component is available.
d) Federated update: Periodic exchange of model updates (GNN weights/policy parameters) with aggregator; apply FedAvg or personalized FL variants to produce improved global models while retaining local specialization.
e) Execution & verification: Execute selected remedial action with local safety checks and human/operator override capability.


3.4.3 Practical considerations and constraints  

Some identified practical considerations and constraints to the adoption of the FL-GNN RAS architecture are:
a) Latency & timing: RAS requires sub-second to second decision windows for many contingencies; FL communication rounds must be asynchronous or infrequent relative to control cycles, so federated updates are used to improve models offline/nearline while local controllers retain real-time autonomy (Begović et al., 2005).
b) Safety and certification: All learned policies must satisfy hard operational constraints (voltage, frequency, thermal limits). Runtime safety layers (e.g., constraint-projection, shielded RL) or formal verification of policy outputs are required before deployment (Zhou et al., 2020).
c) Non-IID data & personalization: Regional differences require personalization (e.g., local fine-tuning or meta-learning) so global policies do not degrade local safety or performance (Kairouz et al., 2021).
d) Communication resilience & security: FL must be hardened against model poisoning and Byzantine failures; secure aggregation, differential privacy, and anomaly-resistant aggregation schemes help protect confidentiality and integrity (He & Yan, 2016; Yang et al., 2019).
e) Explainability & operator trust: Operators need interpretable triggers and human-readable rationale for automatic RAS actions; GNN attention maps and policy-level feature attributions can assist operator acceptance.

4. ANALYSIS OF METHODOLOGICAL APPROACHES

4.1 Architectural Frameworks for FL–GNN–HRL Integration

Integrating FL, GNNs, and HRL into power system operations requires carefully designed architectural frameworks that address scalability, interoperability, security, and real-time responsiveness. Unlike conventional centralized architectures, which face data privacy, communication bottleneck, and single-point failure challenges, these modern frameworks adopt distributed and hierarchical designs to meet the complex requirements of large-scale, heterogeneous power grids (Kairouz et al., 2021; Zhou et al., 2020).

4.1.1 Layered architectural Design  

A three-layer architecture is commonly adopted:
a) Edge Layer (Local Utilities and Devices): PMUs, IEDs, and SCADA devices provide real-time measurements. Local edge servers host lightweight GNN models for state estimation and HRL agents for short-term decision-making. These agents ensure autonomy in handling disturbances without waiting for central coordination.
b) Aggregation Layer (Regional Coordinators): Regional data centers collect model updates (not raw data) from multiple edge nodes. FL techniques such as FedAvg, FedProx, or hierarchical aggregation are used to update global GNN and HRL policies (McMahan et al., 2017). Regional personalization mechanisms ensure local conditions are respected.
c) Coordination Layer (National/Inter-Utility Grid Operator): This top layer manages global model synchronization, conflict resolution, and policy harmonization across utilities. It also implements cybersecurity defenses and ensures regulatory compliance.


[bookmark: _Hlk209803136]4.1.2 Centralized vs. hierarchical FL architectures  

A summarized comparison of the centralized and hierarchical (decentralized) architectures given in Fig. 9:

[image: ]
Fig. 9. Centralized vs decentralized FL (Brecko et al., 2022)

a) Centralised FL: A single aggregator updates global models based on client contributions. While efficient for smaller systems, it can be communication-intensive and prone to central failures.
b) Hierarchical FL: Multiple aggregators are organised in tiers, where local aggregators consolidate updates before forwarding them upward. This structure mirrors the natural hierarchy of power grids (distribution → transmission → system operator) and reduces latency, communication load, and vulnerability (Li et al., 2020).

4.1.3 Centralized vs. hierarchical FL architectures  

The architecture must fuse outputs from GNNs and HRL:
a) GNNs provide system state embeddings and stability indicators that feed into HRL agents as part of the environment model.
b) HRL agents produce control actions (e.g., load shedding, FACTS settings, DG dispatch).
c) FL ensures both models co-evolve by sharing parameters across utilities, while meta-learning enables faster adaptation to topology or renewable integration changes (Chen et al., 2023).

Given the critical nature of power grids, secure aggregation, blockchain-based update verification, and anomaly detection mechanisms are embedded in the architecture. Byzantine-robust aggregation and differential privacy help prevent malicious or faulty updates from compromising stability (He & Yan, 2016).

4.1.4 Interoperability and standards

The architectures must comply with existing interoperability standards such as IEC 61850 and IEEE C37.118 for synchrophasor communication. Open APIs and containerized microservices enable modular integration with legacy Energy Management Systems (EMS) and Wide-Area Monitoring, Protection, and Control (WAMPAC) platforms (Madani et al., 2017).



4.1.5 Challenges and Opportunities

Some of the challenges and opportunities are itemised, as follows:
a) Communication bottlenecks during federated updates in large networks.
b) Heterogeneous computational resources across utilities affect training efficiency.
c) Real-time guarantees, especially under fast transient disturbances.
d) Integration with market operations, where FL–GNN–HRL architectures could also optimise economic dispatch, congestion management, demand response, and stability control.

4.2 Addressing Key Challenges in FL–GNN–HRL for Power Grids

The deployment of FL–GNN–HRL frameworks in power systems is confronted with several technical challenges that must be resolved to achieve scalable, secure, and accurate stability management. These challenges revolve around the unique characteristics of grid data, communication constraints, privacy requirements, and the tension between model generalization and utility-specific personalization.

4.2.1 Data heterogeneity

One of the most pressing issues in federated settings is the non-independent and identically distributed (non-IID) nature. Grid operating conditions vary widely across regions due to differences in topology, renewable penetration, load demand, and market policies. This heterogeneity slows model convergence and can degrade the accuracy of global models (Zhao et al., 2018). Techniques such as FedProx (Li et al., 2020) and clustered federated learning (Sattler et al., 2020) have been proposed to address this challenge by incorporating client-specific updates or clustering utilities with similar operating conditions.

[bookmark: _Hlk209803841]4.2.2 Communication efficiency

The exchange of high-dimensional GNN and HRL parameters during federated rounds can overwhelm communication links, especially in wide-area networks with strict latency requirements. Approaches such as model compression, sparsification, and quantisation reduce the volume of transmitted updates (Konečný et al., 2016). Moreover, asynchronous FL protocols allow faster nodes to contribute updates without waiting for slower ones, thus ensuring robustness under variable communication bandwidths (Chen et al., 2021).

4.2.3 Privacy vs. accuracy trade-off

While FL preserves raw data privacy, transmitted gradients or model updates may still leak sensitive information. Advanced methods such as Differential Privacy (DP) (Abadi et al., 2016), Homomorphic Encryption (HE), and Secure Multi-Party Computation (SMPC) provide stronger privacy guarantees. However, these come at the cost of reduced accuracy and increased computational overhead (Geyer et al., 2017). Recent research focuses on adaptive privacy budgets and privacy-preserving aggregation protocols to balance confidentiality with model performance (Truex et al., 2019).

4.2.4 Model personalization vs. generalization

A single global model may not adequately capture the diversity of local grid conditions. Personalisation strategies such as meta-learning (Fallah et al., 2020), multi-task learning, or fine-tuning local models after global aggregation have been proposed to balance global generalisation and local accuracy. In the context of stability, this ensures that control actions recommended by FL–GNN–HRL models remain relevant for specific utilities without sacrificing interoperability across regions.

4.2.5 Integration with real-time operations

Grid stability often requires decision-making within milliseconds to seconds, leaving limited room for iterative training. Incorporating online federated learning and streaming GNN frameworks allows continuous adaptation to changing system states (Zhou et al., 2020). Reinforcement learning components must also be carefully constrained with operational safety margins to prevent unsafe exploratory actions during live operation (Glavic et al., 2017).

[bookmark: _Hlk209804670]5. DISCUSSION: OPEN CHALLENGES AND FUTURE RESEARCH DIRECTIONS

Integrating FL and GNNs into power system stability management represents a transformative step toward collaborative, privacy-preserving, and intelligent grid operation. However, several open challenges remain that must be addressed for real-world deployment.

5.1 Technical Hurdles

A significant challenge lies in scalability. Power grids comprise tens of thousands of buses, lines, and distributed generation units, making it computationally demanding to train FL–GNN models at scale. Furthermore, dynamic topologies caused by line switching, renewable intermittency, and varying operating states require adaptive GNNs capable of handling time-varying graphs. Another issue is model interpretability—black-box FL–GNN models may deliver accurate predictions but fail to provide actionable insights, which hinders operator trust and adoption (Boričić et al., 2021).

[bookmark: _Hlk209804477]5.2 Regulatory and Standardization Gaps

The collaborative nature of FL raises regulatory challenges around data sovereignty, liability, and interoperability. Utilities may hesitate to participate in collaborative learning without clear legal frameworks defining model ownership, accountability for incorrect predictions, and compliance with cybersecurity standards. Current grid codes and regulatory bodies lack provisions for federated and privacy-preserving AI models, highlighting the need for standardized protocols and auditing mechanisms (Borges et al., 2021).

5.3 Bridging Simulation and Reality

Most FL–GNN studies rely on synthetic test systems such as IEEE bus networks, which may not fully reflect the complexity of real-world grids. Transitioning from simulation to deployment requires utility-grade validation, access to actual phasor measurement unit (PMU) and supervisory control and data acquisition (SCADA) datasets, and rigorous field-testing on large-scale testbeds (Zhou et al., 2020). The lack of benchmark datasets further limits reproducibility and cross-study comparisons.

5.4 Future Research Directions

Several promising directions exist for advancing FL–GNN research in power system stability:
a) Physics-Informed FL–GNN Models – Embedding physical laws (e.g., Kirchhoff’s laws, swing equations) into the neural architecture can ensure model predictions remain physically feasible while improving robustness.
b) Integration with Digital Twins – Coupling FL–GNN pipelines with grid digital twins enables real-time co-simulation, predictive maintenance, and “what-if” stability analysis under evolving system conditions.
c) Multi-Task Learning – Future FL–GNN frameworks could jointly learn tasks such as stability prediction, renewable forecasting, and market operation optimisation, creating holistic decision-support systems.
d) Enhanced Robustness to Adversarial Attacks – Research into adversarially robust federated GNNs can safeguard against false data injection and cyber-physical attacks that attempt to manipulate distributed model updates.
e) Operator-in-the-Loop AI – Human-in-the-loop frameworks that integrate operator expertise with FL–GNN decision-making could improve interpretability, trust, and operational safety.

6. CONCLUSION

The convergence of FL and GNNs presents a powerful, privacy-preserving paradigm for transmission-system stability. This enables utilities to collaboratively learn from distributed PMU/SCADA data without sharing raw measurements, while inherently respecting the grid’s graph-structured physics. This FL–GNN synergy supports critical tasks, including dynamic state estimation, stability assessment, anomaly detection, and resilient control, by combining decentralized, secure learning with topology-aware inference. While architectural patterns, security protocols, and safety-constrained reinforcement learning have increased deployment readiness, key challenges remain, such as non-IID data, communication latency, privacy-accuracy trade-offs, and adversarial robustness. A pragmatic adoption roadmap includes near-term cross-utility sandboxes and hierarchical FL, medium-term integration of physics-informed models and digital twins, and long-term multi-task frameworks that unify stability with economic and operational objectives for a secure, efficient, and adaptive grid.
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