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ABSTRACT

	The current descriptive phenomenological study explored the experiences of some college students in Digos City in dealing with online platform-related privacy concerns. Experiences, emotional responses, and coping strategies through semi-structured interviews were investigated regarding privacy exposure for 15 participants. The results of this study answered the three research questions regarding privacy concerns experienced by the participants, how those experiences affected their lives, and the coping strategies employed by the participants. Privacy concerns also influence their academic performance and emotional state. 
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1. INTRODUCTION 

The present utilization of social media in Digos City has generated significant security concerns, as students engage with their accounts, thereby revealing personal information with minimal consideration for potential risks. Additionally, according to Fogel and Nehmad (2012 [1]), trust and risk are two concepts that have been extensively examined about privacy issues on the Internet. As noted by Weinstein (2013 [2]), there were contentious assertions that privacy has ceased to exist, and individuals no longer make efforts to maintain their privacy. For example, Muhammad et al. (2024 [3]) reported that a hacker gathered data on 700 million LinkedIn users for financial exploitation. Furthermore, Zheng (2023 [4]) indicated that the number of social media users globally has surged by 80% since 2017. 

For the international level, according to Winder (2019 [5]), as cited in Koohang et al. (2021 [6]), a database containing 419 million records was leaked from Facebook in the Southeast region of the United States. This vulnerability is particularly pronounced during “open vault” attacks, leading to various security issues.

For the national level, GMA News Online (2020 [7]), reported that “thousands of fake and spam Facebook accounts” mockingly targeting De La Salle University, highlighted significant issues related to "social media privacy" breaches, which include title theft and even potential hacking or credibility concerns stemming from information gathering through malicious compliance. 

For the local level, in Davao City, Philippines, the article by Colina (2022 [8]) entitled “Davao Police to netizens: Stop posting ‘false information’ on crimes in the city,” which was published two years ago, once again highlighted the Davao City Police’s valid concern that such erroneous posts alleging involvement in robberies and kidnappings could undermine public order and hinder the efforts of law enforcement agencies. 

This study was intended to pinpoint several key elements influencing students' perceptions of privacy and evaluate their understanding of privacy protection strategies. Is the privacy of college students in Digos City genuinely being managed effectively as social media has become an increasingly significant aspect of their lives, or is it slowly slipping out of their control? 

The Privacy Paradox, first presented by Brown (2001 [9]), was arguably the most pertinent theory for comprehending the conflicts between social media and privacy: it represented the disparity between stated worries regarding confidentiality and the real behaviors of disclosing personal information. 

Consequently, this research employed the APCO (Antecedents → Privacy Concerns → Outcomes) Macro Model, which examines the analysis of risk-taking behavior, risk experience, privacy concerns, and risk-coping behavior in social networking sites (SNSs). According to the model, Smith et al. (2011 [10]) indicated that privacy concerns were the primary construct in privacy research.
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Figure 1. APCO Macro Model (Jia et al., 2015 [11])

1.1 Research Questions 

This research was intended to explore how college students in Digos City utilize social media and their related expectations regarding privacy. 

1. What are the privacy concerns experienced by the participants? 
2. How do these risks affect their lives? 
3. What are the coping strategies employed by the participants? 

2. methodology 

2.1 Participants

The research participants were 15 college students who encountered risks associated with social media that affected their academic and personal lives. The research participants were active and “bona fide” students enrolled in different colleges or universities in Digos City. 

2.2 Instrument

This descriptive phenomenological study utilized a semi-structured interview questionnaire as the primary data collection instrument.

2.3 Design and Procedure 

2.3.1 Research Design

This research used a descriptive phenomenological design to examine the lived experiences of college students concerning social media privacy threat.

2.3.2 Research Procedure

Before the data gathering, researchers sought formal approval from the Research Facilitator, Research Adviser and Research Coordinator. The latter two provided them with the authority to conduct interviews outside the school premises. The researchers identified and selected three colleges in Digos City; requested permission and an approval sheet from the school to facilitate the interview. The participants underwent through pre-validation to confirm their relevance and appropriateness. Only those who responded "Yes" to the pre-validation questions were selected for the study. The researchers had selected 15 college students through snowball sampling, conducted an in-depth interview characterized by an open-ended format in comfortable settings that encouraged open and honest sharing. 

Participants were well informed prior to the interview about the purpose of the study, the significance of their involvement, and ethical considerations. Consent was sought prior to the recording of the interviews. The authenticity of the participants' life experiences was preserved through bracketing during the interviews. This meant that researchers had to purposely negate their assumptions. The interviews were recorded in audio format.

All voice recordings were transcribed word-for-word soon after completing the session. Transcripts were reduced to data where repetitive content was cut down to the bare components and lengthy answers were abridged into the required statements. The last process was thematic analysis as per Holton (2017 [12]) (as referred to in Clarke & Braun, 2014 [13]). This involved (1) multiple readings of transcripts to get used to the data, (2) initial coding for identifying the core phenomena, (3) grouping codes into broader patterns, (4) investigating potential themes, (5) naming and defining the themes, (6) final report.

2.4 Ethical Considerations 

This research was carried out with a rigorous commitment to the ethical standards and guidelines that UM Digos College Research and Publication Center established. Appropriate authorization and consent were also acquired from the participants, who were assured that all their rights would be fully safeguarded, including but not limited to: 

2.4.1 Voluntary Participation. The participants’ involvement in this research was entirely voluntary, guaranteeing their autonomy to choose whether to engage. 

2.4.2 Benefits. The findings of this research provided crucial insights for educators, assisting them in understanding the impact of social media on students' privacy and online behaviors. School administrators might also use the research findings to enhance policies that promote student privacy and digital literacy. 

2.4.3 Plagiarism. The researchers guaranteed that every source and concept from different authors was accurately cited to uphold academic integrity. To maintain this standard, the research was meticulously examined for plagiarism, utilizing trustworthy software tools to confirm the content’s originality and ensure that appropriate citation practices were followed. 

2.4.4 Fabrication. Data collected from students had to be accurate. The findings should have been conveyed without fabrication or manipulation of information. 

2.4.5 Falsification. In addition to fabrication, falsification refers to data changed by changing numbers or removing other information. The study provided an honest representation of students’ experiences with social media and privacy. 

2.4.6 Conflict of Interest. If the researchers had personal or financial interests that could influence the study’s outcome, they should have disclosed them. Transparency concerning likely biases ensures that the research is trustworthy. 

2.4.7 Deception. Researchers should not have deceived participants. College students must understand precisely what the study is about, how their data will be used, and that they can participate or withdraw at any moment. 

2.4.8 Faculty Permission. Researchers had obtained permission from a college or institution in Digos City before conducting research. This guaranteed that research is conducted ethically per the institution's regulations.

2.4.9 Authorship. All authors who made essential contributions to the research should have been recognized. Individuals who made a key contribution should have been identified. This prevents deception and provides credit where it is due.

3. results and discussion

3.1 Privacy Concerns Experienced by Participants

The study of college students in Digos City revealed several compelling privacy issues associated with their social and digital media lives. These themes mirrored how the violation of privacy in the virtual world was more than a breach of one's tech world. The following table presents the findings related to Research Question 1. 

Table 1. Key Privacy Concerns Among Tertiary Students in Digos City 
	Themes
	Sub-Themes
	Participants Responses

	Unauthorized account access
	Account Intrusion and Takeover
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme

	
	Account Consequences and Loss
	

	
	Links and Phishing Attacks
	

	
	Identity Theft and Impersonation
	

	
	General Risk and Exposure
	

	Personal Information Exposure
	Public Embarrassment
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme


	 
	Unauthorized Disclosure
	

	
	Self-Driven Exposure
	

	
	Identity and Disclosure Misuse
	

	Emotional and Social Impact
	Social Consequences
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme

	
	Sharing Behavior and Risks
	

	
	Emotional Responses
	

	
	Online Harassment
	

	
	Trust Issues
	



3.1.1 Theme 1: Unauthorized Account Access
Unauthorized account access refers to unauthorized entry into personal digital accounts without the knowledge and consent of the account owner (Pryimenko, 2024 [14]). This theme was broken down into five subthemes that illustrated how the participants' information was exposed. 

Account intrusion and takeover comprised the unauthorized taking over of a user's account by an outsider. This usually allowed the intruder access to the account, including private messages and stored information that was used to manipulate people. Participant 3 cited this as a reference: 

“Bisag offline ko kay nay naga reply sa akong mga messages.
(Even when I was offline, someone was replying to my messages.) –P3, L2 

As noted by Alotaibi et al. (2021 [15]), social media websites became prime targets for perpetrating account hijacks mainly because of heavy usage and weakly configured security settings. Account consequences and loss, refers to personal and technical consequences owing to unauthorized access, including loss of access, and inability to reset the compromised account. Participant 4 quoted this as proof: 

“Natingala nalang ko nga dina nako ma open akoang account.” 
(I was surprised because I could no longer open my account.) –P4, L2 

These responses showcased the psychological and functional impacts of cyber invasion. Links and phishing attacks referred to situations where an individual was tricked into clicking on a malicious link or providing information to messages that were not real; these acts were alarming to information security. This was confirmed by evidence adduced by Participant 12: 

“Naay nag link tapos pag pislit nako ato nga link natingala ko, na change akong gmail dili na nako siya ma open.”
(I received a link, and when I clicked on it, I was shocked because my Gmail account had suddenly changed, I could no longer access it.) –P12, L3 

As noted by Jain et al. (2021 [16]), who articulated that phishing had utilized human curiosity and trust in a manner that persuades users to unwittingly compromise their accounts.  Identity theft and impersonation occurred when the perpetrator was impersonating the targeted victim through stolen access or credentials. Participant 14 was very much concerned about the fact that AI and editing software made such impersonation even more realistic. Participant 14 quoted this as proof: 

“Grabe najud kay ang AI karon, kanang grabe najud kaayong pagka edit lagi, maingon jud nimo ba nga tinuod”
(Especially now with AI technology. The editing is so good that it really looks real.) –P14, L3–4 

As noted by Whitty and Buchanan (2016 [17]), identity theft was no longer purely a form of financial fraud but has extended into the social-media impersonation aspect, which could seriously damage the personal and/or professional reputation of an individual. Lastly, general risk and exposure, this subtheme targeted all other general risks that participants faced after their private information had been compromised. Participant 11 provided this as evidence: 

“Siguro katong mga private personal information like contact numbers, passwords, dapat ikaw lang jud ang nakabalo.” 
(I think private information, such as contact numbers and passwords, things that only you should know.) –P11, L1 

3.1.2 Theme 2: Personal Information Exposure 

Personal information exposure refers to any deployment of sensitive material, including the personal domain or even personal actions or beliefs (Reiter, 2024 [18]). This theme was broken down into four subthemes that illustrate the various dimensions of such exposure. 

Public embarrassment happened where individuals underwent humiliation in public when the sordid episode of their lives was revealed by cybercriminals during their worst private affairs. Participant 6 cited this as a reference: 

“Katong na hacked akong account, naulaw jud ko kay daghan kaayo nakakita sa post.” 
(When my account got hacked, I felt embarrassed because many people saw the post.) –P6, L2 

As noted by Chen and Cheung (2018 [19]), underline how incidents of hacking and unauthorized posting of digital materials resulted in widespread public shaming. Unauthorized disclosure, referred to as unauthorized leaks, involves the sharing of personal or confidential materials without anyone's permission. Participant 14 cited this as evidence: 

“Gikuha to nya akong mga picture and then gihimoan nyag fake nudes, like kanang nakahubo jud ko. Then, iyang gipakalat kalat.”
(That person took my pictures and edited them into fake nude photos like I was naked and spread those pictures.) –P14, L5 

As stated by Powell et al. (2020 [20]), investigation concerning image-based abuse or non-consensual image sharing, the victim suffered not only reputational damage but also emotional damage in the form of fear, anger, or depression. As noted by Venkatanathan et al. (2013 [21]), visual posts exposed more intimate context than originally intended. Another subtheme was self-driven exposure, defined as proactive disclosure that revealed personal data–opinion, feelings, or habits that threatened privacy. Participant 10 cited this as a reference: 

“Naa toy onetime natingala ko akong Facebook kay naay nag share ug link bitaw tas porn nya dili baya ko in ana.” 
(There was this one time, I was surprised because my Facebook account shared a link to a porn site, which I do not usually do.) –P10, L2 

As noted by Boyd and Hargittai (2010 [22]), under which diverse audiences, like strangers, employers, and friends might have perceived content that was not initially intended for them. Finally, identity and disclosure misuse included the use of an individual's basic personal features, such as their name or face, for purposes that harmed their reputation or misrepresented their character. Participant 2 cited this as evidence. 

“Gigamit lang po akong kanang face tapos akong name.” 
(They just used my face and my name.) –P2, L1 

3.1.3 Theme 3: Emotional and Social Impact 

Emotional and social impact referred to psychological trauma and social implications people encountered because of infringing on privacy online. This theme was broken down into five subthemes that described how exposure to online threats influenced the participants’ emotions, relationships, and subsequent online behavior. 

Social consequences could have been damaged through violations of online privacy, inflicting a sort of negative social experience. Participant 5 stated this as proof: 

“So, one-month ko na trauma. 
(So, I was traumatized for a month.) –P5, L9 

According to Yerby et al. (2019 [23]), the uptake and spread of social media continue to accelerate, while simultaneously, there are increasing worries regarding privacy and risks on these platforms where individuals disclose personal information about their lives. Sharing behavior and risk defined how individuals had changed their sharing behavior after a violation of privacy. Oversharing had been considered very dangerous. Participant 15 quoted this as proof: 

“In terms of social interactions, maulaw nako mag share ug anything sa Facebook.”
(In terms of social interactions. I became embarrassed and hesitant to share anything on Facebook.) –P15, L1

This sudden change in digital personality had affected digital expressions and the personal connections that had been made with others who were previously active online. Moreover, emotional responses are defined as the inward emotional trauma experienced by the participants under online harassment or invasions of privacy. Participant 2 cited this as a reference:

“Mahadlok nako mag post sa akoang face kay basig gamiton sa lain napud.”
(I became afraid to post my face because someone might use it.) –P2, L4

This behavior was not merely counter-reactive in nature but tended to solidify permanent conduct patterns and corrode confidence in the individual's agency in online spaces. Online harassment, on the other hand, includes bullying, teasing, stalking, or any other online act that discomforts the participants and instills fear or social isolation. One participant recalled similar frustrating experiences that hampered his ability to socialize normally. Participant 7 pointed this out as a reference:

“Maka feel ko ug awkward sa akong mga friends or sa mga mo duol sa akoa nga mga tao. Mag ana ana sila nga, nge sigig duol duol ana nga bayot.”
(I felt awkward around my friends or with people who approached me. They would tease me, saying, ‘Oh, look, there is that gay guy who always follows him around.’) –P7, L2 & 3

According to Rathore et al. (2017 [24]), cyberbullying adversely affects psychological well-being and social development, especially for LGBTQ youths and other vulnerable populations, where attackers could have accessed sensitive personal information through social networking sites (SNS) and can perform different kinds of attacks, such as spam, malware, cyber stalking, and identity theft. Lastly, trust issues refer to the loss of trust in online spaces and interpersonal relationships in the wake of privacy violations or exploitations. The risks of revealing personal data tied to online services have raised alarms, and customers might choose not to share their data because of trust concerns (Chua et al., 2021 [25]).  Participant 3 cited this as proof:

“Syempre ang effect jud niya sa akoa kay e doubt na nako ang pag gamit ug social media, especially Facebook.”
(Of course, the effect of that event on me is that I started doubting social media, especially Facebook.) –P3, L1	 

3.2 Risks Affecting Students’ Lives

Table 2 explored the themes along with their related sub-themes regarding the risks that affected the lives of the participants. The findings related to Research Question 2 have been summarized.

Table 2. Impact of Privacy Concerns on Tertiary Students in Digos City
	Themes
	Sub-Themes
	Participants Responses

	Psychological Fallout
	Emotional and Mental Health Conditions
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme

	
	Emotional Disturbance and Strain
	

	
	Fear Responses
	

	Academic Collapse
	Academic Performance Decline
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme

	 
	Disengagement from Academic Activities
	

	
	Negative Academic Habits
	

	
	Technology-Induced Disruption
	

	Social Withdrawal
	Emotional Barriers
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme

	
	Behavioral Social Withdrawal
	

	
	Relation Strain and Peer Impact
	

	
	Post-Interaction Regrets
	



3.2.1 Theme 1: Psychological Fallout 

Psychological fallout comprised the condition of being emotionally upset, for instance, through anxiety, depression, or simply overall strain (Hwang et al., 2008 [26]). This theme was broken down into three subthemes that illustrated the participants' mental health struggles and cognitive responses to the experience.

The first subtheme, emotional and mental health conditions, referred to the conditions that inferred the presence of psychological issues along with sexual harassment in the online world. Participant 14 cited this as proof:

“Katong na experienced nako kay na depressed jud ko.”
(When I experienced that, I became depressed.) –P14, L1

This reflected how the incident had triggered a depressive state and indicated a deep emotional impact. Additionally, Participant 5 emphasized the long-term psychological effects. Participant 5 stated this as a reference:

“Just what I have said earlier, maka-feel siyang trauma, and of course, trust issues.”
(Like I said earlier, they may feel traumatized and develop trust issues.) –P5, L3

As noted by Smith et al. (2011 [10]), data breaches of online privacy had mental consequences, particularly depression, anxiety, and social withdrawal, in the case of perceived threat in cyberspace. On the other hand, emotional disturbance and strain referred to an emotional disturbance wherein participants experienced sadness and emotional fatigue due to the disruption caused by the accident. Participant 15 quoted this as evidence: 

“Dako kay tug impact sakong mental health, depress kayko ato and grabi nakong hilak hilak ko ato.”
(I was so depressed. I kept crying.) –P15, L3

This statement underscored the overwhelming emotional pain endured by one participant. Furthermore, fear responses emerged in the form of tangible fear and paranoia in relation to the use of social media. Participant 7 stated this as proof:

“Mahadlok nako mo gamit ug social media. Unya di nako ganahan kay feel nako pirminti ko niya gina sundan sundan.”
(I became scared of using social media. I did not want to use it anymore because I felt like he was always watching me.) –P7, L2

This response showed an example of how uncomfortable online chat had made individuals feel as if they were being publicly shamed. Stevic et al. (2022 [27]) suggested that digital shame was amplified by the transparency of social media, whereby discussions concerning a victim could freely take place, invoking emotional loneliness and shame. 

3.2.2 Theme 2: Academic Collapse 

As noted by Rozas et al. (2022 [28]), an academic collapse is associated with poor academic achievement and poor life skills. According to Lukose and Agbeyangi (2025 [29]), the overuse of social media led to adverse effects on students’ academic performance. This theme was broken down into four subthemes that illustrated how the participants’ academic performance was affected.

The first subtheme, academic performance decline, described how poorly students performed academically, from grades to academic achievements and classroom participation. Participant 8 cited this as evidence:

“That’s why after ato, akoang performance, grades and standard sa classroom is nag lower down na sya”
(Because of this, my academic performance dropped significantly.) –P8, L5

As noted by Junco (2012 [30]), the inability to cope with emotional stress and poor academic performance signified a lower GPA and decreased concentration on studies. Disengagement from academic activities refers to the separation of the students from class attendance, avoidance of school, and distancing themselves from academic work out of fear, shame, or stress. Participant 9 cited this as proof: 

“Maulaw nko mag participate sa klase maulaw nko mo skwela.”
(I became too ashamed to participate in class and even to go to school.) –P9, L2

As stated in the participants’ responses above, this form of disengagement illustrated learned helplessness as an educational psychological theory wherein continuous stressors led to avoidance and disconnection from academic life (He, 2021 [31]). Negative academic habits described as the lack of study routines and procrastination, cramming, and aggressive coping strategies that showed up when participants were under assault from digital overload and emotional overwhelm. Participant 15 cited this as proof:

“Di nako ganahan mag study.”
(I did not feel like studying anymore.) –P15, L3

According to Li et al. (2024 [32]), students pulled off some last-minute cramming for their academics as a temporary solution to the stress they experienced rather than internalizing consistent and effective study habits. Finally, technology-induced disruption, referred to as the postponement of academic endeavors and psychological exhaustion caused by repetitive attention to or distraction by digital media. Participant 8 cited this as evidence:

“So, there was a brief moment in time nga nag absent ko ug five days sa class because I was addicted to this dating site. After all, I met a guy.”
(There was a time when I was absent from class for five days because I was addicted to dating sites.) –P8, L1

Boursier et al. (2020 [33]) found that social media multitasking and digital addiction had higher correlations with stress and time management deficits among students. Once electronic spaces became places for overload instead of learning, academic success is further jeopardized. 

3.2.3 Theme 3: Social Withdrawal

According to Li et al. (2024 [32]), social withdrawal included avoidance behavior, emotional distancing, and sometimes increased participation in online and offline interaction. This theme was further divided into four subthemes, which illustrated how exposure and victimization through the internet led to withdrawal from social engagements. 

The emotional barriers were primarily the internalized sensor effect of the cyber-attack that produced remoteness or defensiveness among individuals. Emotional barriers usually develop from issues of self-doubt, lower self-esteem, and hypersensitivity towards perceived social judgment. Participant 1 explained and cited this as proof:

“Tungod sa nahitabo kay gina dudahan na nako akong sarili ug ang mga tao nga nakapalibot sa akoa.”
(Because of that hacking, I started doubting myself and the people around me.) –P1, L3

As noted by Fuller (2019 [34]), victims of online victimization have developed psychological roadblocks from which they cannot join any healthy form of interpersonal communication, which leads to emotional repression and social discomfort. Behavioral social withdrawal, on the other hand, refers to the observable behavior by participants that they engage in to alienate themselves from others. Participant 14 cited this as evidence:

“Dili nako ganahan musulod sa skwelahan, dili nako ganahan makig social interact, akoang fb ato kay akoang gi deactivate. Tapos di kaayo ko mu response sa mga messages.”
(I had lost the motivation to attend classes. I also did not want to interact with people anymore. I even deactivated my Facebook account, and I stopped replying to messages.) –P14, L4–6

Moreover, relational strain and peer impact indicated the rupture of relationships in the group or peer context on account of the psychological and emotional impact of internet harm. Participant 3 explained how trust problems had reached beyond the self and into group work. Participant 3 quoted this as evidence:

“Gina doubt nako ang social media, ug ang mga tao nga akong na share an, mao nang grabi jud syag epekto sa akoa ug sa ilaha pud ug sa among group performance.”
(It is not just me doubting myself but also doubting the people I share with. It is having a huge impact on both I and our group's performance.) –P3, L5

The research conducted by Hawdon (2021 [35]) revealed that victims of online exploitation often found a change in their interpersonal relationships due to uncertainty in their willingness to engage in group activities. Participants even withdrew from sharing personal information because of the fear of potential betrayal or harm. Lastly, post-interaction regrets captured feelings of guilt and remorse following online interactions when participants became aware, usually afterward, of the unintended repercussions of their online actions. Participant 8 quoted this as proof:

“Lahi kyko before sa pag dala nako sa social media like walay thought always ra sigeg posts and walay poise.”
(I posted thoughtlessly, constantly ranting without considering my words.) –P8, L4

As noted by Gupta et al. (2024 [36]), who remarked that social media users frequently suffered emotional backlash when they engaged in oversharing or unguarded self-expression. Such emotional distress led them to keep digital silence or delete their account. All these subthemes had captured the mechanisms by which psychological distress had been correlated with academic deterioration and social isolation. 

3.3 Coping Strategies Employed by the Participants 

The various coping mechanisms being employed by college students in Digos City, following adverse online experiences, were shown in the main themes and sub-themes presented in Table 3. The following table presents the findings related to Research Question 3. 

Table 3. Coping Strategies of Tertiary Students in Digos City
	Themes
	Sub-Themes
	Participants Responses

	Emotional Recovery
	Inner Healing and Self-Renewal
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme

	
	Emotional Boundary
	

	
	Coping Through Support and Expression
	

	
	Behavioral Adjustments
	

	Controlled Engagement
	Usage Minimization
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme

	
	Content Moderation
	

	
	Privacy and Visibility Control
	

	Privacy Reinforcement
	Preventive Caution and Awareness
	Refer to the illustrative statements in the Discussion section under each theme and sub-theme

	
	Account and Data Security
	

	
	Privacy Settings and Content Control
	



3.3.1 Theme 1: Emotional Recovery

According to Hurley (2018 [37]), emotional recovery is defined as the relationship between resilience and the modulation of emotions, cognition, behavior, bodily reactions, and the environment when exposed to stressful conditions. This theme was divided into four different sub-themes, where participants sought inner tranquility and stability after adverse experiences that pertained to online privacy violations.

Firstly, inner healing and self-renewal refer to the personal journey of reclaiming self-worth, mental clarity, and emotional resilience through introspection, relaxation, and self-care practices. Participant 3 stated this as proof:

“Wala jud ko nag open sa other social media platforms for how many months kay para ma build nako ug usab ang akong confidence, though hinay2x na sya ug ka build at least kanang nabalik nako gamay ang trust sa akong sarili, sa social media ug sa other people nga akoang e reach out puhon.”
(So, what I did was deactivate and stop using any social media platforms for a few months. That way, I could rebuild my confidence. Slowly, I regained trust in myself and others, and now I am more cautious.) –P3, L4-7

Research has established that coping can also be learned (Gaudioso et al., 2017 [38]). One participant noted that recovery also has a spiritual base. Participant 9 cited this as evidence:

“Ang una jud nakong gi buhat is nag ask ko sa ginoo kanang healing.”
(The first thing I did was pray to God for healing.) –P9, L1

According to Megan (2024 [39]), prayer, meditation, and reflection help to achieve inner peace and lucidity, and digital healing from trauma is often initiated by personal awareness and spiritual strength. Emotional boundary, on the other hand, refers to the act of maintaining emotional boundaries by choosing to withdraw from the online arena to safeguard one's mental well-being. Avoiding social media and engaging in selective disclosure were two major tactics. Participant 8 stated this as proof:

"Siguro ang akoang pag likay lang sa social media, that is how I took care of my privacy, I do not share posts that are related to my problems, myself, or my family, or my past relationships na."
(My way of protecting my privacy is by avoiding social media. I do not post about my problems, family matters, or past relationships anymore.) –P8, L2

The participants expressed more caution in their online behavior and indicated that they had decreased personal disclosures and grown more selective in whom to trust to protect privacy due to past experiences. As noted by Osatuyi et al. (2020 [40]), usage levels enabled users to deal with their worst negative feelings more effectively and realistically than other remedies to avoid being overwhelmed internally. Coping through support and expression refers to the coping strategies employed by the participants, such as talking things over with others. Participant 12 cited this as evidence:

“Nag reach out ko ug tao nga nakasabot sad ato nga situation nako.”
(What I did was reach out to someone who understood my situation.) –P12, L1

According to the study of Boursier et al. (2020 [33]), coping behavior concerning stress had been assumed to be social or self-soothing forms and was generally a psychological reaction toward trauma resulting from privacy invasion or cyberbullying. Lastly, behavioral adjustments concerned how participants had consciously decided to change their online behavior so that nothing similar would happen again. Participant 5 cited this as evidence:

"We learned from our mistake. Kay murag naa man pud mi mali ato so siguro karun kay murag naga proofreading jud mi every detail, amo jud syang gina check if ever basin naay ma flaunt online naa bay ma expose online. Because siguro we learned from that na privacy is a must jud sya”
(We made some mistakes before, so now, we make sure to proofread every detail carefully before posting anything online. We have learned from that experience that privacy is a must.) –P5, L4

According to Islam et al. (2022 [41]), corrective measures can be seen as corrective measures on social media because of any self-directed action that the users of the social media site can undertake to reduce the harmful effects of their usage patterns.

3.3.2 Theme 2: Controlled engagement 

Controlled engagement referred to the corrective measures involved ceasing social media usage, lessening it, taking a break from it, or merely transitioning to a different social media platform (Maier et al., 2015 [42]). This theme was broken down into three sub-themes, each of which reflected how they had modified their online behavior to regain control over their lives.

The first subtheme was usage minimization, which indicated deliberate attempts by participants to reduce the frequency or extent of their social media use. It was such an adaptation by individuals who coped by limiting their exposure to online cues, regaining offline priorities, and relieving distress caused by previous exposure to digital media. Participant 11 cited this as a reference:

“Pero karon sakong bag’ong account, sa isa ka semana kas’a rako mag my day and kas’a rapud ko mag shared post or notes. Limited nalang sya.”
(I only post once a week or so. I have significantly reduced my social media activity.) –P11, L2

Participant 6 also added:

“Di na kayko ga gamit ug soc. med., I mean more on messenger rako, facebook kung walay lingaw. And medyo di kyako active sa social media na kaayu. Gina gamit lang nako ang social media to contact, and school purposes.”
(I do not use social media much anymore, mostly just Messenger. I use Facebook only when I have nothing else to do. Furthermore, I mainly use social media for school-related purposes.) –P6, L1–4

Participants mentioned that they had limited their online activities by reducing the number of posts and by using social media primarily for personal communication and academic purposes. People who felt more threatened by the risks of publishing online because of this data breach were more likely to adopt protective devices and would be affected by their willingness to share private information (Ho et al., 2023 [43]). Content moderation, on the other hand, meant that the participants purposely decided what to share in the public domain; participants were aware of online privacy and the risks associated with excessive self-disclosure. Participant 9 cited this as evidence. 

“So gi private nako akong social media like my Facebook. Bale gi set nakog Only Me”
“I made my social media accounts private, especially my Facebook. I set most of my posts to Only Me.) –P9, L1

There was thus increasing corrective action against the negative impacts of the overuse of social media sites (Cao & Sun, 2018 [44]). Privacy and visibility control referred to the ephemeral or less bare forms of online interaction, such as using stories instead of permanent posts and reducing the number of facial or personal images. Participant 14 quoted this as proof:

“Mahadlok najud ko mupost ug mga nawong, kanang myday lang kay ang myday mawala raman gud sya dayon.”
(I am really scared to post pictures of my face. I just use My Day because it disappears quickly.) –P14, L1

3.3.3 Theme 3: Privacy Reinforcement

Privacy reinforcement refers to the conscious actions and initiatives employed by individuals to strengthen their online boundaries after they became aware of risks or violations to their privacy. This theme was categorized into three subthemes, which emphasized how the participants had maintained their digital privacy.

The first subtheme, preventive caution and awareness, portrayed the active efforts of participants to avoid repeating past mistakes by adopting more informed and cautious online practices. Participant 1 cited this as evidence:

“Sa akong giingun ganina e secured jud nimo ang imong account jud para dili na sya ma hack pag usab, or etc.”
(Like I said earlier, you need to secure your privacy to prevent it from happening again.) –P1, L1

As noted by Chen and Cheung (2018 [19]), individuals’ active engagement in safeguarding their online privacy was a successful approach to minimizing the frequency of privacy breaches. Account and data security is defined as the use of digital technologies and related behaviors to enhance account security, including the use of two-factor authentication, configuration for recovery, account deletions, and proactive contests for anomalous behavior. Participant 7 cited this as a reference:

“Katung last nako nga account kay gi delete nako to tapos nag buhat kog bag-o nga account tapos akoa siyang gi block daan para dili ko niya ma track.”
(My last account, I deactivated it, then I created a new one and blocked them right away so that they would not be able to track me.) –P7, L1

Protecting oneself from privacy violations is seen as a critical component of individual effort in ensuring online privacy data; hence, strategies have explored the ability to enhance individuals' effort (Chen et al., 2023 [45]). Lastly, privacy settings and content control refer to authoritative platform functions controlling visibility, restricting access to personal information, and hiding sensitive information. Participant 10 cited this as evidence:

“Nag lock profile ko, kay para sa uban nga dili nila ma access dayun imuhang profile bitaw only the person nga gi allow mo or friends nimo nga masaligan nimo.”
(I did lock my profile so that other people cannot access it unless I allow them or if they are my trusted friends.) –P10, L2

This subtheme supports the notion of "networked privacy" introduced by Marwick and Boyd (2014 [46]), where users actively negotiate the boundaries of sharing based on the context, platform tools, and perceived risks.  Additionally, ensuring privacy settings were correct and knowing the terms of service on various social media platforms were complicated, particularly for students. 

4. SUMMARY & CONCLUSION

This study employed the relationships between college students in Digos City, Philippines, and their use of social media was analyzed in relation to three research questions: (1) What are the privacy concerns experienced by the participants, (2) How do these risks affect their lives, and (3) What do the participants employ. Findings related to the first research question and its corresponding theme and sub-themes revealed that students commonly experienced unauthorized account access and personal information exposure. The second research question and associated theme highlighted the psychological, educational, and social consequences of privacy violations, manifested as mental health problems, poor academic achievement, and cases of social isolation. For the third research question, a study has established that in response to the intrusion of privacy, students employ different coping mechanisms- from proactive to reactive. Such mechanisms include emotional control, deliberate downgrading of social media activities, and enhancing countermeasures toward privacy with activities such as digital security enhancement and increased caution when online. 
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