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ABSTRACT
This study aimed to isolate and characterize the microorganisms isolated on the biometric fingerprint scanners in the University of Northern Philippines.  Specifically, it sought response to the following objectives: (a) to determine the microorganisms isolated on the finger print scanner device in UNP; (b) to determine the colony counts of the bacteria isolated on the finger print scanning devices located at different stations in UNP and collected at different times of the day.
This study made use of the experimental research design and was conducted in actual laboratory setting.  It was limited to the detection of the different microorganisms present in the four out of the six biometric scanners stationed in the different locations within the university.  After identification of the microorganisms, characterization and colony count of these microorganisms were likewise conducted.  
The collection of specimens was done at the administration building, CHS building and the Guestel building.  The primary cultivation of the microorganisms was conducted at the Bacteriology Laboratory of the College of Health Sciences, UNP while the colony count and identification of the individual microorganisms was performed at the Mariano Marcos Memorial Hospital and Medical Center in Batac City, Ilocos Norte.  The isolation and cultivation of the bacteria was done manually.  Characterization of the bacteria involved the use of biochemical testing and gram staining.  Identification and colony count was performed using the VITEC machine.  
There were seven microorganisms isolated from the different biometric machines (BM) installed in different buildings within the University campus.  Four of these organisms are cocci or round-shaped.  These are Staphylococcus aureus, Staphylococcus epidermidis, Micrococcus luteus and Propionebacterium acnes.  Two of the organisms are bacilli or rod-shaped.  These are Escherichia coli and Corynebacterium diphtheria.  Only one of the isolated organisms is a fungus.  This is Trichophyton mentagrophytes.  All seven microorganisms were isolated from the BM installed at the CHS building.  In the same way, all organisms except T. mentagrophytes were isolated in the BM installed at the Guestel building.  The minimum number of organisms isolated from the BM were five and all BM harbors an organism coming from human and animal feces (Escherichia coli).  
Keywords: Biometric fingerprint scanners, Microorganism isolation, Colony count, Bacterial characterization, Gram staining, Escherichia coli.

INTRODUCTION
Biometric devices are now commonly used in the working environment. The use of biometric fingerprint scanner is commonly found in public places such as hospitals, schools, universities, hotels, immigration offices, government institutions, metro stations etc.  These devices have become a necessary tool to record accurately the time when an employee enters and goes out of work.  
Because of the worldwide uses of biometric devices for public purposes, there is a great possibility of transferring microorganisms present on our skin like Staphylococcus epidermidis, Staphylococcus aureus, Corynebacteria, Propionibacterium acnes, Micrococcus luteus, etc, from one person to another person by fingerprint scanner device. It is therefore the aim of this research to isolate and characterize the microorganisms isolated on the biometric fingerprint scanners in the University of Northern Philippines.  
Its importance is directed but not limited to faculty and employees who are using biometric fingerprint scanner about the microorganism that are commonly found on human skin that could be transferred from one person to another by the use of the above-mentioned devices. 
This will also further encourage people to take precautionary as well as preventive steps to avoid transmission of microorganisms by using these devices. This research also serves as a springboard for more research on microbial analysis, which will then be very useful for the future prevention of any harmful diseases that can be transmitted via any devices.  

Bioethical Clearance
Before starting the experiment, clearance from the UNP Bioethics Committee was sought.  The Ethics Review Committee forms 1 and 2 were properly filled out and submitted to the committee before conducting the experiment.Some of the Bioethical principles that were observed in the conduct of the experiment include, but not limited to: 
>Protection of the researchers, other people and the environment.  As precautionary measure, the researchers were properly guided with the correct handling of the microorganisms as these are known source of infection.   The researchers wore the proper personal protective equipments like: face mask, gloves, hair net/cap, laboratory gown and closed shoes.  All wastes were properly decontaminated using the autoclave or Lysol solution.  Other materials that cannot be autoclaved were  properly disposed-of as required.  Solutions and reagents were diluted to the minimum concentration before they were drained in the sink
MATERIALS AND METHODS
Specimen collection and cultivation of the microorganisms were conducted at the Bacteriology Laboratory of the College of Health Sciences, University of Northern Philippines (UNP), Vigan City while the isolation, characterization, identification, confirmation and colony count of the microbial isolates were   performed at the Mariano Marcos Memorial Hospital and Medical Center Bacteriology Section, Batac City, Ilocos Norte.

[image: ]
                          Plate 1.  Bacteriology Laboratory of the College of Health Sciences


MATERIALS AND PROCEDURES

Prior to the conduct of the experiment, all the materials underwent sterilization and disinfection.  The working area was thoroughly cleaned and the working tables were disinfected with absolute ethyl alcohol.  Likewise, the materials like glasswares and cotton swabs were autoclaved at 1210C for 15 minutes at 15 pounds per square inch (psi) to ensure sterility.

                                       [image: ]
Plate 2. Culture media preparation
Disinfection of the Biometric Scanners
Before specimen collection, the biometric machine scanners were disinfected with absolute ethyl alcohol to ensure sterility of the devices.  Absolute alcohol is a well known disinfectant with an effective bactericidal effect.

Collection of Specimen  
The swab technique was used to collect samples from the glass surface of the biometric fingerprint scanner device.  Sterile cotton swabs moistened with sterile Normal Saline Solution were used.  After swabbing, each cotton swab was kept inside the test tubes containing Trypticase Soy Broth.  The tubes were covered with sterile cotton balls to allow air to come in.  The tubes were likewise labeled properly with the biometric machine number, date and time of collection.  They were then incubated at 370C for 24 hours. 

Cultivation of the Microorganisms
After 24 hours of incubation, the TSB turned turbid.  This indicated the presence of microorganisms.  One loopful of the TSB was streaked on Nutrient Agar, Blood Agar, McConkey Agar and Potato Dextrose agar for the individual isolation of the microorganisms present.   All plates were incubated overnight at 370C.

Identification of the Microorganisms
Colonies that grew on the different plated media were made into a suspension using Normal Saline Solution, were processed as per manufacturer’s instruction and were subjected to the VITEC machine for proper identification. 
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Plate  3. VITEC machine.


Preparation of Serial  Dilution for Colony Counting
One loopful of each of the sub-cultured organisms was transferred in a test tube containing 10mL of sterile distilled water.  This served as the stock bacterial solution.For Staphylococcus aureus, six (6) similar tubes were labelled 1 to 6 and filled with 9mL distilled water per tube.  One mL of the properly mixed S. aureus bacterial suspension was transferred to tube 1.  The mixture was thoroughly mixed and 1mL of this resulting bacterial suspension was transferred to tube 2.  The process was repeated sequentially until all the 6 test tubes were filled with the corresponding bacterial suspension.  One (1) mL was discarded from tube 6 to maintain a uniform volume of 9mL per labelled test tube. 
This serial dilution preparation (Plate 4) was performed on all identified test organisms following the same procedure as in S. aureus.
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Plate 4. Preparation of Serial Dilution

Pour Plate Technique 
The pour plate technique (Plate 5) was used to determine the number of colony forming unit per milliliter of diluent (CFU/ml).  An automatic pipette with sterile tips was used to transfer 100uL of microbial suspension (of each organism) from tube 6 into a sterile petridish.  The bacterial suspension had a final dilution of 1/1,000,000 or 1x106.  Twelve to fifteen (12 -15) mL of each of the previously prepared media (Nutrient Agar for S. aureus, S. epidermidis and M. luteus; Blood Agar for P. acnes; McConkey Agar for E. coli and C. diphtheria; and Potato Dextrose Agar for P. mentagrophytes) was cooled at 45oC, was poured into each plate, swirled gently to mix well and covered slightly with its corresponding glass cover.  Each plate was allowed to solidify, then covered completely, inverted and incubated at 37oC for 18 to 24 hours.
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Plate 5. Pour-Plate Technique of Bacterial Inoculation.


Colony Counting and Gram’s Staining
After the required incubation period, and with the aid of a colony counter (Plate 6), the colonies of the microorganisms were counted and recorded.
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Plate 6.  Colony Counter.

Gram’s staining technique (Plate 7) was performed on a representative colony from all the plates.  A loopful of the colonies of each of the organisms was emulsified with Normal Saline Solution (NSS) at the center of a clean and properly labelled glass slide.  Each prepared slide was fixed by gently passing through the lighted alcohol lamp.  Then the slides were placed parallel with each other on a staining rack.  The smears were covered with crystal violet for 1 minute and rinsed with tap water.  After which, they were covered with Gram’s iodine for 1 minute and once again rinsed with tap water.  Consequently they were flooded with 95% alcohol until no more blue color came out of the smear. The slides were then rinsed with tap water and finally flooded with safranin for 1 minute, rinsed with water and air-dried.  Each smear was viewed under the oil immersion objective of the microscope.
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Plate 7. Gram-Staining the Bacterial Colonies

Gram’s staining is one of the oldest and most useful method of staining bacteria.  By this method, bacteria are classified as gram positive if they retain the initial stain after treatment with mordant and decolorizer, and gram negative if they pick up the secondary or counter stain.  Other bacterial organisms however, are gram non-reactive, which include those which do not stain or those which stain very poorly.

In this experiment, Gram’s positive bacteria were colored blue or violet (Plate 8) while Gram’s negative bacteria were colored pink or red (Plate 9).   Staphylococcus aureus, Streptococcus pyogenes and Candida albicans were gram-positive round-shaped organisms while Escherichia coli, Pseudomonas aeruginosa and Salmonella typhi were gram-negative rod-shaped organisms.[image: ].
Plate 8.  Gram-Positive Bacteria.
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Plate 9. Gram-Negative Bacteria.


Proper Disposal of Waste Materials
All culture media, bacterial suspensions and other infectious materials were decontaminated using the autoclave set at 1210C at 15 psi for 1 hour prior to disposal.  All other materials that cannot be subjected to autoclaving were immersed or flooded with Lysol solution for 1 hour prior to disposal.  Used gloves, masks and other contaminated materials were thrown away in garbage bins exclusively for infectious materials.

Statistical Treatment of Data
Only the mean was used to treat the data in the experiment.  It was employed to describe the colonial features in terms of the average colony count of the microorganisms isolated from the biometric machines.

RESULTS
This section deals with the presentation, analysis and interpretation of data gathered in the study.  The data are presented in the tabular, graphical and textual forms.  

Table 1. Microorganisms Isolated from each of the Biometric Machines
	Microorganisms
Isolated
	Biometric Machine 1
(Outside the Cashier’s Office) 
	Biometric Machine 2
(Outside the Registrar’s Office)
	Biometric Machine 3
(University Canteen)
	Biometric Machine 4
(CHS Building)

	Staphylococcus aureus
	Present
	Present
	Present
	Present

	Staphylococcus epidermidis
	Present
	Present
	Present
	Present

	Micrococcus luteus
	Present
	Present
	Present
	Present

	Propionebacterium acnes
	-
	-
	-
	Present

	Escherichia coli
	Present
	Present
	Present
	Present

	Corynebacterium diphtheria
	-
	-
	Present
	Present

	Trichophyton mentagrophytes
	-
	-
	-
	Present

	Undifferentiated life forms
	Present
	Present
	Present
	Present



The table above presents the different microorganisms isolated from the four biometric machines installed at different sites inside UNP.  This was identified using the VITEC machine and was confirmed through gram staining technique.   

Table 2. Colony Count of the Microorganisms Isolated
	Biometric Machine
	Number of Colonies / Trial
	Average
	Grand Ave. Colonies

	
	1
	2
	3
	
	

	Biometric Machine 1
· After Disinfection
· 8:30AM
· 12:30PM
· 5:30PM
	
0
15
24
32
	
0
17
22
30
	
0
13
20
29
	
0
15
22
30
	

67

	Biometric Machine 2
· After Disinfection
· 8:30AM
· 12:30PM
· 5:30PM
	
0
19
28
36
	
0
16
23
31
	
0
17
25
33
	
0
17
25
34
	

76

	Biometric Machine 3
· After Disinfection
· 8:30AM
· 12:30PM
· 5:30PM
	
1
21
31
40
	
0
22
32
41
	
1
19
32
39
	
1
21
32
40
	

94

	Biometric Machine 4
· After Disinfection
· 8:30AM
· 12:30PM
· 5:30PM
	
0
25
39
48
	
1
25
36
44
	
0
21
30
44
	 
1
24
35
46
	

106



Biometric machine 1 – Outside the Cashier’s Office
Biometric machine 2 – Outside the Registrar’s Office
Biometric Machine 3 – University Canteen
Biometric Machine 4 – CHS Building(College of Heath Science building)




 The table 2  shows that all the scanner machines were disinfected prior to the specimen collection.  This was to ensure that there were no microorganisms present in those biometric machines.  Thirty minutes after disinfection, the baseline count was obtained.  Biometric machines (BM) 1 and 2 exhibited absolute sterility 30 minutes after the application of the absolute alcohol while BM 3 and 4 produced just 1 colony each.  Although a colony comprises of a thousand individual bacterial cells, a colony count of 1 is very much acceptable in microbiological assays.

	Likewise, it can be observed from the table that BM 4 (from the CHS building) produced the greatest number of colony count from among the 4 BMs.   This indicates that the biometric machine installed in the CHS building is the most contaminated of all BMs tested with a colony count of 106 or a bacterial count of 106 x 106 or 106 million bacterial cells.  There are many reasons that be linked to this result.  These are, but not limited to: a. some of those who are using the BM 4 are construction workers who have more exposure to the soil; b. most of those with motor cycles are timing in and out most of the time in BM 4 because of a bigger parking space in front of the building, and c. the biometric machine is installed outside the building, unlike the other BMs.  This made BM more exposed to greater contaminants from the environment.   

	The increasing number of colony count from morning to afternoon collection was a clear indication that employees kept on bring-in bacteria as they timing-in and out.  Similarly, they were also carrying-out bacteria from the biometric machine and transfer these to whatever they come into contact with.  
 






                              Bar diagram 1.     Colony count of microorganisms isolated in the different biometric machines at different times of the day.
At 8:30 in the morning, the colony count isolated was few but, in the afternoon, the colony count exhibited a sharp increase in number.


The result of the experiment indicates that biometric scanning device can be a medium where microorganisms can be deposited waiting for the opportunity to be transferred to another medium via direct contact with the fingers.  The microorganisms may not multiply in the scanners because they need culture media to grow but they can still cause an illness once these bacteria enter the body through ingestion, inhalation and direct contact via jeopardized intact skin.    


DISCUSSIONS
This study confirms that biometric fingerprint scanners in the University of Northern Philippines harbor a wide range of microorganisms, including both commensal and potentially pathogenic species. The presence of Staphylococcus aureus, Escherichia coli, and Corynebacterium diphtheriae is particularly concerning due to their association with skin infections, gastrointestinal disturbances, and respiratory diseases, respectively. The detection of Trichophyton mentagrophytes, a dermatophyte responsible for fungal skin infections, further underscores the role of fingerprint scanners as fomites in the transmission of microbial agents.

The consistently high colony counts observed later in the day suggest that repeated use without adequate sanitation contributes to increased microbial accumulation. All biometric machines tested harbored Escherichia coli, indicating fecal contamination likely due to inadequate hand hygiene among users. The study also recorded undifferentiated 8microbial life forms, possibly opportunistic or environmental organisms.

These findings highlight the urgent need for targeted public health interventions, such as routine disinfection of biometric scanners and encouraging hand hygiene practices. Installing hand sanitizers near scanners and displaying educational posters can significantly reduce the risk of cross-contamination. Overall, the study provides valuable insight into the microbial risks associated with commonly touched public surfaces and calls for improved infection control practices in shared environments.


CONCLUSIONS
This study revealed that all four biometric fingerprint scanners examined at the University of Northern Philippines were contaminated with various microorganisms, including pathogenic and commensal species.Seven different microorganisms were identified like Staphylococcus aureus, Staphylococcus epidermidis, Micrococcus luteus, Propionibacterium acnes, Escherichia coli, Corynebacterium diphtheriae, and Trichophyton mentagrophytes. Notably, E. coli—a fecal indicator—was found on all machines, suggesting poor hand hygiene. The CHS building scanner had the highest microbial diversity, while all scanners showed increasing colony counts throughout the day, peaking at 5:30 PM. Colony counts ranged from 67 to 106, with the highest average count recorded on the scanner at the CHS building. Disinfection at 6:30 AM eliminated initial microbial presence, but recolonization occurred rapidly with user contact. These findings indicate that biometric scanners can act as fomites for microbial transmission, highlighting the importance of regular sanitation and hygiene awareness among users.

Recomendations
Based on the conclusions formulated, the following recommendations are forwarded for consideration:
1. Posters bearing “Always sanitize your fingers before and after using this Biometric Machine” be mounted beside all the BM installed all over UNP to remind employees to be more cautious every time they use the device.
2. Hand sanitizers be installed beside each biometric machine.  Although this may entail additional expenses on the part of the administration but there are ways to do this without incurring much expenses.
3. Daily disinfection of the biometric machine either through swabbing or spraying is highly recommended.
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