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ABSTRACT 
	The development of an efficient energy management solution is a challenging research area, particularly in addressing unusual appliance behavior, safety, and predictive maintenance in residential settings. Many studies have been limited to labeled datasets and the identification of hidden clusters in the datasets has been impractical. This study introduces ISODBSCAN, a hybrid unsupervised model that combines density-based spatial clustering of noise applications (DBSCAN) and isolation forest to detect anomalies in NILM data without labeled inputs. Using data from House 4 in the REDD dataset, we pre-process the time series energy readings and extract segments representing appliance behavior. DBSCAN is used to identify dense clusters of normal usage, while Isolation Forest further analyses these results to isolate outliers that deviate from expected patterns. The model achieves a silhouette score of 0.46, outperforming conventional methods like K-Means and Gaussian Mixture Models (GMM), which struggle with irregular cluster shapes and require predefined parameters. ISO-DBSCAN offers both robustness and interpretability, effectively isolating anomalies and mapping them back to specific time windows, thereby enhancing transparency and facilitating real-time monitoring. This approach is particularly beneficial in residential settings where energy behavior varies and labels are unavailable. The model’s performance is sensitive to DBSCAN parameters, such as minPts. Future work includes integrating automated hyperparameter tuning techniques, such as Bayesian optimization, expanding the approach to additional households and data sets, and improving real-time usability through dashboards and alert systems. 
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1. INTRODUCTION 

In the context of global energy consumption, electricity holds the most essential position. As the population increases and people’s needs and expectations change, the need for electrical energy also increases(“Global Electricity Consumption 2023,” n.d.-a). New generations’ lifestyle and advanced technology used in their households have increased the usage of electricity and usage rates. The International Energy Agency projects that global electricity consumption will rise by more than 50% by 2030. This demand calls for the need to come up with feasible energy management and conservation practices to deal with the emerging energy requirements (Bakare et al., 2023). 
Modern energy management relies heavily on energy monitoring in residential buildings to optimize energy usage alongside cost reduction and sustainability promotion. Intrusive Load Monitoring (ILM), Non-Intrusive Load Monitoring (NILM), and Semi-Intrusive Load Monitoring (Semi-NILM) are the three main categories under which energy monitoring approaches can be divided. Depending on the particular needs of energy management in residential structures, each approach has distinct advantages and limitations (Tokam & Ouro-Djobo, 2023). 
In contrast, NILM relies on tracking energy consumption by examining data from a single monitoring point installed at the building’s service entrance. This methodology delivers optimized simplicity together with cost-effectiveness, providing an appealing solution for homes and commercial properties (Wang et al., 2025).
 To further enhance energy monitoring, Artificial Intelligence (AI) and Internet of Things (IoT) smart technologies integrate into energy monitoring systems to provide real-time analysis and feedback mechanisms that support homeowners in making informed decisions. Valuable cost benefits ranging from 10–30% in annual energy expenses accompany these technological advances, simultaneously promoting environmental sustainability by cutting greenhouse gas outputs while promoting renewable power adoption (Non-Intrusive Load Monitoring in Smart Grids: A Comprehensive Review, n.d.). 
Beyond technical limitations, user engagement with these systems is vital, while many homeowners lack a complete understanding of device functionality and reveal privacy and security-related concerns. Ongoing research and development teams concentrate on resolving technical obstacles to increase the ease of use of energy monitoring products and create more widespread user acceptance. The research field of Non-Intrusive Load Monitoring (NILM) needs further study into multiple unexplored areas that will improve future NILM system capabilities. Existing datasets show a major limitation through their narrow scope because they heavily depend on UK-DALE and similar well-known datasets that restrict findings from extending to diverse home and appliance types (Processed NILM Datasets for Research, n.d.) (REHVA Journal Integrating Submetering and NILM for Building Smart Readiness, n.d.).
One of the critical issues in NILM research is data preprocessing. Smart meter data incorporates missing values and noise, and outlier manifestations which negatively impact NILM algorithm functionality. The implementation of high-pass filtering and median filtering as data preprocessing approaches helps reduce unwanted effects, but decision-makers must understand outlier origins before selecting removal methods (Non-Intrusive Load Monitoring in Smart Grids: A Comprehensive Review, n.d.). 
A notable gap exists in using NILM data for behavioral research. The investigation of user-device interaction patterns enables developers to create customized smart systems for residential and building purposes. NILM data alongside behavioral insights enables studies for building innovative solutions which increase energy efficiency and boost user interactions with home energy systems (Non-Intrusive Load Monitoring in Smart Grids: A Comprehensive Review, n.d.). 
Relating to electric appliances, anomaly detection involves identifying minimal and extraordinary patterns that differ prominently from standard operational behavior (Madhushan & Rathnayake, 2024). This method proves essential across multiple application domains. Smart homes and the increasing popularity of Internet of Things technology create an urgent requirement for strong anomaly detection systems to improve energy efficiency levels and ensure appliance safety as well as predict future maintenance needs. Such systems use statistical approaches together with machine learning methods and hybrid strategies for operational data analysis that results in enhanced performance and longer device life as well as considerable savings (Anagnostopoulos, 2022). 
Electric appliance anomaly detection achieves its most important goal by tracking down problems before major breakdowns occur. Unusual patterns in energy usage detected by the systems enable power consumption interventions for preventing repair expenses and energy waste. Home automation technologies develop through these systems that automatically identify appliances through their energy profile behavior to help customers save energy and stay informed about their usage (Rauf & Adekoya, 2023). 
The field of anomaly detection faces multiple implementation difficulties as well as technical disputes. The monitoring process encounters three main issues related to data quality control together with system detection accuracy and the complexity of managing multiple appliances spread across different operational spaces. 
Therefore, the contribution of this article is summarized below: 
1. To identify existing unsupervised machine learning models for appliance anomaly detection. 
2. To develop an Iso-DBSCAN model to detect anomalies of appliances with a limited amount of data in residential buildings. 
3. To apply time series analysis to detect and analyze anomalies in electricity usage for selected households to identify faults, misuse, and other irregular application behaviors. 

This article is structured as follows. Section 2 elaborates on the research conducted with neural networks in the NILM domain. Section 3 presents features of selected data collection, data preprocessing techniques, and the proposed architecture. Section 4 presents the results and discusses the performance. Finally, Section 5 concludes the paper with suggestions for future work.[footnoteRef:1] [1: ] 


2. Literature Review

Non-Intrusive Load Monitoring (NILM) is a technological platform that breaks down total electricity consumption into appliance-specific data by analyzing electrical signals without requiring additional measuring devices (“Methodology for the Disaggregation and Forecast of Demand Flexibility in Large Consumers with the Application of Non-Intrusive Load Monitoring Techniques,” 2023). Introduced by George W. Hart in 1992, NILM has undergone significant advancements, making it an essential tool for modern energy management to improve sustainability and efficiency in both residential and commercial settings (Al-Khadher et al., 2023a) (“DeepEdge-NILM,” 2023). The evolution of smart meters, combined with progress in artificial intelligence (AI) and machine learning (ML), has revitalized NILM, leading to new applications and enhanced methodologies for more effective energy monitoring and management , (“Methodology for the Disaggregation and Forecast of Demand Flexibility in Large Consumers with the Application of Non-Intrusive Load Monitoring Techniques,” 2023) (Impact of Energy Monitoring and Management Systems on the Implementation and Planning of Energy Performance Improved Actions: An Empirical Analysis Based on Energy Audits in Italy, n.d.). 
The primary function of NILM is to analyze energy consumption and provide detailed insights into individual appliances, helping users identify inefficiencies and make more informed decisions (“Adaptive Modeling for Non-Intrusive Load Monitoring,” 2022) (“Energy Disaggregation of Industrial Machinery Utilizing Artificial Neural Networks for Non-Intrusive Load Monitoring,” 2024). With rising energy demands and the need for precise real-time monitoring, NILM has gained importance in balancing supply and demand, especially during peak usage hours. Its cost-effectiveness and reliance on a single monitoring point make energy management accessible to households and small businesses. 
One of NILM’s main objectives is energy efficiency (EE). By offering granular data on energy usage, NILM helps address inefficiencies in both appliances and user behavior, enabling smarter decision-making to reduce energy waste (Al-Khadher et al., 2023a). Additionally, NILM plays a crucial role in demand response (DR) strategies, ensuring a real-time balance between energy supply and demand. It also supports programs to reduce peak consumption and improve demand management through accurate energy measurement (Trainingless Energy Disaggregation Without Plug-Level Sensing, n.d.). 
By leveraging advanced algorithms, such as AI and big data analytics, NILM contributes to smarter grid infrastructures while delivering enhanced energy efficiency benefits (Impact of Energy Monitoring and Management Systems on the Implementation and Planning of Energy Performance Improved Actions: An Empirical Analysis Based on Energy Audits in Italy, n.d.) (Artificial Intelligence (AI)-Based Identification of Appliances in Households through NILM, n.d.) (A Renewable Energy Grid Daily Pricing Model for Consumer, n.d.). Recent research has integrated deep learning (DL) models into multi-scale feature extraction approaches with attention mechanisms to improve recognition accuracy, particularly at lower power levels. These innovations focus on increasing the generalization capabilities of NILM systems while addressing noise-related issues in input signals. The field of NILM continues to advance, with ongoing research dedicated to optimizing energy management in both residential and commercial environments (Al-Khadher et al., 2023a) (An Embedded Deep Learning NILM System, n.d.).
 NILM approaches can generally be categorized as event-based or non-event-based (Event-Based Two-Stage Non-Intrusive Load Monitoring Method Involving Multi-Dimensional Features, n.d.). Event-based methods detect significant changes in power consumption, such as when appliances turn on or off (Event-Based Two-Stage Non-Intrusive Load Monitoring Method Involving Multi-Dimensional Features, n.d.). These methods are efficient and well-suited for real-time monitoring but may struggle in noisy environments or when multiple appliances change states simultaneously. On the other hand, non-event-based methods continuously analyze power usage without explicitly detecting events. While these methods are more accurate in complex scenarios, they require substantial computational resources and large labeled datasets for training (Privacy-Preserving NILM, n.d.). 
Recently, both event-based and non-event-based NILM models have increasingly adopted ML and DL techniques due to their strong ability to recognize complex, non-linear patterns in data. DL models, in particular, excel at identifying intricate relationships and extracting detailed features from raw data (Non-Intrusive Load Monitoring by Load Trajectory and Multi-Feature Based on DCNN, n.d.). However, these models often produce abstract representations that are difficult to interpret, making it challenging for researchers and users to fully understand and trust NILM systems (“A Review of Current Methods and Challenges of Advanced Deep Learning-Based Non-Intrusive Load Monitoring (NILM) in Residential Context,” 2024) (Papers with Code - Toward Explainable NILM, n.d.). One major drawback of DL models is their ”black box” nature—they provide high accuracy but offer little transparency regarding their decision-making process (Papers with Code - Toward Explainable NILM, n.d.). 
Another study investigated explainability in convolutional neural networks (CNNs) (“Event-Driven Two-Stage Solution to Non-Intrusive Load Monitoring,” 2022) applied to NILM, using post hoc techniques such as Occlusion Sensitivity and Gradient Class Activation Mapping (Grad-CAM) on the low-frequency REDD dataset (1 Hz sampling rate) (Multiscale Self-Attention Architecture in Temporal Neural Network for Nonintrusive Load Monitoring, n.d.). Important features were visualized through heatmaps, which can be difficult for nonexpert users to interpret (Ramadan et al., n.d.). Further research applied advanced explanation techniques to regression-based DL NILM models using datasets like UK-DALE and REFIT (both containing low frequency data). This study introduced explainability metrics such as faithfulness, robustness, and complexity but emphasized the need for standardized benchmarks and scalable solutions for large datasets (Chavan & More, 2022). 
These studies highlight the growing importance of transparency and explainability in NILM while also exposing gaps in computational efficiency, scalability, and simplicity. To achieve a truly explainable NILM system, transparency must go beyond just the modeling phase—it should extend to preprocessing, event detection, and feature extraction. A fully transparent NILM framework ensures that every step of the process is clearly defined, benefiting all stakeholders by improving reproducibility for researchers, providing actionable insights for end-users, and helping engineers interpret results. 
2.1 Process of NILM 
Non-Intrusive Load Monitoring (NILM) includes multiple critical steps for successful residential building energy consumption diagnosis and analysis. NILM works through four stages starting with data acquisition followed by feature extraction, moving to event detection, and ending in classification that leads to appliance-specific energy usage understanding (Non-Intrusive Load Monitoring in Smart Grids: A Comprehensive Review, n.d.).
 The first step in NILM, data acquisition (Murray, 2023), requires obtaining energy consumption measurements of entire residential buildings through various types of power measurement devices. Aggregate electricity consumptions act as baseline information for future operations in NILM workflows. Researchers start by identifying the study objective, selecting required features, and choosing a dataset that fulfills their research needs. Publicly available datasets have increased dramatically in the past few years, but researchers find 28 available electricity usage datasets lacking in their current form (Silva & Liu, 2024). 
Once data acquisition is complete, the system moves on to detecting key events in datasets, which is called event detection. The detection of appliance turn-on and turn-off events remains crucial for NILM operation (Maier & Schramm, 2025). Correct event detection requires combining basic identification algorithms to pinpoint events while implementing supporting algorithms to minimize unwanted false alarm signals. The combination of optimal staging methods permits researchers to develop superior event detection systems which accurately identify actual events even amid false alerts (Non-Intrusive Load Monitoring in Smart Grids: A Comprehensive Review, n.d.) (Ruano et al., 2019). 
After collecting data, the critical process follows to transform unprocessed raw data into meaningful feature sets dedicated to specific appliance classification needs. The variety of extracted features include statistical techniques alongside domain-relevant methods that address data uniqueness (Technique of Feature Extraction Based on Interpretation Analysis for Multilabel Learning in Nonintrusive Load Monitoring With Multiappliance Circumstances, n.d.). Appliance identification accuracy relies on performing feature extraction within time-frequency domains and the time domain itself (Non-Intrusive Load Monitoring in Smart Grids: A Comprehensive Review, n.d.) (Al-Khadher et al., 2023a). 
To refine classification accuracy, time-domain feature extraction methods incorporate feature selection mechanisms. Selection processes such as recursive feature elimination together with random forest algorithms help order and choose important features for maximizing classification precision. Strategic feature reduction methods deliver significant performance improvements as purposefully chosen subsets deliver optimal appliance signature detection (Non-Intrusive Load Monitoring in Smart Grids: A Comprehensive Review, n.d.) (Al-Khadher et al., 2023b). 
The final stage of NILM involves classification through which trained models identify different appliance operational states by analyzing aggregated data. The principal output of classification systems includes appliance ON/OFF states. Methods are commonly split into binary, multi-class, and multilabel categories (Biansoongnern & Plangklang, 2022). Different performance measurement methods analyze how successful NILM algorithms identify individual home appliances through power signature analysis. NILM systems require measurements to build conditional trustworthiness, supporting end-user confidence in residential and commercial environments (Non-Intrusive Load Monitoring in Smart Grids: A Comprehensive Review, n.d.). 
2.2 Supervised Non-Intrusive Load Monitoring
 Non-Intrusive Load Monitoring (NILM), an energy consumption aggregation solution, categorizes residential power usage by appliance level (Residential Electricity Load Forecasting Using NILM Information - ProQuest, n.d.) NILM techniques are further divided into supervised and unsupervised methods as their main types. 
Within the Non-Intrusive Load Monitoring (NILM) framework Supervised NILM stands as the main approach that determines particular appliances from aggregated power consumption data while ensuring precise identification. Supervised NILM works with labeled data that contains recognized power signatures of different appliances so algorithms can discover unique device signatures (Anomaly Detection in Operational Technology Systems Using Non-Intrusive Load Monitoring Based on Supervised Learning, n.d.). Supervised learning methods with deep learning techniques now optimize the conversion between aggregated power measurements and individual appliance usage data (Khazaei et al., 2020) (Assessing the Effectiveness of Supervised and Semi-Supervised NILM Approaches in an Industrial Context | Proceedings of the 2023 6th International Conference on Computational Intelligence and Intelligent Systems, n.d.). 
The Supervised Non-Intrusive Load Monitoring (NILM) method represents a leading technique inside the NILM framework and aims to recognize specific appliances when analyzing combined power usage data. Supervised NILM depends on a labeled dataset containing recognized appliance power signatures which lets algorithms study individual device characteristics (JiangJie et al., 2021). The latest progress in supervised learning uses deep learning approaches to establish better correlations between combined power data and individual appliance power consumption (Hadi et al., 2022). 
Supervised NILM has proven successful as an approach but it deals with various implementation obstacles. The major problem with supervised NILM arises from its requirement for substantial labeled datasets that cost significant time and effort to collect (Nonintrusive Load Monitoring Based on Self-Supervised Learning, n.d.). Model overfitting happens because data scarcity forces models to learn specific features from training data yet makes them ineffective when dealing with new observations (Global Electricity Consumption 2023, n.d.-b). The deployment of these models requires extensive training datasets to function effectively in real-world applications but this requirement acts as a major obstacle during their implementation(Khazaei et al., 2020) (Papers with Code - Towards Real-World Deployment of NILM Systems, n.d.). Different environments lead to varying appliance operation patterns that make supervised NILM applications harder to work with. The actions of appliances change according to how users operate them together with environmental characteristics and other environmental factors (“Challenges for Real-World Applications of Nonintrusive Load Monitoring and Opportunities for Machine Learning Approaches,” 2022) (A Recent Review of NILM Framework, n.d.). Models face increased complexity during deployment because they required to learn from current data while adjusting their techniques towards new data acquisitions over time (Papers with Code - Towards Real-World Deployment of NILM Systems, n.d.).
2.3 Unsupervised Non-Intrusive Load Monitoring
 Unsupervised Non-Intrusive Load Monitoring (NILM) stands as a research priority that splits aggregated energy consumption streams by analyzing unmonitored device operations (Massidda & Marrocu, 2022). Unsupervised NILM provides considerable advantages to applications that face expensive or impractical barriers to obtaining labeled datasets. The modern improvements in unsupervised technologies for Non-Intrusive Load Monitoring aim to enhance appliance energy consumption disaggregation techniques using aggregated single-point data from residential or commercial buildings (Sensors, n.d.) (Shabbir et al., 2024) (“Non-Intrusive Condition Monitoring Based on Event Detection and Functional Data Clustering,” 2023). 
The anomaly detection technique within the context of unsupervised learning has become increasingly important because it detects unusual patterns without requiring labeled training data (Chen et al., n.d.). Anomaly detection demonstrates high value for various fields including finance and healthcare and cybersecurity because its capability to detect critical issues and emerging threats (codezup, 2025). 
The detection methods employed by unsupervised anomaly detection use both dimensionality reduction and clustering algorithms (Muneer et al., 2022). The process of simplifying high-dimensional data through Principal Component Analysis (PCA) (“On the Effectiveness of Dimensionality Reduction for Unsupervised Structural Health Monitoring Anomaly Detection,” 2023)(Nie et al., n.d.)and t-distributed Stochastic Neighbor Embedding (t-SNE) provides essential features while achieving this data simplification. These methods enhance performance and visualization capability for subsequent algorithms through their capability to convert data into lower-dimensional forms. A key position in anomaly detection is filled by clustering methods. The cluster-based local outlier factor (CBLOF) determines dense regions in the data through clustering processes, which leads to density estimations for each cluster (Zhang et al., 2024). K-means achieves widespread adoption because it operates at linear speeds compared to the slower nearest-neighbor search algorithms. At the same time autoencoders employ neural networks to obtain optimized data representations for anomaly detection through reconstruction error analysis (codezup, 2025). 
The current unsupervised NILM approaches which utilize neighbor-based algorithms have challenges handling complex high-dimensional data sets. The powerful detection methods require significant processing power and experience degrade in accuracy levels when faced with complicated scenarios. New approaches alongside method integration will boost the quality of anomaly detection and load disaggregation systems. Additionally the field lacks extensive studies about measurement standards for fair and private NILM model evaluations. Research needs to develop secure NILM methods that preserve user data confidentiality and uphold performance standards because privacy-preserving solutions are increasingly needed in residential spaces (Kaselimi et al., 2022) (Sensors, n.d.). 
The main obstacle when performing unsupervised NILM stems from needing large datasets for developing algorithms with maximum effectiveness. Machine learning (ML) and deep learning (DL) methods have advanced performance but need large datasets which becomes problematic based on different device specifications and operational conditions (Global Electricity Consumption 2023, n.d.-b) (Tokam & Ouro-Djobo, 2023). Multiple studies must analyze how various ML and DL algorithms operate across diverse dataset scales because accuracy levels strongly depend on this data(Global Electricity Consumption 2023, n.d.-b).Another essential requirement exists for combining practical hybrid models which both accept user feedback and perform continuous learning processes. Dynamic environments experience performance stagnation because the existing unsupervised methods do not evolve successfully with real-time user interaction and data changes(Tokam & Ouro-Djobo, 2023). A challenge in NILM research exists to develop explainable models that guide users to understand the algorithmic estimation processes since current approaches lack transparency (Kaselimi et al., 2022) (Sensors, n.d.) (WECC Composite Load Model Parameter Identification Using Deep Learning Approach, n.d.).
 The application of Deep Neural Networks (DNNs) to NonIntrusive Load Monitoring (NILM) involves multiple choices. Key considerations include selecting appropriate datasets REDD, UK-DALE, REFIT, (Pereira et al., 2022) choosing DNN architectures (feed-forward vs. recurrent), and determining evaluation metrics RMSE, MAE, and F1 score. Additionally, aspects of data processing, such as appliance activation balancing, data augmentation, and normalization, play a crucial role. The selection of home appliances (e.g., fridge, washing machine, and microwave) further influences model performance (Huber et al., 2021). 
Another approach utilizes the HIPE and IMDELD datasets, followed by the application of Equipment Modeling Using Polynomial Functions (EMUPF) and Unsupervised Neural Networks (UNN) for NILM. The testing phase evaluates model performance using error metrics and descriptive statistics (Torres, 2023). 
One approach applies K-means clustering (K-Means and Alternative Clustering Methods in Modern Power Systems, n.d.) to group appliances based on odd harmonic current amplitudes, specifically the 3rd and 5th harmonics, limiting its effectiveness to Type I and II appliances. To improve generalizability and address data scarcity, another study introduces a self-supervised learning approach using Seq2Point, Bi-GRU, and LSTM, although proper data pre-processing remains a challenge (Silva & Liu, 2024). 
Many researchers have utilized transfer learning techniques in solving the Non-Intrusive Load Monitoring (NILM) problem (“Non-Intrusive Multi-Label Load Monitoring via Transfer and Contrastive Learning Architecture,” 2023). Transferability, in this case, refers to the capability of a general Machine Learning (ML) or Deep Learning (DL) model (Identification Method of the Load Component Proportion Based on the Dynamic Response under Large Disturbance, n.d.) in identifying appliances from the home aggregated energy consumption outside the training set. Transfer learning has been utilized with various models such as seq2point, Generative Adversarial Networks (GANs), Convolutional Neural Networks (CNNs), Gated Recurrent Units (GRU), and a combination of LSTM and Probabilistic Neural Networks (PNN) to enhance NILM. 
Another widely used approach in NILM transfer learning (Adaptive Fusion Feature Transfer Learning Method For NILM, n.d.) is transforming feature sequences into images, either grayscale or colored. A study, for example, applied a CNN model, pretrained with a visual dataset, by projecting voltage and current trajectories onto images in the HSV (Hue, Saturation, Value) color space. Deep learning methods were demonstrated in experiments to perform better than optimization-based and factorial Hidden Markov Models (HMMs) in NILM but with the need for large training datasets (Alhelou, n.d.). 
Future research should focus on creating user-oriented NILM algorithms which integrate explainable frameworks. The real-world benefits from NILM systems can be proven through practical investigations of disaggregated data applications including flexibility estimation and lifecycle analysis (Shabbir et al., 2024). 
2.4 Energy Consumption and Behavior Monitoring Using NILM 
The study of appliance behavior monitoring through Non Intrusive Load Monitoring (NILM) underscores its growing significance in energy efficiency, technological advancements, and consumer behavior analysis (Eirinaki et al., 2022). Recent advancements in NILM methodologies, particularly with the integration of machine learning techniques, have greatly enhanced the accuracy and practical application of appliance behavior monitoring (“Comparing Four Machine Learning Algorithms for Household Non-Intrusive Load Monitoring,” 2024). These innovations have led to the development of several key application types:
2.4.1 Types of NILM-Based Applications 

· Real-Time Monitoring Applications – Deliver immediate insights into energy usage, allowing users to track consumption and make real-time adjustments (Elkholy et al., 2022). 
· Historical Data Analysis Applications – Examine past energy consumption trends, enabling users to identify peak usage periods and optimize their energy consumption accordingly (View of Non-Intrusive Load Monitoring (NILM), Interests and Applications, n.d.). 
· User Behavior Analytics Applications – Analyze appliance usage patterns, encouraging users to adopt more energy-efficient habits. 
· Energy Management Systems – Provide a holistic approach by combining real-time monitoring, historical analysis, and energy-saving goal-setting features. 
· Smart Home Integrated Applications – Sync with smart home systems to automate appliance control based on usage patterns, helping to minimize unnecessary power consumption. 

2.5 Challenges and Limitations of NILM Applications
 Despite their benefits, these applications face several barriers to widespread adoption, including: 
· Data Privacy Concerns – Collecting and analyzing appliance usage data raises important questions about user privacy and data security. 
· Identification Accuracy – Distinguishing between appliances with similar energy signatures remains a challenge, impacting NILM’s reliability. 
· Scalability Issues – The presence of multiple overlapping appliance signatures can reduce NILM’s effectiveness, particularly in large-scale or complex environments. 

While NILM has made significant strides in energy monitoring, a critical gap remains in its ability to detect anomalies in energy consumption. Current applications primarily focus on tracking and analyzing energy usage but lack sophisticated mechanisms to identify irregularities or inefficiencies in appliance behavior. Detecting anomalies is essential for identifying malfunctioning devices, excessive energy consumption, and potential electrical hazards. Additionally, most existing NILM solutions do not include intelligent recommendation systems that could help users take corrective actions in response to detected issues. 
This research seeks to bridge this gap by developing an anomaly detection framework for NILM applications. By leveraging machine learning techniques, the proposed system aims to enhance energy monitoring capabilities by identifying abnormal energy usage patterns.
3. Methodology
This section explains the process of the research in a structured manner. The overall structure of the research process is presented in Figure 1.








[image: ]	Figure 1: Overall Structure of the Process

3.1 Data Collection
The research utilizes the publicly available Reference Energy Disaggregation Data (REDD) dataset. This dataset includes low-frequency power usage records from various residential homes. Its detailed structure makes it well-suited for analyzing appliance-level energy usage behavior and identifying irregularities in consumption patterns. 
3.2 Data Preprocessing 
Several preprocessing steps are applied to improve data quality and usability before modeling. Initially, data integration is performed by grouping similar appliances under standardized labels. This is followed by data cleaning, which involves removing noise and handling missing values. Feature selection is then used to extract key attributes such as total energy consumption, timestamps, and relevant statistical indicators. Finally, normalization is applied to scale features uniformly, which is essential for distance-based algorithms like clustering.
3.3 Time Series Analysis for Appliance Behavior Monitoring
After preprocessing, time series analysis is conducted to monitor appliance behavior over time. This phase helps reveal regular usage patterns and detect time-based consumption anomalies. Techniques such as visualization and decomposition are employed to understand dynamic appliance activity. These insights guide clustering and anomaly detection by establishing baseline behavioral norms.
3.4 Clustering of Appliance Usage Patterns 
Clustering techniques are applied to group appliances with similar usage patterns. Depending on the dataset characteristics, DBSCAN is used for irregular, noise-prone patterns, while k-means is applied for more structured, spherical clusters. Parameters for DBSCAN, such as eps and min samples, are optimized, and the optimal number of k-means clusters is determined using the elbow method or domain-specific insights. Clustering enables identification of typical appliance behaviors, which supports effective anomaly detection. 
3.5 Evaluation of Clustering Quality 
To evaluate clustering performance, the Silhouette Score is computed. This score measures how similar each point is to its own cluster compared to other clusters. A high score indicates well-separated clusters, while a low score may suggest overlapping or poorly defined clusters. Based on this evaluation, the choice is made to apply anomaly detection either within individual clusters or on the entire dataset. 
3.6 Anomaly Detection Using Isolation Forest
 The Isolation Forest algorithm is utilized for anomaly detection due to its efficiency with high-dimensional data. It may be applied either within clusters (if cluster quality is high) or across the full dataset (if clustering is less effective). Parameters such as the number of trees and sample size are tuned to optimize performance. Each data point receives an anomaly score, and a predefined threshold is used to flag anomalous behaviors. 
3.7 Behavioral Monitoring and Anomaly Interpretation 
After detecting anomalies, further interpretation is conducted by revisiting time series data. The goal is to validate outliers by analyzing abnormal spikes, prolonged inactivity, or unusual usage durations. This step identifies root causes, such as appliance malfunction, changes in user behavior, or inconsistencies in data collection.

4. results and discussion

This section explains the results acquired through the implementation of the proposed ISO-DBSCAN framework for anomaly detection using NILM data.
4.1 Ablation Study 
Machine learning research enables the evaluation of model components through ablation study techniques that systematically change and remove model components for analysis purposes. An ablation study was conducted to evaluate how well the combination of DBSCAN and Isolation Forest detects anomalies in residential power usage patterns. 
Our method begins by applying DBSCAN to the NILM cluster data, followed by the use of Isolation Forest to detect anomalies within each cluster. The quality of clusters is assessed using silhouette scores before and after anomaly removal. The ablation study focuses on three main components: 
1. DBSCAN. 
2. Isolation Forest. 
3. Pre- and post-silhouette coefficient scores. 

The hyperparameters of DBSCAN and Isolation Forest were systematically tuned, and their effects on the silhouette score were recorded, as shown in the Table 1.
 
Table 1: Ablation Study Results for ISO-DBSCAN
	eps
	Min samples
	Contamination
	Silhouette Score(Change)

	0.1
	10
	0.05
	0.0097

	0.2
	10
	0.05
	0.2590

	0.3
	10
	0.05
	0.1954



The results demonstrate that increasing the eps parameter improves cluster separation and that the Isolation Forest’s contamination level significantly influences anomaly detection. Improved silhouette scores indicate enhanced cluster cohesion following the removal of anomalies.
4.2 Classification Results for Anomaly Detection
 The silhouette score change serves as an indirect measure of anomaly detection accuracy. The highest improvement in silhouette score occurred with eps = 0.3, min samples = 10, and contamination = 0.05, demonstrating the effectiveness of this configuration in isolating anomalous energy consumption patterns. These results confirm the ISO-DBSCAN framework as a valid unsupervised anomaly detection approach for NILM applications. 
4.3 Performance Comparison with Similar Work
 To evaluate the proposed method, we compared its performance with K-Means, Hierarchical Clustering, DBSCAN (standalone), GMM, and Isolation Forest. Silhouette scores were used to assess clustering quality, with higher scores indicating better separation and cohesion.
Table 2 Clustering Performance Comparison
	Algorithm
	Silhouette Score

	K-Means
	0.311

	Hierarchical Clustering
	0.3899

	DBSCAN
	0.460

	GMM
	0.100

	Isolation Forest
	0.524



DBSCAN was preferred due to its flexibility in discovering arbitrarily shaped clusters and its ability to handle noise. Despite its moderate silhouette score, DBSCAN’s clustering benefits from being paired with Isolation Forest, which achieved the highest silhouette score, making it an ideal choice for anomaly detection.
4.4 Time Series-Based Appliance Behavior Monitoring 
[image: ]This subsection explores the behavior of three appliances (kitchen outlets, lighting, and microwave) in House 4 from the REDD dataset. Time-series plots helped detect normal and abnormal behavior patterns. Kitchen outlets showed frequent bursts of high energy, indicating use of appliances like kettles or blenders. Lighting patterns were regular and tied to human activity cycles, while the microwave exhibited short, high-power bursts during specific times of the day.
Figure 2:Time Series of Energy Consumption for Kitchen Outlets,Lighting, and Microwave (House 4, REDD Dataset)
Besides the appliance level analysis, a comprehensive time series analysis was carried out to isolate the base line, cyclic behaviors and spikes in the presence of intense consumption appliances like the oven. As Figure 3 indicates, the original power signal shows periodic higher power consumption and very long idle time. The minimum power consumption is low (0.00W), which proves that the oven does not use standby power. The cyclic pattern plot shows a high pattern of repeated use with just a small variance in consecutive usage with a tendency of one use per day that is indicative of daily cooking activities. The transient spikes refer to intervening bursts of high-power which could be referred to as a point anomaly in case they vary with the usual cyclic periodicity.

[image: ]
Figure 3: Oven Power Usage Analysis: Original Signal, Baseline, Cyclic Patterns, and Transient Spikes
The ability to correlate time, frequency, and magnitude of energy use improves model dependability for real-world anomaly detection. 



4. Conclusion

The proposed ISO-DBSCAN framework introduces an unsupervised anomaly detection approach tailored for analyzing residential building energy consumption through Non-Intrusive Load Monitoring (NILM) datasets. The key objective was to develop a hybrid model that leverages both density-based and ensemble-based techniques to detect anomalies in power usage patterns without the need for labeled data, a vital requirement for efficient energy monitoring in smart homes.

 The framework integrates DBSCAN for density-based clustering and Isolation Forest for anomaly detection. DBSCAN clusters the data based on both temporal and magnitude-based similarities, after which Isolation Forest is applied within each cluster to identify outliers with greater accuracy. The effectiveness of this hybrid strategy was validated using data from House 4 in the REDD dataset.

 Time series analysis emerged as a critical aspect of the framework, given that residential energy data inherently exhibits temporal characteristics and cyclical trends. Features such as usage frequency, duration, and daily patterns enriched the clustering process by adding behavioral context. DBSCAN effectively utilized both temporal proximity and magnitude similarities to form meaningful clusters that reflect real-world energy usage patterns.

 An ablation study was conducted to analyze the impact of key hyperparameters including DBSCAN’s neighborhood radius (eps), minimum samples (min samples), and the contamination rate in Isolation Forest. The optimal configuration (eps = 0.1, min samples = 10, contamination = 0.05) led to a maximum silhouette score improvement of ∆ = 0.124, validating the sensitivity of the model to parameter tuning.

 Comparative analysis with baseline algorithms: K-Means, Gaussian mixture models (GMM), hierarchical clustering, and Isolation Forest, demonstrated that while Isolation Forest achieved the highest silhouette score (0.524), ISO-DBSCAN offered a balanced solution with a silhouette score of 0.460. GMM performed poorly due to its assumption of normally distributed clusters, which is incompatible with real-world NILM data characteristics.

 Despite encouraging results, the framework has certain limitations. DBSCAN is sensitive to parameter selection and requires manual tuning, which could affect its generalizability. Furthermore, while silhouette scores provide insight into clustering quality, they may not comprehensively capture anomaly detection performance in practical applications. Future research should incorporate more domain-specific metrics or use labeled datasets for enhanced evaluation.

 Opportunities for improvement include the use of automated parameter optimization (e.g., grid search or Bayesian optimization), inclusion of appliance-level metadata, and incorporation of broader temporal context such as seasonal behavior trends. Additionally, deploying the model for real-time analysis and integrating explainable AI (XAI) components could improve transparency and usability in real-world smart home systems.

 In conclusion, ISO-DBSCAN addresses the growing need for unsupervised anomaly detection in NILM-based residential energy monitoring. It contributes toward enabling more intelligent, sustainable, and efficient energy management in modern households. 
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