Review Form 3

	

	Journal Name:
	Asian Journal of Research in Computer Science 

	Manuscript Number:
	Ms_AJRCOS_144193

	Title of the Manuscript: 
	REGULATION OF ARTIFICIAL INTELLIGENCE IN CYBERSECURITY: CHALLENGES AND OPPORTUNITIES

	Type of the Article
	


	PART  1: Comments



	
	Reviewer’s comment
Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.

	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	
	

	Is the manuscript scientifically, correct? Please write here.
	
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	
	

	Is the language/English quality of the article suitable for scholarly communications?


	
	

	Optional/General comments


	This manuscript presents a comprehensive and timely analysis of one of the most pressing issues in today’s digital society—the regulation of artificial intelligence (AI) in cybersecurity. It is very well-structured, methodologically sound, and intellectually rigorous. Below are the strengths I would like to highlight:

1. Relevance and Contribution

· The paper addresses a critical gap in cybersecurity research: the intersection of AI deployment, regulatory frameworks, and ethical considerations.

· The introduction effectively situates AI within broader socio-technical transformations and convincingly frames why regulation is necessary.

· The proposal of the AI-Cybersecurity Regulatory Integration Model (AI-CRIM) adds originality by moving beyond abstract principles and offering a practical framework that could guide both policymakers and industry.

2. Methodological Rigor

· The systematic review approach, aligned with PRISMA principles, provides credibility and transparency.

· Clear inclusion and exclusion criteria ensure that the reviewed literature remains relevant and high-quality.

· The use of multiple reputable databases (IEEE Xplore, Scopus, Web of Science, Google Scholar) strengthens the comprehensiveness of the review.

3. Depth of Analysis

· The manuscript does an excellent job of balancing technical insights with policy implications.

· The comparative regulatory analysis (EU AI Act, U.S. NIST AI RMF, China’s regulatory measures, OECD principles) is particularly strong. It highlights not only differences but also points of convergence and opportunities for harmonisation.

· The challenges vs. opportunities sections are well-articulated, demonstrating the dual nature of AI in cybersecurity.

4. Ethical and Policy Dimensions

· Ethical considerations (privacy, fairness, accountability, transparency) are thoroughly discussed and tied back to regulatory frameworks.

· The analysis avoids being overly theoretical by linking these ethical values to practical enforcement mechanisms such as explainable AI requirements and independent audits.

5. Clarity and Coherence

· The writing style is clear, logical, and accessible without sacrificing academic depth.

· Sections are well-organised, with strong transitions between adoption, challenges, opportunities, regulatory implications, and ethical considerations.

· Figures (PRISMA flow diagram and AI-CRIM model) add clarity and strengthen the argument.

6. Practical Impact

· The recommendations section is pragmatic, offering actionable insights for governments, organisations, and researchers.

· The emphasis on cross-sector collaboration, investment in R&D, and capacity-building through education and training makes the work highly relevant for practitioners.

Overall Evaluation:
This manuscript makes a significant contribution to the literature on AI governance and cybersecurity. It succeeds in bridging theory and practice, offering both scholarly insight and practical utility. The integration of ethical, technical, and regulatory perspectives makes it particularly strong.

I highly recommend this paper for publication with minimal revisions (mainly stylistic polishing if needed). It will be valuable for academics, policymakers, and cybersecurity professionals navigating the complex landscape of AI regulation.
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