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	Reviewer’s comment

Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.

	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This manuscript addresses a highly relevant problem in the domain of cloud-native security, specifically runtime threat detection in Kubernetes environments. By integrating eBPF-based kernel telemetry with Kubernetes metadata and applying an ensemble of machine learning techniques, the work advances the state of automated runtime security. The approach demonstrates practical improvements in detection latency and accuracy, making it valuable for both academic researchers and practitioners building resilient container orchestration systems. Its real-world applicability strengthens its impact on the broader DevSecOps and cloud security communities.
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	The current title is clear but could be made sharper and more technical.
Suggested alternative:
“AI-Enhanced Runtime Security for Kubernetes: Real-Time Threat Detection with eBPF Telemetry and Ensemble Learning”
This version emphasizes (AI-enhanced), the scope (Kubernetes runtime security), and the methodology (eBPF + ensemble learning).


	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	· Move the quantitative results (detection latency reduction, TPR gains, FPR trade-offs, system overhead) earlier to capture attention.

· Briefly clarify the ensemble approach (anomaly detector, sequence model, tree-based classifier) to give readers immediate insight into the methodological contribution.

· Consider shortening the motivation to make room for outcomes.

This reordering will make the abstract more compelling and outcome-driven.


	

	Is the manuscript scientifically, correct? Please write here.
	The manuscript appears scientifically correct. The methodology is logically consistent, the experimental design (20-node Kubernetes testbed) is appropriate, and the evaluation metrics (latency, TPR/FPR, resource overhead) are standard and valid. No major methodological flaws are evident.
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	The references are sufficient and include relevant background in Kubernetes security and anomaly detection. However, the paper could benefit from adding a few more recent (2023–2025) works on:

· eBPF for security observability.

· AI-driven intrusion detection in cloud-native systems.

· Recent Kubernetes runtime threat detection benchmarks.

Including such sources would strengthen the literature grounding.


	

	Is the language/English quality of the article suitable for scholarly communications?


	The English is generally clear, professional, and suitable for scholarly communication. Minor editing for conciseness (especially in abstract and results discussion) could further improve readability.
	


	Optional/General comments


	  figures and diagrams are well-structured; ensure that captions are self-explanatory.

  Consider adding a short threat taxonomy table (e.g., privilege escalation, lateral movement, data exfiltration) to show coverage of attack classes.

  A brief discussion of limitations and future work (e.g., scalability to 100+ node clusters, handling adversarial ML attacks) would make the contribution more balanced and forward-looking.
· The work is scientifically sound, innovative, and relevant to the Kubernetes/cloud-native security research community.

· The paper requires minor revisions, primarily in abstract restructuring, inclusion of a few recent references, and small improvements in presentation.

· With these changes, the manuscript would be strong enough for publication.
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	Reviewer’s comment
	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Are there ethical issues in this manuscript? 


	No ethical issues are apparent. The manuscript reports on system design and experimental evaluation in a controlled testbed environment. No human or animal subjects, sensitive personal data, or dual-use concerns are involved.
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