


[bookmark: _Toc12955885][bookmark: _Toc12955837]THE ECONOMIC IMPACT OF INTERNET FRAUD AMONG STUDENTS OF TERTIARY INSTITUTIONS IN THE UPPER EAST REGION OF GHANA

 ABSTRACT
The prevalence of web-aided crimes in tertiary institutions, such as fraud, cyber harassment and hacking, is a growing concern. These criminal activities do not only tarnish the reputation of the institutions but also have far-reaching implications, impacting graduates' job prospects, particularly those with backgrounds in Information Technology (IT). In light of this, a study was conducted using snowball and stratified sampling to explore the economic impact of internet fraud in the Upper East Region of Ghana. The results indicate that as factors such as age, income, or reasons for engaging in fraud increase, students’ likelihood of achieving a higher GPA decreases, demonstrating a negative academic impact. Although some students may have used financial gains from internet fraud to fund their education and living expenses, many are ultimately distracted from their academic goals, leading to poorer academic performance. Redirecting their Information Communication Technology (ICT) skills towards legitimate professions could significantly benefit the nation, particularly in facilitating successful business transactions. Students can also be exposed and trained to get involved in legitimate online opportunities and businesses through online data entry and surveys, software testing and advertising among others. Implementing training programs to guide these individuals in utilizing their skills for the country's advancement is one potential solution. Further research can be conducted on students who engaged in fraud activities in senior high school and after tertiary education.
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1. INTRODUCTION
The Internet is one of the best advancements. The mid-year 2016 update of the World Internet Users and Population Statistics report revealed a milestone of over three billion internet users, a significant 49.2% of the global population, marking constant annual growth. Ghana Ithon Internet clients positioning in African nations, demonstrating an expansion from 30,000 to more than 5,000,000 as of June 2014 (Internet World Stats, 2016). Despite the huge advantages of the Internet, it has become an appealing and simple instrument for tricksters (Muscanell et al., 2014). The research discusses the prevalence of internet fraud in West Africa and its connection to routine activity theory. It highlights the rise of internet fraud in West Africa in the late 1990s and early 2000s, with countries like Nigeria, Ghana, and Cameroon being among the top nations for internet fraud. Additionally, it emphasizes that routine activity theory suggests internet fraud is influenced more by everyday activities than social causes like poverty and unemployment. (Marcus Felson, 2011), distinguished three key ideas that come because of routine exercises that empower or debilitate crimes. First is the nearness of potential guilty parties and individuals chasing, willing, and being able to perpetrate wrongdoing. Spurred wrongdoers are people who are equipped to commit Internet fraud, nevertheless are happy to do so. Furthermore, the nearness of reasonable aim individuals or property that is unconscious of wrongdoing. Reasonable aim can be individuals or items that are gotten by guilty parties as helpless or especially alluring (Pratt, Holtfreter, and Reisig, 2012). Explicitly, it is the nonappearance of proficient and ready gatekeepers (absence of insurance, gadgets, and procedures to battle offenses). According to the hypothesis, the nearness of fit watchmen prevents people from being culpable. Along these lines, the proximity of doorkeepers will dissuade most guilty parties, causing even inviting directions outside reach. Along these lines, the closeness of chance conjoined with the dearth of control expands criminal impulses improving the possibility of an offense to occur.
2. CURRENT STUDY 
The study delves into literature on internet fraud to investigate its effects for harmony and development. The primary hypothesis is the routine action theory, complemented by supporting theories such as the space progress hypothesis and economic clash hypothesis. The section covers the concept of Internet fraud, its prevalence in Ghana, its impact on development and peace, and the legal aspects of Internet fraud. It also includes a review of comparative studies by researchers. The section concludes with a discussion of the theoretical frameworks for the study, which elucidate the relationship between Internet fraud, development, and peace.
 2.1 Hypothetical Side of the Study
This section aims to clarify the supporting views of Internet fraud, specifically focusing on the effects of Internet fraud on development and peace. The main theories under examination are the Routine Activity and Space Transition Theory. These theories are being analyzed to understand the motivating factors and behavioral designs of Internet fraud committers, which is the main goal of this study. Be that as it may, the two hypotheses did not give the ramifications of the standard of conduct of culprits as fraud. The Monetary Theory of Conflict will likewise be utilized to help the study. It is to a great extent connected to give an image of Internet extortion on a large scale level. The fundamental suspicion behind this hypothesis is that wrongdoing happens, or is in all respects liable to occur when a driven wrongdoer and a potentially injured individual (that isn't secured) meet in a similar area in the meantime (Broadhurst and Choo, 2009). (Marcus Felson, 2011), characterized routine exercises as "intermittent and common exercises which house elemental populace and personal needs. The research strongly suggests that individuals' daily exercise patterns throughout the day and night can indeed make some people more vulnerable to being targeted by a calculating perpetrator. It is crucial to note that the relationship between criminal victims and perpetrators means that findings from The routine exercise hypothesis clarifies why and how youth particularly, are at an uplifted danger of being associated with culpable conduct and being deceived. The hypothetical case is that there is no linkage of the inspirational factors in connection to the suggestion which when expressed could without much of a stretch be a prevention of Internet extortion. The hypothesis has conviction in guardianship in dissuading crimes anyway when the ramifications of crimes are not marked, guardianship turns into an impermanent system rather than a long haul measure.
2.2 The Concept of Internet Fraud
Because the Internet has encouraged correspondence, business exchange, and training. Loathing the endless advantages of the Internet, it has additionally been a simple stage for wrongdoers to submit misrepresentation, disturb or endanger individuals, download illicit and explicit materials, undeniably more than they utilize the Internet to disregard national security. These wrongdoings are named cybercrime, which are classified as cyber psychological oppression, digital kid erotic enjoyment, digital harassment, spam, and internet misrepresentation. Web extortion is a substitute to cybercrime. It is alluded to as "419" tricks or ''sakawa'' in West Africa, explicitly in Nigeria and Ghana individually and respectively. Multiple researchers have agreed to share information on the significance of Internet misrepresentation. Its practices always have led to some significant worries about the aptitude to destabilize the financial advancement of nations (Burell, 2008). Internet fraud as the intended distortion of data or character by some institution whiles other Department of Justice characterizes Internet extortion as misrepresentation which utilizes any part of the Internet to achieve the expected fake movement (National White Collar Crime Center, 2008). The Australian Federal Police conceptualized Internet fraud as an extortion conspire that employs at least one online administration, for example, email, web locales, visit rooms, or message sheets to present fake sales to forthcoming exploited people, to direct deceitful exchanges, or to transmit the returns of fraud to money affiliated organizations or to others aware with the plan.
2.3 Types of Internet Fraud  
Various forms of Internet fraud have been the subject of numerous study investigations. The top ten common forms of Internet fraud were determined by Internet Fraud Watch Statistics in 2002, and the 2010 Internet Crime Complaint Center announced the same. These reports state that the following are prevalent types of Internet fraud: identity theft, phishing, lottery fraud, online auction fraud, general product fraud, credit card fraud, advance fee fraud, and money scam. According to Internet Fraud Watch Statistics, the most kind of online fraud is online auction fraud. In contrast, advance fee fraud was recognized as a prevalent type by the Internet Crime Complaint Center (2010). Credit card fraud is a major problem that occurs all around the world.
Phishing is another type of online fraud in which scammers pose as trustworthy websites or emails in order to trick victims into divulging private information like bank account numbers, passwords, and credit card numbers. Scammers send unwary consumers misleading messages purporting to be from a reputable company. The creation of these dishonest websites is done exclusively to steal user data (IC3, 2008).
 Phishing messages are directed at users of online banking, online auction platforms, and other payment systems. They provide recipients with a link to change their bank account information. Following the link results in the download of software that records banking login credentials and directs them to a third party. Arise in phishing attempts recent time are becoming a bigger problem. In summary, the sort of fraud committed depends on factors like location, education, and experience. There is a detailed review on ways of cybercrime detection by Al-Khater et al. (2020). 
2.4 Internet Fraud in Ghana
Originating in Ghana around the turn of the millennium, the internet fraud practice known as "sakawa" (derived from the Hausa word meaning "put inside") has rapidly gained notoriety. Initially, "sakawa" primarily involved credit card fraud, where Ghanaian perpetrators utilized stolen Western credit card information to make online purchases and ship the goods to Ghana (Warner, 2011). However, the landscape of internet fraud in Ghana has significantly evolved since 2004. Today, three primary types of internet fraud are prevalent in Ghana. The most common involves information theft, where individuals, often young men, create fake profiles on social media platforms like Facebook and dating sites like eHarmony.com to target Western users, primarily those seeking romantic relationships with Ghanaians or Africans (Oduro-Frimpong, 2014). Ghana is ranked third globally, behind the US and UK, in terms of the number of perpetrators involved in this type of fraud (Oduro-Frimpong, 2014). To enhance their illicit activities, some "sakawa" perpetrators seek spiritual or occult assistance (Oduro-Frimpong, 2011). These individuals, often perceived as socially awkward or nerdy, leverage their internet savvy to engage in fraudulent activities that exploit the vulnerabilities of unsuspecting victims.
2.5 Implication of Internet Fraud
Button, Lewis, and Tapley's (2009 research shows that the harm inflicted on victims of Internet extortion extends beyond financial loss. The unfortunate victims of online deception suffer from physical harm, emotional distress, and psychological harm. Unfortunately, there have been a few instances when victims have committed suicide and self-harm. An analysis of 750 victims of Internet fraud by Button, Lewis, and Tapley (2009) showed that 68% of the victims expressed strong feelings of annoyance, 45% said that financial misfortune had affected their emotions, 44% reported feeling under pressure, and 37% reported mental health effects. A tiny proportion of the victims also had interpersonal problems, mental and physical health problems, or suicide ideation (Button, Lewis & Tapley, 2009).
Due to the lack of confidence that foreign investors have in conducting business with the nation, internet fraud has resulted in substantial financial losses for both the government and private enterprises. This has led to a decrease in foreign investment and international trade (Boateng et al, 2011; Oduro-Frimpong, 2011). Fraud activities by citizens damages a nation's image. Various academics contest the idea that Internet extortion causes "dread and panic" in the nation and ultimately determines its future (Armstrong, 2011; Asamoah and Agyapong, 2011; Oduro-Frimpong, 2011). Furthermore, it diminishes the human resources, the majority of whom are teenagers, endangering national unity and progress. 
Therefore, it is likely that Internet extortion distorts the country's progress and peace if these terms are defined as the state in which all of humanity's essential needs are met and society is free from fear and hunger. Asamoah and Agyapong (2011), and Oduro-Frimpong (2014) attest once again to the nation's financial gain via online extortion. According to Oduro-Frimpong (2011), online deception has increased the number of people living in the country. The country's living conditions and the social orders of scammers are actually thought to benefit from Internet shakedown.
2.6 Legal Framework for Combating Internet Fraud in Ghana
Ghana's legal landscape, particularly in the realm of cybercrime, has evolved to address the increasing prevalence of internet fraud. Prior to 2008, specific laws governing internet fraud were absent. However, the enactment of the Electronic Transactions Act (Act 772) and the Electronic Communications Act (Act 775) in 2008 marked a significant step towards addressing cybercrimes, including hacking and unauthorized access, which are central to many internet fraud schemes Shah and Chudasama (2021) .While these laws provide a foundational framework, challenges remain in effectively prosecuting internet fraud cases. The Criminal Code Act 29/60, specifically Section 131 on fraud by false pretenses, is often relied upon to prosecute such offenses. However, the penalties associated with these traditional laws may not be sufficiently deterrent, allowing perpetrators to continue their illicit activities. The lack of specialized cybercrime units within the Ghanaian police force and the limited technical expertise to investigate complex online fraud cases further hinder effective law enforcement. Additionally, the swift and dynamic nature of internet fraud often outpaces the legal system's ability to adapt and respond. To address these challenges, Ghana needs to strengthen its legal framework, enhance law enforcement capabilities, and foster international cooperation to combat transnational cybercrime. By investing in digital forensics expertise, training law enforcement personnel, and collaborating with international law enforcement agencies, Ghana can effectively address the growing threat of internet fraud.
3. METHODOLOGY
Primary data was the main data employed for the analysis of this research. A well-crafted questionnaire was used to collect information from respondents in order to collect the data. Qualitative (closed and open questions) and quantitative methods of data collection will be used. Self–Self-administered questionnaires and students will have their questionnaires interpreted to them when necessary. An informant who was knowledgeable about how online scammers operate on college campuses helped get in touch with them. A snowball sampling strategy, initiated through a campus informant, was used to recruit participants involved in internet fraud activities. This method proved effective in sustaining respondent availability throughout the study. Data collection methodologies comprised of focus group discussions and in-depth interviews. Logistic regression was used as a statistical tool for the data. SPSS was used to explore the data. The target population for the study was Tertiary institutions in the Navrongo municipality.
3.1 Population and Sample Size
The study targeted tertiary students in the Navrongo Municipality. Due to limited resources, it was not feasible to include all subgroups within the population, so a representative sample was selected. A total of 100 students participated, drawn from the University for Development Studies, Saint John Bosco College of Education, and Navrongo Community Nursing Training College.A combination of stratified sampling (to group students) and snowball sampling (to reach additional participants) was used. The sample size was calculated using the formula below.
==60										(I)
[bookmark: _Toc12955865]where k is the number of predictor variables (3) and p is the assumed proportion of negative responses (0.5). To ensure sufficient statistical power, a total of 286 students were surveyed, which is well above the commonly recommended minimum of 100 cases for logistic regression analysis.
 3.2 Logistic Regression (Logit Regression)
Logistic regression is a statistical technique used when the dependent variable is binary (e.g., Yes/No or Success/Failure). Unlike ordinary least squares regression, it does not assume a continuous outcome or normally distributed errors. Instead, it estimates the probability of an event occurring using the maximum likelihood estimation (MLE) method.
The model expresses the relationship between the predictors and the probability of the outcome through the logit function (log-odds):
Logit () = 					(II) 
where:
·  = probability of the event occurring
· ​ = predictor variables
·  = regression coefficients
The odds ratio (OR) for a predictor is obtained by exponentiating its coefficient:
OR = 
An OR greater than 1 indicates a positive relationship with the outcome, while an OR less than 1 suggests a negative relationship. Logistic regression does not require normality, equal variances, or a strictly linear relationship between predictors and the dependent variable.
In this study, logistic regression was applied to determine whether gender, age, income, and reasons for engaging in internet fraud influence students’ academic performance (coded as Yes or No). The model used is:
Y =
This approach allows for estimating the probability that a student’s academic performance is affected, given these demographic and socioeconomic factors.	
[bookmark: _Toc12955877]4. ANALYSIS AND RESULTS DISCUSSION
[bookmark: _Toc11398001]Table 1: Breakdown of the number of cases
	Weighted Cases
	
	N
	Percent

	Selected Cases
	Included in Analysis
	100
	100

	
	Missing Cases
	0
	0

	
	Total
	0
	0

	Unselected Cases
	
	0
	0

	Total
	
	100
	100.00



[bookmark: _Toc11398002]All 100 cases were included in the analysis, with no missing or unselected cases.
Table 2 Dependent Variable Encoding
	Original Value
	Internal Value

	Yes
	0

	No
	1



	Step 0
	B
	S.E
	Df
	Sig
	Exp(B)

	Constant
	-3.178
	0.510
	1
	0.000
	0.042



[bookmark: _Toc11398003]The intercept-only model is significant (p < 0.05) with Exp(B) = 0.042.
Table 3 Omnibus Tests of Model Coefficients
	
	
	Chi-square
	df
	Sig

	Step 1
	Step
	4.953
	3
	0.075

	1
	Block
	4.953
	3
	0.075

	
	Model
	4.953
	3
	0.075
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The omnibus test shows that adding predictors did not significantly improve the model (p = 0.075).

Table 4 Model Summary
	Step
	-2 Log likelihood
	Cox & Snell R Square
	Nagelkerke R Square

	1
	28.635
	0.048
	0.169




[bookmark: _Toc11398005]The model explains only 4.8 – 16.9% of the variation in the dependent variable.
Table 5 Hosmer and Lemeshow Test
	Step
	Chi-square
	Df
	Sig.

	1
	0.268
	4
	0.992
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The Hosmer–Lemeshow test (p = 0.992) indicates an adequate model fit.

Table 6 Classification Table
	Observed
	Predicted
	Percentage Correct

	
		Does it affect your academic performance



	

	
	Yes
	No

	Step 1
	
	

	Yes
	96
	0

	No
	4
	0

	Overall Percentage
	
	96.0%
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The model achieved 96% accuracy, but it predicted only the “Yes” category and failed to classify any “No” cases.
Table 7 Variables in the Equation
	Step
	B
	S.E.
	df
	sig
	Exp(B)
	95.0% C.I. for
 Exp(B) ( Lower)
	95.0% C.I. for 
Exp(B)( Upper)

	Age
	-18.074
	5.553E3
	1
	0.997
	0.00
	0.000
	-

	Gender
	16.722
	1.018E4
	1
	0.999
	1.829E7
	0.000
	-

	Income
	-0.305
	1.032
	1
	0.768
	0.737
	0.098
	5.576

	Reasons
	-0.436
	0.912
	1
	0.633
	0.647
	0.108
	3.866

	Constant
	0.141
	1.160E4
	1
	1.000
	0.868
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Interpretation:
· The model did not significantly improve with predictors (Omnibus test p = 0.075).
· Pseudo-R² values (Cox & Snell = 0.048, Nagelkerke = 0.169) indicate weak explanatory power.
· The Hosmer–Lemeshow test suggests a good model fit, but classification results show bias toward predicting “Yes” only.
· None of the predictors (Age, Gender, Income, Reasons) were statistically significant (all p > 0.05).
· Gender had an extremely high odds ratio (1.83×10⁷), while Age, Income, and Reasons had odds ratios < 1, suggesting a negative association with higher GPA.
5. SUMMARY
[bookmark: _Toc12955883]This study aimed to dissect the preponderance of Internet fraud, known as 'sakawa', in Ghana, to explore its various forms and underlying motivations as well as its economic impact. Employing a qualitative approach, the study also delved into the initiatives undertaken by Ghanaian security agencies to combat Internet fraud through legal prosecution and law enforcement. The focus was on the influence of Internet fraud on the development and peace of the Upper East region of Ghana. From the investigation, three (3) key discoveries can be outlined in the overhead discussion. The research brought to the fore that Internet fraud is a fast-achieving foundation in Ghana in general, and the Upper East in particular which confirms a previous study by IC3 (2010); Oduro-Frimpong (2011). Reports confirm internet fraud in the Upper East, mainly involving youth. Online dating emerged as the most common form of internet fraud, followed by general merchandise scams. Some students have used the proceeds of fraud to support their education and living expenses, the findings reveal that as Age, Income, and Reasons for fraud engagement increase, academic performance tends to decline. This highlights that internet fraud, though offering short-term financial benefits, ultimately has negative implications for students’ academic success and contributes to broader economic, social, structural, physical, and moral consequences. It diminishes human capital, decreases educational interest, and hinders the ability of skilled individuals to contribute to economic opportunities. Agencies are also devoid of the specific expertise needed to deal with the issue.

5.1 Conclusions 
[bookmark: _Toc12955884]The study revealed that internet fraud is prevalent in both developing and developed countries, including Ghana, with perpetrators frequently exploiting online dating platforms and social media through tactics such as identity theft, fake business documents, and other deceptive practices. The findings further show that as Age, Income, and Reasons for engaging in fraud increase, students’ likelihood of achieving a higher GPA decreases. This implies that although some students may temporarily benefit financially from internet fraud to support their education, greater involvement in such activities ultimately undermines their academic performance and long‑term prospects. 
5.2 Recommendations 
After careful consideration of the findings, the following recommendations are made;
I. The first is to identify the real crisis as a country. Internet fraud cannot be eliminated so as long technology continues to advance. However, its negative use can be reduced when good efforts and policies are put in place. 
II. The intellect and skills possessed by fraudsters could be redirected towards reputable professions, benefiting the nation. The internet has greatly facilitated successful trade transactions. It would be beneficial to establish training programs aimed at guiding young individuals in utilizing their intelligence on the internet for more promising career opportunities. This could help them evolve into successful business innovators.
III. Integrity and moral values should be taught in schools to help reduce the growing number. Public awareness crusades on Internet fraud will help sensitize Ghanaians to cooperate with authorities in fighting fraud.
IV. Effective firewalls and robust security measures should be employed to curtail some of the fraudulent internet usage as presented by (Sakara, Alhassan and Alhassan, 2017).
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Author(s) hereby declare that generative AI technologies such as Large Language Models, etc have been used during writing or editing of manuscripts. This explanation will include the name, version, model, and source of the generative AI technology and as well as all input prompts provided to the generative AI technology
Details of the AI usage are given below:
1.Grammarly for grammar checking
2. ChatGPT using the GPT‑4o model (the default model for free users) for editing
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