Review Form 3

	

	Journal Name:
	Asian Journal of Research in Computer Science 

	Manuscript Number:
	Ms_AJRCOS_140534

	Title of the Manuscript: 
	Advanced Machine Learning for Robust Botnet Attack Detection in Evolving Threat Landscapes

	Type of the Article
	


	PART  1: Comments



	
	Reviewer’s comment

Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.

	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	The manuscript contributes to the cybersecurity domain by proposing a novel IDS based on BI-GRU model for detecting botnet attacks in IoT devices and networks. It addresses the critical challenge of securing IoT devices against evolving botnet attacks which has become relevant with the proliferation of IoT devices. The use of N-BaloT (with 828,000 records) dataset and advanced deep learning techniques provides valuable insights for researchers. This work advances the field by offering a scalable and effective solution to prevent attacks posed by botnets in an evolving network environment.The abstract 
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	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	The abstract is comprehensive
	

	Is the manuscript scientifically, correct? Please write here.
	Yes it is correct. It provides a clear methodology, appropriate use of N-BaloT dataset and well-defined performance metrics
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	The references are sufficient and mostly recent. The reference covers the key areas such as IoT, machine learning and botnet detection.
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	The article contains some grammatical errors and inconsistencies. For example, repetitive phrases such as “more and more”. A thorough proofreading is needed.
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	The manuscript presents a compelling case for using Bi-GRU in botnet detection, supported by strong empirical results. The use of visualizations (e.g., correlation matrix, ROC curves) enhances understanding
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