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ABSTRACT 

	Blockchain technology has transformed the way information is stored and secure. It provides a transparent and tamper-proof ledger system for transactions in optimized time frame hence serving as the foundation for cryptocurrencies such as bitcoin, but its applications have now extended to healthcare data privacy. The mining process is an essential part of blockchain technology, which ensures validity and immutability of data. The present paper deals with mining of blocks which are stored in a blockchain in a secure manner and related to records of store patients. The study implemented a simulation that allows users or medical professionals to mine the patient medical history in a secure form, preventing from unauthorized access or data breach. Users may have a better understanding of the fundamentals process by mining blocks. The study uses Python programming language and a popular API development tool like Postman, to mine the patient data on blockchain. Postman allows users to send transactions that are subsequently included to the next block for mining. The article not only gives a theoretical view of mining but also includes hands-on experience, making the concepts more practical and interesting for the users.
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1. INTRODUCTION

[bookmark: _Hlk172368290]Blockchain technology has changed the digital environment through its decentralized nature and tamper-proof ledger system. It is based on the concept of distributed database used to maintain data integrity, consistency, and transparency over the network [1]. At its core, blockchain technology was initially developed for the digital cryptocurrency bitcoin. However, it is not limited to bitcoin but also used in various domains such as Internet of Things (IoT) security, banking sectors, healthcare, supply chain management, and many more due to its secure, transparent, and immutable nature [2].
[bookmark: _Hlk167457138]Moreover, one of the crucial aspects of blockchain technology is the process of mining of blocks. Mining is the process of validating and adding the information to the blockchain ledger system. It is not only used for adding new blocks to the chain but also ensures the security of the entire system and verifies the legitimacy of transactions [3]. Mining of blocks is a multi-step process that needs the involvement of specialized nodes called miners. The participating miners execute complex mathematical computations to solve cryptographic puzzle. The miners who successfully solve the puzzle may be able to add a new block to the blockchain and get a reward as a cryptocurrency. The steps of mining of a block start by collecting unconfirmed transactions from the mem-pool, which is an interim repository for awaiting transactions. After collecting a transaction, the miners start the mining process by selecting a block header [4] which contains crucial details like the hash value of the block, the previous block address, a timestamp, and nonce.  
[image: ]Consequently, the miners integrate the block header with the chosen transactions and then employ a hashing technique, such as SHA-256, to create the block hash value. The main goal of miner is to find a hash value that meets a certain difficulty target defined by the blockchain network [5]. The difficulty target is a fixed number that indicates that the hash value of a block should be below from the target. When miners find a hash value that satisfies the goal difficulty, then disseminate the solution to the network. Other miners on the network confirm the solution by independently validating the computations [6]. The miner block gets added to the blockchain if the solution is accepted as valid and the miner gets rewarded for the work. The complete mining procedure of blockchain is explained in the figure 1.
Fig. 1. Data Mining Process through Blockchain Technology


Therefore, on the basis of above, the present article provides an in-depth analysis of the mining process through practical implementation and simulate the procedure for users to mine the blocks. The study evaluates the blockchain mining process, focusing on a secure method of maintaining health data. The presented method involves creating a health record ledger that securely stores patient health record and registration numbers on the blockchain. This guarantees that only authorized individuals have access to the records. 
Users or medical professional mines the patient health record into the blockchain. Once a record is entered into the blockchain, it becomes immutable and tamper-proof. Additionally, the approach also ensures data integrity and transparency of the data.

2. Related Work
[bookmark: _Hlk203568873]From the literature, it is observed that there are some studies conducted, that discuss the concept of mining, but there has been limited progress in discovering the detailed workings of the mining process. Chen et al. [7] have discussed the issues of centralization in mining power in the context of a Proof of Work (PoW) blockchain system. Additionally, it developed Endex, a decentralized index that measures the degree of decentralization Cong et al. [8], have designed a mining pool that highlights the risk sharing as a natural centralized factor and described how a blockchain system may continue to be decentralised over time and provide actual data from the bitcoin mining sector to back up our hypothesis. Todorović et al. [9], have proposed Combinatorial Optimization Consensus Protocol (COCP) which is a Proof-of-Useful-Work (PoUW) consensus protocol that substitutes typical cryptographic puzzles with real-life examples of Combinatorial Optimization (CO) issues. 
Further in the year of 2023 Vaigandla et al. [10] have presented a review of security issues in IoT devices and investigated the usage of blockchain method to improve security and privacy in IoT applications. It emphasizes IoT network difficulties due to decentralized structure and limited resources. Chen et al. have presented a review on blockchain technology and explained all the key features, benefits and consensus protocols of the blockchain. A block withholding attack avoidance technique is based on blockchain mining behaviors which has been presented in [12]. The goal is to identify malicious miners, reduce the income, and enhance the income of legitimate miners. Albshri, et al. [13], have focused on modelling the financial incentives of blockchain mining in PoW protocols, with a special emphasis on cryptocurrency mining such as bitcoin. The study proposed a profit function and an equilibrium model for analyzing hashing power demand in terms of income, mining expenses, and the number of miners. 

In blockchain technology, mining is a crucial procedure which guarantees the security and integrity of the distributed ledger. It is a process of adding new blocks to the blockchain using computing resources and consensus procedures [14]. As per figure 1, the overview of mining process is discussed below:
 
(i) [bookmark: _Hlk203569088][bookmark: _Hlk203737262]Transaction Pool (Mempool) 
Mempool is the area where all the unconfirmed transactions exist. The transactions indicate cryptocurrency like bitcoin or data transfer on the blockchain. Every transaction comprises information such as the sender, receiver, and amount (in cryptocurrency), or the exact data being transferred as discussed by Allam et al. [15]. Initially, every bitcoin transaction is store into a Mempool. Thereafter, the miners retrieve transactions from the Mempool and organize them into blocks.

(ii) Block Creation 
Miners gather all of the transactions and then combine into a block, which includes the three components containing the transaction list, the block header, and the merkle tree root [16]. Transaction list serves as an inventory of approved transactions that will be added in the block. Block header contains essential information about the block, like the timestamp of the block, a previous block hash, and other essential information used in the mining process. Further, Merkle tree root, which also referred to as a binary hash tree, is generated by hashing the transactions and it also ensures the data integrity.

(iii) Transaction Validation 
Before a block is mined, all transactions go through with verification process to ensure block authenticity and integrity [17]. Firstly, each transaction is checked to confirm that the sender has enough funds and then the transaction is properly organized. Next, a signature checked is performed, where the sender cryptographically signs transactions, which are subsequently verified to guarantee the legitimacy of block. Finally, a double-spending check is performed to ensures that the same funds are not used multiple times, which prevent from fraud transaction in blockchain network. 

(iv) Proof of Work (PoW) 

It is a consensus mechanism as well as a primary mining process used in blockchain. It is like a tournament where miners race to solve cryptographic puzzles as discussed by Choudhary and Saxena [18]. The process involves determining nonce, it is a 32-bit random number used to generate a hash value. When the block header is combined with this nonce, it generates a hash with a particular number of leading zeroes. The nonce range start from  4*, while the total number of valid hashes  The SHA-256 hash algorithm is widely used to compute the hash value. Miners repeatedly calculate the hash of the block with various nonce values until a valid hash is discovered. Furthermore, obtaining a hash less than a specific target is measured by the difficulty target. Once miners discover a nonce that generates a valid hash and meet the difficulty threshold, the solution is broadcast to the network for validation.

(v) Block Validation and Addition

When a miner discovers a valid solution, the proposed block distributes all over the network. Other nodes in the network then performs the several checks [19]. First, the verification of block header hash is accurate and satisfies the difficulty target. Next, to reverify the transaction within the block to ensure that no tampering has occurred. Finally, if the block is deemed legitimate then node appends the block to blockchain. This process ensure consensus, as the majority of the network collectively determine the blockchain's current state.

(vi) Reward and Incentive

A certain amount of new digital currencies is granted to miners, as a reward, who successfully mines the block [20]. After that, the process is then restarted and miners compete to create the subsequent block and add it to the blockchain.

(vii) Propagation and Synchronization 
The new block is transmitted all over the network, ensuring that all nodes have the most recent version of the blockchain.

3. Methodology
The present work proposes a blockchain architecture which includes block generation, mining, and verification. Each block contains essential information, including the patient's name, ID, registration number, proof, hash value, previous hash, and timestamp. The methodology is outlined below.

3.1 System Design
The system design covers building a blockchain in which each block contains the following attributes:

· Patient name and ID: The patient ID, or unique identifying number, is obtained from the patient's medical report and is linked to the patient's name on the record. 

· Registration number (Reg_no): The registration number from the medical report is appended into the block to verify its authenticity.

· Proof: The result of the proof-of-work algorithm is a nonce value that meets the specified criteria of the difficulty target to validate the block.

· Previous Hash: The hash value of the preceding block, ensuring the continuity of the chain.

· Timestamp: Each block's creation time is recorded. Because timestamps change every second, the hash result likewise varies over time, adding an extra level of protection. The range of nonce is 4* and the total valid hash is  Therefore, 4* the entire nonce range is exhausted in 40 seconds because of hashes generate in 1 second and (4*) /  = 40 seconds. So, there is a problem that all hashes are generated within the nonce range; that’s why “Timestamp” comes into the picture. Consequently, every 1-second timestamp will change; if the timestamp changes, then the hash also changes. So, nonce is not completely utilized. Due to the timestamp, the nonce generates a large number of hashes.
 
· Hash: The cryptographic SHA-256 hash of the current block.

3.2 Implementation
The blockchain system is implemented with Python and Flask, a lightweight web framework for Python that allows developers to construct web applications. Furthermore, the Postman is used to test the blockchain, which is an Application Programming Interface (API) development tool that helps build, test, and modify API’s. It makes various types of HTTP requests (GET, POST, PUT, PATCH). The implementation consists of the following main functions and the complete procedure of mining of patient medical record is represented in algorithm 1.

· Block Creation: Creating new blocks with the appropriate properties, such as create_block(patient_name, patient_ID, Reg_no, proof, previous_hash)

· Proof of Work:  The function proof_of_work(previous_proof) implements the proof-of-work methods to verify a blockchain by finding a nonce that generates a hash value.

· Hash Calculation: Determine the hash of each block with the help of hash(block). Further, convert and encode the block dictionary into a JSON string. Return the SHA-256 hash of the encoded block.

· Chain validation: It is the process of ensuring the blockchain integrity with the method is_chain_valid(chain). It is verifying that each block's 'previous_hash' matches the hash previous block.

	Chart  1: Patient Medical Record Mining in the Blockchain

	Input: patient_name, patient_ID, Reg_no
Output: Updated blockchain with mined patient record

Begin
If blockchain is empty then
  Create genesis block with default data
  Calculate hash of genesis block
  Append genesis block to chain
EndIf
previous_block ← get last block in chain
previous_proof ← previous_block.proof
new_proof ← 1
While True do
  hash_val ← SHA256(new_proof^2 - previous_proof^2)
If hash_val starts with '0000' then
 Break
 Else
 new_proof ← new_proof + 1
EndIf
EndWhile
previous_hash ← hash(previous_block without its hash field)
Create new block with:
patient_name, patient_ID, Reg_no
index ← length of chain + 1
timestamp ← current time
proof ← new_proof
previous_hash ← previous_hash
block_hash ← hash(new block without its hash field)
Add block_hash to new block
Append new block to chain
Return "Patient record securely added to blockchain ledger"
End




3.3 Testing and validation
The system is tested by mining several patient records and retrieving the blockchain to ensure each block is mined successfully with the correct hash. Hence, the step-by-step procedure is described as follows:

Step-1 	Define a route /get_chain: It returns the whole blockchain with all patient records and ensures that each block has the right hash value;

Step-2 	Define a route /mine_block: It is used for mining a new block with the patient name, patient ID and registration number;

Step-3 	Define a route /is_valid: It ensures the blockchain integrity and verifies whether the blockchain is valid.

4 Results and Discussion
The present work represents code snippets and details about the implementation. It demonstrates Postman interacts with a simulated network. It also includes a sample scenario in which users submit details and mine blocks, showing the validity blocks to the blockchain.

· The JSON output below indicates the successful establishment and validation of the blockchain. Therefore, figure 2 describes the code, that generates the HTTP request as shown in the box.
[image: ]

Fig. 2. Code of Blockchain


· The HTTP request is produced, as seen in the figure 2. The HTTP call is executed in the Postman workspace to get a chain using the /get_chain function. Furthermore, after hitting the GET request, we will get the first block (Genesis block) as shown in Figure 3.


[image: ]

Fig. 3. Genesis Block Generation

· [image: ]Now to mine a new block in this chain, the mine function like /mine_block is executed as shown in figure 4. After hitting the POST request, the new block is mine. The patient’s name of the second block is “Alice”.
                                         
                                          Fig. 4. Mining of the Second Block

· After mine the second block, the researcher wants to retrieve the chain. As a result, the authors again perform the /get_chain function to obtain the chain, as shown in figure 5. 
[image: ]

                                                 Fig. 5. Second Block Generation


· [image: ]Further, to verify the blockchain validity, the function such as /is_valid is executed. Figure 6 represents the validation of blocks and the results show that the chain is valid. In this way, the miner may mine new block one after the other. 
      
 Fig. 6. Verification of the blockchain.

The said findings show that the mining process is critical to the security and integrity of blockchains. By making it, miners solve complicated mathematical problems, the method assures that changing any block in the chain requires re-mining of all the blocks. It offers significant security against tampering and double-spending attack. Furthermore, the effective deployment of PoW and hashing techniques demonstrate the feasibility of blockchain. The study gives the fundamental concept of block mining and users or medical professional may experience the real time mining process by mined the patient medical record.

5. Conclusion and Future Scope 
The mining process in blockchain technology is a complex but necessary mechanism that protects the blockchain’s privacy, integrity, and decentralization. Miners use computing effort and cryptographic techniques to authenticate transactions, solve cryptographic puzzle, and add new blocks to the chain, ensuring the trust and stability of the whole blockchain ecosystem. Therefore, the study describes a technique for simulating blockchain mining with Python, flask, and Postman. Additionally, it also gives useful insights into the fundamental functions of blockchain technology. Future work may expand the simulation to include a multi-user environment with block rewards and network synchronization features. Furthermore, investigating alternate consensus methods such as Proof of Stake (PoS) may provide comparable security advantages while using less energy. 
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