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Abstract
This study examines the integration of Artificial Intelligence (AI) and Internet of Things (IoT) technologies to improve predictive maintenance in smart manufacturing environments. Leveraging the NASA C-MAPSS dataset, a quantitative methodology was employed that involved transmission protocol analysis, cybersecurity assessment through Isolation Forest-based Intrusion Detection Systems, scalability evaluation using regression modeling on both edge and cloud platforms, and predictive modeling with Long Short-Term Memory (LSTM) networks. Results indicate that MQTT achieved the lowest latency (50.21 ms), the Isolation Forest attained a Precision of 92.31%, edge systems handled up to 3352 MB before performance degradation, and LSTM models outperformed linear regression with an RMSE of 14.25 and R² of 0.92. The study recommends adopting MQTT for efficient communication, integrating AI-driven cybersecurity measures, investing in scalable edge infrastructures, and deploying deep learning models within hybrid architectures to optimize operational reliability and maintenance accuracy.
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1. Introduction
The onset of Industry 4.0 has precipitated a paradigm shift in manufacturing, driven by the convergence of Artificial Intelligence (AI) and the Internet of Things (IoT). This integration has facilitated the advancement of predictive maintenance (PdM) strategies, which proactively mitigate equipment failures, enhance operational efficiency, and reduce system-wide risk (Ucar et al., 2024). In this context, the deployment of AI-enabled IoT architectures has emerged as a key enabler of real-time diagnostics, intelligent fault prediction, and cost-effective asset management across industrial sectors (Rojek et al., 2025).
The global market for AI-based predictive maintenance is undergoing significant expansion. According to Research and Markets (2025), the market was valued at USD 939.73 million in 2025 and is projected to reach USD 1.69 billion by 2030, reflecting a compound annual growth rate (CAGR) of 12.3%. In parallel, the predictive maintenance market specific to manufacturing is expected to rise from USD 5.24 billion in 2024 to USD 12.60 billion by 2033, with a compound annual growth rate (CAGR) of 10.3% (NMSC, 2025). These projections highlight the growing institutionalization of AI and IoT solutions in global manufacturing operations, underscoring the strategic importance of predictive analytics in contemporary maintenance protocols.
Practical implementations of AI-driven predictive maintenance (PdM) have demonstrated considerable value. Prabu et al. (2025) work introduced a predictive maintenance framework that integrates Digital Twin Technology with AI models, deep learning algorithms, and edge computing. This system analyzed real-time sensor data for condition monitoring, fault detection, and predictive failure modeling, resulting in a 35% increase in predictive accuracy, a 40% reduction in unplanned downtime, and a 25% decrease in maintenance expenditures compared to legacy maintenance practices.
In the pharmaceutical industry, Novartis has implemented AI-powered predictive maintenance to minimize equipment failures during drug production (Kızıltan, 2024). By employing IoT sensors to monitor critical equipment conditions continuously and processing the data with AI algorithms, the company has achieved substantial reductions in unexpected downtime and improved overall equipment effectiveness. Similar methodologies have been adopted by industrial leaders such as Siemens and General Electric (GE); Siemens utilizes machine learning algorithms to forecast equipment malfunctions, while GE’s Predix platform aggregates sensor data from assets like jet engines and power systems to predict mechanical deterioration, thereby reducing maintenance overhead and improving system reliability (Siemens, 2024; Camda, 2024).
Further exemplifying the integration of robotics and AI, Gecko Robotics deploys wall-climbing robots outfitted with ultrasonic sensors and high-resolution cameras to inspect vital infrastructure, including power generation and petrochemical facilities. Its AI platform, Cantilever, processes the collected data to identify early-stage degradation, such as corrosion and cracking (GECKO, 2025). According to Reston (2021), clients such as Siemens Energy and the U.S. Air Force utilize this system to gain predictive insights into asset conditions, thereby facilitating proactive and timely interventions.
In the transportation sector, KONUX (a German AI firm) has collaborated with Deutsche Bahn to implement predictive maintenance for railway switches using IIoT sensors and AI algorithms. To date, over 650 assets have been digitized, with plans to expand the system to 3,500 switches (KONUX, 2020). This initiative marks Deutsche Bahn’s inaugural cloud-based software-as-a-service (SaaS) project, representing a significant step toward predictive infrastructure resilience and optimized maintenance planning.
Edge computing has emerged as a pivotal element in strengthening the performance and responsiveness of predictive maintenance systems. By enabling localized data processing, Edge AI mitigates latency and enhances decision-making capabilities in time-sensitive industrial contexts (Yu et al., 2022). According to Dey (2024), a predictive maintenance system that integrates an inertia measurement unit (IMU) sensor and deep learning algorithms at the edge. This system processes fault detection data locally before transmitting analytical outcomes to the cloud for further interpretation, thereby optimizing both response time and system reliability within industrial operations.
In the commercial sector, Aquant has developed an AI-powered platform that synthesizes historical maintenance records with real-time sensor data to forecast equipment failures (Aquant, 2025). The system employs advanced filtering techniques to minimize false positives and recommends specific remedial actions. As SIEMENS (2025) notes, this platform has been adopted by organizations such as Coca-Cola and Siemens Energy to improve maintenance efficiency and reduce operational downtime. Additionally, Aquant integrates large language models to streamline access to maintenance insights, thereby improving technician support and decision-making processes.
The operational advantages associated with predictive maintenance are considerable. According to TMA (2025), predictive analytics can reduce equipment downtime by 30–50%, lower maintenance expenditures by 10–40%, and extend the lifespan of machinery by 20–40%. These outcomes yield substantial gains in productivity and cost efficiency, making AI-integrated maintenance strategies increasingly attractive to manufacturers pursuing Industry 4.0 objectives.
However, implementing predictive maintenance technologies is not without its challenges. Data privacy and security remain central concerns, given the extensive data collection and processing required for predictive insights. Additionally, the deployment of these systems often necessitates significant capital investment and a technically skilled workforce to manage and maintain AI-IoT infrastructures. The lack of standardized communication protocols and the heterogeneity of industrial data formats further complicate integration and interoperability, heightening exposure to cyber vulnerabilities.
These issues highlight the necessity for a comprehensive strategy that addresses both the technical and infrastructural requirements of predictive maintenance. To achieve a scalable and secure implementation, there is a pressing need for research that unifies data integrity, cybersecurity resilience, and real-time analytics into a cohesive framework suitable for smart manufacturing ecosystems.
Consequently, this study investigates the integration of Artificial Intelligence (AI) and Internet of Things (IoT) technologies for predictive maintenance within smart manufacturing systems, to facilitate secure, scalable, and standardized data infrastructure. This research proposes a comprehensive framework that facilitates real-time data processing, enhances cybersecurity resilience, and promotes interoperability through standardized communication protocols, thereby contributing to effective risk management and operational efficiency in intelligent manufacturing environments. The study pursues the following objectives:
	1.	To critically examine existing communication protocols and data standards employed in AI-IoT ecosystems within smart manufacturing, and evaluate their effectiveness in enabling predictive maintenance.
	2.	To identify and analyse cybersecurity vulnerabilities inherent in AI-IoT integrated systems, particularly those that affect real-time data transmission and predictive maintenance operations.
	3.	To assess the scalability constraints of current AI-enabled predictive maintenance models in large-scale manufacturing environments, with emphasis on their capacity to process high-volume, heterogeneous, and time-sensitive data.
	4.	To develop and propose an integrated data-centric AI framework that supports secure, scalable, and standardized predictive maintenance operations in smart manufacturing settings.
2. Literature Review
Predictive maintenance (PdM) is becoming a central paradigm within Industry 4.0, offering a data-centric alternative to traditional maintenance practices by leveraging real-time monitoring, sensor data, and advanced analytics to forecast equipment faults before they occur (Ucar et al., 2024). Historically, industrial maintenance has adhered to either reactive approaches addressing malfunctions post-failure or to preventive models based on fixed schedules, regardless of the actual asset condition (Givnan et al., 2022; Kolo, 2025). PdM, by contrast, facilitates condition-based interventions that are responsive to the operational state of machinery (Murtaza et al., 2024; Salami, 2025).
According to TMA (2025), PdM systems can reduce equipment downtime by up to 50% and cut maintenance costs by as much as 40%, illustrating their utility in enhancing process efficiency and cost management. This shift has been propelled by the integration of Artificial Intelligence (AI) and the Internet of Things (IoT), which jointly provide the computational capability and communicative infrastructure essential for predictive analytics. As Research and Markets (2025) notes, the AI-based predictive maintenance market was valued at USD 939.73 million in 2025 and is projected to reach USD 1.69 billion by 2030, signaling substantial industry uptake.
Empirical implementations reinforce this trend. Siemens employs AI algorithms for fault detection in manufacturing systems (Siemens, 2024), while Novartis utilizes IoT-enabled monitoring to identify anomalies in pharmaceutical production processes (Kızıltan, 2024). These cases highlight the practical and economic viability of PdM technologies; however, there are limitations related to system complexity, data integrity, and integration costs (Crnković et al., 2002; Ogunmolu, 2025). The successful deployment of AI-IoT-driven PdM systems thus necessitates not only technological adoption but also strategic organizational restructuring and cross-functional alignment.
The Role of AI and IoT in Enabling Predictive Maintenance
The integration of Artificial Intelligence (AI) and the Internet of Things (IoT) constitutes the technological foundation of predictive maintenance (PdM) in smart manufacturing (Gbadebo, 2025; Ogunmolu, 2025c). IoT provides the necessary sensory infrastructure through devices such as vibration, temperature, and pressure sensors, which continuously capture equipment performance metrics (Meng & Zhu, 2020; Kolo et al., 2025). This data is transmitted via edge and cloud architectures, wherein AI models perform real-time analytics to detect operational anomalies, anticipate failures, and recommend targeted interventions. The transition from static maintenance regimes to predictive paradigms is contingent upon the seamless interoperability and responsiveness of AI-IoT ecosystems (Anyonyi & Katambi, 2023; Ogunmolu, 2025).
From an AI standpoint, machine learning algorithms such as Support Vector Machines (SVMs), Decision Trees, and ensemble models have been widely applied to classify faults and forecast system degradation (Ibrahim et al., 2024; Ejiofor et al., 2025). More sophisticated deep learning models specifically Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) networks exhibit enhanced proficiency in interpreting spatiotemporal sensor streams, thereby increasing predictive robustness under fluctuating operational conditions (O’Donncha et al., 2022; Oyekunle et al., 2025). Reinforcement learning (RL) is also gaining relevance for its ability to optimize maintenance strategies adaptively through continuous feedback loops, although its industrial adoption remains limited due to high data demands and interpretability constraints (Zhang et al., 2024; Adesokan-Imran et al., 2025). In the view of Zhang et al. (2024), combining deep learning techniques with Digital Twin simulations significantly improves fault detection precision and maintenance scheduling efficiency.
IoT architectures complement AI computation by enabling low-latency data transmission and localized decision-making through edge computing (Bamigbade, 2025; Ogunmolu, 2025d). Edge-enabled infrastructures support real-time analytics by processing data closer to the source, thereby reducing latency and bandwidth constraints in high-speed industrial settings (Kanagarla, 2024; Salami et al., 2025). GE’s Predix platform exemplifies this architecture by aggregating sensor data from industrial assets to forecast mechanical deterioration with high fidelity (Camda, 2024). Similarly, Aquant’s AI-powered system synthesizes historical maintenance data and live sensor inputs to minimize false positives and deliver actionable insights to technical personnel (Aquant, 2025).
While the operational advantages of AI-IoT integration are well-documented, ongoing debates focus on scalability, complexity, and the absence of standardized protocols (Sah & Shaikh, 2025; Diana et al., 2025; Adesokan-Imran et al., 2025). These challenges reveals the need for robust architectural frameworks that can accommodate data heterogeneity and ensure interoperability. A thorough understanding of AI-IoT interdependencies is therefore crucial for developing adaptive, scalable predictive maintenance (PdM) solutions suited to Industry 4.0 environments.
Standardization Challenges in Communication Protocols and Data Interoperability
The successful implementation of predictive maintenance (PdM) in smart manufacturing environments is contingent upon the reliable, continuous flow of data across interconnected devices. However, the fragmentation of communication protocols and the absence of standardized frameworks present enduring obstacles to system interoperability (Noura et al., 2018; Balogun, 2025). This issue is particularly salient in the context of Industrial IoT (IIoT), where a variety of protocols including MQTT, OPC-UA, and HTTP/REST are employed (Gil et al., 2022; Ajayi et al., 2025). Each protocol possesses distinct characteristics regarding latency, scalability, and computational efficiency. MQTT, for instance, is well-suited to constrained devices and low-bandwidth networks due to its lightweight publish-subscribe architecture, while OPC-UA supports sophisticated information modeling and machine-to-machine communication (Guptha et al., 2025; Tiwo et al., 2025). Conversely, HTTP/REST protocols offer broad compatibility with web-based systems but are often inadequate for real-time manufacturing requirements due to latency limitations (Habib et al., 2022; Salami et al., 2025).
The coexistence of these heterogeneous protocols within a single infrastructure introduces substantial integration complexity. According to Thakar et al. (2024), the lack of a universal communication standard impedes seamless data transmission between devices and software layers, thereby compromising the fidelity and reliability of AI-driven predictive analytics. While ISO/IEC 30141 provides a reference architecture for IoT systems, it falls short in offering prescriptive implementation standards, limiting its efficacy in addressing real-world interoperability concerns (Martínez-Fernández et al., 2022; Oyekunle et al., 2025).
This fragmentation exacerbates technical inefficiencies and impairs the scalability of PdM systems, particularly in multi-vendor industrial ecosystems characterized by proprietary data schemas and incompatible application programming interfaces (APIs). Such discrepancies increase middleware overhead, elevate integration costs, and degrade real-time responsiveness due to data translation delays and packet loss (Bilal et al., 2018; Salako et al., 2025). These limitations also hinder the performance of machine learning models, which require synchronized, high-fidelity data streams to generate accurate predictions.
A case in point is KONUX’s collaboration with Deutsche Bahn, wherein a cloud-based software-as-a-service platform utilizing interoperable IIoT protocols enabled the digitalization of over 650 railway switches (KONUX, 2020). This deployment demonstrates how protocol harmonization and cloud integration can facilitate scalable, vendor-neutral predictive maintenance (PdM) implementations without compromising data integrity. Such cases highlight the need for adopting standard-centric architectures that facilitate uniform data exchange, system compatibility, and operational efficiency across increasingly complex industrial networks.

Cybersecurity Vulnerabilities in AI-IoT Systems
The integration of Artificial Intelligence (AI) and Internet of Things (IoT) technologies in predictive maintenance systems has introduced substantial cybersecurity vulnerabilities that threaten the confidentiality, integrity, and availability of industrial operations. As predictive maintenance infrastructures rely on uninterrupted, real-time data transmission among sensors, edge devices, and centralized analytics platforms, they create multiple attack vectors that are often inadequately secured (Sathupadi et al., 2024; Tiwo et al., 2025). In Table 1 below, the key vulnerabilities in AI-IoT systems are outlined, along with the possible countermeasures:
	Vulnerability
	Impact on PdM Systems
	Recommended Countermeasures
	Scholarly References

	Data Spoofing
	Leads to false predictions and inappropriate maintenance actions
	Implement data validation and integrity checks using AI filters
	(Vajrobol et al., 2024)

	Edge Device Hijacking
	Allows unauthorized control or data manipulation at edge nodes
	Harden edge firmware and use secure boot mechanisms
	(Rupanetti & Kaabouch, 2024)

	Weak Authentication
	Facilitates unauthorized access to devices and analytics platforms
	Adopt multi-factor authentication and role-based access control
	(Kokila & Srinivasa, 2024)

	Unencrypted Communication
	Exposes sensitive data to interception or tampering
	Enforce TLS/DTLS encryption protocols for all communication
	(Siraparapu & Azad, 2024)

	Lack of Intrusion Detection
	Delays in identifying breaches that compromise system integrity
	Deploy real-time intrusion detection and anomaly monitoring systems
	(Shahin et al., 2024)


Table 1: Key Vulnerabilities and Countermeasures in AI-IoT Systems
Among the most critical threats is data spoofing, wherein adversaries manipulate sensor inputs to generate false or misleading outputs (Alhoraibi et al., 2024; Metibemu et al., 2025). In the context of predictive maintenance, this is particularly consequential, as AI algorithms are highly sensitive to input accuracy; compromised data streams can lead to erroneous fault predictions, delayed interventions, and unanticipated system failures (Pentyala, 2024; Kolade et al., 2025).
Edge device hijacking represents an additional risk; edge nodes, frequently limited in computational capacity, are particularly susceptible to unauthorized access and code injection due to insufficient encryption measures (Sheikh et al., 2025; Balogun et al., 2025). Once infiltrated, attackers can intercept, modify, or redirect data, compromising predictive reliability and, in severe cases, halting critical equipment. This threat is magnified in decentralized architectures where components operate across multiple sites, rendering centralized security oversight more difficult. Weak authentication protocols and unencrypted communication channels further exacerbate these vulnerabilities.
To address these risks, cybersecurity frameworks such as the NIST Cybersecurity Framework and IEC 62443 have gained prominence. The NIST framework outlines systematic procedures for identification, protection, detection, response, and recovery, while IEC 62443 provides industry-specific controls focused on access management, secure remote connectivity, and anomaly detection mechanisms (Djebbar & Nordström, 2023; Alao et al., 2024). In alignment with these standards, best practices emphasize the use of multi-factor authentication, encrypted edge-to-cloud data transmission, and real-time intrusion detection systems.
Gecko Robotics offers a practical example through its Cantilever platform, which integrates ultrasonic inspection data with AI analytics (GECKO, 2025). The platform ensures data integrity by conducting preprocessing locally and enforcing authenticated data uploads, thus reducing opportunities for tampering. This integration of hardware- and software-level protections exemplifies how cybersecurity can be embedded into predictive maintenance workflows.
Nonetheless, tension persists between maintaining low-latency analytics and imposing robust security protocols. While real-time performance is imperative for predictive maintenance, enhanced encryption and authentication mechanisms introduce computational delays (Fazrina, 2024; Balogun et al., 2025). This trade-off necessitates the development of adaptive architectures that align cybersecurity measures with operational risk profiles and responsiveness requirements.

Real-Time Processing and Scalability in Predictive Maintenance Systems
According to Kalusivalingam et al. (2020), the implementation of predictive maintenance (PdM) in smart manufacturing environments faces persistent challenges related to real-time data processing and system scalability. Manufacturing operations generate extensive volumes of heterogeneous, time-sensitive data, and traditional centralized processing architectures often experience bottlenecks due to latency, bandwidth limitations, and processing delays (Nain et al., 2022; Olutimehin, 2025). These constraints compromise the timely execution of maintenance decisions and can result in increased equipment downtime.
Edge computing has emerged as a strategic response to these limitations by relocating computational resources closer to the data generation point; by processing data locally, edge computing minimizes latency associated with transmission to centralized servers and alleviates network congestion (Trigka & Dritsas, 2025; Obioha-Val et al., 2025). This architecture enhances the responsiveness of PdM systems and supports faster anomaly detection and fault prediction. For instance, edge computing has demonstrated marked improvements in latency reduction and real-time data processing across various industrial applications, including manufacturing (Nain et al., 2022; Balogun et al., 2025).
Complementing this capability, digital twins offer virtual representations of physical assets that enable continuous performance monitoring, simulation, and predictive analysis (Ogunmolu, 2025e; Salako, 2025). Digital twins integrate real-time sensor data with analytical models, allowing manufacturers to identify potential faults and optimize maintenance interventions proactively (Rojas et al., 2025; Olutimehin et al., 2025). Also, digital twins enhance operational visibility and process efficiency through persistent monitoring and analytics (Javaid et al., 2023; Obioha-Val et al., 2025).
Nevertheless, the integration of edge computing and digital twins into heterogeneous manufacturing environments presents scalability and interoperability challenges. Kurfess et al. (2020) contend that managing multiple production sites and diverse equipment types requires standardized communication protocols and coherent data synchronization strategies. Furthermore, implementation demands significant investment in infrastructure and skilled personnel. Hybrid edge-cloud architectures are increasingly proposed as a solution, offering both scalability and real-time performance (Boiko et al., 2024; Balogun et al., 2025). As Hu et al. (2020) argue, such models combine the low-latency advantages of edge computing with the processing power of cloud infrastructure.
Integrated Frameworks in Literature: Toward Secure, Scalable, and Standardized Systems
The integration of Artificial Intelligence (AI) and Internet of Things (IoT) technologies in predictive maintenance (PdM) has given rise to numerous operational frameworks designed to improve system efficiency. However, according to Djebbar and Nordström (2023), these frameworks often exhibit critical shortcomings in scalability, cybersecurity, and standardization. While some architectures utilize digital twins to enable real-time equipment monitoring and predictive analytics, they frequently lack comprehensive security protocols. Conversely, frameworks emphasizing robust cybersecurity controls often neglect the infrastructural scalability necessary for widespread industrial deployment.
Digital twin-based PdM systems are increasingly recognized for their potential to simulate and monitor asset behavior in real time. As Lu and Pitt (2024) posit, they facilitate predictive insight generation by integrating live sensor data with virtual asset models. Nevertheless, their practical deployment is hampered by inconsistencies in data integration practices and the absence of a unified development standard. This lack of standardization contributes to interoperability issues that impede seamless integration across diverse platforms and vendor ecosystems (Colangelo & Borgogno, 2023).
In addition, existing AI-IoT frameworks frequently fail to support real-time scalability. Processing high-frequency data streams from distributed IoT devices demands scalable architectures capable of maintaining low latency and high throughput. According to Fang (2022), many prevailing systems are not architecturally equipped to scale dynamically, resulting in delayed analytics and compromised system responsiveness. These issues are compounded by heterogeneous data formats and non-standard communication protocols, which obstruct efficient data flow and system integration.
Cybersecurity remains a further area of concern. In the view of Djebbar and Nordström (2023), many frameworks provide only rudimentary security features, falling short of compliance with industrial standards such as IEC 62443 or the ISO/IEC 27000 series. This oversight exposes PdM systems to heightened cyber risks, including data breaches and operational sabotage.
These limitations underscore the necessity for a unified AI-IoT PdM framework that integrates standardized communication protocols, scalable real-time architectures, and cybersecurity mechanisms aligned with international standards. Addressing these structural gaps will be vital for the development of resilient, interoperable, and secure predictive maintenance solutions in industrial contexts.
3. Methodology
This study employed a quantitative research design to investigate the integration of Artificial Intelligence (AI) and Internet of Things (IoT) technologies for predictive maintenance within smart manufacturing environments. The research utilized NASA’s Commercial Modular Aero-Propulsion System Simulation (C-MAPSS) dataset.
For Objective 1, the effectiveness of communication protocols and data standards was assessed. The C-MAPSS dataset was transmitted over Message Queuing Telemetry Transport (MQTT), Open Platform Communications Unified Architecture (OPC-UA), and Hypertext Transfer Protocol Representational State Transfer (HTTP/REST) protocols. Transmission efficiency metrics, including latency (L), packet loss (P), and throughput (T), were measured. Latency was computed as:

Where tstart​ and tend denote the timestamps of data departure and arrival, and n is the total number of transmitted packets. Packet loss percentage was determined as:

and throughput calculated by:

Analysis of Variance (ANOVA) was used to determine statistically significant differences between protocols at an α level of 0.05.
For Objective 2, cybersecurity vulnerabilities were examined by simulating attack vectors, including data spoofing and man-in-the-middle (MITM) attacks, on the dataset. An Isolation Forest algorithm was deployed for anomaly detection, mathematically defined by its decision function:
 
Where E(h(x)) is the average path length of point xxx in an isolation tree, and c(n) is the average path length in a binary search tree for n samples. Performance was evaluated using Precision (Pr), Recall (Re), and F1-Score (F1​):



Receiver Operating Characteristic (ROC) curves were plotted, and Area Under Curve (AUC) values computed to benchmark model efficacy.
For Objective 3, scalability constraints were evaluated by artificially expanding the volume and frequency of sensor data. Processing times were measured on Edge and Cloud infrastructures. A linear regression model quantified the relationship between dataset size (X) and processing time (Y):

Where β0​ represents the intercept, β1 the slope, and ε the error term. The coefficient of determination (R2) was used to assess model fit:
​​
where SSres​ is the residual sum of squares and SStot​ the total sum of squares.
For Objective 4, an integrated AI framework was developed by constructing a Long Short-Term Memory (LSTM) network for predicting Remaining Useful Life (RUL). The LSTM model was trained with input sequences Xt ​ and target outputs yt ​ under the loss function:

where yi​ denotes the actual RUL and y​i​ the predicted RUL. 
4. Results and Discussion
Communication Protocols and Data Standards
This objective examines the effectiveness of communication protocols in enabling predictive maintenance operations within smart manufacturing environments. The focus is on assessing latency, packet loss, and throughput performance of selected protocols.
A quantitative approach was employed to simulate data transmission efficiency across three widely recognized protocols: MQTT, OPC-UA, and HTTP/REST. The key performance indicators evaluated included mean latency (in milliseconds), packet loss percentage, and throughput (in megabytes per second). Descriptive statistical analysis and one-way ANOVA were performed to compare the protocols.
Table 2 presents the summarized descriptive statistics of the transmission performance across the three protocols. Metrics include the mean and standard deviation of latency, packet loss, and throughput.
Table 2: Transmission Efficiency Summary of Protocols
	Protocol
	Latency (ms) Mean
	Latency (ms) SD
	Packet Loss (%) Mean
	Packet Loss (%) SD
	Throughput (MB/s) Mean
	Throughput (MB/s) SD

	MQTT
	50.21
	4.57
	0.49
	0.09
	10.03
	0.91

	OPC-UA
	60.52
	5.72
	0.72
	0.13
	8.08
	0.76

	HTTP/REST
	89.68
	9.33
	1.18
	0.18
	5.03
	0.69


Figure 1 illustrates the comparative mean performance for each metric across the protocols. The grouped bar chart reveals a visible advantage for MQTT in terms of lower latency, reduced packet loss, and higher throughput.
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Figure 1: Grouped Bar Chart Showing Mean Performance Metrics of Protocols
Additionally, to better understand the distribution of latency, a box plot was developed, as shown in Figure 2. This figure illustrates the variability and distributional spread of latency for each protocol, highlighting MQTT’s lower median latency and narrower interquartile range compared to OPC-UA and HTTP/REST.
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Figure 2: Boxplot of Latency Distribution Across Protocols
ANOVA tests were conducted to assess the statistical significance of the differences observed. The results are shown in Table 3
Table 3: ANOVA Test Results for Protocol Performance Metrics
	Metric
	F-statistic
	p-value

	Latency
	274.5610
	0.0000

	Packet Loss
	206.8471
	0.0000

	Throughput
	248.3624
	0.0000


The ANOVA results indicate statistically significant differences among the protocols across all evaluated metrics, with p-values well below the 0.05 threshold.
The descriptive and inferential analyses reveal that MQTT outperforms OPC-UA and HTTP/REST in terms of lower latency, minimized packet loss, and higher throughput. These results substantiate MQTT’s suitability for real-time predictive maintenance applications where transmission efficiency and reliability are paramount. Furthermore, the statistical significance confirmed by ANOVA reinforces the observed performance differentials across the protocols.
Cybersecurity Vulnerabilities
To identify and analyze cybersecurity vulnerabilities inherent in AI-IoT integrated systems used for predictive maintenance operations, a quantitative approach was employed, involving the injection of synthetic cyberattacks such as data spoofing and man-in-the-middle (MITM) attacks into the transmission process of the C-MAPSS dataset. An Isolation Forest model was deployed as the Intrusion Detection System (IDS), and its performance was evaluated using Precision, Recall, F1-Score, and ROC AUC metrics.
Table 4 presents the performance metrics obtained from the intrusion detection system, highlighting its capability to detect and classify cyber threats within the AI-IoT environment.
Table 4: Intrusion Detection System Performance Metrics
	Metric
	Score

	Precision
	0.9231

	Recall
	0.8750

	F1-Score
	0.8980

	ROC AUC
	0.8875


To visually represent the IDS performance, Figure 3 illustrates the bar chart comparing the Precision, Recall, F1-Score, and ROC AUC values.
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Figure 3: Bar Chart Showing Intrusion Detection Performance Metrics
Furthermore, the effectiveness of the IDS in distinguishing between normal and anomalous instances is depicted in the Receiver Operating Characteristic (ROC) curve shown in Figure 4.
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Figure 4: ROC Curve Illustrating the Trade-Off Between True Positive and False Positive Rates
The performance metrics in Table 3 indicate that the deployed IDS achieved a Precision of 92.31%, Recall of 87.50%, F1-Score of 89.80%, and ROC AUC of 88.75%. The bar chart in Figure 3 highlights the high detection accuracy, with minimal variance across the key performance indicators. Figure 4 further demonstrates the model's strong discriminative capability, as reflected in the ROC curve’s deviation from the diagonal, indicative of a classifier significantly better than random guessing. These results suggest that the AI-based IDS is highly effective in detecting cybersecurity threats within smart manufacturing systems, aligning with the need for robust, real-time protective measures outlined in the study objectives.
Scalability Constraints
To assess the scalability limitations of AI-enabled predictive maintenance models in large-scale manufacturing environments, a quantitative approach was applied, involving stress testing and regression analysis to evaluate system performance as dataset sizes increased. Processing times on Edge and Cloud systems were recorded and analyzed through linear regression models to understand scalability behavior. Table 5 presents the regression analysis outcomes for both Edge and Cloud systems. Metrics include the slope, intercept, and R-squared values, indicating how processing times scale with increasing dataset sizes.
Table 5: Scalability Regression Metrics
	System
	Slope (s/MB)
	Intercept (s)
	R-squared

	Edge
	0.0895
	1.3301
	0.9768

	Cloud
	0.2926
	3.1885
	0.9753


The regression lines and observed data points for Edge and Cloud systems are displayed in Figure 5, illustrating the relationship between dataset size and processing time.
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Figure 5: Scatter Plot with Regression Lines Showing Processing Time vs. Dataset Size
To determine the maximum manageable dataset size before system performance becomes unacceptable, scalability breakpoints were calculated, as shown in Table 6.
Table 6: Scalability Breakpoints for Edge and Cloud Systems
	System
	Scalability Breakpoint (MB)

	Edge
	3352.32

	Cloud
	1025.67


The scalability breakpoints are also represented in Figure 6, providing a visual comparison between Edge and Cloud systems.
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Figure 6: Bar Chart of Scalability Breakpoints for Edge and Cloud Systems
As shown in Table 4, both systems demonstrate a strong linear relationship between dataset size and processing time, indicated by R-squared values exceeding 0.97. The Edge system has a gentler slope, suggesting better scalability. Figure 5 illustrates this trend, where the Edge system consistently maintains lower processing times compared to the Cloud system as the data volume increases. Table 5 and Figure 6 further highlight that the Edge system can handle significantly larger datasets (up to approximately 3.5 GB) before experiencing unacceptable processing delays, compared to about 1 GB for the Cloud system. These results underscore the superior scalability potential of Edge computing architectures for predictive maintenance applications in smart manufacturing.
Development of Integrated AI Framework
To develop and evaluate an integrated AI framework for predictive maintenance, focusing on model performance and scalability, a quantitative approach was adopted involving the development of a Long Short-Term Memory (LSTM) model for Remaining Useful Life (RUL) prediction. The model is presented in fig 7 below:

Figure 7: Integrated AI-IoT Framework for Predictive Maintenance in Smart Manufacturing.
This framework combines IoT-based data acquisition, communication protocols (e.g., MQTT), edge-cloud architecture for scalable processing, an Isolation Forest intrusion detection system for cybersecurity, and LSTM-based predictive analytics for Remaining Useful Life (RUL) forecasting. The system culminates in a smart maintenance decision engine to support real-time industrial interventions. The model's performance was benchmarked against a baseline Linear Regression model using Root Mean Square Error (RMSE) and R-squared (R²) metrics. Table 7 presents the performance metrics for both the LSTM and Linear Regression models. The LSTM model significantly outperforms the baseline in both RMSE and R-squared evaluations.
Table 7: Predictive Model Performance Comparison
	Model
	RMSE
	R-squared

	LSTM
	14.25
	0.9200

	Linear Regression
	28.73
	0.7800


Figure 7 depicts the comparison between actual and predicted RUL values over a subset of test samples using the LSTM model.
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Figure 8: Line Plot Showing Actual vs. Predicted RUL (LSTM Model)
Additionally, the relationship between actual and predicted RUL values is illustrated through a scatter plot in Figure 9.
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Figure 9: Scatter Plot of Actual vs. Predicted RUL (LSTM Model)
The metrics reported in Table 6 demonstrate that the LSTM model achieved an RMSE of 14.25 and an R-squared value of 0.92, significantly outperforming the linear regression model, which recorded an RMSE of 28.73 and an R-squared value of 0.78. Figure 8 shows that the LSTM predictions closely follow the actual RUL trend, indicating high prediction fidelity. Figure 9 further confirms the strong linear relationship between actual and predicted values for the LSTM model, reinforcing its superior predictive accuracy. These findings suggest that the proposed AI framework, leveraging deep learning and standardized edge-cloud integration, is robust for predictive maintenance in smart manufacturing environments.
Discussion 
The findings of this study provide robust empirical evidence in support of the strategic integration of AI and IoT technologies in predictive maintenance for smart manufacturing systems. The comparative evaluation of communication protocols revealed that MQTT consistently delivered superior transmission efficiency across all measured parameters. As presented in Table 1 and illustrated in Figure 1, MQTT demonstrated the lowest latency, minimal packet loss, and highest throughput when benchmarked against OPC-UA and HTTP/REST protocols. The statistical significance confirmed by the ANOVA test results in Table 2 strengthens the reliability of these observations. This outcome aligns with the assertions of Gil et al. (2022) and Tiwo et al. (2025), who emphasized MQTT’s lightweight architecture as instrumental for high-frequency, low-latency industrial data exchange, thus reinforcing its appropriateness for real-time predictive maintenance applications.
Beyond protocol performance, cybersecurity remains an indispensable pillar for sustainable AI-IoT deployments. The deployment of an Isolation Forest-based intrusion detection system effectively identified cyber threats injected into the data streams. The detection metrics outlined in Table 3, particularly the high Precision and Recall scores, corroborate the system’s reliability. Moreover, the ROC curve in Figure 4 underscores the model’s strong discriminative power. These findings align with the work of Sathupadi et al. (2024) and Djebbar and Nordström (2023), who argue that high-fidelity anomaly detection systems are crucial in safeguarding industrial IoT infrastructures. The superior performance of the intrusion detection system also addresses the concern raised by Balogun et al. (2025) regarding the vulnerability of edge nodes to hijacking attacks, emphasizing the need to incorporate real-time monitoring mechanisms within predictive maintenance frameworks.
Scalability constraints were meticulously analyzed through linear regression modeling of Edge and Cloud infrastructures. Table 4 highlights the substantial difference in slope values, indicating that Edge systems scale more efficiently with increasing data volume compared to Cloud systems. This is visually substantiated in Figure 5, where Edge systems maintain a lower processing time trajectory. The scalability breakpoint analysis presented in Table 5 and depicted in Figure 6 further establishes that Edge infrastructures can accommodate significantly larger datasets before encountering performance degradation. These results validate the conclusions of Nain et al. (2022) and Trigka and Dritsas (2025), who advocate for localized data processing in edge computing to mitigate latency and bandwidth constraints. The empirical evidence thus reaffirms the critical role of Edge architectures in enabling scalable predictive maintenance operations in data-intensive smart manufacturing settings.
In developing an integrated AI framework, the LSTM model demonstrated superior predictive accuracy compared to the baseline linear regression model. Table 6 clearly demonstrates the superiority of the LSTM model, as evidenced by its lower RMSE and higher R-squared values. Figure 8 provides a comparative visualization where LSTM-predicted RUL values closely align with the actual RUL. Furthermore, Figure 8 reinforces this by illustrating a strong linear correlation between the predicted and actual outcomes. These findings corroborate the insights of O’Donncha et al. (2022) and Zhang et al. (2024), who emphasized the efficacy of deep learning, particularly LSTM architectures, in modeling the complex, temporal dependencies characteristic of predictive maintenance data streams. Moreover, the enhanced performance of the LSTM model within an edge-cloud integrated environment aligns with the recommendations by Boiko et al. (2024), advocating for hybrid architectures that combine the low-latency benefits of Edge computing with the processing power of Cloud platforms to optimize predictive maintenance workflows.
5. Conclusion and Recommendations
The study concludes that the integration of AI and IoT technologies, particularly through optimized communication protocols, robust cybersecurity measures, scalable edge computing infrastructures, and advanced deep learning models, substantially enhances the effectiveness of predictive maintenance in smart manufacturing. The findings validate that MQTT offers superior transmission efficiency, Isolation Forest-based IDS ensures reliable threat detection, Edge architectures provide better scalability, and LSTM models outperform traditional methods in predictive accuracy. These insights establish a solid foundation for advancing intelligent maintenance frameworks.
Given these conclusions, the following recommendations are proposed:
1. Manufacturing industries should prioritize the adoption of MQTT protocols for real-time, low-latency data communication.

2. Organizations must embed AI-based intrusion detection systems to fortify cybersecurity resilience in predictive maintenance operations.

3. Investment in edge computing infrastructure is essential to support scalable and efficient real-time analytics.

4. Stakeholders should integrate deep learning models like LSTM within hybrid edge-cloud frameworks to optimize maintenance forecasting and operational reliability.
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