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	Reviewer’s comment

Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.

	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This manuscript is significant for the scientific community as it provides a comprehensive review of secure and resilient architectures for Industrial Internet of Things (IIoT) in smart manufacturing. It addresses critical challenges in security and resilience, which are pivotal for ensuring operational safety, data integrity, and business continuity in increasingly interconnected industrial ecosystems. By synthesizing current technologies, standards, and emerging trends, the review offers valuable insights for researchers and practitioners aiming to advance IIoT implementations. It also highlights open research challenges, fostering further innovation in this rapidly evolving field.


	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	The title, "Securing and Enhancing Resilience of Industrial IoT Architectures for Smart Manufacturing: A Comprehensive Review," is suitable and accurately reflects the manuscript's content. It clearly conveys the focus on security and resilience in IIoT architectures within the context of smart manufacturing. However, it could be slightly refined for conciseness, such as:
Suggested Alternative Title: "Secure and Resilient Industrial IoT Architectures for Smart Manufacturing: A Comprehensive Review."


	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	The abstract is comprehensive, effectively summarizing the manuscript's scope, including the focus on security and resilience challenges, enabling technologies (e.g., edge computing, AI/ML, blockchain), and standards like ISA/IEC 62443 and NIST frameworks. It also highlights emerging trends and open challenges. However, it could be improved by briefly mentioning specific resilience strategies (e.g., redundancy, self-healing) to provide a clearer picture of the solutions discussed. Additionally, the phrase "good standards and best practices" is not clear; specifying key standards (e.g., ISA/IEC 62443) directly in the abstract would enhance clarity.

Suggestions:

· Add a brief mention of resilience strategies like redundancy or self-healing.

· Replace "good standards" with specific examples, e.g., "ISA/IEC 62443 and NIST frameworks."

· Consider streamlining the abstract to avoid redundancy, such as combining sentences about vulnerabilities and threats.


	

	Is the manuscript scientifically, correct? Please write here.
	The manuscript is scientifically correct, providing a well-structured and evidence-based review of IIoT security and resilience. It accurately describes the technical aspects of IIoT architectures, including enabling technologies (sensors, edge computing, AI/ML), vulnerabilities, and resilience strategies (redundancy, fault tolerance). The discussion of standards (e.g., ISA/IEC 62443, NIST CSF) and real-world examples (e.g., Stuxnet, NotPetya) is grounded in established literature. However, some minor issues include:

· The manuscript occasionally uses broad terms like "good standards" without immediate clarification, which could be more precise.

· The discussion of AI/ML applications could benefit from addressing potential limitations, such as computational overhead or data quality issues, to balance the optimistic outlook.


	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	The references are sufficient and recent, covering a wide range of sources from 2014 to 2025, with a strong emphasis on publications from 2020 onward. Key references, such as Farooq et al. (2023) and Ahmed et al. (2023), provide a solid foundation for the discussion of IIoT in manufacturing. The inclusion of standards-related references (e.g., ISA/IEC 62443, NIST CSF) is appropriate. However, the manuscript could benefit from additional references in the following areas:

· Lightweight security solutions for resource-constrained IIoT devices, as this is identified as a research gap.

· Quantitative metrics for resilience, to support the discussion of resilience measurement challenges.

Suggested Additional References:

· Lezzi, M., Lazoi, M., & Corallo, A. (2018). "Cybersecurity for Industry 4.0 in the current literature: A reference framework." Computers in Industry, 103, 97-110. (For lightweight security solutions.)

· Hollnagel, E., Wears, R. L., & Braithwaite, J. (2015). "From Safety-I to Safety-II: A White Paper." Resilient Health Care Network. (For resilience metrics.)


	

	Is the language/English quality of the article suitable for scholarly communications?


	The language quality is generally suitable for scholarly communication, with clear and professional writing throughout. Technical terms are used appropriately, and the manuscript is well-organized. However, there are minor issues:

· Occasional awkward phrasing, e.g., "good standards and best practices" could be more precise.

· Some sentences are overly long, which may affect readability, e.g., in the abstract and introduction.

· Minor typographical errors, such as "intemal" instead of "internal" (Page 6) and inconsistent formatting of "AI/ML" (e.g., "$\mathrm{AI} / \mathrm{ML}$" vs. "AI/ML").

Suggestions:

· Proofread to correct typographical errors and standardize terminology (e.g., consistently use "AI/ML").

· Shorten complex sentences to improve readability.

· Replace vague terms like "good standards" with specific examples.


	

	Optional/General comments


	The manuscript is a robust and timely contribution to the field of IIoT in smart manufacturing, effectively balancing technical depth with practical insights. The inclusion of figures (e.g., Figure 1: Layered Architecture, Figure 2: Security Threats and Resilience Strategies) enhances the clarity of complex concepts. However, the manuscript could be strengthened by:

· Providing more critical analysis of the limitations of emerging technologies (e.g., blockchain scalability, AI/ML data dependency).

· Including a table summarizing key standards (e.g., ISA/IEC 62443, NIST CSF, ISO/IEC 27001) and their applicability to IIoT.

· Addressing the practical challenges of implementing proposed solutions in resource-constrained environments, such as small and medium-sized enterprises (SMEs).

The manuscript is well-researched, scientifically sound, and relevant, with a clear structure and comprehensive coverage of IIoT security and resilience. Revisions are recommended to address language issues, clarify vague terms, and enhance critical analysis of emerging technologies. The addition of a table summarizing standards and more discussion on practical implementation challenges would further strengthen the manuscript.
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