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ABSTRACT 
Background: The pharmaceutical industry is undergoing a significant transformation due to the integration of Industrial Internet of Things (IIoT) technologies. This technology is being applied across various aspects of the pharmaceutical value chain, including manufacturing, warehousing, supply chain logistics, drug discovery, clinical trials, energy efficiency, and safety protocols. IIoT enhances operational efficiency, product quality, regulatory compliance, and sustainability by leveraging real-time data collection, predictive analytics, and intelligent automation. However, challenges such as data privacy, standardisation, system integration, and cybersecurity pose challenges. This paper provides a comprehensive review of IIoT's transformative impact on pharmaceutical operations, identifying enablers and barriers to its adoption and paving the way for a more intelligent, connected, and resilient pharmaceutical industry.
Objective: This paper explores the transformative use of Industrial Internet of Things (IIoT) in pharmaceutical operations, highlighting its enhanced connection, data-driven insights, and automation, which significantly improve pharmaceutical manufacturing, supply chain optimisation, energy efficiency, clinical research, warehousing and drug development.
[bookmark: _GoBack]Results: The review found that the key technologies enhancing IoT for efficient pharmaceutical operations include radio-frequency identification, wireless sensor networks, middleware, cloud computing, IoT applications. Again, traditional manufacturing plants are undergoing a transformation into smart facilities due to the extensive adoption of advanced technologies such as the Industrial Internet of Things (IIoT) and cyber-physical systems (CPS). IoT applications in healthcare provide several benefits that may be categorised into patient, staff, and asset monitoring; personal identification and authentication; automated data collection and processing; and tracking. In the pharmaceutical manufacturing industry, it was found that pharmaceutical manufacturing firms use cutting-edge technology and sophisticated information systems. The processes are monitored by many specific IT systems, some of which are centralised. Across smart industries, key challenges of IoT include confidentiality and security, data processing, analysis, management, evaluation and recognition and M2M communication and associated protocols. 
Conclusion: The integration of IIoT in pharmaceutical operations signifies a transformative move towards enhanced and more effective processes. By utilising real-time monitoring, predictive maintenance, automated data analysis, and enhanced energy management, IIoT elevates product quality, minimises waste, and bolsters adherence to regulatory standards. While notable advantages are clear across various sectors—manufacturing, clinical studies, supply chains, and beyond—issues surrounding data privacy, system integration, and standardisation need to be addressed to fully unlock the possibilities of this digital evolution. Data security, interoperability, and standardisation remain challenges to full-scale adoption. The path ahead for IIoT in pharmaceuticals involves addressing these obstacles to establish a secure, sustainable, and intelligent operational framework.
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1. INTRODUCTION
 The fast growth of customer demands and technology has necessitated that organisations use innovative ways to enhance operational efficiency and quality in their current operations [1]. Among all industries, pharmaceuticals have significant roles in the health sector and are thus eager to explore innovative methods for process enhancement and product advancement. [2]. The increasing prevalence of global health emergencies, alongside the heightened demand resulting from the COVID-19 pandemic, has expedited the necessity for the implementation of innovative technologies across various operations to facilitate improved outcomes [3]. The pandemic has served as a significant catalyst for transformation within the pharmaceutical industry, highlighting vulnerabilities in numerous traditional systems and accelerating the necessity to enhance manufacturing, drug development, and distribution networks [4]. The outbreak of the COVID-19 pandemic has ignited a cascade of challenges and opportunities, compelling the industry to swiftly adapt and innovate. The disruptions in supply chains, the rise of remote work, and the seismic shifts in consumer behaviours compelled a rapid reimagining of processes and approaches (Clinciu & Mircescu, 2021). Consequently, it has demonstrated a method for integrating artificial intelligence and the Internet of Things to enhance efficiency and productivity in pharmaceutical manufacturing [5]. Artificial intelligence and the Internet of Things are beginning to reshape the pharmaceutical landscape, emerging as transformative technologies [6]. The Internet of Things (IoT) interlinks a variety of devices and sensors, facilitating data interchange and real-time monitoring without the need for operator intervention or device engagement [7]. This technology, in conjunction with AI, can provide a significant improvement in operational efficiency, product quality, and regulatory compliance compared to the traditional, inefficient manual processes prevalent in the business [8].  Industries use AI to process data transmitted from the Internet of Things (IoT) devices and connected machines based on their desire to integrate them into their equipment. It provides companies with the ability to track their entire end-to-end activities and processes fully (Javaid et al., 2022). 
The Internet of Things (IoT) framework holds significant relevance in industrial settings. The Industrial Internet of Things (IIoT), often referred to as Industry 4.0, represents a transformative technology poised to enhance manufacturing and production processes through the deployment of numerous networked embedded sensing devices and the integration of advanced computing technologies [11,12].
The goal of the IoT is to create an intelligent ecosystem by utilising smart features alongside sensory and networking technologies to gather information automatically and transmit it over the Internet for analysis (Sarkar, 2023). The elimination of a human aspect distinguishes IoTs from the traditional Internet. IoT devices gather data concerning people's circumstances, evaluate them, and intervene based on them [13]. Over 75% of demand will be generated by IoT devices. 90% of automobiles will be Internet-connected. Biometrics, sensors, and built-in spatial technologies will be used in the gadgets. This paper examines the application of Industrial Internet of Things (IIoT) within pharmaceutical operations, emphasising its ability to enhance connectivity, provide data-driven insights, and facilitate automation.
2. IOT ARCHITECTURE 	
A significant number of IoTs have been developed, and research on IoT frameworks can assist in governing and guiding the implementation of these essential components. [14]. The IoT architecture consists of three layers: a perception/hardware layer, a network/communication layer, and an interfaces/services layer. The components of an IoT system include hardware/devices, communication/messaging protocols, and interfaces/services [15].
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Figure 1: The architecture of the IoTs.
The three-layer design constituted the conventional architecture at the inception of the Internet of Things. It is categorised under three strata: perception, network, and application [16]. The first layer is the physical layer, including sensors that gather data on the environment. The second layer is the network layer, which facilitates connection for smart devices and is responsible for transferring sensor data. The application layer is the third and final layer, responsible for providing specific services to the user. The three-layer architecture embodies the fundamental notion of the IoT; yet, it is inadequate for comprehensive IoT research since it often focuses on minute details. Consequently, several additional layered structures have been documented in the literature [17]. 
	

2.1. KEY TECHNOLOGIES ENHANCING IOT FOR EFFICIENT PHARMACEUTICAL OPERATIONS
The Internet of Things can be characterised as a vast and intricate ecosystem consisting of numerous interconnected real-world entities that depend on networking, data processing, sensory, and communication technologies [18]. RFID serves as the primary technology for IoT, enabling microchips to wirelessly transmit data to receivers. The implementation of RFID technology enables the tracking, monitoring, and analysis of objects embedded with RFID tags [19]. Another essential technology in the IoT landscape is Wireless Sensor Networks (WSNs), which primarily operate using smart sensors for monitoring and sensing purposes. Since the 1980s, RFID technology has been utilised in the production, distribution, and retail of pharmaceutical products, while WSN is being implemented in healthcare and industrial supervision [18,20]. The advancement of technologies is propelling the development of IoT. A variety of technologies and devices, including ZigBee, barcodes, Wimax, near-field communication, cloud computing, and location-based services, are being utilised to establish a secure IoT system [21].
2.1.1. Radio-frequency identification (RFID): It is a technology that facilitates the identification, tracking, and transfer of data. There are five primary classes of RFID tags [22]. The class 1 tags comprise passive tags equipped with read/write memory capabilities. Class 2 tags ensure compliance with formal security protocols. Class 3 includes semi-passive tags that are powered by a battery and may incorporate sensors. The class 4 active tags are powered by batteries and are capable of interacting with similar tags. Ultimately, class 5 tags facilitate the activation of other tags and are directly connected to the back-end networks.
2.1.2. Wireless sensor networks (WSN): These are networks of sensors used for monitoring and regulating the conditions of numerous devices, including their temperature, sound levels, location, and mobility. Temperature, flow rate, infrared radiation, air pollution, moisture closeness and displacement, pressure, and velocity are being monitored by the use of sensors [23]. WSN can engage and interface with RFID tags [24].
2.1.3. Middleware: Middleware is a software layer designed for service-oriented purposes. This layer enables software developers to connect with multiple devices such as RFID tags, sensors, and actuators.
2.1.4. Cloud computing: Cloud computing is a computer software that operates via the Internet. It encompasses diverse computing resources (computers, software, storage, network, etc.) that may be allocated and accessed upon request. Due to the substantial amount of data produced by IoT devices, cloud computing is important [24]. Numerous IoT cloud platforms exist in the market that operate similarly to middleware software. Their primary aim is to connect IoT devices and their applications, as seen in Fig. 2. Technologies enabling IoT. Cloud-computing services seem to be a viable option for data centre ownership and administration.
 2.1.5. IoT applications: They enable system-to-system and human-to-system connections. IoT apps consist of the interface between the user and the devices. The data must be presented intuitively, demonstrating proficiency in identifying issues and recommending remedies.
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Fig. 2: Technologies empowering IoT in smart industries
2.2 IIOT DIGITALISATION TREND
 Traditional manufacturing plants are undergoing a transformation into smart facilities due to the extensive adoption of advanced technologies such as the Industrial Internet of Things (IIoT) and cyber-physical systems (CPS) [25]. The integration of advanced technologies and the convergence of physical and virtual systems are defining characteristics of digital transformation. While digitisation has been around for some time, its intricacies continue to develop and change. It is clear that the processes of digital transformation are influenced by the staff and the resources at their disposal. Consequently, technology and expertise are essential for the transition to digital. The Internet of Things has the potential to transform business landscapes, leading to significant operational advantages and enhanced quality of products and services. Furthermore, a transformation in the big data landscape is expected as part of establishing a competitive advantage through data mining, which is essential for a company's sustainability across various sectors. At this level, the utilisation of big data is anticipated to expand significantly, enabling the prediction of future sales of goods or services, forecasting consumer behaviour and trends in both real-world and digital environments, and identifying cybersecurity concerns. Three primary categories for classifying the cybersecurity-related challenges that hinder organisations from embracing new digital technologies include: (i) awareness and knowledge; (ii) integration of legacy and emerging technologies; and (iii) time and resources allocated to cybersecurity. The robotics industry is anticipated to experience significant growth in the near future. Robots will be utilised not only to substitute human labour but also to engage with individuals. Robots are anticipated to advance towards greater autonomy, flexibility, and cooperation.
2.3 IoT IN HEALTHCARE
[image: ]Most global healthcare systems are inefficient, unwieldy, and consistently susceptible to errors. The healthcare sector relies on diverse procedures and equipment, making technological automation and enhancement easily adaptable. The healthcare sector will see a significant transition due to emerging technologies that facilitate many duties, including report dissemination across multiple parties and locations, record storage, and prescription distribution [26]. IoT applications in healthcare provide several benefits that may be categorised into patient, staff, and asset monitoring; personal identification and authentication; automated data collection and processing; and tracking. Monitoring patient flow may significantly improve the operations of medical facilities. Furthermore, authentication and identity are compromised by record-keeping errors, discrepancies in birth identification, and incidents that may harm the patient. The management of medical inventory, process automation, expedited form processing, automated procedure assessments, and more services rely on automated data collection and submission. The sensor gadget facilitates patient-centred functionalities, particularly in the diagnosis of diseases and the use of real-time data on health indicators [27]. Monitoring patient compliance with prescriptions, telemedicine solutions, and health alerts is among the application domains for this industry. The sensor may provide information post-usage and after patient monitoring, and is applicable for both outpatients and inpatients, as well as dental Bluetooth devices and toothbrushes. RFID, Bluetooth, and WiFi are further IoT components applicable in this context. These significantly enhance techniques for assessing and monitoring essential factors such as blood pressure, body temperature, heart rate, blood glucose, and cholesterol levels.
3. IoTs IN PHARMACEUTICAL OPERATIONS
The innovative and transformative technology of Industry 4.0, also known as IIoT, is facilitated by IoT in industrial automation, which has progressed from the commercial to the industrial sector. The IIOT is facilitating a rapid transition to Industry 4.0, a series of commercial operations transforming production for future generations. IIoT-enabled Industry 4.0 may provide improved efficiency, superior quality, reduced prices, and greater safety [28,30]. The IIOT will significantly enhance functions such as industrial assembly, administration, quality management, and scheduling. The IIOT's technology is expected to enhance the utility of distinctive brands and operational models, such as on-demand 3D printed items and machines-as-a-service (real-time operations) [29].
[image: ]
Fig 3. IoT application in the pharmaceutical Industry
3.1. IoT IN PHARMACEUTICAL MANUFACTURING INDUSTRY
Pharmaceutical manufacturing firms use cutting-edge technology and sophisticated information systems. The processes are monitored by many specific IT systems, some of which are centralised. Some systems are localised and do not consistently include all requirements for excellent production in a highly regulated sector. Alongside the surveillance of individual systems, comprehensive real-time perspectives of the plant operations across many systems are required (31). Integration of automated data collection and real-time IoT data analysis from equipment on the production floor is also required. The persistent issue is the direct communication across departments, plant floor operations, and management, stemming from insufficient real-time data integration to enhance process flow and ensure timely product manufacture. The acronym IoT PM, which stands for Internet of Things for Pharmaceutical Manufacturing, has the potential to fundamentally transform the operations of pharmaceutical manufacturing plants. It enables the monitoring of industrial activity from any distant place at any time. Consequently, real-time monitoring facilitates waste reduction, enhances equipment utilisation, and decreases production costs. The integration of processes, products, and personnel is referred to as Industrial IoT, with the manufacturing industry being the primary beneficiary. Equipment may already be linked; IoT serves as an additional advantage that leverages data and computational capabilities (32). 
This produces useful insights into the plant workflow, monitors, and regulates equipment performance well in advance of breakdowns. The Internet of Things directs the pharmaceutical production industry towards a paperless environment with reduced labour requirements (33).
3.1.1 Predictive Maintenance in Pharmaceutical 
Pharmaceutical production relies significantly on equipment dependability to ensure product quality and minimise unscheduled downtime. Predictive maintenance, using predictive analytics with real-time data monitoring, provides a more proactive method for asset management [34]. It enables firms to foresee imminent equipment failures by persistently monitoring equipment data, enabling remedial measures prior to disruptions affecting the whole production line. 
3.1.2 Predictive Analytics for Equipment Malfunction and Process Anomaly 
Predictive maintenance forecasting entails using a machine learning system that analyses past equipment performance data gathered from installed sensors. This knowledge gathers patterns indicating early symptoms of wear when an object is likely to fail. For example, real-time data on vibration, temperature, and pressure enable the program to detect anomalies at an early stage, allowing repairs to be conducted during periods of reduced output [35,36]. In contrast to conventional preventive maintenance, which adheres to predetermined timetables, predictive maintenance will, on the other hand, be dictated by the actual equipment performance data, ensuring that a service is performed only when needed [37].
 3.1.3 Anomaly Detection and Forecasting: The algorithms in machine learning learn the way things run normally; therefore, any deviation from normality shows inefficiency or an impending failure. An example is of the pattern of energy use that can depict packaging machinery efficiency losses, where maintenance teams can go on taking remedial measures to avoid costly repairs or the loss of production [38]. 
3.1.4 Supervised Learning: These algorithms have extensive applications in forecasting equipment failure by using previously classified historical data. Should the historical data indicate the timing and circumstances of a machine's failure (Figure 4), these algorithms may discern patterns before similar occurrences [39]. The technologies often used include regression analysis, decision trees, and support vector machines, which facilitate the prediction of outcomes such as the remaining lifespan of operational equipment or the likelihood of situations that may result in failures [40].
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Fig 4: Different models of AI learning /tools for predictive pharmaceutical maintenance solutions. 
3.1.5 Unsupervised Learning: The model in unsupervised learning identifies patterns and anomalies in unlabeled data. Such exploratory data analysis would be quite beneficial. Typical instances include the revelation of concealed correlations or behaviours within machine performance data. Clustering classifies operational circumstances that exhibit similar behaviour or identifies anomalous occurrences that may indicate potential breakdowns [41]. Supervised and Unsupervised learning most predictive maintenance systems in the pharmaceutical sector include both supervised and unsupervised learning techniques. In other words, unsupervised learning may be used during data preparation and cleaning, followed by clustering, whereas supervised learning is utilised for specific predictive tasks. The integrated strategy enhances the accuracy and reliability of predictive maintenance efforts [42].
4. IoT IN DRUG DISCOVERY AND DEVELOPMENT
The Internet of Things encompasses not just the devices, but also the manner in which they interact and provide a real-time linked experience. The artificial intelligence market in U.S. healthcare was forecast to exceed USD 320 million in 2016, with an anticipated growth of 38% in subsequent years (43). Thirty-five per cent of investments go to drug discovery applications within the artificial intelligence business. Currently, the first phases of drug discovery are propelled by machine learning and artificial intelligence. Researchers are using machine learning algorithms to save development time and establish a robust and sustainable medication pipeline. With the progression of cloud computing, machine learning algorithms have gained traction in pharmaceutical laboratories. This predicts the future laboratory's goal, emphasising digital connection and the introduction of novel pharmaceuticals to healthcare markets (44).
The process of introducing new pharmaceuticals to the market typically spans 12 to 14 years and requires substantial financial commitments. The automation of drug development reduced expenses by up to 70% (45). A London-based benevolent organisation used artificial intelligence to identify two possible medication targets for Alzheimer’s disease, prompting pharmaceutical firms to advance their research and development efforts on these strategies. The drug design firm Exscientia employs an AI platform for the creation and screening of compounds to facilitate drug development (46). They swiftly create and evaluate small amounts of molecules that may enhance the existing models and contribute to novel designs. During the pursuit of novel pharmaceuticals IoT, cloud computing, machine learning, and other technologies provide speedier, more cost-effective, and efficient solutions (47). In the drug development process using data sets, diverse information is interconnected to identify the behavioural patterns of the chemical under examination. It illustrates the behaviour of the drug in relation to the patient's medical result based on the existing data. It is anticipated that one in a thousand molecules originally deemed safe would ultimately get FDA approval as a medication (48).
The traditional approach to drug development is both costly and time-intensive. The integration of emerging technologies will shape the future of drug discovery. The Internet of Things interlinks people, processes, data, and objects via the Internet. Digital transformation is the integration of information technology, operational technology, and data to enhance insights, improve operations, and increase productivity (49). The IoT-based data analysis of drug development environments enhances the repeatability of studies while minimising human participation and errors in processes and testing (50).
5. IoT IN CLINICAL RESEARCH TRIALS 
Internet of Things (IoT) enables manufacturers, marketers, and retailers to integrate data in order to enhance the clinical outcomes of patients, which is a significant challenge. In the realm of clinical trials, IoT is becoming equally ubiquitous (51). Almost all pharmaceutical companies, contract research organisations, and service providers intend to expand their utilisation of IoT in order to expedite the release of novel medicines and biologics to the market and reduce the need for substantial investments. The safety and efficacy of investigational medications under clinical trials can be more effectively understood by collecting data in innovative ways with IoT and preserving it in the cloud. The data acquired via devices could be sent to the cloud and accessed by clinical coordinators in real time, allowing for site-less trials and patient surveillance in their homes or at a local clinic. By increasing the number of patients and geographic regions, organisations can increase the number of trials, thereby increasing the likelihood of introducing new medications to the market more quickly. IoT devices, which are digital instruments that collect and analyse digital biomarkers from patients, are employed in clinical trials (52).
6. IoT IN PHARMACEUTICAL WAREHOUSING	
 In the pharmaceutical sector, warehousing represents a vital component. To ensure a consistent and timely distribution of pharmaceutical products, pharmaceutical companies maintain storage and warehousing facilities in various regions across the country. Many pharmaceutical industries may choose to manage their warehouse operations in-house, as this allows them to oversee their storage conditions and operations directly, given the specific nature of their products. A McKinsey study indicates that warehousing constitutes 95% of logistics costs in the pharmaceutical sector, highlighting the significant expense associated with warehousing in this industry [53]. Tracking products in the warehouse and optimising the use of operators and transport equipment is a challenging endeavour without real-time visibility into the activities. The implementation of IoT in warehouses improves the efficiency and precision of various warehouse operations, including stock-taking, product sorting, and both inbound and outbound logistics. This enhances operational efficiency and elevates the standard of warehouse service. The comprehensive management and oversight of warehousing operations can be effectively achieved through the utilisation of WSN technology, RFID technology, and wireless video monitoring systems. RFID technology effectively enhances the identification rate of products and facilitates monitoring and control during inbound and outbound activities. When the stocks or storage devices equipped with RFID tags move through the area with RFID readers, the readers will effectively capture the data and transmit it to the control systems. To minimise travel distance, labour expenses, and picking distance in both inbound and outbound operations, Zhou et al. [54]
6.1.1. Monitoring Inventory at Every Stage: The Internet of Things (IoT) facilitates the connection of pharmaceutical products from their arrival at the warehouse to their delivery to the customer. It offers critical information regarding expiration dates, enabling timely actions to prevent losses associated with product damage. This approach effectively reduces wastage and spoilage of products.
6.1.2. Vision Picking (Utilising Smart Glasses): Vision picking is a facet of augmented reality that enables operators to do tasks hands-free and efficiently. This may enhance shop efficiency. Operators may see order selecting guidance via a visual display using smart eyewear. As a wearable device, it needs little training for warehouse managers and does not require any structural modifications to the facility.
6.1.3. Data Analytics: The IoT enables the observation of all logistics, trends, and potentialities inside the framework. Furthermore, real-time visibility enables prompt and efficient responses to market fluctuations. The data provided by the IoT facilitates the identification of underperforming regions inside the warehouse, enabling informed strategic decision-making.
 6.1.4. Automated Tasking: Automated tasking is executed via drones. These drones may do cycle counts at night and provide the data for operators to reassess in the morning. It will prevent operational downtimes and minimise costs associated with human labour, such as wages, power, and time. Robotics enabled by IoT aids in the picking and packaging processes. The automation of repetitive operations facilitates the reallocation of human resources to other areas. Order discrepancies and inventory levels may also be reduced.
7. IoT IN PHARMACEUTICAL SUPPLY CHAIN MANAGEMENT
 The pharmaceutical industry, while closely linked to healthcare and medical research, also relies heavily on production, supply chain, and transportation as critical components of its operations. The pharmaceutical supply chain has specific preferences and key considerations due to the unique environmental requirements for handling pharmaceutical products, distinguishing it from standard supply chain networks. The pharmaceutical supply chain comprises several critical phases: Manufacturers, Retailers, Hospitals/Pharmacies, and Consumers [55].
 In terms of pharmaceutical drugs and medical supplies, it is essential that product specifications remain unchanged during the transition from manufacturing units to customers. This scenario employs remote monitoring and network analysis as techniques for visualising transport and warehousing operations in real time. The Internet of Things is poised to revolutionise supply chain processes, offering significant revenue opportunities and enhancing operational efficiency. The operational efficiency encompasses asset tracing, operator relations, predictive inventory management, connected fleets, maintenance scheduling, and revenue opportunities [56].
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Fig. 5. Supply chain and operations control in Smart Industries
8. IOT IN PHARMACEUTICAL ENERGY EFFICIENCY 
IoT devices can track energy use throughout the pharmaceutical sector and pinpoint opportunities for enhancing energy efficiency. This may diminish expenses and decrease the factory's carbon impact. IoT devices may monitor energy use in real-time and pinpoint opportunities for optimisation in energy usage during component manufacture within the pharmaceutical sector. The procedure may be executed to diminish energy expenses and enhance sustainability in component manufacturing [57]. Utilising IoT technology, smart factories can monitor and optimise energy use in real-time, leading to substantial energy savings and cost reductions [58]. Several methods by which IoT might enhance energy efficiency in smart factories, particularly in the pharmaceutical sector, are outlined below; 
8.1. Energy Monitoring: IoT sensors provide real-time surveillance of energy use across several sectors of the industry, including manufacturing lines, lighting, and heating systems. This data may then be examined to identify inefficiencies and potential improvement possibilities [59].
8.1.2 Automated Control Systems: IoT devices can be used to automate energy usage across different systems within the manufacturing facility. For instance, lighting and heating systems may be automatically modified in accordance with occupancy levels or ambient temperature [60]. 
8.1.3. Renewable Energy Integration: IoT technology enables pharmaceutical industries to incorporate renewable energy sources like solar or wind power, facilitating a sustainable production process. The process can contribute to decreasing reliance on fossil fuels and reducing energy costs through effective energy consumption management in the manufacturing process [61].
8.1.4. Smart lighting: IoT devices can regulate illumination in industrial settings. This may include the automated deactivation of lights in unoccupied spaces, modulation of illumination according to the natural light levels in a room, or the adjustment of lighting to correspond with certain duties in a designated area [62]. 
8.1.5. Energy-efficient HVAC: IoT devices facilitate the monitoring and optimisation of heating, ventilation, and air conditioning (HVAC) systems. This may include modifying the temperature according to occupancy or external weather conditions, or using sensors to identify when a facility is vacant and then decreasing HVAC demand appropriately [63]. 
8.1.6. Energy storage: IoT devices can facilitate the management of energy storage systems. This may include charging batteries during off-peak periods when energy costs are lower and using stored energy during peak periods when energy costs are higher [64]. Energy-efficient methodologies in wireless sensor networks for intelligent manufacturing facilities in the industrial sector. Figure 6 illustrates 4.0. IoT technology has the potential to revolutionise energy efficiency in smart industries, yielding substantial energy savings, cost reductions, and environmental advantages. Utilising IoT technology in smart factories enables businesses to enhance energy efficiency, save expenses, and mitigate environmental effects [65].
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Fig. 6. Energy-saving techniques in wireless sensor networks for smart factories
9. IoT IN PHARMACEUTICAL SAFETY PROTOCOL MONITORING
 IoT devices serve as a means to oversee employee safety, guaranteeing adherence to safety protocols and facilitating the swift identification and resolution of any hazards. An illustration of IoT-enabled monitoring in production processes is the use of predictive maintenance for machinery and equipment [66]. By collecting data from sensors on machines and equipment, it is feasible to pinpoint signs of wear and tear or other issues that could signal an impending breakdown in the component production process [67]. Implementing a safety monitoring procedure enables factory managers to establish an accurate maintenance schedule, thereby minimising downtime and averting expensive production delays [68]. In summary, IoT technology has the potential to improve safety monitoring in smart factories through the provision of real-time data and predictive analytics, which facilitate proactive maintenance and notify workers of possible hazards [69].
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Fig. 7. The integration of Safety Protocol and Industry 4.0 
10. KEY CHALLENGES OF INTERNET OF THINGS (IoTs) ACROSS SMART INDUSTRIES
10.1. Confidentiality and Security
There is a necessity for numerous security measures to ensure comprehensive protection of data and systems. Numerous attacks frequently exploit vulnerabilities in specific devices to gain access to the system, thereby compromising the security of protected devices (70; 71). As Internet usage continues to rise, it is essential to fully consider the features of the Internet of Things (IoT), which is becoming an integral component of the future of the Internet. A number of contemporary IoT devices exhibit vulnerabilities that are recognised by researchers. Furthermore, as the Internet of Things (IoT) relies on pre-existing wireless sensor networks (WSNs), it inherits the privacy and security vulnerabilities associated with WSNs (70).
10.1.2 Data Processing, Analysis, and Management 
Data processing, analysis, and management are critical challenges arising from the heterogeneity of the Internet of Things and the substantial volume of data produced, especially in the era of big data (70). Most systems depend on centralised architectures to transfer data and perform compute-intensive tasks on foreign cloud platforms. Concerns exist that conventional cloud architectures may fail to effectively transport vast quantities of data generated and used by IoT-enabled devices, while simultaneously accommodating the escalating computational needs within specified time constraints (72). Consequently, most systems depend on established mobile cloud computing and fog computing technologies. Both depend on edge processing to resolve this problem. Another area of research in data management is the use of information-centric networks (ICNs) inside the Internet of Things. These information-centric systems facilitate content retrieval and expedite access to services, proving to be very beneficial in the access, distribution, and management of developed material and its delivery. This strategy, however, presents many challenges, including the proper extension of the ICN paradigm across Fixed Network Edge, the facilitation of IoT static and mobile devices, and the segregation of ICN functionality into resource-constrained devices (72).
10.1.2 Evaluation and Recognition 
Surveillance and detection technology has advanced significantly, yet it continues to evolve with an emphasis on energy efficiency and design aspects. Detectors and trackers are typically anticipated to remain continuously active in order to obtain immediate data. As a result, they play a vital role in energy efficiency, especially in prolonging lifespan. Recent breakthroughs in nanotechnology and biotechnology, along with advancements in downsizing, have enabled the creation of nanoscale actuators and sensors (73).
10.1.3 M2M Communication and Associated Protocols 
The constrained Application Protocol (CoAP) and Message Queue Telemetry Transport (MQTT) serve as examples of communication protocols designed for the Internet of Things. However, an open IoT standard has yet to be established. All objects should be interconnected, even though not all require the Internet to transmit data to a specific gateway. Furthermore, various wireless technologies such as LORA, IEEE 802.15.4, and Bluetooth are accessible; however, it remains unclear if these technologies will persist in offering a diverse array of IoT connection options (74).
11. CONCLUSION 
The Internet of Things is an innovative system that is establishing a foundation for its beneficial use in pharmaceutical sciences, namely in manufacturing, warehousing, supply chain management, drug development, and clinical trials. The Internet of Things (IoT) has the capacity to enhance pharmaceutical operations by facilitating intelligent solutions for ubiquitous connectivity across many platforms and modalities. The Internet of Things (IoT) is advancing as a crucial sector, seeing significant progress in the creative use of technology inside pharmaceutical operations to improve consumer satisfaction. The advancement of IoT-based systems in pharmaceutical sciences must focus on delivering safe, sustainable, and economically viable pharmaceutical goods. Big data management, temperature detection and management, and counterfeit pharmaceutical items may represent future applications of IoT-based technology.
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