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ABSTRACT

	Information security is a fundamental principle during data transmission. The main threat to information security is hacking. They are focusing on finding new techniques to breach encryption methods. Therefore, developing new approaches for hiding information against hacker attacks is a potential solution. Different steganography methods are available for hiding information, such as in texts, disk space, network packets, audio and images.  In contrast to cryptography, which is concerned with data encryption. Steganography is the art of hiding transmitted information by using seemingly harmless carriers to hide the presence of information. Steganography is cost-effective and unrelated to hardware components. This study aims to develop a novel method for hiding information in images at low cost. The proposed method is combing between mathematical transformations (i.e., DCT transformation) and image characteristics (i.e., image components, and location of the image’s pixel). The JPEG colour images were used to apply the proposed method as a cover image. The text message was spread on the cover image without affecting its size. The proposed method has shown significant results in information hiding with a PSNR of 60.65 dB that exceeds the typical threshold of PSNR, which is near 40 dB to 60 dB. It can be utilised in data communication, user authentication, finance, and banking operations.
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1. INTRODUCTION
The definition of computer security starts with Information Security (IS). The importance of information is extracted from the properties it possesses. Some properties, depending on the situation, affect the importance of the information to users rather than others. While IS experts and end-users share an understanding of information properties, tensions can emerge when the need to protect information from threats conflicts with the need for unhindered access by end-users. IS is a comprehensive set of software, data, devices, networks, and individual processes that enable the association to use information resources (Torab-Miandoab et al., 2023)(Whitman & Mattord, 2011). 
Research on IS is far-reaching and provides several approaches for resolving the security and prevention of risks to the information assets and technical capabilities within computer-based systems(S. Al-Juboori & Jimoh, 2024)(Mahdi et al., 2024). Although the individual user within an enterprise is a prevailing weakness in the proper securing of information properties, much of the focus of current security research is on technical issues (Aslan et al., 2023) (Mavani et al., 2024). IS shows itself in numerous methods, agreeing to the circumstances and prerequisites. In any case of which is included, total parties to exchange requisite certainty that certain targets related to IS were achieved (Al-nuaimi, 2017)(Litvaj et al., 2022). 
Mainly, there are two types of information security threats, such as accidental and deliberate. Deliberate threats are, for instance, stealing of a personal computer or information by a hacker (Cavalli et al., 2004). Different methods are available for hiding information, such as in texts, disk space, network packets, audio and images (Guaña-Moya et al., 2024) (Strachanski et al., 2024) (Farschi & Farschi, 2012). All these methods aim to prevent information leakage to unauthorised users (e.g., Confidentiality) (Raggad, 2010)(S. S. M. Al-Juboori, 2017). 
The technique of concealing data transmitted by apparently harmless carriers in order to conceal the information in reality is known as steganography (Ravikumar et al., 2024). It is cost-effective and unrelated to hardware components (S. Al-Juboori et al., 2023). There are several techniques for implementing steganography into digital media (Sekhar et al., 2015). Concealing data inside pictures, i.e. a photograph or drawing, is one of the approaches to employing steganograph. Embedding the information bits in the least bits of pixels is the common technique of hiding information in the image (Strachanski et al., 2024) (Manikandan & Zhang, 2022). 
Image steganography techniques fall into two domains: image and transform (Silman, 2001). Image, or space-domain techniques, store messages directly into pixel power, whilst transform, or frequency domain, stores the message after modulating the images (Abadi & Moallem, 2022). Image domain approaches, often known as "simple systems," use bit-wise methods such as bit injection and noise modulation. Lossless image formats are most appropriate for image domain steganography, and the techniques used are often determined by the image format (Abraham & Paprzycki, 2004). Steganography utilises the image transformation and algorithms for the transform domain (Rezaei & Javadpour, 2024). To make the cover image more resilient, these techniques conceal messages in wider parts of the image (Wang & Wang, 2004). Many methods of transform domain are independent on the format of the image and the inserted message will withstand the transformation between lossless and lossy compression (Abraham & Paprzycki, 2004).
Steganography's purpose is to hide a secret message inside a cover-media in a way that others are unable to identify the existence of the hidden message. Technically, "steganography" is, in simple terms, for hiding a piece of data inside another (Das et al., 2011). In order to hide information, the insertion of a straight message that encodes any bit of information in the image or integrating the message selectively in the "noisy" parts attracts a smaller amount of attention. The message can also be randomly scattered across the image.
There are many strategies for hiding information in digital media, such as:
· Insertion of the Least Significant Bit 
· Algorithms and transformations 
· Redundant Pattern Encoding 
· Masking and filtering 
· Encrypt and Scatter 
These methods could be used with different success levels (Samir et al., 2008).

In transform domain methods, they hide the message in the significant parts of the cover images, which makes them reliable towards numerous image processing techniques, such as enhancement, compression, etc. (Bhattacharyya, 2011)(Dong & Pan, 2023).
Spread-spectrum techniques and redundant message encoding can be used in cases where robustness is important (Wolfgang et al., 1999)(Cox et al., 1997)(Kuznetsov et al., 2024). Spreading the energy of the embedded message across many frequency bands (such as frequency hopping) reduces the energy of any particular frequency band. The message is also more difficult to track or modify without damaging the cover (Lin & Delp, 1999).
The proposed system of Marvel et al. (Marvel et al., 1999) incorporates spectrum spread communication, image processing and error-control coding to mask information in images. Spread spectrum communication can be characterised as the process of spreading the bandwidth of a narrowband signal across a wide frequency band. Afterward spreading, the energy of the narrowband signal in any frequency band is small and consequently difficult to notice. In the spread spectrum image steganography, the message is embedded in the sound and then combined with the cover image to create a stego image. Even though the power of the hidden signal is still much lower than that of the cover image, the hidden image is not recognisable to the human eye or through a computer analysis without referencing the original image.
Generally, information hidden within the media includes the following steps (Dunbar, 2002)
· The cover media (C), which holds the hidden information.
· The secret message (M), which could be text, ciphertext or any form of information
· The stego-function (Fe) and its inverse (Fe-1)
· The optional stego key (K) or password that could be used to hide/unhide the message.
The following diagram Fig.1 shows the schematic of the steganographic operation. 
[image: ]
Fig. 1. The steganographic operation

This study aims to develop a novel method for hiding information using images. The secret message is distributed through the cover image. The Joint Photographic Experts Group (JPEG) colour images were used to apply the proposed method as a cover image. A text message concealed in a JPEG colour image without affecting its size.
The remainder of the paper is structured as follows. Section 2 describes previous studies on image steganography, whereas Section 3 describes the suggested approach employed in this study. Section 4 presents the results and discussion, while Section 5 concludes the paper. 

1.1 Related Work
In this section, we review previous works on image steganography. Below is a list of some specific text steganography techniques that have been published so far. Neeta et al. (Neeta et al., 2006) described the Least Significant Bit (LSB) method. The authors indicated that data could be concealed in the LSB of the cover image and that the human visual system would not be able to see the secret image on the cover. The study described the embedding method and presents the test results for 2, 4, and 6 less important bits for the .png and the .bmp files. Raja et al. (Raja et al., 2005) suggested a challenging technique of moving the embedded information without being recognised to the destination. In their paper, the authors presented an image-dependent steganography that connects the Discrete Cosine Transform (DCT), LSB, and compression techniques of raw images to improve payload protection. Sharma et al. (Kumar Sharma & Vishalshrivastava, 2012) have suggested a new 8bit (greyscale) or 24bit (colour image) steganography algorithm grounded on logical operation to make sure protection against a steganalysis attack.
Raftari et al. (Raftari & Moghadam, 2012) suggested a novel imaging steganography technique that combines the Integer Wavelet Transform (IWT) and DCT that integrates the hidden image into the high-quality coverage frequency domain. Chen et al. (Chen & Lin, 2006) suggested a novel steganography technique that would integrate hidden messages into the frequency domain. Based on the specific user criteria for embedding ability and the quality of the image, the suggested algorithm is categorised into two modes and five instances. Narasimmalou et al. (Narasimmalou & Allen, 2012) suggested optimal steganography established on discrete wavelet transformation (DWT). Experiments have revealed that the peak signal-to-noise ratio (PSNR) produced by the suggested method is better. Jain et al. (Jain & Gupta, 2007) anticipated that masking data in bitmap images in such a way that there is not quite visible dissimilarity between the original image and the new image and the JPEG resistant. Kumar et al. (A. Kumar & Pooja, 2010) discussed that digital images can be used as a carrier to conceal and analyse the output of steganographic devices. Mehboob et al. (Mehboob & Faruqui, 2008) proposed a new technique to cover data in a vibrant image using the least significant amount. Mathkour et al. (Mathkour et al., 2008) set parameters for evaluating and assessing the benefits and shortcomings of the techniques presented and for creating a more rigorous steganography technique that takes advantage of the strong points and avoids limits. Hashad et al. (Hashad et al., 2005) described the insertion technique of the LSB, explains the insertion technique of DCT and finally introduces a novel technique which uses the concept of a bit inserting to the spatial domain together with the DCT insertion technique. Walia et al. (Walia et al., 2010) provided an LSB analysis based on steganography and DCT based on Steganography. Babu et al. (Babu et al., 2008) proposed image steganography to check the authenticity of the information transmitted to the recipient. It could test if the attacker is trying to modify, delete or copy the secreted information in the image. Finally, Kumar et al. (V. Kumar & Kumar, 2010) examined the consequences of embedding a hidden message in bands such as CH, CV and CD on the output of a stego image in terms of PSNR. In the experiment, six separate attacks were carried out. The findings show that an error block replacement with diagonal information factors provides better PSNR compared to other coefficients.

2. MATERIAL AND METHODS
In our method, JPEG images have been used as covering media to hide a message. It is a compressed image which consists of a three-colour RGB image (Acharya & Tsai, 2005)(Ghosh & Naskar, 2024). The JPEG image uses 8-bit to represent each pixel (Sangwine & Horne, 2012). Works on a complete 24-bit colour (True), which means that up to 16 million colours can be stored. (Al-Nuaimi et al., 2011).  
The following algorithm demonstrates the procedure that was used to hide the secret message in the JPEG image:
1. Convert JPEG into three-colour RGB images.
2. Select one of the three images (i.e., R, G, and B) as cover media. In our method, we have selected the R image as a reference and G image as cover media.
3. Convert the secret message into its components from American Standard Code for Information Interchange (ASCII) codes. For example, the ASCII codes for ABCDpd} are 65 66 76 68 112 116 125, as shown in Table 1. The bracket } was used to detect the end of the secret message.  
4. Compute the length of the message (M) and store it in L
5. Compute the square root of the DCT to the reference image G and save the result in New_R;  i.e., new_R=SQRT (DCT(R))
6. Spread the ASCII codes of the message onto the cover media (i.e., G image) according to:
a. Scan the reference image (R) from left to right, and from top to bottom.
b. If New_R(x,y)>0 then 
   Replace G(x,y) with M(i) and increase i by 1 
c. If i<=L then   
    Read the next pixel in New_R
    Jump to a
Else 
   End

The following example illustrates how applying the above algorithm
1. Suppose the message is: Some stories. Convert it to ASCII code with bracket }, as shown in Table 1.
Table 1: ASCII code to secret message: Some stories}
	83
	111
	109
	101
	32
	115
	116
	111

	114
	105
	101
	114
	105
	115
	32
	125



2. Compute the DCT (i.e., Table 2) for the reference image as shown in Table 3.

Table 2: Square root of the DCT to the reference image (R)
	4
	5
	5
	5
	4
	5
	5
	6
	5
	5

	3
	1
	4
	2
	1
	1
	2
	2
	0
	1

	2
	0
	0
	3
	2
	1
	1
	2
	2
	3

	0
	1
	0
	2
	1
	3
	3
	1
	2
	2

	2
	3
	2
	3
	1
	3
	2
	2
	2
	3

	1
	2
	1
	2
	2
	1
	2
	1
	1
	1

	2
	2
	2
	1
	1
	2
	2
	1
	1
	2

	2
	2
	1
	2
	0
	2
	2
	2
	1
	3

	2
	3
	1
	1
	1
	2
	1
	0
	2
	1

	2
	3
	2
	2
	1
	0
	0
	2
	1
	2



Table 3: Reference image (R image)
	0
	16
	20
	4
	15
	1
	2
	13
	4
	18

	5
	3
	19
	4
	7
	14
	0
	19
	17
	19

	0
	14
	13
	9
	7
	17
	13
	19
	12
	5

	1
	2
	14
	8
	10
	11
	14
	15
	14
	6

	15
	20
	16
	14
	6
	4
	9
	18
	3
	18

	16
	7
	14
	5
	3
	5
	14
	10
	3
	2

	2
	14
	1
	17
	1
	2
	7
	20
	6
	3

	16
	4
	7
	20
	9
	3
	2
	16
	7
	5

	7
	1
	3
	9
	8
	18
	10
	7
	13
	12

	12
	18
	5
	1
	12
	5
	19
	9
	14
	20



3. Scan the reference image (i.e., Table 2) from left to right and from top to bottom. The first value that was greater than zero is 4; therefore, go to location 4 in cover media (Table 4) and replace the value 208 with 83. The value 83 is the ASCII code for the character S, as shown in Table 1.
Table 4: Cover media (G image)
	195
	207
	220
	208
	132
	232
	73
	186
	53
	147

	98
	38
	26
	41
	105
	67
	241
	252
	255
	0

	141
	206
	71
	217
	180
	93
	244
	123
	115
	7

	192
	139
	116
	168
	200
	199
	51
	171
	222
	231

	18
	191
	27
	166
	126
	51
	155
	252
	236
	173

	151
	58
	0
	227
	35
	245
	214
	157
	93
	106

	168
	112
	32
	2
	151
	195
	82
	78
	218
	138

	116
	165
	164
	143
	63
	40
	127
	69
	248
	189

	85
	243
	191
	149
	157
	221
	14
	21
	128
	17

	135
	187
	45
	223
	144
	106
	242
	108
	147
	49



Table 5: Cover media after hiding the secret message in it
	195
	207
	220
	83
	132
	232
	73
	186
	111
	147

	98
	38
	26
	109
	105
	67
	241
	252
	101
	0

	141
	206
	32
	217
	180
	93
	244
	115
	115
	7

	192
	139
	116
	168
	200
	199
	51
	171
	111
	231

	18
	191
	27
	114
	126
	51
	155
	252
	105
	173

	151
	101
	114
	227
	35
	245
	105
	157
	115
	32

	125
	112
	32
	2
	151
	195
	82
	78
	218
	138

	116
	165
	164
	143
	63
	40
	127
	69
	248
	189

	85
	243
	191
	149
	157
	221
	14
	21
	128
	17

	135
	187
	45
	223
	144
	106
	242
	108
	147
	49



Table 5 shows the ASCII codes of the secret message in yellow colour, as shown in Table 1.
 
4. The next value in Table 2 is 5; therefore, move five locations from the current location and replace its value by 111, as shown in Table 5.
5. Repeat step 4 until the end of the message, as shown in Table 1.

Table 6 shows the ASCII encoding system

Table 6: The ASCII codes
[image: ]

3. Results and Discussion
The proposed method was applied using a real image as shown in Fig. 2.
The secret message was:
Some of the most famous short stories have been included in this section, The Children's Shakespeare by Edith Nesbit for example. The following selection of great short stories for children will provide hours of reading pleasure.}

[image: ]
Fig. 2. Real cover media before adding the secrete message 

Fig. 3 shows the real cover media after adding the secrete message (stego image).
The PSNR measure was computed between the cover media before and after adding the secrete message, and it was 60.65 dB. The PSNR measure is the most quantitative criterion derived to measure the image’s quality (Ponomarenko et al., 2005)(Dohmen et al., 2025). It is frequently used when measuring image distortion caused by coding (Trussell & Vrhel, 2008)(Ramadhan et al., 2025). Other researchers suggest the best value of PSNR is near 51dB to 60dB (Cunha et al., 2023) (Astuti et al., 2019). While Sridhar et al. (Sridhar et al., 2014) produced the highest PSNR of order 48.6538. Other study concluded that PSNR values of 40 dB or greater imply outstanding image quality (Hu, 2024). 

[image: A red and white striped lighthouse with Smeaton's Tower in the background

AI-generated content may be incorrect.]
Fig. 3. Real cover media after adding the secrete message (stego image)

The proposed method has shown good performance based on the PSNR measure. To get high performance, the high ratio between the size of the secret message and the size of the cover media. The required time is very small. On the other hand (receiver), the inverse of the used algorithm should be applied to read the hidden message. 
[bookmark: _Hlk197311414]The method was combined between mathematical transformations (i.e., DCT transformation) and image characteristics (i.e., image components (i.e., R image) as a reference image, and location of the image’s pixel). The main feature of the proposed method, image contents, was used as a tool to hide the secret message. This feature may make our method more robust because it was difficult to disclose which elements were used to hide the message. The size of the cover media could add more authentication without influencing the required time for hiding the text. Furthermore, using unpopular images as cover media to conceal a hidden message would add more robustness, as this could reduce the chances of hackers hiding the message. The proposed method is more reliable because it does not change the size of the cover image, and this adds extra difficulties for hackers who want to find the hidden message. To demonstrate the validity of the proposed steganography method, mathematical transformations (i.e., DCT transformation), cover image, and an ASCII table were only used to develop the proposed steganography method, while only a stego image (cover image) would be sent. 

4. Conclusion
A novel steganography spreading method was developed. JPEG images were used to hide a text message. The proposed method is a combination of mathematical transformations and image characteristics. Two major techniques of image steganography have been used, such as the image domain and the transform domain. Furthermore, the size of the cover image was still as it was, and it consumed a small-time. JPEG images were used as cover media for applying the developed method. Our results showed that the combination of different techniques may provide better results. Furthermore, hidden information is spread throughout the cover-image, making it harder to detect. The key aspect of the proposed approach was the use of image material as a device to conceal a hidden message. This function could make our system more reliable as it was difficult to disclose which elements were used to conceal the message. The size of the cover media could add further authentication without affecting the time taken to hide the text. Moreover, using unpopular images as cover media to hide a hidden message would add more robustness, as this might reduce the likelihood of hackers hiding a message. In the future, the performance of the proposed method will be investigated in real-time data transmission and more extra examples of send-receive data such as data communication, user authentication, and finance and banking operations will be investigated. The limitation of the proposed method was the required time to calculate the DCT values of the reference image.

[bookmark: _Hlk190852809]Disclaimer (Artificial intelligence)
Author(s) hereby declare that NO generative AI technologies such as Large Language Models (ChatGPT, COPILOT, etc.) and text-to-image generators have been used during the writing or editing of this manuscript. 
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