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Abstract
[bookmark: _Hlk196703908]Money laundering continues to pose major challenges for financial institutions and regulators, with the United Nations Office on Drugs and Crime reporting that 2–5% of global GDP is made up of illicit financial flows worldwide. The US financial sector is navigating the changing technology landscape of anti-money laundering (AML), with increasing emphasis on machine learning (ML)/ deep learning (DL) and the emergence of 6G telecommunications in combating financial crimes. This paper reviews existing implementation approaches, performance measures, and ongoing challenges surrounding Machine Learning, Deep Learning, and 6G Technologies in Anti-Money Laundering in the U.S. by investigating publications such as academic articles, regulations, and industry reports covering 2018 to 2025. The results of the paper suggest that while ML/DL methods show enhanced detection rates and efficiency over traditional rule-based systems, questions about regulation, explainability, and data quality remain significant challenges that must be addressed to ensure their responsible and effective deployment. Moreover, the study found that though 6G technologies provide useful features for advanced real-time monitoring to prevent money laundering, they introduce unprecedented challenges in regulation, cost, and data privacy. This review provides a holistic framework for banks and policymakers to pragmatically and progressively embed technological solutions into banks’ anti-money laundering processes and address technical, organizational, and regulatory barriers in anti-money laundering in the U.S.
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1. Introduction
Money laundering (ML) is the process of disguising illegally obtained proceeds as legitimate and remains as an old and frequent threat to the integrity of the global financial system, with estimates of laundered funds ranging from $800 billion to around $2 trillion annually (Patel, 2023; Chen et al., 2018). Moreover, the United Nations Office on Drugs and Crime, in their report “Estimating Illicit Financial Flows Resulting from Drug Trafficking and Other Transnational Organized Crimes,” estimated that 2–5% of global GDP comprises illicit financial flows worldwide. This is reflected in the sheer volume of potential illicit activity in the U.S. financial sector. In 2023 alone, financial institutions filed more than 3.4 million Suspicious Activity Reports (SARs) (FinCEN, 2024), highlighting both the scale of potential misconduct and the substantial compliance burden on the industry. Effective anti-money laundering (AML) is more crucial than ever, nonetheless, traditional approaches built on rule-based transaction monitoring systems and manual investigation processes have become increasingly ineffective against laundering schemes that are more sophisticated, cross-border in nature, and involve rapidly evolving financial technologies (Oyedokun et al., 2024; Adukpo & Mensah, 2025).
Leveraging advanced technologies such as machine learning (ML), deep learning (DL), and 6G telecommunications technologies has opened an unfathomable scope of opportunities to redefine Anti Money Laundering (AML) capabilities (Yusoff et al., 2023; Agbadamasi et al., 2025). Machine learning systems are capable of uncovering complex patterns not visible using rule-based approaches, analyzing unstructured data sources, decreasing false positive rates, and dynamically adapting to emerging money laundering typologies (Kute et al. 2021; Mensah et al., 2025). These gains are amplified with deep architectures that provide advanced feature extraction and sequence modeling functionalities, making them particularly useful in areas such as transaction monitoring and behavioral analytics (Mensah et al, 2025). On the other hand, the futuristic 6G technology with its ultra-high bandwidth, extremely low latency, and integration of artificial intelligence capabilities may promise significant disruption. These advancements could enhance real-time monitoring, cross-institutional information sharing, and customer due diligence processes (Hakeem et al., 2022). 
Financial institutions are adopting artificial intelligence for predicting and detecting financial crimes, and therefore, they constantly upgrade their data and analytic capabilities to leverage these technologies (Rouhollahi, 2021; Agbadamasi et al., 2025; Umoren et al., 2025). Blockchain, machine learning, and big data can greatly enhance the monitoring, processing, and analysis of suspicious transactions (Yusoff et al., 2023; Agbadamasi et al., 2025; Umoren et al., 2025). Real-time monitoring of transaction activities and detection of unusual behaviors with the help of machine learning models allows for uncovering a broad range of financial fraud, such as credit card fraud and money laundering, and adapting to the emerging and sophisticated tactics that money launderers might adopt (Pan, 2024). Nonetheless, the use of these technologies poses challenges as well, such as poor data quality, privacy issues, interpretability of models, high cost of implementation, and regulatory compliance problems (Osifowokan et al., 2025)

Traditional Anti-Money Laundering Detection Methods
Traditional anti-money laundering models have been mainly reliant on rule-based systems that assume laundering behaviors are systematic and repeatable (Langenkamp, 2023). This view is becoming increasingly outdated in a world in which criminals frequently change their approach to take advantage of systemic weaknesses in the traditional AML approaches (Alexandre and Balsa, 2023; Chen et al., 2018; Guo et al., 2018; Hilal et al., 2022; Jullum et al., 2020; Lokanan, 2022). These traditional systems often generate very large numbers of false positive alerts, wasting resources that could be expended on investigating legitimate transactions. However, if system rules are too specific, the actual laundering processes may not trigger any suspicious alerts that would cause them to be investigated (Langenkamp, 2023).
To combat these failings, many financial institutions have begun to incorporate machine learning and deep learning models within anti-money laundering processes. These models, which are based on data, adapt to changing patterns and improve detection performance by spotting subtle signs of suspicious behavior that rule-based systems frequently overlook (Hilal et al., 2022; Jullum et al., 2020; Lokanan, 2022).
Impact of Money Laundering in the United States Financial Industry
Money laundering, the act of hiding the source of illegally acquired funds, poses a major risk to the stability and integrity of financial systems (Amoako et al. 2025; Aluko & Bagheri, 2012). In the United States, funds obtained from illicit activities are run through sophisticated transactions that obscure the source of these funds (Amoako et al., 2025). Money laundering schemes distort monetary policies and disrupt economic structures. These unregulated capital flows, as Soroka and Kugai (2020) highlight, increase the demand for cash, change interest rates, and cause inflation. Similarly, large-scale outflows of illicit funds are detrimental to national development and undermine the integrity of the international financial system. These unregulated funds move from location to location in seconds, making it difficult for regulators to keep track. The economic implications of money laundering are vast, such as excessive imports, widening trade deficits, and undermining efforts to combat inflation, resulting in cyclical unemployment.
This challenge goes beyond macroeconomic impact. The incorporation of advanced digital infrastructures into the financial system in the United States further complicates the ability to differentiate illegitimate funds from legal ones, particularly as informal networks increasingly drive many economic activities (Amoako et al., 2025; Galeazzi et al., 2021). Legal and illegal income sources are both within the shadow economy, making it difficult to separate legitimate proceeds from proceeds from criminal enterprises (Gupta et al., 2023). Organized crime, tax evasion, and underground commercialization exacerbate the money laundering problem in the U.S. (Amoako et al., 2025; Savona and Riccardi, 2017). These illicit funds ultimately not only sustain local criminal enterprises but also fund global threats, including human trafficking, counterfeit products, and the proliferation of dangerous drugs.
In more developed financial ecosystems, such as the U.S., and highly risky regions, typified by shadow business ownership, cash-based economics, and transit hubs for transactions, money laundering activities are especially high in these areas. This worry is reinforced by historical data. According to a report on money laundering in 2023 by the United States Sentencing Commission, out of the 64,124 cases reported to the Commission in the 2023 fiscal year, 1,132 involved money laundering (up 14.3% since FY 2019). According to the Commission, 19.3 % of the individuals sentenced for money laundering were well aware that the laundered funds were proceeds of illegal activities involving a controlled substance, violence, weapons, national security, or the sexual exploitation of a minor. These statistics alert us there is the need for adopting adaptive technologies that harness the power of Machine learning, Deep learning, and next-generation communication technologies, such as sixth-generation technology, that may aid in enhancing the detection, prevention, and mitigation strategies in the war against financial crime.
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The diagram above illustrates a steady increase in the number of individuals sentenced for money laundering in the U.S., rising from 755 in FY 2020 to 1,132 in FY 2023 (U.S. Sentencing Commission, 2024). This trend highlights the growing scale and persistence of illicit financial activities, which emphasizes the need for more effective Anti-Money Laundering (AML) strategies. Leveraging advanced technologies such as machine learning (ML) and deep learning (DL) offers the potential to enhance detection capabilities beyond traditional rule-based systems through identifying complex, hidden patterns in large volumes of financial data. Furthermore, the emerging 6G technology, with its promise of ultra-low latency, high-speed connectivity, and real-time data transmission, could revolutionize cross-institutional collaboration, customer due diligence, and real-time monitoring. However, to fully realize the benefits of these technologies, the financial industry must address relevant challenges related to regulatory frameworks, model explainability, and data quality.
According to the Financial Action Task Force (FATF) Follow-up report on United States Anti-money laundering and counter-terrorist financing measures, since the 2016 assessment of the effectiveness of the United States’ measures to combat money laundering and terrorist financing, the country reported back to the FATF in 2020 on the actions it had taken to strengthen its AML/CFT framework. As a result, and to reflect this progress, the FATF re-rated the United States on Recommendation 10 (Customer Due Diligence).  
As of March 2024, the Financial Action Task Force (FATF) assessment reports that the United States is fully compliant with 9 of the 40 Recommendations and largely compliant with an additional 23. However, it remains only partially compliant with 5 Recommendations and noncompliant with 3. These figures reflect measurable progress in the country’s anti-money laundering (AML) framework and regulatory alignment. Nevertheless, the data underscores the ongoing need for systemic enhancement and sustained vigilance. As criminal actors continue to develop increasingly sophisticated mechanisms to circumvent detection, often leveraging emerging technologies and exploiting cross-border financial vulnerabilities, the U.S. must intensify its implementation of robust, adaptive, and technology-driven AML strategies to address both current gaps and evolving threats effectively.

Professional Money Laundering in the U.S.
Professional money laundering is an advanced level of money laundering that involves complex techniques and specialized knowledge. According to the Department of the Treasury, in its “2024 National Money Laundering Risk Assessment” report, “Professional money laundering encompasses individuals, organizations, and networks involved in third-party laundering for a fee or commission”. This type of money laundering reaches far beyond merely an attempt to cover up dirty money, and instead uses sophisticated financial products, shell companies, and overseas networks to convey an image of legitimacy (Saputra, 2021). Experienced money launderers typically serve a broad range of customers, including drug barons and corrupt bureaucrats, to embezzlers needing to hide the spoils of their illicit funds (Saputra, 2021). The services of these professionals are not only limited to placement and layering but also involve a planned and structured strategy to exploit loopholes in regulations and eventually get the illegal funds merged in the legal economy (Faysal & Arifuzzaman, 2022; Ramdhass & Kumar, 2022). The complicated nature of these transactions requires financial knowledge about financial systems, regulatory frameworks, and global banking operations (Granados & Vargas, 2022).
Professional enablers are increasingly used in laundering funds, assisting in hiding the source of dirty money, largely through legal companies and a complex web of shell companies, which are often backed by supporting documents. According to the U.S. Department of the Treasury, in its “2024 National Money Laundering Risk Assessment” report, in Mexico, “factureros” focus on making fake invoices for services never performed to hide the money trail. According to the report, a typical case is Ghacham Inc., a Los Angeles clothing wholesaler that pleaded guilty to conspiring to commit customs fraud and laundering money with narcotics traffickers. The company was fined and required to create and maintain an AML/CFT compliance and ethics program. Moreover, the report detailed another money laundering scheme resulting from a 2022 OCDETF initiative, where a detailed investigation was conducted into an MLO based in Tampa. The MLO laundered more than $21.5 million in drug proceeds received in cash through more than 400 separate transactions in the form of cashier’s checks purchased at different banks to avoid detection, and channeled the illicit funds through a complex web of personal and business bank accounts to disguise, conceal, and distribute the drug trafficking proceeds. The U.S. Department of the Treasury in 2024 also detailed a recent case where Djonibek Rahmankulov was jailed for laundering money through fraud and hacking schemes. He controlled a system of shell companies and unlicensed money transmitting businesses that transferred funds globally without detection. These developments reflect the increasing sophistication of money laundering schemes in the U.S. in recent years.

Machine Learning in Anti-Money Laundering
Anomalies detection in real-time financial transactions is based on identifying deviations from expected behavior (Kamisalic et al., 2021). Banks and other financial institutions in combating money laundering and terrorism finance rely on regulatory technology solutions that automate detection based on important indicators established by regulatory agencies like the Financial Action Task Force (Adebayo et al., 2025). Such indicators can be irregular transaction sums, frequent movement of funds between unrelated actors, or techniques to add complications, such as transferring funds into privacy-based currencies.
Machine learning models replicate human learning processes by analyzing large amounts of data and improving within a reasonable time frame, and thus provide powerful tools for addressing complex issues in finance (Mensah et al., 2025). Such models improve the effectiveness of compliance monitoring within anti-money laundering systems by uncovering patterns beyond the scope of traditional rule-based systems (Weber et al., 2019; Lorenz, 2021). Alternatively, deep learning techniques with layered neural networks offer enhanced capacity to recognize non-linear and high-dimensional relationships, thereby proving appropriate strategies for identifying advanced money laundering schemes.
Notwithstanding the potential of these models, their use in combating money laundering is constrained as a result of the scarcity of labeled datasets, as well as high costs of development and deployment. To overcome these problems, some companies create synthetic datasets or separate anomalies in historical data. Nevertheless, the best validation is provided by human analyst feedback (Eddin et al., 2021).
Rule-based techniques provide interpretability and auditability of the process, but they generate hundreds of alerts, with false positive rates as high as ninety-five to ninety-eight percent (Eddin et al., 2021). The vast amount of these alerts and the sophisticated nature of financial data make automation significant. Nevertheless, due to data fragmentation, disparate data with inconsistent labeling and changes in the underlying typologies of financial crime that are taking place, the interpretation of these alerts still often requires human intervention (Weber et al., 2018). To this end, automation tools have been suggested to reduce the burden on analysts and increase the accuracy of money laundering detection systems (Oad et al., 2021).
In recent years, there has been a rise in machine learning-based approaches as effective tools to combat financial crimes and anti-money laundering. Money laundering, as the methods used to hide the real source and ownership of a criminal’s gains, can threaten the world’s economy and security (Chen et al., 2018; Le‐Khac et al., 2016). According to the U.S. Department of the Treasury, “Money laundering generally refers to financial transactions in which criminals, including terrorist organizations, attempt to disguise the proceeds, sources, or nature of their illicit activities. Money laundering facilitates a broad range of serious underlying criminal offenses and ultimately threatens the integrity of the financial system”. Anti-money laundering regulations are often failing to keep up with the increasing complexity and sophistication of money laundering schemes as money launderers continually devise even more elaborate schemes that fall outside of existing traditional anti-money laundering efforts (Alhajeri & Alhashem, 2023; Adebayo et al., 2025). 
The use of machine learning in anti-money laundering systems represents a significant advancement in the fight against financial crime, which enables financial institutions and regulatory authorities to detect money laundering activities on a far more sophisticated level by taking advantage of enhanced abilities to identify suspicious transactional activities and patterns that may indicate money laundering activities (Yusoff et al., 2023). Machine learning algorithms can process large volumes of financial data, such as transaction records, customer information, and network activity, to detect variances and patterns that would be extremely difficult or impossible to detect manually (Yusoff et al., 2023). It allows real-time transaction activity monitoring, so that unusual behaviors can be detected quickly and adapt to new and sophisticated strategies employed by these criminals (Pan, 2024).
Machine Learning Models Used in Anti-Money Laundering
Machine learning methods for anti-money laundering systems rely on anomaly detection as an essential component. Since money laundering transactions are sporadic and follow no systematic transaction patterns, this task has some inherent suitability for anomaly detection (Bouman et al., 2023; Hilal et al., 2022). In the specific case of the US financial market, both supervised and unsupervised learning methods have been in use. In supervised learning, algorithms are trained on previously labeled data, which has a known distinction between legal and illegal transactions. Supervised machine learning techniques are often used in the fight against money laundering and have shown great potential for identifying and classifying suspicious behaviour in financial systems. Nevertheless, such methods are hampered by the lack of labeled money laundering data, privacy issues, as well as high manual labeling costs (Afriyie et al., 2023; Hilal et al., 2022; Jullum et al., 2020; Yang et al., 2023). 
Bayesian classifiers, derived from Bayes’ theorem, offer a probabilistic approach to evaluate the probability of a transaction being associated with money laundering based on prior information and evidence (Zhang & Trubey, 2018). Since money laundering activities in this evolving financial landscape are not well-defined, these classifiers are commonly used as they are capable of effectively managing uncertainty and utilizing expert knowledge (Chen et al., 2018). A further robust technique under supervised learning is Support Vector Machines (SVMs). Support Vector Machines (SVMs) are widely used supervised learning algorithms that can effectively identify complex patterns in high-dimensional data by constructing the best hyperplane that differentiates different classes of transactions (Charitou et al., 2021). SVMs are powerful for studying non-linear relationships, and they tend to perform well with data that has not been seen before, making them useful to capture new and emergent money laundering patterns (Charitou et al., 2021). Indeed, the deployment of machine learning algorithms offers significant benefits for detecting money laundering, especially when coupled with suitable sampling techniques to overcome the sporadic nature of these criminal acts (Zhang & Trubey, 2018). These models rely heavily on the availability of labeled datasets, which can be tedious and expensive to obtain, leading to explore how semi-supervised and unsupervised methods can be used to enhance their performance
Unsupervised learning, which does not rely on the availability of labelled data, is a possible alternative but still requires extensive feature engineering and domain knowledge. These models typically use known typologies and identify anomalies based on their characteristics and may not be able to detect emerging or evolving money laundering techniques (Cardoso et al., 2022; Tariq and Hassani, 2023). To address these limitations, researchers have looked to semi-supervised and self-supervised learning approaches. These methods utilize both labeled and unlabeled data, allowing for adaptation in situations where reliable labels are difficult to obtain (Kumar et al., 2022; Chen et al., 2018; Yoon et al., 2020; Hojjati et al., 2022; Wu et al., 2024). More specifically, self-supervised models provide a natural training mechanism that relies on creating internal tasks that serve to organize the sample for subsequent classification, and thus can detect laundering patterns without needing predefined labels.

Table 1: Systematic Review on Anti-Money Laundering and Advanced Technologies
	Author(s)
	Year
	Methodology
	Theory 
	Findings

	Alexandre & Balsa
	2023
	Machine learning with a multi-agent system approach
	N/A
	Incorporation of machine learning algorithms within multi-agent systems significantly enhances AML detection capabilities while adapting to evolving financial crime patterns.

	Alhajeri & Alhashem
	2023
	Literature review and conceptual analysis
	N/A
	AI technologies can effectively combat money laundering through improved detection patterns, reduced false positives, and enhanced transaction monitoring capabilities.

	Afriyie et al.
	2023
	Supervised machine learning algorithms
	N/A
	Developed a supervised learning algorithm that achieved high accuracy in detecting fraudulent credit card transactions, demonstrating effectiveness in real-time fraud detection.

	Bouman, Bukhsh & Heskes
	2023
	Comparative analysis of unsupervised anomaly detection algorithms
	N/A
	Different unsupervised algorithms perform variably across datasets; combining multiple methods yields more robust detection than single-algorithm approaches.

	Cardoso, Saleiro & Bizarro
	2022
	Self-supervised graph representation learning
	Network theory
	The “LaundroGraph” system, a novel self-supervised model, outperformed other supervised methods in money laundering detection by leveraging transaction networks without requiring labeled data.

	Chen et al.
	2018
	Systematic literature review
	N/A
	Machine learning techniques demonstrate significant advantages over rule-based systems for AML, with hybrid approaches showing the most promise for detecting suspicious transactions. 

	Charitou, Dragicevic & Garcez
	2021
	Generative Adversarial Networks (GANs)
	N/A
	GANs can effectively generate synthetic financial transaction data that preserves statistical properties while addressing privacy concerns and class imbalance problems.

	Eddin et al.
	2021
	Machine learning with graph-based approach
	Network theory
	Graph-based machine learning models optimize AML alert systems by reducing false positives and identifying complex transaction patterns undetectable by traditional methods.

	Fan et al.
	2025
	Literature review and framework development
	N/A
	Deep learning approaches show significant potential for AML in mobile transactions, with a proposed framework that addresses unique challenges in the mobile payment ecosystem.

	Galeazzi, Mendelson & Levitin
	2021
	Policy analysis
	N/A
	The Anti-Money Laundering Act of 2020 represents the most comprehensive AML legislation in decades, expanding beneficial ownership reporting and increasing penalties for violations.

	Hilal, Gadsden & Yawney
	2022
	Systematic review of anomaly detection techniques
	N/A
	Financial fraud detection benefits from combining multiple anomaly detection techniques, with deep learning approaches showing particular promise for complex financial data.

	Hojjati, Ho & Armanfard
	2022
	Survey and analysis
	N/A
	Self-supervised anomaly detection methods outperform traditional approaches in scenarios with limited labeled data, offering promising directions for AML systems.

	Jullum et al.
	2020
	Machine learning using Random Forests
	N/A
	Transaction monitoring using machine learning significantly outperforms rule-based systems, demonstrating 20-50% improvement in detection rates with lower false positives.

	Kamišalić, Kramberger & Fister
	2021
	Integration of blockchain technology and data mining
	N/A
	The synergistic combination of blockchain and data mining techniques enables more transparent, secure, and effective anomaly detection in financial transactions.

	Ketenci et al.
	2021
	Time-frequency based detection framework
	N/A
	Time-frequency analysis of transaction patterns can effectively identify suspicious activities that traditional methods might miss, particularly in detecting structuring behaviors.

	Kumar, Ghosh & Verma
	2022
	Guided self-training semi-supervised learning
	N/A
	Semi-supervised learning approaches effectively leverage limited labeled data for fraud detection, outperforming fully supervised approaches when labeled data is scarce.

	Li et al.
	2022
	Stacked temporal convolution networks
	N/A
	The unified model effectively detects both collective and point anomalies in temporal data, offering advantages for detecting various money laundering patterns.

	Lokanan
	2022
	Machine learning and artificial neural networks
	N/A
	Neural networks demonstrate superior performance compared to other machine learning algorithms for predicting money laundering in banking transactions.

	Oad et al.
	2021
	Blockchain-enabled transaction scanning
	N/A
	Blockchain technology enables more transparent and efficient transaction monitoring for AML, with particular effectiveness in tracing complex transaction chains.

	Tariq & Hassani
	2023
	Topology-agnostic detection
	Network flow theory
	Novel approach detects temporal money laundering flows in billion-scale transactions regardless of network structure, significantly improving the scalability of AML systems.

	Weber et al.
	2018
	Scalable graph learning
	Graph theory
	Graph-based learning approaches show promise for large-scale AML applications, capturing complex relationships between entities and transactions.

	Wu et al.
	2024
	Self-supervised anomaly detection
	N/A
	Self-supervised algorithm with interpretability provides both effective detection and explainable results, addressing a key challenge in AML implementation.

	Yang, Liu & Li
	2023
	Intelligent algorithm supervision
	N/A
	AI algorithms enhance AML supervision by improving monitoring efficiency, reducing manual workload, and adapting to evolving money laundering techniques.




The table above provides a systematic overview of recent scholarly contributions that examine the application of advanced technologies in anti-money laundering (AML) systems. Most of the studies reviewed adopted machine learning and deep learning techniques, including supervised, unsupervised, and self-supervised models, to improve the detection of suspicious financial transactions. These models have shown greater effectiveness than traditional rule-based systems, particularly in reducing false positives and identifying hidden patterns. Several studies also incorporate graph-based and network-oriented approaches, which enhance the ability to monitor complex transaction structures. Theoretical foundations such as risk-based strategy, network theory, and distributed ledger theory support these innovations that highlight the move towards more adaptive and data-driven AML frameworks. Furthermore, the integration of blockchain and artificial intelligence demonstrates potential for improving transparency, traceability, and operational efficiency in AML processes. However, though the results are promising, the studies also underscore the challenges of limited labeled data, regulatory alignment, and model explainability. Overall, this body of work contributes to the growing field of technology-enabled financial crime prevention, which offers both practical solutions and areas for future academic inquiry.
Challenges and Limitations of Machine Learning Implementations in Anti-Money Laundering
Fundamental challenges in the anti-money laundering domain remain deeply significant, despite ongoing advancements in modeling techniques. One such example is that there are limited available datasets (Amoako et al., 2025). Due to the sensitivity of the financial data, the institutions are careful about releasing transactional data; hence, such datasets are not available to create a comprehensive machine learning model. Consequently, researchers frequently depend on anonymized records or synthetic data that, by design, fail to represent real money laundering behaviors. Also, in anti-money laundering datasets, legitimate transactions are overwhelmingly greater than suspicious transactions. Such an imbalance may cause machine learning models to be naturally biased toward the majority class. This can lead to increased false negatives, where money laundering activities go undetected, or false positives, where legitimate transactions are incorrectly flagged as suspicious (Fan et al., 2025). Such results lead to low efficiency of detection systems and impose an unnecessary burden on human analysts. Most traditional models concentrate on the algorithm design and ignore the importance of balancing the dataset in the training phase.
There are multiple challenges, both organizational and technical, to building successful machine learning applications to help support anti-money laundering efforts in the United States (Amoako et al., 2025). Money laundering poses a grave risk to the global economy, as it allows for the concealment of the sources of illicit funds to make them appear legitimate (Chen et al., 2018). In response, financial institutions and regulators in developed countries are increasingly relying on machine-learning capabilities (Yusoff et al., 2023; Agbeve et al., 2025). These technologies are significant in detecting suspicious activities and identifying patterns that show signs of money laundering to combat these financial crimes (Yusoff et al, 2023). 
Another key challenge is that rule design is reactive to new laundering methods, and the process is often slow and cannot keep up with the changing tactics of criminals (Ketenci et al., 2021). Banks must enhance their data analytics capabilities by adopting advanced technologies, which help in the prediction or detection of financial crimes (Rouhollahi, 2021; Adebayo et al., 2025; Atisu et al., 2024). According to Pan et al. (2024), the challenges encountered in the use of machine learning techniques include data quality and privacy, model interpretability, high cost of implementing the technology, and integration issues with existing systems. Data mining techniques are increasingly emerging as effective ways for identifying money laundering activities (Le‐Khac et al., 2016). They are comprehensive data mining algorithms that are used to identify suspicious transactions and assess the customer risk profile, and therefore demand a high level of specialized knowledge in both financial intelligence and machine learning algorithmics (Chen et al., 2018).
Ranawana and Karunananda (2021) point out that a large number of machine learning models are never deployed due to a lack of alignment between business objectives and technical design. This highlights the need for engaging stakeholders at early stages of developing a predictive model, such that the model may address practical needs (Villamizar et al. 2022). Unfortunately, this key step is often ignored during planning, thus decreasing the chances of long-term success (Saltz, 2021). Fischer et al. (2021) also note the absence of well-established standards for developing machine learning systems.  Myllyaho et al (2021) argue that models need validation and should be evaluated to ensure they align with practical business operations. 
Current Regulatory Guidance on Advanced Technologies in Anti-Money Laundering in the U.S.A.
Over the past few years, there has been an evolution in the field of anti-money laundering (AML), driven by political policies to tackle drug trafficking, organized crime, and terrorism, which led to a wave of concerted national initiatives and international AML efforts (Amoako et al., 2025). Governments and financial institutions around the world are grappling with an evolving regulatory landscape characterized by heightened collaboration and stricter rules that deter the cross-border exchange of illegal funds. The emergence of technologies such as machine learning, blockchain, and big data presents opportunities as well as challenges in this area, and requires a good understanding of existing regulatory guidance to apply these tools effectively (Amoako et al., 2025; Yusoff et al., 2023). Money laundering remains a significant threat that continues to affect the world economy as it allows criminals to legitimize capital obtained through illegal means (Chen et al., 2018). 
The evolution of digital technologies has significantly transformed the strategies used by criminals, who now utilize advanced tactics to evade detection and launder illegal gains (Amoako et al., 2025). Existing anti-money laundering mechanisms, despite their effectiveness, are often unable to keep up with these flexible and multilateral evolving criminal methods, creating a need for solutions that are both smarter and more adaptable (Amoako et al., 2025; Hilal et al., 2022; Chen et al., 2025). The deployment of advanced technologies can transform the efficiency of anti-money laundering mechanisms through better monitoring, processing, and examination of suspicious transactions (Yusoff et al., 2023). 
The U.S. has put in place a sound legal and regulatory infrastructure to combat money laundering, mainly through the Bank Secrecy Act of 1970, and amended later by the USA PATRIOT Act of 2001 (Ononiwu et al., 2024). This legislation aims to stop criminals from laundering the proceeds of crime, such as drug trafficking, organised crime, and terrorism (Amoako et al., 2025). Illegal funds usually go through the three-stage process of placement, layering, and integration to conceal the source (Alhajeri & Alhashem, 2023). The Bank Secrecy Act mandates that depository institutions in the U.S. keep records and file reports about certain financial transactions (Yadav, 2017). Such reports include Currency Transaction Reports for transactions over $10,000, and Suspicious Activity Reports for any transaction that a bank suspects or has reason to suspect may be some sort of money laundering scheme.
The Anti-Money Laundering Act of 2020 (AMLA) is the most substantial overhaul of U.S. anti-money laundering laws since the USA PATRIOT Act of 2001 (Hausfeld et al., 2021). Through bipartisan reform, the AMLA made several changes such as establishing a non-public beneficial ownership registry, strengthening the whistleblower program in the U.S. with reward payments up to 30% of fines collected, extending subpoena power over foreign banks, updating the anti-money laundering framework to cover modern technology like cryptocurrency, and increasing the penalties for violations of anti-money laundering provisions among others (Hausfeld et al., 2021; Galeazzi et al., 2021). These reforms enhance the U.S. capabilities to fight against money laundering and terrorist financing in the ever-evolving financial landscape.
The Role of 6G Technologies in Anti-Money Laundering 
Wireless communication technologies have undergone several evolutions, driven by a relentless pursuit of significant innovation, which has resulted in data rate improvement, latency, and more advanced network capabilities. While 5G networks are being deployed and optimized around the world, researchers and industry players are already eyeing their next big thing, which is 6G (Chataut et al., 2024; Routray & Mohanty, 2019). 6G development needs to satisfy the ever-growing performance requirements of new applications, which makes wireless communication systems upgrade to more versatile and efficient solutions (Jiang et al., 2021; Rasti et al., 2021). The initial research for sixth-generation wireless communications has officially begun to satisfy future demands (Wang et al., 2021). The Introduction of the 6th generation (6G) network is expected to be an architecture covering multiple services such as sensing, computing, caching, imaging, high-accuracy positioning and mobility, radar, and navigation (Adem et al., 2021). Moving from 5G to 6G is not just an evolution, but a revolution, focusing on the expansion of solutions as well as the introduction of novel applications and services (Chen et al., 2023). 
As the demands of users for larger throughput, capacity, and lower latency continue to grow, the current limitations of 5G systems are motivating the research for 6G wireless systems (Qamar et al., 2020; Iyer et al., 2022). In the future, the 6G communication technologies will revolutionize anti-money laundering solutions by facilitating the real-time sharing of data, enhancing the training of different models, and allowing for detailed analysis over varied financial networks. Thus, the integration of sixth-generation technology with federated learning and other privacy-preserving techniques can drive the development of scalable, compliant machine learning models for combating money laundering.

Conclusion
This review has considered how machine learning, deep learning, and 6G technology to combat money laundering in the U.S. financial sector. In spite of the evidence that traditional rule-based AML systems produce numerous false positives and cannot quickly react to changes in criminal behaviors, ML/DL has a lot to offer AML operations with faster processing and better pattern recognition capabilities, and the capacity to detect emerging money laundering techniques. These technological solutions appear particularly promising in monitoring transactions to detect anomalies and suspicious events. Nevertheless, there are many challenges in successfully integrating machine learning techniques to combat money laundering transactions, such as poor data quality, privacy issues, regulatory uncertainties, and issues with the explainability of the models. The new 6G technology has the potential to transform AML through its real-time analytics and improved data sharing, but it also provides further challenges in terms of implementation cost and data governance. To successfully fight money laundering, a balanced approach that leverages technology whilst focusing on regulatory imperatives and operational challenges is needed. Banks and other financial institutions have to consider deploying ML/DL not just as a technology they need to do, but as a strategic tool that needs stakeholder consultation and proper validation, and make sure it is aligned with the business objectives. 
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