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	PART  1: Comments



	
	Reviewer’s comment

Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.

	Author’s Feedback (It is mandatory that authors should write his/her feedback here)



	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.


	This study addresses the critical challenge of balancing security and performance in modern web applications by integrating client-side encryption and Zero Trust principles. The proposed SFAF framework offers a novel solution to mitigate rising client-side vulnerabilities (e.g., XSS, CSRF) while maintaining operational efficiency. Its findings are highly relevant for industries like healthcare, finance, and e-commerce, where data breaches carry severe consequences. As cyber threats continue to evolve and target client-side vulnerabilities, this research provides valuable empirical evidence for how security can be enhanced without substantially compromising performance. This research contributes to academic discourse by bridging gaps between decentralized encryption and Zero Trust architectures, offering actionable insights for developers and policymakers.
	

	Is the title of the article suitable?

(If not please suggest an alternative title)


	Yes, the title is appropriate, specific, and accurately reflects the research's scope and purpose. It clearly indicates the study involves a security framework for front-end automation and suggests comparative analysis. 
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.


	The abstract is thorough but could better highlight combining client-side encryption with Zero Trust. Add a sentence on the practical implications for industries (e.g., compliance with GDPR/HIPAA).
The phrase “Quantitative experimental research design” may be redundant and could be streamlined for clarity.

The abstract is currently presented in a boxed format; it should be converted to a standard paragraph format following journal guidelines. The abstract appropriately covers aims, methodology, results, and conclusions, but would benefit from removing the artificial table formatting. Additionally, the abstract should maintain consistent spacing and formatting throughout.
	

	Is the manuscript scientifically, correct? Please write here.
	The manuscript is generally scientifically correct in its approach and analysis. However, several improvements would enhance scientific rigor:

1. The methodology section lacks sufficient detail about application complexity and test environment specifications. The authors should clarify the complexity level of the two web applications developed for comparison and provide specific details about hardware/software configurations used during testing.

2. The sample size (60 test instances, 30 per group) requires justification. A power analysis or explanation for this selection would strengthen the methodology.

3. While statistical significance is well-reported, the practical implications of some findings should be further contextualized—particularly regarding whether a 2.7% increase in response time is meaningful in real-world application settings.

4. The implementation details of the SFAF model lack technical specificity, which limits reproducibility. Specify encryption algorithms (e.g., AES-256 vs. RSA) and tools (e.g., Web Crypto API). The authors should provide more concrete examples of how client-side encryption algorithms were implemented and how Zero Trust principles were operationalized.
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	The references are generally recent and relevant, with many from 2023-2025. However, several improvements are needed:

1. The literature review would benefit from more systematic organization distinguishing previous approaches from the novel contributions of SFAF.

2. Additional recent references on client-side encryption performance optimization would strengthen the discussion of performance trade-offs. 

3. Add recent studies on Zero Trust in front-end systems:

· Hasan, M. (2024). Enhancing Enterprise Security with Zero Trust Architecture. arXiv.  https://doi.org/10.48550/arxiv.2410.18291
· Kang, H., Liu, G., Wang, Q., Meng, L., & Liu, J. (2023). Theory and Application of Zero Trust Security: A Brief survey. Entropy, 25(12), 1595. https://doi.org/10.3390/e25121595

4. Certain references, such as “Als et al. (2024)” are cited without sufficient critical analysis of their findings, methodologies and limitations. 

5. The references for key security standards (e.g., OWASP Top 10) should be explicitly cited when mentioned as benchmarks.


	

	Is the language/English quality of the article suitable for scholarly communications?


	Numerous grammatical errors, awkward phrasing, and syntax issues impair readability throughout the manuscript:       

1. For example, the word “challenges” is misspelled and should be corrected to “challenges” in Section 1.1

2. "proved to be practical in almost the impact of effect size (Cohen’s d = 2.52)."

                You may want to revise to "demonstrated a large effect size (Cohen’s d = 2.52)."

3. "resulted in lower exploitability scores" 

               You may want to add an article: "resulted in a lower exploitability score."

4. Inconsistent terminology usage (e.g., "Zero Trust," "ZERO Trust," "zero-trust") needs standardization. 

5. Several paragraphs contain run-on sentences that should be divided for clarity. 

6. The language in the methodology section lacks precision in describing procedures and measurements.

7. There are formatting inconsistencies in statistical reporting (p-values formatted differently across tables).

A thorough proofreading is recommended to improve readability and align with scholarly communication standards.
	

	Optional/General comments


	This paper makes a strong contribution to the cybersecurity domain, especially in front-end security automation. While performance trade-offs are acknowledged, they are well-justified, and the benefits of the SFAF approach are clearly demonstrated. It would be beneficial to include an appendix with pseudocode or architectural implementation details to enhance reproducibility for future researchers. The conclusion only mentions extending SFAF to mobile environments, however, it is recommended to expand future directions (e.g., AI-driven adaptive security, cross-platform benchmarking).

1. The proposed SFAF architecture in Figure 1 needs more detailed explanation regarding component interactions and implementation specifics. 

2. The discussion of limitations is insufficient. The authors should add a specific limitations section addressing threats to validity and generalizability. 

3. The appendices appear disconnected from the main text in places, with references to appendix content that doesn't fully align with what's presented.

4. The caption formatting is consistently misleading across the entire manuscript:

· Captions are styled similarly section headings (bolded, large font, centered), which makes them look like paragraph headers, not labels for the images.

· This formatting creates confusion, as the following paragraph is often interpreted as the main content under that heading, rather than a discussion of the figure.

Examples:

· “Fig. 2. Approach for application performance” and “Fig. 3. API, SFAF comparison” are formatted like headers instead of figure labels.

· The content following these captions starts with phrases like “The results of the paired-sample t-test show...”, which appears like a new section and not an explanation of the image.

Ensure captions are clearly distinguishable as part of the image/visual component—not part of the section structure.

Table Formatting Issue:
While the content in Tables 1–3 and the comparison tables in Appendices A and B are scientifically valid and clearly labeled, the tables appear to have been manually formatted using plain text or spacing, rather than being created using the proper table tools in Microsoft Word or LaTeX. This method can lead to misalignment, accessibility issues, and formatting errors during typesetting and digital publication.

The authors are strongly advised to reconstruct all tables using proper table structures to ensure:

· Consistent cell alignment

· Appropriate font sizing and styling

· Proper statistical formatting (e.g., aligned decimal points, standardized use of parentheses for standard deviations)

· Clear table borders or spacing for readability

Adopting proper table formatting will improve the visual clarity, professional presentation, and compliance with academic publishing standards.
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	Are there ethical issues in this manuscript? 


	(If yes, Kindly please write down the ethical issues here in details)
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