Review Form 3

	

	Journal Name:
	Journal of Engineering Research and Reports 

	Manuscript Number:
	Ms_JERR_134117

	Title of the Manuscript: 
	Cybersecurity Risk Stratification Framework Using Multilevel Clustering: An Automated Threat Attribution and Categorization Approach for Cross-Industry Cybersecurity

	Type of the Article
	


	PART  1: Comments



	
	Reviewer’s comment

Artificial Intelligence (AI) generated or assisted review comments are strictly prohibited during peer review.

	Author’s Feedback (Please correct the manuscript and highlight that part in the manuscript. It is mandatory that authors should write his/her feedback here)

	Please write a few sentences regarding the importance of this manuscript for the scientific community. A minimum of 3-4 sentences may be required for this part.
	
	

	Is the title of the article suitable?

(If not please suggest an alternative title)
	
	

	Is the abstract of the article comprehensive? Do you suggest the addition (or deletion) of some points in this section? Please write your suggestions here.
	
	

	Is the manuscript scientifically, correct? Please write here.
	
	

	Are the references sufficient and recent? If you have suggestions of additional references, please mention them in the review form.
	
	

	Is the language/English quality of the article suitable for scholarly communications?


	
	

	Optional/General comments


	The paper presents a novel multilevel clustering framework integrating K-means, Hierarchical Clustering, and Fuzzy C-means for cross-industry cybersecurity threat attribution. The authors approach to addressing this noted  gap in existing methods, which often lack adaptability to heterogeneous datasets and cross-sector generalization is unique. The use of the MITRE ATT&CK dataset and validation across diverse industries (e.g., healthcare, finance, telecommunications) demonstrates originality. 

I like the fact that the writer Considered Computational and scalability requirements for the processing of different threat attribution and categorization. 

Outside of technical review comments I found the paper easy to read which is a plus for the writer.

Strengths  

- The three-stage clustering pipeline K-means → Hierarchical → Fuzzy C-means is logically structured and leverages complementary strengths of each algorithm.  

- Writer(s) made a good choice by choosing metrics like Silhouette Score, Dunn Index, and Cross-Industry Consistency Score (CICS) for evaluating clustering performance.  

- Validation on real-world MITRE ATT&CK data adds practical relevance to the authors submission.  

 Recommendations

- I suggest that the authors consider how to handle missing data in the MITRE ATT&CK dataset. Methods like multiple imputation or robust distance metrics could improve reproducibility.  

- I will recommend the writer(s) consider computational complexity for large datasets for example  telecommunications. This could reveal some significant information to help the scientific community understand why performances was poor dealing with heterogeneous data. I will also say that benchmarking against hierarchical or density-based methods e.g., DBSCAN  would clarify trade-offs.  

- Visualizations: While Andrews Curves and RadViz plots are informative, comparisons to established methods like  heatmaps for stratification would improve interpretability.  

- Metrics like Adjusted Rand Index (ARI) are reported, but p-values or confidence intervals are missing. Bootstrapping as in population-based robustness could validate stability.  

References and Citations  

- The paper cites relevant literature and most of the papers the writers considered were very recent, I consider this to be very good.

 Decision: Major Revisions Required (Address missing data and comparative analysis).
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