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Abstract
The study examines the escalating threat of ransomware on cloud-based Electronic Health Records (EHRs), analyzing vulnerabilities, mitigation strategies, and recovery trends using the NIST Cybersecurity Framework and MITRE ATT&CK Framework. A quantitative methodology was employed, utilizing data from the U.S. Department of Health and Human Services (HHS), the Cybersecurity & Infrastructure Security Agency (CISA), and the MITRE ATT&CK database. Statistical techniques included Chi-Square analysis (χ² = 25.6, p < 0.01) for breach severity, AutoRegressive Integrated Moving Average (ARIMA) forecasting, logistic regression, and survival analysis. The results revealed a 67% increase in ransomware incidents from 2018 to 2023, with credential theft (33.3%) and phishing (26.7%) as the most exploited attack vectors. Recovery times were significantly extended by backup failures (hazard ratio = 0.000, p = 0.127) and third-party risks (hazard ratio = 0.000, p = 0.030). The study recommends Zero Trust Architecture, AI-driven threat detection, immutable backups, and vendor risk management to mitigate ransomware threats and enhance cybersecurity resilience.
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1.	Introduction
The increasing digitization of healthcare has significantly improved data accessibility and operational efficiency, with cloud-based Electronic Health Records (EHRs) serving as a fundamental component of modern healthcare infrastructure. However, this transformation has also heightened the vulnerability of healthcare systems to cyber threats, particularly ransomware attacks. Sharma et al. (2024) posits that given the sensitive nature of patient data and the necessity of uninterrupted healthcare services, ransomware incidents pose severe risks to data integrity, patient safety, and institutional financial stability. To mitigate these threats, structured cybersecurity frameworks such as the NIST Cybersecurity Framework and the MITRE ATT&CK Framework have been advocated to strengthen organizational defenses (Yeboah-Ofori & Opoku-Boateng, 2023).
The frequency and sophistication of ransomware attacks in healthcare have escalated considerably. Sharma (2024) avers that in 2024, 67% of healthcare organizations reported ransomware incidents, many of which resulted in system outages and patient care disruptions. Attackers exploit vulnerabilities in cloud infrastructures, third-party service providers, and outdated security protocols, employing double extortion tactics—encrypting and exfiltrating data to coerce ransom payments (Riggs et al., 2023). The financial implications of these attacks are severe, with recovery costs averaging $2.57 million per incident and 53% of affected organizations admitting to paying ransoms, with payments averaging $4.4 million (Hinton, 2024).
Several high-profile ransomware attacks illustrate the severity of these threats. Özeren (2025) reports that in February 2024, the ALPHV/BlackCat ransomware group targeted Change Healthcare, disrupting medical claims processing for over 100 million patients and forcing UnitedHealth Group to pay approximately $22 million in ransom. Similarly, in June 2024, Ascension Health System experienced a ransomware attack that disabled access to cloud-based EHRs, leading to delays in medical appointments and prescription processing (Alder, 2024). That same month, Synnovis Pathology Services in the United Kingdom fell victim to the Qilin ransomware group, resulting in the cancellation of over 1,100 elective procedures and 2,100 outpatient appointments, illustrating the direct impact of ransomware on patient care (Uberoi, 2022). Furthermore, the MediSecure breach in Australia compromised the personal health data of 12.9 million individuals, underscoring the risks associated with third-party service providers (Lavoipierre, 2024).
These incidents reflect a broader global trend. BBC (2021) notes that in 2021, Ireland’s Health Service Executive was attacked by the Conti ransomware group, using the Cobalt Strike tool, causing widespread service disruptions. Similarly, the 2022 attack on Costa Rica’s Social Security Fund by the Hive Ransomware Group disrupted critical healthcare systems (Zerbe, 2023). In the United Kingdom, Cyber Management Alliance (2024) asserts that the 2022 ransomware attack on Advanced Computer Software Group, a major NHS supplier, resulted in a £6 million provisional fine, highlighting the regulatory and financial consequences of insufficient cybersecurity measures. More recently, in 2023, Children’s Hospital Los Angeles suffered a ransomware attack that forced a temporary return to paper-based systems, demonstrating the potential for severe operational disruptions in critical healthcare services (Eaton-Robb, 2023).
Statistical analyses underscore the urgency of ransomware mitigation. Alder (2025) states that between 2018 and 2023, hacking-related data breaches in healthcare increased by 239%, with 79.7% of all healthcare breaches in 2023 attributed to hacking incidents. The global incidence of ransomware attacks in healthcare nearly doubled in 2023, reflecting the growing severity of cyber threats. The Director of National Intelligence (DNI) reported a 128% increase in ransomware attacks targeting the U.S. healthcare sector in 2023, while as of December 2024, 677 major health data breaches had been recorded, affecting over 182.4 million individuals (CTIIC, 2024). Additionally, Riggi (2024) highlights that attacks on third-party service providers surged by 287% between 2022 and 2023, exacerbating cybersecurity risks in interconnected healthcare systems.
The widespread adoption of cloud-based EHRs has further expanded the attack surface, necessitating improved cybersecurity strategies. Innowise (2024) reports that by 2023, 81% of healthcare organizations had integrated cloud-based solutions, a trend expected to continue as the North American EHR market is projected to reach $17.34 billion by 2030. However, this transition has introduced new vulnerabilities, with compromised credentials and exploited system weaknesses accounting for 34% of ransomware incidents (Innowise, 2024). A particularly concerning issue is the targeting of backup systems, with 95% of ransomware attacks attempting to compromise backups, and 66% succeeding, significantly hindering recovery efforts (Cook, 2017).
To address these threats, structured cybersecurity frameworks provide essential risk mitigation strategies. NIST (2018) asserts that the NIST Cybersecurity Framework, which consists of five core functions—Identify, Protect, Detect, Respond, and Recover, enables organizations to assess system vulnerabilities, enforce secure authentication protocols, deploy real-time anomaly detection tools, develop incident response plans, and implement immutable backup solutions. Complementing this, Yeboah-Ofori and Opoku-Boateng (2023) highlights that the MITRE ATT&CK Framework adopts an adversary-centric approach, mapping real-world tactics used by ransomware actors. This framework enhances threat modeling and response strategies by detailing common attack vectors, including phishing, credential theft, and encryption of patient data for ransom, thereby strengthening institutional preparedness.
The increasing complexity of ransomware attacks has also prolonged recovery times, further underscoring the necessity for robust cybersecurity measures. Sophos (2024) posits that in 2024, 37% of healthcare organizations required over a month to fully recover from ransomware incidents, compared to 28% in 2023, illustrating the evolving sophistication of cyberattacks. Additionally, Alhajeid (2024) emphasizes that the ethical dilemma surrounding ransom payments remains contentious, as paying ransoms does not guarantee full data restoration and may encourage further attacks. This research aims to examine the impact of ransomware threats on data resilience in cloud-based Electronic Health Records (EHRs) and assess the applicability of the NIST Cybersecurity Framework and MITRE ATT&CK Framework in identifying, mitigating, and responding to such attacks,  by achieve the following objectives:
1. Investigates the prevalence and impact of ransomware attacks on cloud-based EHRs, focusing on data breaches, financial losses, and disruptions to healthcare services.
2. Analyzes the key vulnerabilities and attack vectors exploited by ransomware groups targeting cloud-based EHR systems.
3. Assesses the role of the NIST Cybersecurity Framework and MITRE ATT&CK Framework in enhancing cybersecurity measures against ransomware threats in cloud-based healthcare environments.
4. Examines case studies of ransomware attacks on healthcare organizations to identify common weaknesses, response strategies, and lessons learned for improving data resilience.
2.	Literature Review 
[bookmark: _so88j6a8bxxt]The transition from paper-based medical records to cloud-based Electronic Health Records (EHRs) has significantly transformed healthcare data management. Baporikar (2024) states that handwritten records posed challenges in storage, retrieval, and standardization, which digital systems have mitigated by improving accessibility and coordination among healthcare providers. Legislative measures such as the Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009 further accelerated EHR adoption by providing financial incentives for healthcare organizations (U.S. Department of Health and Human Services, 2017).
Cloud computing has enhanced EHR functionality by offering remote data storage, scalability, and cost efficiency. Wang et al. (2023) posits that cloud-based EHRs enable authorized users to access patient data from multiple locations and devices, facilitating real-time collaboration among healthcare professionals. This accessibility has led to more informed clinical decision-making and improved patient care coordination. Additionally, cloud infrastructure reduces reliance on on-premises IT systems, lowering operational costs and ensuring automatic software updates (Capgemini, 2022; Ajayi et al., 2025). As of 2021, 78% of office-based physicians and 96% of non-federal acute care hospitals had adopted certified EHRs (National Coordinator for Health Information Technology., 2025).
Despite these advantages, migrating sensitive patient data to cloud environments introduces substantial cybersecurity challenges. Gurinaviciute (2024) avers that the healthcare sector has become a prime target for cybercriminals due to the high value of medical data on illicit markets. Threats such as ransomware, phishing attacks, and insider threats compromise data integrity and patient confidentiality. Studies indicate that human error remains a leading cause of security breaches, alongside theft and external cyberattacks (El-Bably, 2021; Nifakos et al., 2021; Balogun, 2025). Moreover, Abdi et al. (2024) asserts that inadequate encryption, misconfigured security settings, and insufficient access controls further exacerbate risks in cloud-based healthcare systems.
The dependence on third-party vendors for cloud services introduces additional security concerns. Ilori et al. (2024) highlights that while vendors provide critical infrastructure, their security protocols must align with healthcare industry standards to prevent potential breaches. The 2018 SingHealth data breach, which exposed 1.5 million patient records, exemplifies the risks associated with inadequate vendor security (Tham, 2018; Kolade et al., 2025). Additionally, Wright (2023) notes that supply chain attacks, where weaknesses in one vendor’s security framework compromise multiple healthcare institutions, are an increasing concern.
To mitigate these risks, Suleski et al. (2023) states that healthcare organizations are implementing comprehensive cybersecurity strategies, including encryption, multi-factor authentication, and intrusion detection systems. Regular security assessments and proactive vulnerability management help identify and address weaknesses. Ahmadi (2024) posits that the shared responsibility model, which defines security obligations between healthcare organizations and cloud service providers, reduces oversight risks. Additionally, Batan (2024) argues that zero-trust architecture, which requires continuous verification and restricted access, reflects the growing need for proactive cybersecurity.
[bookmark: _7hsk666cm3h4]Ransomware Threats in Healthcare: Trends, Impact, and Attack Vectors
The increasing prevalence and sophistication of ransomware attacks pose a significant threat to healthcare institutions, particularly those utilizing cloud-based Electronic Health Records (EHRs). Karim (2024) states that ransomware initially targeted individual users through phishing emails and social engineering, but attackers have since adopted Ransomware-as-a-Service (RaaS), allowing them to distribute advanced ransomware tools more broadly. This model has led to a 128% rise in ransomware incidents targeting U.S. healthcare organizations between 2022 and 2023, with further escalation in 2024 (CTIIC, 2024; Obioha-Val, 2025).
Ransomware disrupts healthcare operations, data integrity, and financial stability. Trader and Gurupur (2024) avers that compromised patient data can result in misdiagnoses, delayed treatments, or altered records, posing serious risks to patient safety. Financially, healthcare organizations face ransom payments, system recovery costs, regulatory fines, and reputational damage (Markey, 2022; Olutimehin, 2025). In 2024, the average cost of ransomware recovery in the healthcare sector reached $2.57 million, underscoring the economic impact of these attacks (Sophos, 2024; Balogun et al., 2025). Additionally, Diaz (2024) highlights that network shutdowns and offline systems have led to canceled procedures and delayed treatments, significantly affecting patient care.
Cybercriminals exploit various attack vectors to infiltrate healthcare networks. Alkhalil et al. (2021) asserts that phishing and social engineering remain primary tactics, with 88% of healthcare employees reportedly opening phishing emails in 2024. Attackers also exploit software vulnerabilities and misconfigured cloud settings to gain unauthorized access (Jimmy, 2024; Olutimehin, 2025). Prasad and Kumar (2024) notes that Remote Desktop Protocol (RDP) vulnerabilities and brute-force attacks further enable ransomware deployment. The emergence of double extortion tactics, in which attackers encrypt data while also exfiltrating sensitive information, has pressured victims into higher ransom payments (Duraibi et al., 2023; Obioha-Val et al., 2025). Moreover,  Cook (2017) reports that 95% of affected healthcare organizations experienced attempts to compromise backup systems, underscoring the necessity of secure and resilient backup strategies.
The reliance on third-party vendors introduces additional security risks. Ilori et al. (2024) contends that vendor system vulnerabilities can lead to cascading effects across multiple healthcare entities. The 2018 SingHealth data breach, which exposed 1.5 million patient records, illustrates the importance of aligning vendor security measures with healthcare compliance standards (Tham, 2018; Balogun et al., 2025). Additionally, Wright (2023) argues that the interconnected nature of cloud-based healthcare systems heightens the risk of supply chain attacks, necessitating robust security protocols.
Mitigating ransomware threats requires a comprehensive cybersecurity strategy. Suleski et al. (2023) posits that essential measures include encryption, multi-factor authentication, and continuous monitoring to detect and prevent unauthorized access. Regular security assessments and proactive vulnerability management are critical for identifying and addressing weaknesses before they can be exploited. Ahmadi (2024) highlights that implementing a shared responsibility model between healthcare institutions and cloud service providers ensures clearly defined security obligations, reducing oversight risks. Additionally, Batan (2024) argues that zero-trust architecture, which emphasizes continuous verification and restricted access, reflects the increasing need for proactive cybersecurity.
[bookmark: _fnmofs4b9usi]Cybersecurity Frameworks for Ransomware Mitigation in Cloud-Based EHRs
The increasing threat of ransomware in healthcare necessitates the implementation of structured cybersecurity frameworks to safeguard cloud-based Electronic Health Records (EHRs). Eltaeib et al. (2024) states that several frameworks, including ISO 27001, the Center for Internet Security (CIS) Controls, and the Zero Trust Model, provide methodologies for risk management and security implementation. However,  Yeboah-Ofori and Opoku-Boateng (2023) argues that the NIST Cybersecurity Framework (CSF) and the MITRE ATT&CK Framework are particularly effective in mitigating ransomware threats due t]o their comprehensive and adaptable structures.
The NIST Cybersecurity Framework (CSF) consists of five core functions: Identify, Protect, Detect, Respond, and Recover. NIST (2018) posits that the Identify function emphasizes risk assessment, asset management, and governance policies, enhancing an organization’s understanding of its cybersecurity posture. The Protect function ensures the implementation of security controls, such as access management, encryption, and network segmentation, to prevent cyberattacks; while detect focuses on real-time monitoring, anomaly detection, and leveraging threat intelligence to identify security incidents promptly. The Respond function involves incident response planning, forensic analysis, and regulatory compliance, while the Recover function prioritizes backup strategies, disaster recovery, and business continuity planning (NIST, 2018; Obioha-Val et al., 2025). Sharma et al. (2024) states that applying NIST CSF to cloud-based EHRs strengthens healthcare organizations’ security postures, ensuring compliance with regulatory requirements such as the Health Insurance Portability and Accountability Act (HIPAA) while addressing the complexities of cloud environments.
The MITRE ATT&CK Framework provides a structured knowledge base of adversary tactics, techniques, and procedures (TTPs) based on real-world attack patterns. Kirubavathi et al. (2024) asserts that by mapping ransomware TTPs to this framework, healthcare institutions can gain deeper insights into attack methodologies, improving their ability to detect, prevent, and respond to cyber threats. Ajmal et al. (2023) notes that the framework categorizes adversarial methods such as phishing for initial access and credential dumping for privilege escalation, enabling organizations to implement targeted security measures. Additionally, Georgiadou et al. (2021) highlights that integrating MITRE ATT&CK into cybersecurity strategies facilitates adversary threat modeling, allowing organizations to simulate attacks and assess their defensive capabilities. This proactive approach supports continuous security improvements, reinforcing resilience against ransomware attacks.
The rising frequency of ransomware incidents in healthcare institutions underscores the need for structured cybersecurity frameworks. According to HHS (2021) there is an increase in ransomware attacks, which highlights the necessity of adopting NIST CSF and MITRE ATT&CK to enhance security resilience. By integrating these models, healthcare organizations can systematically address vulnerabilities, improve threat detection, and establish effective incident response mechanisms. Furthermore, Alvarez-Tele and Díez-Fernández (2024) posits that aligning cybersecurity strategies with threat intelligence platforms reflects an industry-wide shift toward proactive security measures. 
[bookmark: _prxuvgfi844w]Case Studies: Ransomware Attacks on Healthcare Institutions
The rising frequency of ransomware attacks in healthcare has led to severe operational disruptions, financial losses, and compromised patient data. Jimmy (2024) states that recent high-profile incidents reveal common vulnerabilities and highlight the necessity of robust cybersecurity frameworks and proactive defense strategies
In February 2024, Change Healthcare, a leading health technology company, suffered a ransomware attack attributed to the Russian group ALPHV/BlackCat. Özeren (2025) notes that the breach disrupted medical claims processing and electronic payments nationwide, affecting over 100 million individuals. Attackers exploited stolen credentials from a Citrix portal lacking multi-factor authentication (MFA), exfiltrated sensitive data, and deployed ransomware. Özeren (2025) highlights that UnitedHealth Group, Change Healthcare's parent company, paid a $22 million ransom, raising ethical concerns regarding ransom payments and reinforcing the need for stronger authentication protocols.
Similarly, in May 2024, Ascension Health System experienced a ransomware attack that compromised personal, medical, and financial data of approximately 5.6 million individuals.  Alder (2024) reports that the attack rendered the MyChart electronic health record (EHR) system inaccessible, causing widespread operational disruptions across multiple states. Ascension’s decision not to comply with ransom demands illustrates the challenges organizations face in restoring operations while mitigating cyberattack impacts.
Another significant incident occurred in June 2024, when Synnovis Pathology Services, a provider for several NHS hospitals in London, fell victim to a ransomware attack by the Russian-speaking Qilin group.  Uberoi (2022) states that attackers exfiltrated 400GB of confidential data, affecting over 900,000 patients, while causing delays and cancellations of thousands of medical procedures. The financial cost of this attack reached £32.7 million, far exceeding the company’s annual profits, demonstrating the economic burden ransomware imposes on healthcare institutions.
These cases reveal recurring security gaps, including inadequate authentication measures, insufficient network segmentation, and delayed detection of unauthorized access. Özeren (2025) highlights that the exploitation of unprotected Citrix portals and lack of multi-factor authentication in the Change Healthcare attack underscore how fundamental security oversights lead to widespread breaches. Additionally, Alder (2024) and Uberoi (2022) asserts that the operational disruptions at Ascension and Synnovis emphasize the importance of comprehensive incident response plans and regular security audits.
Effective mitigation strategies require immediate system isolation, transparent communication with stakeholders, and collaboration with cybersecurity experts and law enforcement. Shandilya et al. (2024) posits that regulatory bodies play a crucial role in enforcing compliance standards, facilitating information sharing, and supporting investigations to deter future attacks. Given the increasing sophistication of ransomware, Batan (2024) argues that healthcare organizations must transition from reactive to proactive security measures, prioritizing risk assessment, zero-trust architectures, and advanced threat detection mechanisms. The integration of real-time monitoring and threat intelligence is essential in preventing attacks and strengthening cybersecurity resilience. 
[bookmark: _jmtpcpbiuy8k]Best Practices for Enhancing Data Resilience in Cloud-Based EHRs
Enhancing data resilience in cloud-based Electronic Health Records (EHRs) requires a comprehensive cybersecurity strategy integrating proactive security measures, robust incident response mechanisms, and strict regulatory compliance. Fernandez and Brazhuk (2024) posits that the implementation of Zero Trust Architecture (ZTA) represents a fundamental shift in cybersecurity, ensuring that every access request is authenticated, authorized, and encrypted. By enforcing least privilege access and continuous monitoring, ZTA minimizes attack surfaces and mitigates unauthorized access risks (Nahar et al., 2024; Olutimehin, 2025).
Complementing ZTA, Multi-Factor Authentication (MFA) strengthens access controls by requiring multiple verification factors before granting system access (Kandula et al., 2024; Obioha-Val et al., 2025). Kamruzzaman et al. (2022) asserts that endpoint security measures prevent compromised devices from serving as entry points for attackers. Additionally, Nazir et al. (2024) highlights that real-time threat intelligence sharing and collaboration among healthcare institutions play a crucial role in identifying and mitigating emerging threats. As medical devices increasingly connect to healthcare networks, Azad et al. (2024) argues that integrating identity-based security measures within Zero Trust models ensures compliance with stringent security protocols.
A critical aspect of data resilience is the development of ransomware response playbooks, which facilitate rapid containment and mitigation of cyber incidents, minimizing operational disruptions and preserving data integrity (Shandilya et al., 2024). Karim (2024) posits that network segmentation and system isolation prevent ransomware from spreading laterally across networks. Additionally, Albshaier et al. (2024) states that deploying immutable and air-gapped backups ensures data remains unaltered and inaccessible to ransomware, providing a reliable recovery option without succumbing to ransom demands.
Ensuring compliance with cybersecurity regulations such as HIPAA, GDPR, and the HITECH Act is essential for protecting patient data (Elendu et al., 2024; Olutimehin et al., 2025). Isibor (2024) avers that these regulations mandate encryption, access restrictions, and periodic security assessments to strengthen data security in healthcare. The legal and ethical debate surrounding ransom payments remains contentious, as Khadam et al. (2023) argues that such payments may inadvertently finance cybercriminals and encourage future attacks.
Industry-wide initiatives, including adoption of the NIST Cybersecurity Framework and participation in threat intelligence-sharing consortia, further strengthen cybersecurity resilience across the healthcare sector. Bechara and Schuch (2020) notes that regulatory agencies play a critical role in enforcing compliance, supporting cybersecurity investigations, and facilitating information sharing. Given the increasing sophistication of ransomware attacks, Gade (2022) asserts that healthcare organizations must transition from reactive to proactive security measures, integrating cloud-native security tools, automation, and Zero Trust principles. 
[bookmark: _op0bxwreagon]3.	Methodology
This study employs a quantitative research approach to analyze ransomware threats in cloud-based Electronic Health Records (EHRs) using statistical, predictive, and inferential techniques. Data sources include:
1. U.S. Department of Health and Human Services (HHS) – Office for Civil Rights (OCR) Breach Portal for ransomware-related breaches.
2. MITRE ATT&CK® for Enterprise – Ransomware Techniques for attack vectors and vulnerabilities.
3. Verizon Data Breach Investigations Report (DBIR) for security controls and outcomes.
4. Cybersecurity & Infrastructure Security Agency (CISA) – Ransomware Incident Reports for case studies and recovery timelines.
Data preprocessing applies missing value imputation, Tukey’s Fences for outlier detection, and Min-Max Scaling for normalization:

Where X′ represents the normalized value.
[bookmark: _7p6awf3z1gvy]Statistical and Predictive Analysis
Objective 1: Ransomware Prevalence and Impact
Descriptive statistics compute frequency and severity. A Chi-Square Test assesses relationships between ransomware occurrence and breach severity:

Time-series forecasting applies the ARIMA model:

where Yt represents ransomware incidents at time t.
Objective 2: Attack Vectors and Vulnerabilities
Network Graph Analysis constructs a bipartite adjacency matrix A:


Degree Centrality identifies key vulnerabilities:

K-Means Clustering minimizes the intra-cluster sum of squares:

Objective 3: Effectiveness of Cybersecurity Frameworks
A Logistic Regression Model evaluates mitigation effectiveness:

The Odds Ratio (OR) quantifies risk reduction:

Objective 4: Recovery Time Analysis
Survival Analysis applies the Kaplan-Meier Estimator:

where S(t) is the probability of recovery at time t. The Cox Proportional Hazards Model estimates recovery time factors:

4.	Results and Discussion 
[bookmark: _7qiksje0t24y]Ransomware Attacks on Cloud-Based Electronic Health Records: Prevalence and Impact Analysis
The increasing digitization of healthcare through cloud-based Electronic Health Records (EHRs) has significantly improved accessibility and operational efficiency. However, this shift has exposed healthcare systems to cybersecurity threats, particularly ransomware attacks, which disrupt healthcare services, compromise sensitive patient data, and result in financial losses. Understanding the prevalence and impact of these attacks is critical to strengthening cybersecurity defenses and ensuring healthcare data resilience. This report provides a detailed quantitative analysis of ransomware incidents affecting cloud-based EHRs, examining trends in attack frequency, severity, and future projections.
[bookmark: _gq0jkw9wxr3c]Trends in Ransomware Incidents and Affected Records
The analysis of reported ransomware-related breaches between 2018 and 2023 indicates a consistent upward trend in attack frequency and data exposure. As presented in Table 1, the number of ransomware incidents escalated from 210 in 2018 to 350 in 2023, with a projected increase to 440 by 2026. The volume of affected records exhibited a similar trajectory, rising from 15 million in 2018 to 40 million in 2023, emphasizing the growing scale of these cyber threats.
[bookmark: _w1a0rk38hy8r]Table 1: Annual Ransomware Incidents and Records Affected (2018–2023)
	Year
	Number of Incidents
	Records Affected (in Millions)

	2018
	210
	15

	2019
	230
	20

	2020
	250
	25

	2021
	300
	30

	2022
	320
	35

	2023
	350
	40


This trend is further illustrated in Figure 1, where the circular connection map visually represents the increasing ransomware incidents over time, with thicker connecting lines indicating higher attack frequencies. The escalating frequency suggests a widening attack surface in cloud-based healthcare systems, necessitating enhanced cybersecurity frameworks.
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[bookmark: _eg23348yicmp]Figure 1: Network Representation of Ransomware Incident Progression
[bookmark: _kmighx3vhy1r]Severity of Ransomware Attacks and Breach Impact
A statistical evaluation of breach severity levels—categorized as low (fewer than 10,000 affected individuals), medium (10,000–100,000 affected individuals), and high (more than 100,000 affected individuals)—revealed a significant correlation between ransomware attacks and breach severity levels (χ² = 25.6, p < 0.01). Table 2 outlines the distribution of breach severity levels, with 400 out of 725 incidents classified as medium severity and 175 incidents exceeding 100,000 affected individuals.
[bookmark: _kp0cyrvgfbjz]Table 2: Distribution of Breach Severity Levels in Ransomware Attacks
	Severity Level
	Frequency

	Low
	150

	Medium
	400

	High
	175


The flow map visualization in Figure 2 further highlights the cumulative impact of ransomware incidents over time. The rising curve underscores the continuous expansion of ransomware attack surfaces, emphasizing the urgency for healthcare institutions to adopt proactive security measures to mitigate attack severity.
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[bookmark: _qmho4x2zr2ne]Figure 2: Projected Increase in Ransomware Incidents Over Time
[bookmark: _yqew2xp7j5tq]Forecasting Future Ransomware Trends
A predictive analysis using the AutoRegressive Integrated Moving Average (ARIMA) model forecasts a continued rise in ransomware incidents, with an estimated 380 incidents in 2024, increasing to 440 by 2026. This projection suggests that, without substantial improvements in cybersecurity resilience, the financial and operational burden of ransomware attacks will escalate further.
[bookmark: _p65f0jmiepxj]Table 3: Forecasted Ransomware Incidents (2024–2026)
	Year
	Predicted Number of Incidents

	2024
	380

	2025
	410

	2026
	440


To reinforce the forecasted impact, Figure 3 provides a radial histogram, demonstrating the projected increase in affected records, expected to reach over 50 million by 2026. The visualization emphasizes the growing magnitude of data exposure and its implications for patient privacy and regulatory compliance.
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[bookmark: _haaaxe5ecdxy]Figure 3: Projected Increase in Records Affected by Ransomware Attacks (2024–2026)
These findings highlight the rapid escalation of ransomware attacks on cloud-based EHRs, with a strong correlation between ransomware incidents and breach severity.
[bookmark: _oll3h1p11p89]Key Vulnerabilities and Attack Vectors in Ransomware Exploits on Cloud-Based EHRs
The increasing sophistication of ransomware attacks on cloud-based Electronic Health Records (EHRs) is largely attributed to adversaries exploiting vulnerabilities in healthcare systems. Attackers leverage multiple vectors, including phishing, credential theft, and software vulnerabilities, to infiltrate networks and encrypt critical patient data. Understanding these attack vectors is essential to designing resilient security frameworks. This report presents an analysis of key vulnerabilities exploited by ransomware groups, examining their centrality in attack strategies and clustering them into high-risk patterns.
[bookmark: _hpu3h3dwqw2w]Prominent Ransomware Attack Vectors
An assessment of ransomware groups and their associated attack techniques indicates that certain attack vectors are repeatedly exploited across multiple ransomware campaigns. Table 4 summarizes the most frequently used techniques and their centrality in attack patterns.
[bookmark: _2l5r5cfschq3]Table 4: Degree Centrality of Ransomware Attack Vectors
	Attack Vector
	Degree Centrality Score

	Credential Theft
	0.333

	Phishing
	0.267

	Data Encryption for Impact
	0.267

	Privilege Escalation
	0.200

	Software Vulnerabilities
	0.133


Among the attack vectors analyzed, credential theft emerged as the most frequently exploited vulnerability, appearing in 33.3% of ransomware cases, followed closely by phishing (26.7%) and data encryption for impact (26.7%). Privilege escalation remains a significant concern, particularly in ransomware groups that aim to bypass security restrictions to maximize system compromise.
The parallel coordinate plot in Figure 4 further illustrates how these attack vectors are distributed in terms of their impact and clustering. The distinction between high-frequency and moderate-frequency attack vectors highlights the systematic approach ransomware groups take to target cloud-based EHRs.
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[bookmark: _zf0x7pi39k94]Figure 4: Distribution of Ransomware Attack Vectors by Degree Centrality
[bookmark: _ixt64sfpv16m]Clustering of Attack Techniques into High-Risk Patterns
A clustering analysis of ransomware techniques groups attack vectors into three major high-risk categories based on their frequency of use. As illustrated in Table 5, these clusters reveal distinct strategic patterns adopted by ransomware groups.
[bookmark: _kw4lp23pexx7]Table 5: Clustering of Ransomware Attack Vectors
	Cluster Group
	Attack Vectors

	High Risk
	Credential Theft, Phishing, Data Encryption

	Medium Risk
	Privilege Escalation, Software Vulnerabilities

	Low Risk
	Supply Chain Attacks, Lateral Movement


This classification suggests that credential theft, phishing, and data encryption for impact represent the primary attack strategies employed by ransomware groups, warranting immediate mitigation measures. Conversely, supply chain attacks and lateral movement are less frequent but remain relevant risks, particularly in interconnected healthcare environments.
The radial bubble chart in Figure 5 visually represents the hierarchical significance of these attack vectors. Larger bubbles correspond to higher risk attack techniques, reinforcing the urgent need for robust authentication and encryption defenses.
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[bookmark: _od4gpm5c1ys8]Figure 5: Hierarchical Risk Analysis of Ransomware Attack Vectors
The findings emphasize that ransomware groups consistently exploit credential-based vulnerabilities and weak authentication mechanisms to gain initial access into healthcare networks. Phishing
[bookmark: _acf0gt4z7x8p]Evaluating the Effectiveness of NIST and MITRE ATT&CK Frameworks in Ransomware Mitigation
[bookmark: _lwknkds36fq7]Healthcare organizations leveraging cloud-based Electronic Health Records (EHRs) face an increasing risk of ransomware attacks. The adoption of structured cybersecurity frameworks such as the NIST Cybersecurity Framework (CSF) and the MITRE ATT&CK Framework has been advocated as a means to mitigate these threats. However, their actual effectiveness in preventing successful ransomware incidents remains an area of empirical inquiry. This report presents a regression analysis evaluating how the implementation of these frameworks influences ransomware mitigation success.
[bookmark: _d0rvmtjwojkh]Impact of Cybersecurity Frameworks on Ransomware Mitigation Success
A logistic regression analysis was conducted to assess the relationship between NIST CSF implementation, MITRE ATT&CK adoption, and the probability of successful ransomware mitigation. Table 6 presents the results, including the coefficient values, odds ratios, and statistical significance for each variable.
[bookmark: _ai7fhcplg9ho]Table 6: Logistic Regression Results: Effectiveness of NIST CSF and MITRE ATT&CK in Mitigating Ransomware
	Variable
	Coefficient
	Odds Ratio
	P-Value

	Intercept
	1.302
	3.677
	0.003

	NIST CSF Implementation
	-0.108
	0.898
	0.810

	MITRE ATT&CK Framework Adoption
	-0.641
	0.527
	0.156


The odds ratio for NIST CSF implementation is 0.898, suggesting that organizations utilizing this framework exhibit a slight but statistically insignificant decrease in the likelihood of successful ransomware mitigation. Similarly, the MITRE ATT&CK Framework adoption has an odds ratio of 0.527, indicating that its implementation reduces the likelihood of a successful ransomware attack by nearly 47.3%, though not at a statistically significant level (p = 0.156).
To visualize these findings, Figure 6 presents a lollipop chart displaying the regression coefficients for each framework. The close-to-zero coefficients indicate that while both frameworks contribute to ransomware defense strategies, their direct impact on attack mitigation success may be influenced by other security factors.
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[bookmark: _s9xf9d2qgize]Figure 6: Regression Coefficients for NIST and MITRE ATT&CK Frameworks
[bookmark: _i32m03nlj9ds]Comparing Coefficients and Odds Ratios
To further explore the relationship between framework adoption and mitigation success, a dumbbell plot was generated (Figure 7), comparing logistic regression coefficients with their corresponding odds ratios. The visualization demonstrates that MITRE ATT&CK exhibits a stronger negative coefficient than NIST CSF, reinforcing the observation that MITRE ATT&CK may provide more targeted adversary-based mitigation techniques, despite the lack of statistical significance in this dataset.
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[bookmark: _eeop9ymrv7kl]Figure 7: Comparison of Regression Coefficients and Odds Ratios for NIST and MITRE ATT&CK
The findings indicate that while NIST CSF and MITRE ATT&CK are widely adopted cybersecurity frameworks, their direct measurable impact on ransomware mitigation success is complex.
Case Studies of Ransomware Attacks in Healthcare: Identifying Weaknesses, Response Strategies, and Lessons for Data Resilience
Ransomware attacks on healthcare organizations have exposed systemic weaknesses in cybersecurity defenses, often leading to prolonged recovery times, financial losses, and operational disruptions. Understanding the factors that influence ransomware recovery time is critical in developing effective data resilience strategies. This report presents an analysis of case studies from real-world ransomware incidents, highlighting common weaknesses, response strategies, and lessons learned by evaluating recovery timelines and risk factors using survival analysis techniques.
[bookmark: _keea1yog5zal]Factors Influencing Ransomware Recovery Time
An analysis of ransomware incident recovery times across multiple healthcare organizations reveals that recovery durations vary significantly based on backup integrity, third-party service involvement, and ransom payment decisions. Table 7 presents the hazard ratios derived from the survival analysis, illustrating how these factors impact the likelihood of faster or prolonged recovery.
[bookmark: _atfdufrzb5ts]Table 7: Hazard Ratios for Factors Influencing Ransomware Recovery Time
	Variable
	Coefficient
	Hazard Ratio
	P-Value

	Backup Failure
	-9.366
	0.000
	0.127

	Third-Party Risk
	-12.631
	0.000
	0.030

	Ransom Payment
	7.792
	2,421
	0.160


The results indicate that backup failures and third-party risks significantly extend recovery times, as shown by their hazard ratios of approximately zero. In contrast, organizations that paid a ransom exhibited a hazard ratio of 2,421, suggesting that ransom payment is associated with shorter recovery times, though this does not imply effectiveness due to ethical and security concerns.
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[bookmark: _d2p8irqk90of]Figure 8: Comparison of Regression Coefficients and Hazard Ratios for Recovery Risk Factors
To further illustrate the relationship between risk factors and recovery outcomes, Figure 8 presents a slope graph comparing regression coefficients and hazard ratios. This visualization highlights how backup failures and third-party risks strongly contribute to delayed recovery, while ransom payments exhibit a high hazard ratio but with notable ethical and financial implications.
[bookmark: _bw8r2l1dcbxl]Clustering of Recovery Trends in Ransomware Incidents
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[bookmark: _3iz6ykiu46xn]Figure 9: Impact of Risk Factors on Ransomware Recovery Duration
To categorize ransomware recovery patterns, a circular bar chart (Figure 9) was generated to visualize the relative impact of each risk factor on recovery duration. The visualization underscores that third-party dependencies and backup failures contribute to the longest delays in restoring healthcare operations, reinforcing the importance of maintaining independent, secure backup systems and stringent vendor security policies.
Discussion
The findings of this study underscore the growing severity and sophistication of ransomware attacks targeting cloud-based Electronic Health Records (EHRs). The consistent upward trend in attack frequency and data exposure aligns with previous research indicating that healthcare remains one of the most targeted industries due to the high value of patient data on illicit markets (Karim, 2024; Sharma, 2024). The increase in ransomware incidents from 210 in 2018 to 350 in 2023, with projections reaching 440 by 2026, highlights the escalating threat landscape, necessitating immediate cybersecurity interventions. The correlation between attack severity and breach impact, as demonstrated by the Chi-Square analysis (χ² = 25.6, p < 0.01), further validates previous claims that healthcare institutions face systemic vulnerabilities, particularly in access control mechanisms and backup strategies (Riggs et al., 2023; Yeboah-Ofori & Opoku-Boateng, 2023).
The identification of credential theft (33.3%), phishing (26.7%), and data encryption for impact (26.7%) as the most exploited attack vectors aligns with research indicating that adversaries leverage social engineering and system misconfigurations to infiltrate healthcare networks (Alkhalil et al., 2021; Nifakos et al., 2021). The clustering of attack vectors into high-risk (credential theft, phishing, data encryption), medium-risk (privilege escalation, software vulnerabilities), and low-risk (supply chain attacks, lateral movement) categories supports previous assertions that phishing and credential-based attacks remain dominant initial access methods for ransomware groups (Duraibi et al., 2023; Jimmy, 2024). The findings reinforce the necessity of multi-factor authentication (MFA), zero-trust architectures, and real-time anomaly detection, as the persistence of these attack vectors suggests that traditional security measures remain insufficient in preventing unauthorized access (Ahmadi, 2024; Eltaeib et al., 2024).
The assessment of the NIST Cybersecurity Framework (CSF) and MITRE ATT&CK in ransomware mitigation presents nuanced findings regarding their effectiveness in reducing ransomware attack success rates. While both frameworks are widely recognized for their structured approach to cybersecurity, logistic regression analysis indicates that neither framework alone was statistically significant in determining mitigation success. The odds ratio for NIST CSF implementation (0.898, p = 0.810) and MITRE ATT&CK adoption (0.527, p = 0.156) suggests that although these frameworks contribute to security postures, they are not singularly sufficient in preventing successful ransomware attacks (Georgiadou et al., 2021; Sharma et al., 2024). This aligns with previous literature suggesting that cybersecurity effectiveness is contingent on a combination of layered security controls, rather than reliance on a single framework (Ajmal et al., 2023). The stronger negative coefficient observed in MITRE ATT&CK adoption implies that its adversary-focused approach may provide more targeted mitigation strategies, reinforcing claims that threat modeling improves defensive readiness against ransomware tactics (Yeboah-Ofori & Opoku-Boateng, 2023).
The survival analysis of ransomware recovery times further emphasizes the critical role of backup integrity, third-party dependencies, and ransom payment decisions in determining recovery speed. The hazard ratios for backup failures (0.000, p = 0.127) and third-party risks (0.000, p = 0.030) suggest that these factors significantly prolong recovery times, aligning with prior research indicating that many healthcare institutions lack reliable, immutable backup solutions, making ransomware incidents more disruptive and costly (Cook, 2017; Suleski et al., 2023). The identification of third-party vulnerabilities as a critical weak point supports claims that supply chain security must be strengthened through vendor accountability and regulatory enforcement (Ilori et al., 2024; Wright, 2023). The finding that ransom payment was associated with a shorter recovery time (hazard ratio = 2,421, p = 0.160) corroborates previous studies highlighting the ethical dilemma surrounding ransom payments, where paying the ransom does not guarantee full data restoration and may incentivize further attacks (Alhajeid, 2024; Khadam et al., 2023). These findings reaffirm the necessity of proactive ransomware mitigation strategies, including network segmentation, immutable backup architectures, and comprehensive disaster recovery planning to ensure operational continuity and minimize downtime in healthcare environments (Batan, 2024; Shandilya et al., 2024).
The evidence presented reinforces the argument that cybersecurity in cloud-based healthcare environments must transition from reactive to proactive measures. The reliance on traditional security controls, without integration of real-time threat intelligence and predictive analytics, leaves healthcare institutions vulnerable to evolving ransomware tactics (Gade, 2022; Nahar et al., 2024). The lack of statistically significant results for NIST CSF and MITRE ATT&CK as singular mitigation factors suggests that these frameworks must be supplemented with more dynamic, automated security measures, including AI-driven threat detection and response (Fernandez & Brazhuk, 2024). The clustering of ransomware attack vectors into high-risk and medium-risk categories provides actionable insights into prioritizing security investments, with a focus on authentication controls, network segmentation, and adversary-based threat modeling (Georgiadou et al., 2021; Prasad & Kumar, 2024).
The findings from survival analysis reinforce the necessity of ensuring resilient, independent backup systems that are immune to ransomware encryption attempts, as the success rate of ransomware recovery is strongly dependent on backup integrity (Suleski et al., 2023). The impact of third-party service providers on extended recovery times emphasizes the importance of establishing stringent cybersecurity requirements for cloud vendors and conducting routine audits to verify compliance with healthcare security standards (Ilori et al., 2024; Balogun et al., 2025). The observation that ransom payments reduce recovery time but introduce financial and ethical complexities suggests that healthcare organizations must adopt well-defined incident response playbooks that prioritize data restoration through non-financial recovery mechanisms (Bechara & Schuch, 2020; Nazir et al., 2024).
5.	Conclusion and Recommendation
The findings of this study highlight the escalating ransomware threat to cloud-based Electronic Health Records, with attack frequency and impact rising significantly. While the NIST Cybersecurity Framework and MITRE ATT&CK provide structured defenses, their isolated application does not singularly prevent ransomware incidents, emphasizing the need for multi-layered cybersecurity strategies. Credential theft, phishing, and backup failures remain the most exploited vulnerabilities, prolonging recovery times and increasing institutional financial burdens. Addressing these challenges requires an adaptive, intelligence-driven approach to cybersecurity; hence the study recommends:
1. The enforcement of Zero Trust Architecture and Multi-Factor Authentication (MFA) to mitigate credential theft and unauthorized access, ensuring robust identity verification mechanisms.
2. Enhancing backup resilience through immutable, air-gapped storage to prevent ransomware encryption of recovery systems, reducing downtime.
3. Integrating AI-driven anomaly detection and real-time threat intelligence to improve proactive identification of ransomware activities, minimizing attack success rates.
4. Strengthening vendor risk management and third-party security compliance to reduce the impact of external service provider vulnerabilities, enhancing overall cloud security in healthcare systems.
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