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[bookmark: _GoBack]Abstract
This study investigates the effectiveness of Secure Multi-Party Computation (SMPC) in enhancing confidentiality within Distributed Ledger Systems (DLS) for financial applications. Using the Elliptic AML Bitcoin Transactions dataset, anomaly detection (Isolation Forest) identifies financial confidentiality vulnerabilities, revealing that anomalous transactions exhibit a 336.1% increase in volume and a 15.5% rise in frequency, suggesting heightened risks. A comparative analysis of SMPC protocols utilizing the MP-SPDZ benchmark dataset and one-way ANOVA confirms that Yao’s Garbled Circuits is the most computationally efficient (180.50 ms execution time), whereas Shamir’s Secret Sharing offers superior security (0.73 high-probability security). Kaplan-Meier survival analysis of Verizon DBIR 2024 establishes that SMPC extends financial system longevity (36.11 months vs. 21.91 months for traditional encryption). Recommendations include integrating scalable SMPC models, standardizing regulatory frameworks, optimizing algorithmic efficiency, and enhancing anomaly detection in financial DLS.
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1.	Introduction
The increasing reliance on digital infrastructures in the financial sector has heightened concerns regarding data confidentiality and security. Distributed Ledger Systems (DLS) offer a decentralized and immutable framework that enhances transparency and security in financial transactions. However, the inherent transparency of DLS raises significant confidentiality challenges, particularly in safeguarding sensitive financial data from unauthorized access. This issue is further exacerbated by the rising frequency of cyber breaches, necessitating the implementation of advanced security mechanisms that preserve data privacy while maintaining the benefits of decentralization.
The growing prevalence of cyber incidents underscores the urgency of enhancing security measures within financial institutions. According to Gregorian (2019), approximately 75% of financial services organizations have experienced at least one data breach in the past five years, surpassing the industry average of 66%. The financial consequences are substantial, with the average cost of a data breach in the sector reaching $6.08 million in 2024 (Petrosyan, 2024). Notable breaches, such as those affecting LoanDepot and Evolve Bank & Trust—compromising the data of 16.9 million and 7.6 million individuals, respectively—illustrate the vulnerabilities associated with handling sensitive customer information (Schappert, 2024; Uberoi, 2024). Regulatory bodies have responded by imposing stringent penalties, as evidenced by New York State’s $11.3 million fine on Geico and Travelers for cybersecurity lapses (Kapko, 2024). These developments highlight the critical need for robust security measures that safeguard financial data while ensuring compliance with evolving regulatory frameworks.
Several vulnerabilities contribute to confidentiality challenges in DLS implementations. While encryption secures data during transit and storage, decryption is required for processing, thereby introducing potential exposure points (Agrawal et al., 2024). Additionally, adversaries can exploit inference attacks by correlating seemingly anonymized data across multiple sources, reconstructing sensitive financial information such as transaction details, customer identities, and proprietary trading strategies. Furthermore, the decentralized architecture of DLS complicates secure key management, increasing the risk of unauthorized access. These vulnerabilities expose financial institutions to significant threats, including financial losses, reputational damage, and regulatory penalties, underscoring the need for advanced cryptographic solutions to address confidentiality concerns effectively (Prakash & Garg, 2024).
Secure Multi-Party Computation (SMPC) has emerged as a viable cryptographic approach to mitigating these confidentiality risks. SMPC enables multiple parties to collaboratively compute functions on encrypted data without revealing individual inputs, ensuring that sensitive financial information remains protected throughout the computation process (Nookala, 2023). The financial sector's adoption of SMPC is being driven by regulatory mandates and technological advancements. The global SMPC market, valued at $794.1 million in 2023, is projected to grow at a compound annual growth rate of 11.8%, reaching approximately $1.72 billion by 2030 (SEC, 2023). North America holds a dominant market share due to rapid technological advancements and stringent data protection regulations, further emphasizing the significance of privacy-preserving technologies in financial applications.
The practical applications of SMPC in financial DLS implementations demonstrate its effectiveness in enhancing data security. Inpher’s collaboration with the UK’s Financial Conduct Authority illustrates how SMPC facilitates fraud detection and anti-money laundering (AML) initiatives by enabling financial institutions to analyze transaction patterns while preserving data confidentiality (Inpher, 2023). Similarly, Parfin has leveraged SMPC since 2019 to enhance security in digital asset custody by distributing cryptographic keys, thereby mitigating the risk of unauthorized access. Microsoft’s Confidential Consortium Framework integrates Trusted Execution Environments with blockchain technology to ensure data privacy in enterprise applications (ShubhraS, 2022). Early implementations, such as the Danish Sugar Beet Auction, further validate the feasibility of SMPC in securing financial transactions, demonstrating its potential to revolutionize data privacy in decentralized financial ecosystems.
Despite its advantages, the widespread adoption of SMPC in financial DLS is hindered by challenges related to scalability, computational efficiency, and interoperability. The complexity of SMPC protocols introduces substantial computational and communication overhead, particularly in large-scale financial transactions (Gamiz et al., 2024). Ongoing research aims to optimize these protocols to enhance efficiency, reduce latency, and improve transaction throughput (Bautista et al., 2023; Rahaman et al., 2024). Additionally, interoperability remains a critical concern, necessitating the development of standardized SMPC frameworks to facilitate integration across diverse financial systems.
Regulatory compliance plays a pivotal role in the adoption of SMPC within financial DLS. The European Central Bank’s 2024 cyber stress test revealed significant cybersecurity shortcomings, underscoring the urgent need for improved privacy protocols (European Central Bank, 2024). Stringent regulatory frameworks, including the General Data Protection Regulation (GDPR), the Financial Stability Board guidelines, and the cybersecurity mandates of the United States Securities and Exchange Commission, impose rigorous data protection requirements on financial institutions (Gounari et al., 2024). Non-compliance with these regulations can result in severe financial penalties and reputational harm, reinforcing the necessity of privacy-preserving technologies such as SMPC to align with evolving legal and industry standards. The integration of SMPC within DLS presents a promising approach to mitigating confidentiality risks in financial transactions. By enabling privacy-preserving computations and secure data-sharing mechanisms, SMPC enhances the security and efficiency of financial processes while maintaining regulatory compliance. 
However, addressing the challenges associated with scalability, computational efficiency, and interoperability remains crucial for its widespread adoption. Continued advancements in cryptographic research and regulatory adaptation will be essential in ensuring the effective integration of SMPC, thereby fortifying the financial sector against emerging cybersecurity threats. This research aims to  investigate the effectiveness and feasibility of employing Secure Multi-Party Computation (MPC) to enhance confidentiality and data protection within Distributed Ledger Systems (DLS) for financial applications, while considering performance, security, and regulatory compliance, by achieving the following objectives:
1. Analyzes the specific confidentiality challenges and vulnerabilities inherent in current DLS implementations for financial data, identifying the types of sensitive information at risk and the potential consequences of data breaches.
2. Compares the different MPC protocols and techniques in terms of their suitability for addressing the identified confidentiality challenges in DLS for financial applications, considering computational complexity, communication overhead, and security guarantees.
3. Explores real-world applications and case studies demonstrating the integration of SMPC in financial Distributed Ledger Systems.
4. Assesses  the scalability, computational efficiency, and regulatory implications of implementing SMPC in financial transactions within DLS.

2.	Literature Review 
[bookmark: _k914gs8vu1qc]Distributed Ledger Systems (DLS) have gained prominence in the financial sector due to their decentralized and immutable frameworks, which enhance transparency, security, and efficiency in financial transactions. Antal et al. (2021) argues that DLS function as shared databases distributed across multiple nodes, ensuring that each participant maintains an identical copy of the ledger. This decentralized architecture reduces the risk of a single point of failure, thereby strengthening system resilience and eliminating the need for a central authority (Jimmy, 2024; Balogun, 2025). Moreover, de la Roche et al. (2025) posits that the immutability of DLS reinforces financial record integrity, as recorded data cannot be modified without network consensus, fostering trust and accountability in financial operations.
DLS are generally categorized into permissioned and permissionless blockchains, each possessing distinct implications for financial applications. According to Bellaj et al. (2024), permissionless blockchains, such as Bitcoin and Ethereum, operate as open networks that allow unrestricted participation, exemplifying decentralization by distributing control across numerous nodes. This model ensures transparency, as all transactions remain publicly verifiable (Dong et al., 2023; Olutimehin et al., 2025). However, Wylde et al. (2022) contends that the lack of access controls presents challenges related to scalability and regulatory compliance, particularly in financial contexts where data privacy is crucial. Conversely, permissioned blockchains restrict participation to authorized entities, such as financial institutions, ensuring improved performance and regulatory compliance (Mustafa et al., 2024; Obioha-Val et al., 2025). Daah et al. (2024) avers that this controlled environment enhances transaction validation security but introduces centralization risks, as governing institutions retain significant control over the network.
Despite these advantages, Ojha and Thakur (2025) alludes to the confidentiality challenges posed by DLS transparency, particularly regarding sensitive financial data. This issue, often referred to as the "transparency paradox," arises from the conflict between maintaining an open, verifiable system and protecting confidential financial information (van Zeeland & Pierson, 2024; (Balogun et al., 2025). Sarfaraz et al. (2023) states that on-chain storage of sensitive data exposes it to all network participants, increasing the risk of unauthorized access. Even with pseudonymization techniques, sophisticated inference attacks can correlate blockchain data with external sources, potentially revealing private financial details (Makhdoom et al., 2024; Obioha-Val et al., 2025).
To address these concerns, various security mechanisms have been proposed. Encryption-based solutions, such as homomorphic encryption and zero-knowledge proofs (ZKPs), offer promising approaches to safeguarding financial data. Hamza et al. (2022) contends that homomorphic encryption enables computations on encrypted data without requiring decryption, facilitating secure analysis while preserving confidentiality. However, its computational overhead presents efficiency challenges. Similarly, Zhou et al. (2024) posits that ZKPs allow transaction validity verification without exposing sensitive details, ensuring privacy while maintaining auditability.
Another approach involves Trusted Execution Environments (TEEs), which create isolated environments for processing sensitive data. In the view of Muñoz et al. (2023), TEEs enhance security by protecting data during computation, yet they rely on hardware-based trust assumptions and remain vulnerable to specific attack vectors. Furthermore, Kumar et al. (2024) argues that Secure Multi-Party Computation (SMPC) is increasingly explored as a confidentiality solution, enabling secure computations on encrypted inputs without revealing underlying information.
As Ataullah and Chauhan (2024) states, the expanding adoption of DLS in financial applications necessitates ongoing research into privacy-preserving technologies that balance transparency, security, and scalability. Addressing these challenges remains essential to ensuring that DLS effectively supports financial transactions while safeguarding sensitive data from emerging cybersecurity threats.
Secure Multi-Party Computation (SMPC) as a Confidentiality Solution
Secure Multi-Party Computation (SMPC) is a cryptographic framework that enables multiple parties to collaboratively compute a function over their respective inputs while preserving data confidentiality. Batan (2024) posits that unlike conventional cryptographic techniques that primarily focus on securing communication channels, SMPC directly addresses the challenge of performing collaborative computations without exposing individual data. Its conceptual foundations can be traced to the late 1970s through secure game-playing protocols, later formalized by Andrew Yao in the 1980s with the introduction of secure two-party computation (Chainlink, 2024; Kolade et al., 2025).
Several cryptographic primitives underpin SMPC’s functionality. According to Alam et al. (2024), secret sharing schemes, such as Shamir's Secret Sharing, distribute a secret among multiple participants, ensuring that only authorized subsets can reconstruct the original data. Oblivious transfer allows a sender to transmit one of many pieces of information to a receiver without knowledge of the specific selection, preserving privacy. Yao’s Garbled Circuits facilitate two-party computations by encoding logic gates into encrypted formats, enabling function evaluation without revealing inputs (Xu & Joshi, 2020; Balogun et al., 2025). Additionally, homomorphic encryption supports computations on encrypted data, allowing results to be obtained without exposing raw information. Batan (2024) contends that these cryptographic building blocks collectively enable SMPC to provide confidentiality in distributed computing environments.
In the context of Distributed Ledger Systems (DLS), SMPC serves as a critical tool for safeguarding data privacy while enabling secure computations over financial transactions. Almusawi et al. (2023) argues that although initially designed for two-party scenarios, Yao’s Garbled Circuits have been extended to multi-party settings, facilitating collaborative computations without compromising individual data privacy. The Goldreich-Micali-Wigderson (GMW) protocol further enhances these capabilities by incorporating secret sharing and oblivious transfer for secure Boolean circuit computation (Allaart et al., 2024; Mayeke et al., 2024). Additionally, additive and multiplicative secret sharing schemes allow for secure arithmetic operations, a crucial feature in financial applications requiring aggregation and analysis of sensitive transactional data (Ali et al., 2024; Olutimehin, 2025).
[bookmark: _sywrl4z9f4fh]A comparison of SMPC with alternative privacy-preserving techniques highlights key distinctions. Chi et al. (2023) avers that Zero-Knowledge Proofs (ZKPs) enable a party to verify knowledge of a value without disclosing the value itself, making them effective for verification but unsuitable for collaborative computation. Differential privacy, which introduces noise into datasets to obscure individual data points, is beneficial for statistical analysis but lacks precision for financial calculations (Janghyun et al., 2022; Obioha-Val, 2025). Federated learning allows decentralized model training without exposing raw data; however, Zhang et al. (2021) posits that it does not inherently prevent information leakage through model updates. In contrast, SMPC provides an exact computational framework while preserving confidentiality, making it particularly suited to financial applications (Rahaman et al., 2024; Olutimehin, 2025).
[bookmark: _cfaakv1ws2qc]Despite its advantages, SMPC presents challenges related to computational efficiency and practical deployment. Gamiz et al. (2024) contends that the computational complexity of SMPC protocols significantly increases processing times, as encrypted operations require greater computational resources than plaintext computations. Additionally, extensive cryptographic exchanges among parties introduce communication overhead, particularly in high-latency networks (Shirali et al., 2023; Obioha-Val et al., 2025). Although SMPC ensures that no information beyond the intended output is disclosed, this security guarantee often comes at the cost of increased algorithmic complexity and resource consumption. In the views of Batan (2024), optimizing these protocols for efficiency without compromising security remains essential for their integration into real-world financial systems. Ongoing research into advanced cryptographic techniques continues to refine SMPC, reinforcing its viability as a privacy-preserving solution in DLS applications (Prabowo et al., 2025; Zhou et al., 2024; Olutimehin, 2025).
[bookmark: _mvsnun8y6yg2]Adoption of SMPC in Financial Distributed Ledger Systems
Secure Multi-Party Computation (SMPC) has gained increasing recognition in the financial sector due to its potential to enhance data confidentiality within Distributed Ledger Systems (DLS). According to Shinde et al. (2023), SMPC facilitates secure collaborative computations while preserving privacy, making it particularly valuable in fraud detection, secure asset custody, and confidential transaction processing. Several case studies highlight its role in strengthening financial security and regulatory compliance (Liu, 2024; Tamilselvi et al., 2024; Alao et al., 2024).
One notable implementation of SMPC was demonstrated in Inpher’s collaboration with the UK's Financial Conduct Authority (FCA) during the Global Anti-Money Laundering (AML) and Financial Crime TechSprint.  Inpher (2023) contends that this initiative explored how privacy-enhancing technologies could improve fraud detection and AML compliance by allowing financial institutions to analyze transaction data collaboratively without exposing individual records. This approach facilitated the identification of suspicious activities while ensuring adherence to data protection regulations, reinforcing SMPC’s value in financial crime detection.
Similarly, Parfin has employed SMPC in digital asset custody since 2019. In the view of Parfin (2024), by distributing cryptographic keys across multiple parties, Parfin ensures that no single entity has complete control over stored digital assets, mitigating unauthorized access risks. This implementation underscores SMPC’s effectiveness in enhancing security and regulatory compliance in digital asset management. Another significant development is Microsoft's Confidential Consortium Framework (CCF), which integrates Trusted Execution Environments (TEEs) with blockchain technology. ShubhraS (2022) argues that by creating secure enclaves for transaction processing, CCF ensures data confidentiality even during computation, demonstrating how SMPC can be combined with other privacy-enhancing technologies to strengthen financial DLS security.
The adoption of SMPC in financial applications offers several advantages. Rahaman et al. (2024) posits that one of its primary benefits lies in its ability to support privacy-preserving fraud detection and AML compliance. By allowing institutions to analyze data without exposing individual records, SMPC improves fraud detection accuracy while maintaining compliance with stringent data protection regulations. Moreover, Batan (2024) avers that SMPC facilitates secure data collaboration, enabling financial entities to share intelligence and develop comprehensive risk assessments without compromising client confidentiality.
Despite its benefits, integrating SMPC into DLS presents several challenges. According to Zhou et al. (2024), computational complexity remains a significant concern, as cryptographic operations in SMPC can increase processing times, particularly in high-frequency financial transactions where speed is critical. Scalability is another major issue, as SMPC protocols often require extensive communication between parties, increasing operational overhead in large-scale deployments. Additionally, interoperability with existing financial infrastructures poses challenges, as legacy systems may not seamlessly integrate with SMPC protocols, necessitating modifications or middleware solutions (Ahmed & Alabi, 2024; Joseph, 2024). Furthermore, Khatiwada et al. (2024) contends that widespread adoption requires greater awareness of SMPC’s advantages and extensive stakeholder education regarding its implementation.
Addressing these challenges requires collaboration among technologists, regulators, and industry leaders. Zhou et al. (2024) posits that standardization initiatives, protocol optimizations, and user-friendly implementations are critical to improving the efficiency and scalability of SMPC. As research advances, its integration into financial DLS is expected to become more streamlined, providing institutions with a robust solution for enhancing data privacy while maintaining the transparency and security inherent in DLS (Makhdoom et al., 2024; Kolade et al., 2024; Ajayi et al., 2025).
[bookmark: _g45iyh3vjlqk]Regulatory and Compliance Considerations
The integration of Distributed Ledger Systems (DLS) in financial services presents significant regulatory challenges, particularly concerning data privacy and cybersecurity. According to Labadie and Legner (2022), the General Data Protection Regulation (GDPR) of the European Union mandates strict controls over personal data processing, emphasizing principles such as data minimization and the "right to be forgotten." Similarly, SEC (2023) states that in the United States, the Securities and Exchange Commission (SEC) requires financial institutions to disclose material cybersecurity incidents and outline risk management strategies. Furthermore, FSB (2023) contends that the Financial Stability Board (FSB) has issued guidance on regulatory considerations for digital currencies and FinTech, underscoring the necessity of robust data protection, cybersecurity, and financial stability measures. These frameworks collectively aim to safeguard consumer data and enhance the resilience of financial systems.
Despite these regulatory mechanisms, compliance within decentralized financial ecosystems remains particularly challenging. Khan et al. (2019) argues that traditional data protection frameworks are designed for centralized financial systems, whereas DLS operates on a decentralized model with no singular authority. This structural difference complicates data governance, particularly in assigning accountability for regulatory adherence (Janssen et al., 2020; Val et al., 2024). Moreover, Arabsorkhi and Khazaei (2024) posits that the immutability of blockchain records conflicts with GDPR provisions, which grant individuals the right to request data deletion, raising concerns about compliance feasibility. The cross-border nature of DLS transactions further exacerbates these challenges, as regulatory inconsistencies across jurisdictions complicate enforcement and compliance obligations (Rong et al., 2025; Salako et al., 2024).
Secure Multi-Party Computation (SMPC) presents a promising solution to these regulatory challenges by enabling privacy-preserving computations within decentralized systems. Goel (2024) avers that SMPC allows multiple parties to analyze encrypted data without revealing individual records, aligning with GDPR’s principles of data minimization and security. This capability is particularly advantageous in fraud detection, anti-money laundering (AML) initiatives, and secure data sharing among financial institutions. Satheesha (2021) contends that by enabling regulatory-compliant collaboration, SMPC enhances financial organizations' security posture while maintaining the confidentiality of sensitive information. Additionally, Renuka et al. (2024) posits that SMPC supports institutions in meeting SEC cybersecurity mandates by mitigating risks associated with unauthorized data exposure.
Despite its regulatory benefits, integrating SMPC within DLS requires policy adaptations. In the view of Hasani et al. (2023), existing legal frameworks may need revisions to acknowledge the role of privacy-enhancing technologies in compliance strategies. Regulators may also need to clarify liability, data governance, and cross-border data management within SMPC applications. Standardizing SMPC protocols and interoperability frameworks could further streamline compliance and facilitate broader adoption in the financial sector (Prabowo et al., 2025). Achieving these objectives necessitates collaboration among regulators, industry stakeholders, and technology experts to develop standards that balance innovation with regulatory requirements. By addressing these considerations, financial institutions can leverage SMPC to navigate compliance complexities while maintaining data privacy and security within decentralized financial ecosystems (Goel, 2024).
[bookmark: _tjluupecp275]3.	Methodology
This study adopts a quantitative approach to assess confidentiality risks, SMPC efficiency, real-world applications, and scalability in financial DLS. Four datasets are used, each analyzed with a specific statistical method.
The Elliptic Bitcoin AML Dataset is utilized to evaluate confidentiality vulnerabilities in financial transactions. Anomaly Detection (Isolation Forest) identifies deviations from normal transaction behavior. The MP-SPDZ Benchmark Dataset is analyzed using One-Way ANOVA to compare computational efficiency among SMPC protocols. The R3 Corda & Hyperledger Fabric Financial Dataset is examined using Logistic Regression to predict privacy-compliant transactions. Finally, Verizon DBIR 2024 Cybersecurity Dataset undergoes Kaplan-Meier Survival Analysis and Cox Proportional Hazards Modeling to assess the scalability and regulatory risks of SMPC adoption. Table 1 below presents the mathematical models applied:
[bookmark: _mbb3hkm8p6uc]Table 1: Mathematical Models 
	Objective
	Statistical Method
	Mathematical Model

	Confidentiality risks in DLS
	Anomaly Detection (Isolation Forest)
	

	Comparison of SMPC protocols
	One-Way ANOVA
	

	Real-world SMPC applications
	Logistic Regression
	

	Scalability & regulatory risks
	Kaplan-Meier Survival Analysis
	


	Scalability & regulatory risks
	Cox Proportional Hazard Model
	


Each statistical approach ensures a robust, empirical assessment of SMPC in financial DLS, supporting the study’s objectives with quantifiable evidence.

4.	Results and Discussion
Confidentiality Risks in Distributed Ledger Systems: An Analysis Using Anomaly Detection
The integration of Distributed Ledger Systems (DLS) in financial transactions has enhanced transparency and security. However, the decentralized nature of DLS poses significant confidentiality risks, particularly concerning unauthorized data exposure and financial privacy vulnerabilities. This study examines these risks by identifying anomalous financial transactions within DLS, using statistical analysis and anomaly detection techniques. The findings provide empirical insights into the patterns of financial data breaches and their implications for security frameworks in decentralized systems. The results reveal significant disparities between normal and anomalous transactions in DLS, highlighting areas of potential data vulnerabilities.
Transaction Volume and Frequency Disparities
Analysis of transaction attributes indicates that anomalous transactions exhibit significantly higher volumes and frequencies compared to normal transactions. The mean transaction volume for anomalous activities was 4,084.99, while that of normal transactions was 937.33, reflecting a 336.1% increase in financial activity for flagged transactions. A similar trend was observed in transaction frequency, where anomalous transactions recorded an average of 11.78 transactions compared to 9.96 for normal activities. The elevated volume and frequency suggest possible illicit financial movements, increasing the risk of unauthorized disclosure of transactional data.
Table 2 presents a summary of the key statistical variations in financial transactions.
Table 2: Comparative Statistics for Normal and Anomalous Transactions
	Anomaly Label
	Transaction Volume (Mean)
	Transaction Frequency (Mean)
	Counterparties (Mean)
	Risk Score (Mean)
	Count

	Anomalous
	4,084.99
	11.78
	22.43
	0.455
	4,000

	Normal
	937.33
	9.96
	25.03
	0.500
	196,000


The variance in counterparties is also a notable concern. While normal transactions maintain a relatively stable counterparties mean of 25.03, anomalous transactions have a lower mean of 22.43. This suggests that suspicious financial transactions tend to involve a limited number of entities, increasing the risk of data correlation attacks that could compromise confidentiality.
Visualization of Anomaly Detection Patterns
To further illustrate the scale and structure of confidentiality risks, Figure 1 presents a Parallel Coordinates Plot, highlighting the contrast between anomalous and normal transactions across multiple financial parameters.
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Figure 1: Parallel Coordinates Plot of Transaction Attributes in DLS
The figure clearly distinguishes anomalous transactions (red lines) from normal transactions (blue lines), with higher transaction values clustering within high-risk regions. This differentiation is essential in detecting confidentiality vulnerabilities and establishing proactive security frameworks for DLS-based financial transactions.
Risk Score and Transaction Structure
The Risk Score metric, which quantifies the likelihood of a transaction exposing sensitive financial data, was higher in anomalous transactions (0.455) compared to normal transactions (0.500). This indicates that financial transactions flagged as anomalous tend to have a structured pattern, potentially utilizing obfuscation techniques to evade standard detection mechanisms.
To visualize the structural representation of risk exposure, Figure 2 presents a Radial Bar Chart, mapping the variations in financial parameters.
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Figure 2: Radial Bar Chart Representation of Transaction Risks
This visual representation further confirms that anomalous transactions consistently exceed normal activity levels across risk parameters, reinforcing the need for enhanced cryptographic privacy techniques in financial DLS environments.
Anomalous Transactions and Confidentiality Exposure
The study also examined the flow and distribution of transactions to identify points of vulnerability in DLS. Figure 3 presents a Chord Diagram, demonstrating the transactional movement between normal and anomalous financial flows.
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Figure 3: Chord Diagram Representation of Transaction Flow in DLS
The diagram depicts financial interactions and interdependencies, illustrating that anomalous transactions tend to cluster, forming distinct transactional loops. This supports existing research suggesting that privacy breaches often originate from clustered financial activities, where attackers exploit data traceability loopholes in decentralized ledgers.
Performance Analysis of Secure Multi-Party Computation (SMPC) Protocols in Distributed Ledger Systems
The effectiveness of Secure Multi-Party Computation (SMPC) in financial Distributed Ledger Systems (DLS) is contingent on its computational efficiency and security guarantees. Given the increasing adoption of privacy-preserving technologies, this study evaluates three SMPC protocols—Shamir’s Secret Sharing, Yao’s Garbled Circuits, and the GMW Protocol—based on execution time, communication overhead, and security assurance. The findings offer critical insights into the trade-offs between efficiency and security, shaping the selection of SMPC protocols for financial applications.
Computational Efficiency of SMPC Protocols
Execution time is a crucial determinant of protocol viability in financial transactions. Table 3 presents the comparative performance of the three SMPC protocols based on execution time, communication overhead, and security guarantees.
Table 3: Statistical Performance Summary of SMPC Protocols
	Protocol
	Execution Time (Mean, ms)
	Execution Time (Std, ms)
	Communication Overhead (Mean, KB)
	Communication Overhead (Std, KB)
	Security Guarantees (High Probability)

	Shamir’s Secret Sharing
	247.10
	17.90
	119.73
	9.95
	0.73

	Yao’s Garbled Circuits
	180.50
	15.16
	91.24
	7.83
	0.42

	GMW Protocol
	222.55
	17.06
	104.32
	9.42
	0.67


The results indicate that Yao’s Garbled Circuits is the fastest protocol, with a mean execution time of 180.50 ms, outperforming both Shamir’s Secret Sharing (247.10 ms) and GMW (222.55 ms). However, Shamir’s Secret Sharing provides the highest security guarantees (0.73 probability of achieving high security levels), making it the most secure option despite its higher computational cost.
To further illustrate the execution time distribution across protocols, Figure 4 provides a Violin Plot, highlighting the spread of execution times within each protocol.
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Figure 4: Violin Plot of Execution Time for SMPC Protocols
The plot confirms that Yao’s Garbled Circuits maintains a tighter execution time range, while Shamir’s Secret Sharing exhibits greater variability, reinforcing its higher computational demand.
Communication Overhead and Security Implications
The efficiency of SMPC protocols is also determined by communication overhead, which affects transaction scalability in financial DLS applications. Shamir’s Secret Sharing incurs the highest communication overhead (119.73 KB), followed by GMW (104.32 KB) and Yao’s Garbled Circuits (91.24 KB).
A comprehensive comparison of execution time, communication overhead, and security guarantees is presented in Figure 5, using a Heatmap to visualize performance differences across protocols.
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Figure 5: Heatmap Representation of SMPC Protocol Performance
This visualization confirms that while Yao’s Garbled Circuits minimizes both execution time and communication costs, it lags in security guarantees, which may be a limiting factor for applications requiring strict confidentiality. In contrast, Shamir’s Secret Sharing offers superior security assurance but at the cost of increased computational and communication overhead.
Real-World Applications of Secure Multi-Party Computation (SMPC) in Financial Distributed Ledger Systems
The adoption of Secure Multi-Party Computation (SMPC) in financial Distributed Ledger Systems (DLS) aims to enhance data confidentiality and security in transactional environments. As financial institutions integrate privacy-preserving computation models, understanding the efficacy of SMPC protocols in securing financial transactions becomes essential. This study evaluates the impact of different SMPC implementations on transaction security success rates, execution time, and cryptographic efficiency, providing empirical insights into real-world applications of SMPC in financial DLS.
		Performance of SMPC-Based Secure Transactions
The effectiveness of SMPC in financial DLS depends on its ability to ensure transaction security while maintaining computational efficiency. Table 4 presents an overview of the performance of different SMPC protocols, focusing on transaction security success rates, execution time, and cryptographic methods.
Table 4: Statistical Analysis of SMPC Transaction Security Performance
	Protocol Type
	Avg. Number of Participants
	Avg. Cryptographic Method
	Execution Time (Mean, ms)
	Execution Time (Std, ms)
	Transaction Success Rate (%)

	Shamir’s Secret Sharing
	25.63
	2.02
	202.56
	48.53
	70.63

	Yao’s Garbled Circuits
	26.25
	2.00
	201.24
	50.84
	70.55

	GMW Protocol
	25.16
	2.01
	201.80
	49.76
	71.50


The results indicate that all three SMPC protocols achieve over 70% success in securing financial transactions, confirming the viability of SMPC-based privacy preservation. The GMW Protocol exhibits the highest security success rate (71.50%), outperforming both Shamir’s Secret Sharing (70.63%) and Yao’s Garbled Circuits (70.55%).
To further illustrate the relationship between execution time and transaction security success rate, Figure 6 presents a Bubble Chart, where bubble sizes represent the number of participants in each protocol.
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Figure 6: Bubble Chart Depicting Execution Time vs. Success Rate of Secure Transactions
The visualization highlights that despite slight variations in execution time, the security success rate remains relatively stable across protocols. However, GMW Protocol's slight edge in security success rate suggests that it may be better optimized for handling secure computations in real-world financial settings.
Distribution of Execution Time Across SMPC Protocols
Execution time is a critical determinant in the scalability of SMPC implementations in financial DLS. To analyze the distribution of execution time across different SMPC protocols, Figure 7 presents a Hexbin Chart, which visualizes transaction density at various execution time intervals.
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Figure 7: Hexbin Chart Illustrating Execution Time Distribution Across SMPC Protocols
The chart confirms that execution time remains concentrated within a stable range (approximately 200-205 ms) across all protocols, reinforcing the feasibility of SMPC integration in financial DLS without excessive computational delays. The density of transactions remains higher for execution times under 210 ms, suggesting that most privacy-preserving transactions achieve security without substantial processing overhead.
Scalability, Computational Efficiency, and Regulatory Compliance of SMPC in Financial Distributed Ledger Systems
The adoption of Secure Multi-Party Computation (SMPC) in financial Distributed Ledger Systems (DLS) has raised critical questions regarding its scalability, computational efficiency, and regulatory compliance. As financial institutions transition towards privacy-preserving cryptographic methods, it is necessary to evaluate whether SMPC-based systems sustain long-term operational resilience while reducing cybersecurity risks and regulatory penalties. This study examines the survival probability of financial systems employing SMPC versus those relying on traditional encryption methods, providing empirical insights into their long-term viability.
Survival Time and Failure Rate of SMPC vs. Traditional Encryption
The study assesses the mean survival time and failure occurrences of financial systems operating under SMPC encryption compared to traditional encryption techniques. Table 5 presents an overview of the comparative longevity and failure statistics of both encryption models.
Table 5: Survival Time and Failure Rate of Financial Systems Based on Encryption Type
	Encryption Type
	Mean Survival Time (Months)
	Survival Std (Months)
	Total Failures

	SMPC
	36.11
	35.48
	209

	Traditional
	21.91
	21.29
	297


The results indicate that financial systems utilizing SMPC sustain operations for a significantly longer period (36.11 months) compared to those relying on traditional encryption (21.91 months). Additionally, the total failure rate in SMPC-based systems (209 failures) is considerably lower than that of traditional encryption systems (297 failures), demonstrating enhanced security resilience and regulatory compliance through SMPC adoption.
To further illustrate the probability of system failure over time, Figure 8 presents a Step Plot, depicting the cumulative failure rate of financial systems under both encryption models.
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Figure 8: Step Plot Depicting Cumulative Probability of System Failure Over Time
The figure shows that SMPC-based financial systems experience a more gradual failure trajectory, confirming that SMPC enhances system longevity by reducing the likelihood of security breaches and non-compliance penalties over time.
Comparative Analysis of Mean Survival Time
To provide a more intuitive comparison of survival times between encryption methods, Figure 9 presents a Dumbbell Chart, demonstrating the difference in mean survival time between SMPC and traditional encryption.
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Figure 9: Dumbbell Chart Comparing Mean Survival Time of Financial Systems Under Different Encryption Methods
The visualization confirms that SMPC extends system survivability, ensuring prolonged security efficiency and regulatory adherence in financial DLS environments. The substantial disparity in survival times reinforces the importance of integrating SMPC for long-term scalability and compliance stability.
Discussion 
The findings of this study highlight the confidentiality risks associated with Distributed Ledger Systems (DLS) and demonstrate how Secure Multi-Party Computation (SMPC) enhances security and regulatory compliance in financial applications. The confidentiality vulnerabilities inherent in DLS are evident in the transaction patterns identified through anomaly detection, revealing that anomalous transactions tend to exhibit significantly higher volumes and frequencies compared to normal transactions. The increased financial activity among flagged transactions suggests the possibility of illicit financial movements, which aligns with the concerns raised by Prakash and Garg (2024) regarding adversaries exploiting transparency loopholes in decentralized architectures. Furthermore, the lower mean number of counterparties in anomalous transactions reinforces the inference attack risks described by Agrawal et al. (2024), where attackers correlate transaction data to reconstruct sensitive financial information. The clustering of anomalous financial interactions, as illustrated in the chord diagram, suggests that illicit activities may be organized within tightly connected network loops, supporting the notion that confidentiality breaches often emerge from interdependent transactional structures (Sarfaraz et al., 2023).
The evaluation of SMPC protocols provides further insights into the efficiency-security trade-offs within privacy-preserving financial computations. The results establish that Yao’s Garbled Circuits offers the lowest execution time, making it the most computationally efficient protocol. However, the reduced execution cost comes at the expense of security, with Shamir’s Secret Sharing providing the highest probability of achieving strong security guarantees despite its higher computational burden. These findings reinforce the computational challenges discussed by Gamiz et al. (2024), who note that SMPC protocols often impose substantial overhead due to their cryptographic complexity. The heatmap representation of protocol performance further emphasizes that optimizing security often necessitates a trade-off with computational efficiency, a factor that financial institutions must consider when selecting an SMPC protocol. The performance variations across protocols underscore the argument by Rahaman et al. (2024) that different SMPC techniques must be evaluated within the specific computational constraints of financial institutions to ensure a balance between security and scalability.
Examining real-world applications of SMPC within financial DLS environments further validates its feasibility in securing financial transactions. The success rates of privacy-preserving transactions, which exceed 70% across all SMPC protocols, confirm that SMPC is a viable approach for protecting sensitive financial data. The slight advantage of the GMW protocol in transaction security success rates suggests that its specific cryptographic properties may offer enhanced confidentiality protections in multi-party financial environments. This aligns with the insights provided by Almusawi et al. (2023), who discuss how the GMW protocol leverages secret sharing and oblivious transfer mechanisms to ensure secure collaborative computations. The bubble chart representation of execution time versus transaction success rate indicates that, despite slight variations in execution efficiency, SMPC protocols consistently maintain a high level of security, which strengthens the argument made by Batan (2024) that SMPC enables precise computations without exposing raw financial data. The hexbin chart further confirms that execution times remain stable across all protocols, demonstrating that SMPC implementations do not introduce significant delays in financial DLS operations, an essential consideration for transaction-heavy financial ecosystems as outlined by Allaart et al. (2024).
The survival analysis of financial systems adopting SMPC compared to those utilizing traditional encryption methods provides critical insights into the long-term scalability and regulatory compliance implications of SMPC integration. The mean survival time for SMPC-based financial systems is significantly higher than that of traditional encryption systems, reinforcing the findings of Hasani et al. (2023), who argue that privacy-preserving cryptographic techniques contribute to long-term financial system resilience. The step plot depicting cumulative failure probability further substantiates the claim by Renuka et al. (2024) that SMPC mitigates security risks by reducing the likelihood of data breaches over time. The lower failure rate among SMPC-based systems demonstrates that privacy-enhancing techniques improve financial infrastructure stability and support regulatory adherence, reinforcing the argument by Gounari et al. (2024) that financial institutions must align with evolving data protection mandates. The dumbbell chart comparison of mean survival time highlights the tangible benefits of SMPC adoption, confirming that its implementation extends the operational longevity of financial systems. These findings are consistent with the observations of Goel (2024), who notes that SMPC enables regulatory-compliant data processing by ensuring that transactional confidentiality is preserved even in decentralized environments.
These findings provide empirical validation for the integration of SMPC in financial DLS implementations, reinforcing its role in addressing confidentiality risks, optimizing privacy-preserving computations, and ensuring long-term financial system resilience. While SMPC enhances data security, the computational costs and interoperability challenges identified in this study align with the concerns raised by Zhou et al. (2024), emphasizing the need for ongoing optimization of SMPC frameworks to facilitate broader adoption. The comparative evaluation of SMPC protocols, real-world transaction security performance, and regulatory implications offers a comprehensive perspective on its feasibility, underscoring the necessity of balancing security, efficiency, and compliance considerations in privacy-preserving financial applications.
5.	Conclusion and Recommendation
The study establishes that Secure Multi-Party Computation (SMPC) enhances confidentiality in Distributed Ledger Systems (DLS) by mitigating unauthorized data exposure while maintaining computational efficiency and regulatory compliance. Anomaly detection reveals that illicit transactions exhibit distinct patterns that increase financial privacy vulnerabilities, reinforcing the need for cryptographic protections. Comparative analysis of SMPC protocols confirms that security and efficiency trade-offs must be balanced, with the GMW protocol demonstrating a slight edge in transaction security. Survival analysis further validates that SMPC adoption extends system longevity and minimizes cybersecurity risks compared to traditional encryption. Hence, the study suggests that:
1. Financial institutions should integrate SMPC protocols that balance execution efficiency and security, prioritizing models with lower communication overhead to enhance scalability.
2. Regulators must develop standardized SMPC frameworks to ensure interoperability and compliance across decentralized financial ecosystems.
3. Future research should optimize SMPC algorithms to reduce computational costs, improving adoption feasibility for high-frequency financial transactions.
4. Enhanced anomaly detection mechanisms should be implemented within DLS to proactively identify illicit financial activities and strengthen confidentiality measures.
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