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Abstract 

Adversarial attacks pose a critical threat to the reliability of AI-driven systems, exploiting 

vulnerabilities at the data, model, and deployment levels. This study employs a 

quantitative analysis using the CIFAR-10 Adversarial Examples Dataset from IBM’s 

Adversarial Robustness Toolbox and the MITRE ATLAS AI Model Vulnerabilities Dataset 

to assess attack success rates and attack surface exposure. A convolutional neural 

network (CNN) classifier was evaluated against Fast Gradient Sign Method (FGSM), 

Projected Gradient Descent (PGD), and Carlini & Wagner (C&W) attacks, yielding 

misclassification rates of 42.2%, 65.5%, and 86.8%, respectively. Statistical analysis 

using the Chi-Square Goodness-of-Fit Test (p < 0.001) confirmed a disproportionate 

targeting of model-level vulnerabilities (53.6%). Countermeasure evaluation 

demonstrated that adversarial training provided the highest robustness gain (23.29%), 

while detection algorithms were least effective (15.34%). To enhance AI security, hybrid 

defense mechanisms integrating adversarial training with real-time anomaly detection 

should be prioritized, and standardized evaluation benchmarks should be established for 

AI security testing. 

Keywords: adversarial attacks, AI security, model vulnerabilities, adversarial training, 

machine learning defenses 

 

1. Introduction 

Artificial intelligence (AI) has significantly transformed industries, driving advancements 

in finance, healthcare, cybersecurity, and autonomous systems. However, as AI models 

grow increasingly complex, they introduce security vulnerabilities, particularly 

adversarial attacks. Wang et al. (2019) avers that these attacks involve manipulating 

input data to deceive machine learning (ML) models, leading to incorrect classifications 

or unintended behaviors. Such vulnerabilities affect AI systems at multiple levels, 

including data integrity, model architecture, and deployment environments, thereby 

threatening the reliability and security of AI-driven decision-making processes (Hoang et 

al., 2024). Given AI’s expanding role in critical sectors, addressing these risks and 

developing effective countermeasures is imperative. 



 

 

Adversarial threats manifest in various forms, with evasion, poisoning, and model 

extraction attacks being particularly prevalent. According to Muthalagu et al. (2024), 

evasion attacks manipulate input data during inference, causing AI models to 

misclassify objects. A well-documented example involves minor pixel modifications in 

image recognition systems, which have led to significant misidentifications (Jacquet, 

2024). In autonomous vehicles, adversarial perturbations have caused self-driving 

systems to misinterpret traffic signs, creating severe safety hazards (Giannaros et al., 

2023). Poisoning attacks, by contrast, occur during the training phase when adversaries 

introduce corrupted data to bias the model, thereby reducing its reliability in applications 

such as fraud detection and cybersecurity monitoring. Hussain et al. (2024) argues that 

model extraction attacks allow adversaries to reconstruct proprietary AI models by 

analyzing their outputs, leading to potential exposure of sensitive training data and 

unauthorized replication of proprietary architectures. Collectively, these attack strategies 

highlight the urgent need for robust AI security measures. 

Empirical research underscores the increasing prevalence of adversarial attacks. 

Kassianik and Kassianik (2025) reports that in January 2025, researchers from Cisco 

and the University of Pennsylvania tested DeepSeek’s AI model R1, revealing a 

complete failure in detecting adversarial prompts. The model was unable to block any of 

the 50 tested malicious inputs, demonstrating a 100 percent attack success rate 

(McCurdy, 2025). Similarly, a December 2024 study identified vulnerabilities in large 

language models (LLMs) embedded in AI-powered robotic systems, showing that 

adversarial inputs could bypass safety mechanisms and induce unintended actions (Fu 

et al., 2024). These findings highlight the persistent challenges in securing AI models 

against sophisticated adversarial techniques. 

Autonomous transportation is particularly vulnerable to adversarial threats. Mehta et al. 

(2024) posits that slight modifications to road signs—such as strategically placed 

stickers—can deceive self-driving systems into misinterpreting stop signs as speed limit 

signs or failing to detect road hazards. According to Miller et al. (2024) Tesla’s Autopilot 

has demonstrated how adversarial signals manipulate lane recognition and speed 

detection, leading to hazardous driving behavior. Moreover, Chi et al. (2024) revealed 

that adversarial signals injected into radar systems caused autonomous vehicles to 

detect non-existent obstacles, triggering unnecessary braking and erratic driving 

patterns. These incidents illustrate the dangers of adversarial attacks in AI-powered 

transportation, necessitating advanced security frameworks to protect autonomous 

mobility systems. 

Beyond vision-based AI applications, adversarial attacks also target natural language 

processing (NLP) and voice recognition systems. Fakhouri et al. (2024) argues that AI-

driven spam filters have been bypassed using adversarially crafted messages designed 



 

 

to evade detection, while sentiment analysis models have been manipulated to alter 

interpretations without modifying the perceptible meaning of text. Additionally, 

researchers have shown that voice assistants such as Alexa and Siri are vulnerable to 

adversarial commands embedded in slightly altered or inaudible audio signals 

(Alchekov et al., 2023; Cheng & Roedig, 2022). Alchekov et al. (2023) notes that these 

manipulations have led to unauthorized actions, including unlocking devices, making 

unauthorized transactions, and altering system settings. These vulnerabilities raise 

critical concerns about the security of AI-powered voice recognition technologies. 

Statistical evidence further demonstrates the growing impact of adversarial attacks. 

Kaur (2020) reports that a 2022 Gartner study found 30 percent of AI-related 

cyberattacks involved training data poisoning, model theft, or adversarial manipulation. 

Additionally, Javed et al. (2024) indicates that adversarial perturbations can reduce AI 

model accuracy by up to 90 percent, severely compromising their reliability in high-

stakes applications. In the domain of autonomous vehicles, adversarial modifications to 

road signs have resulted in alarmingly high misclassification rates, reinforcing the 

necessity of improved AI security protocols. 

Efforts to mitigate adversarial threats have led to the development of various defensive 

strategies. Wang et al. (2019) states that adversarial training, a widely used approach, 

enhances model robustness by exposing AI systems to adversarial examples during 

training. While this technique improves resilience, it imposes substantial computational 

costs and does not offer absolute protection against evolving attack methodologies. 

Defensive distillation, another countermeasure, reduces model sensitivity to minor 

perturbations by training AI systems on smoothed probability distributions rather than 

discrete labels. However, this method has been bypassed by increasingly sophisticated 

attacks. Khalid et al. (2019) posits that additional countermeasures, such as input 

preprocessing and feature squeezing, attempt to mitigate adversarial perturbations by 

filtering input noise, though these methods introduce trade-offs between model 

accuracy and security. 

As adversarial threats continue to evolve, a multi-faceted approach to AI security is 

essential. Goswami (2024) contends that beyond enhancing model resilience, 

continuous monitoring and anomaly detection mechanisms are critical for identifying 

adversarial inputs in real-time. Furthermore, developing adaptive countermeasures 

capable of dynamically responding to emerging attack strategies is crucial for securing 

AI systems against malicious interventions. Regulatory bodies and industry 

stakeholders have recognized AI security as a priority, with reports such as Deloitte’s 

State of AI in the Enterprise emphasizing security and safety concerns in AI adoption 

(Ridzuan et al., 2024; Deloitte, 2024). Given the rapid pace of AI advancements, 

ongoing research must prioritize model transparency, adversarial robustness, and the 



 

 

establishment of rigorous evaluation frameworks to mitigate emerging threats 

effectively. Addressing these challenges is crucial to ensuring the reliability, safety, and 

trustworthiness of AI-driven systems in critical applications. Considering the foregoing, 

this study analyzes adversarial threats to AI-driven systems by exploring the attack 

surface of machine learning models and evaluating effective countermeasures to 

enhance their security and robustness. The study achieves the following objectives: 

1. Investigates the modes of evasion attacks, poisoning attacks, and model 

inversion/extraction attacks within AI-driven systems. 

2. Analyzes the attack surface of machine learning models, identifying 

vulnerabilities at the data, model, and deployment levels that adversaries exploit. 

3. Addresses the effectiveness and limitations of existing defense mechanisms 

(adversarial training, defensive distillation, and detection algorithms) against 

adversarial attacks. 

4. Proposes strategies for improving the security of AI-driven systems, integrating 

adaptive, robust countermeasures to mitigate adversarial threats while balancing 

model performance and efficiency. 

 

2. Literature Review 

Adversarial attacks in machine learning (ML) pose substantial risks to the security, 

integrity, and reliability of AI-driven systems. Wang et al. (2019) posits that these attacks 

exploit inherent vulnerabilities in ML models, manipulating inputs or training data to induce 

misclassifications, bias predictions, or extract confidential information. They can be 

systematically classified into evasion attacks, poisoning attacks, and model inversion or 

extraction attacks, each targeting distinct phases of an ML system’s lifecycle (Muthalagu 

et al., 2024; Kolade et al., 2025). 

Evasion attacks occur during the inference phase, where adversaries introduce carefully 

crafted perturbations to input data to deceive trained ML models (Wang et al., 2024; 

Obioha-Val et al., 2025). Ai et al. (2021) asserts that these perturbations, often 

imperceptible to human observers, can cause significant errors in classification. In image 

recognition systems, minor pixel modifications have been shown to cause objects to be 

misidentified (Jacquet, 2024; Obioha-Val et al., 2025). A widely cited example 

demonstrated that an image of a panda was misclassified as a gibbon due to subtle 

perturbations (Lapienytė, 2023). Similarly, adversarial inputs in natural language 

processing (NLP) can manipulate sentiment analysis models or bypass spam filters 

through minor textual modifications. Alchekov et al. (2023) notes that voice recognition 

systems are also vulnerable, as adversarial audio signals can embed inaudible 

commands that alter system behavior. A particularly concerning application of evasion 



 

 

attacks is in autonomous vehicles, where slight modifications to road signs—such as 

added stickers—can mislead AI-driven navigation systems, potentially leading to 

hazardous situations (Mehta et al., 2024; Obioha-Val et al., 2025). These vulnerabilities 

underscore the need for robust defenses, particularly in safety-critical applications. 

Poisoning attacks, by contrast, target the training phase, aiming to corrupt the learning 

process by injecting malicious data into the training set. Das et al. (2024) contends that 

by modifying the underlying data distribution, attackers can cause models to produce 

erroneous classifications post-deployment. In fraud detection systems, adversaries may 

introduce fraudulent transactions labeled as legitimate, reducing the model’s ability to 

detect financial fraud (Hilal et al., 2021; Adigwe et al., 2024). Similarly, recommendation 

systems can be manipulated through biased data injection, distorting rankings to promote 

or suppress specific content (Adomavicius et al., 2019; Alao, Adebiyi and Olaniyi, 2024). 

In cybersecurity applications, poisoning attacks can degrade the effectiveness of intrusion 

detection systems, allowing malicious activities to bypass security measures (Kravchik et 

al., 2022; Arigbabu et al., 2024). These attacks present long-term security risks, as 

compromised models continue producing flawed outputs even after the initial attack is 

removed. Given the increasing sophistication of poisoning techniques, detecting and 

mitigating these threats remains a significant challenge. 

Model inversion and extraction attacks pose additional security concerns by 

compromising the confidentiality of ML models. Shafee and Awaad (2020) explains that 

model inversion attacks allow adversaries to infer sensitive training data, raising serious 

privacy risks in biometric authentication systems. For instance, facial recognition models 

have been exploited to reconstruct images of individuals, threatening privacy and data 

security (Butt et al., 2023; Balogun et al., 2025). Model extraction attacks, meanwhile, 

involve adversaries systematically querying an ML model to approximate its internal 

structure and parameters, enabling unauthorized replication of proprietary AI models 

(Khazane et al., 2024; Gbadebo et al., 2024). Kumar et al. (2024) asserts that the growing 

reliance on cloud-based AI services exacerbates these risks, as remote access provides 

adversaries with opportunities to extract valuable models without direct access to the 

infrastructure. 

The Attack Surface of AI-Driven Systems 

The security of AI-driven systems is shaped by vulnerabilities at the data, model, and 

deployment levels. Rahman et al. (2023) argues that each of these dimensions presents 

specific weaknesses that adversaries can exploit, necessitating comprehensive 

countermeasures to mitigate risks. 

At the data level, adversarial threats include dataset poisoning, bias exploitation, and 

backdoor attacks. Liu et al. (2021) asserts that dataset poisoning occurs when 



 

 

adversaries inject malicious data into training sets, distorting learning processes and 

degrading model performance. This issue is particularly concerning in federated learning, 

where decentralized data collection reduces oversight, allowing attackers to manipulate 

inputs unnoticed (Kapoor & Kumar, 2024; Joeaneke et al., 2024). Additionally, Wu et al. 

(2022) contends that generative adversarial networks (GANs) have been used to 

generate adversarial samples indistinguishable from legitimate data, complicating 

detection efforts. Bias exploitation represents another major risk, as adversaries can 

manipulate training data to reinforce systematic biases, affecting fairness and reliability 

(Van Giffen et al., 2022; John-Otumu et al., 2024). Backdoor attacks embed hidden 

triggers in training data, causing models to exhibit predetermined behaviors when 

activated. Wu et al. (2022) notes that this has been observed in GAN-based medical 

image synthesis, where embedded triggers compromised diagnostic reliability. To 

counter these risks, Pagano et al. (2023) emphasizes the importance of rigorous data 

validation, anomaly detection, and bias mitigation strategies.  

At the model level, deep learning architectures remain highly vulnerable to adversarial 

perturbations. Waghela et al. (2024) posits that even minor input alterations can 

significantly affect model predictions, leading to misclassifications. Overfitting 

exacerbates this issue, as models that generalize poorly beyond training data are more 

susceptible to adversarial interference (Javed et al., 2024; Joseph, 2024). Malik et al. 

(2024) states that weaknesses in feature extraction and decision boundary definitions 

further expose models to manipulation, allowing adversaries to craft inputs that 

systematically deceive classifiers. The transferability of adversarial examples compounds 

the risk, as inputs designed to mislead one model often succeed against others, 

regardless of differences in architecture or training datasets. To mitigate these risks, 

McCarthy et al. (2022) suggests adversarial training, robust model architectures, and 

improved feature extraction techniques to enhance resilience against manipulations. 

At the deployment level, AI models integrated into real-world applications face additional 

security challenges. Alotaibi (2023) explains that IoT devices, edge AI systems, and 

cloud-based platforms introduce new attack vectors due to widespread accessibility. 

Limited resources in IoT devices constrain security measures, increasing vulnerability to 

adversarial exploitation. Ali et al. (2024) highlights real-world cases in which adversarial 

attacks have compromised AI-powered cybersecurity tools and self-driving systems, 

leading to misclassifications and unintended behaviors. The failure of DeepSeek’s AI 

chatbot to detect malicious prompts illustrates the difficulties in securing deployed AI 

models (Kassianik & Kassianik, 2025; McCurdy, 2025; Kolade et al., 2024). As AI 

expands into critical infrastructure, the securing the deployment environment requires 

strict access controls, continuous monitoring, and adaptive defense mechanisms. 

Empirical Evidence of Adversarial Threats 



 

 

Empirical research has consistently demonstrated that AI-driven systems remain 

vulnerable to adversarial attacks, presenting significant security risks across various 

applications (Ijiga et al., 2024; Guembe et al., 2022; Okon et al., 2024).  Kassianik and 

Kassianik (2025) reports that a 2025 study conducted by Cisco and the University of 

Pennsylvania evaluated DeepSeek’s AI model R1, revealing critical deficiencies in its 

ability to detect or block adversarial prompts. The model failed to prevent any of the 50 

malicious queries designed to elicit harmful content, resulting in a 100 percent attack 

success rate. This finding underscores the susceptibility of advanced AI models to 

manipulation, raising concerns about their deployment in sensitive applications such as 

healthcare, cybersecurity, and automated decision-making (McCurdy, 2025). 

Autonomous vehicles have also been extensively studied for their susceptibility to 

adversarial threats. Mehta et al. (2024) asserts that even minor alterations to road signs—

such as the addition of stickers—can mislead AI-driven systems, causing incorrect traffic 

signal classification and increasing the risk of accidents. Chi et al. (2024) demonstrated 

that adversarial signals injected into radar systems can create false perceptions of 

obstacles, prompting erratic braking or unsafe navigation adjustments. These findings 

emphasize the pressing need for adversarial resilience in autonomous transportation, as 

attack methodologies are becoming increasingly sophisticated, shifting from simple visual 

manipulations to complex sensor-based exploits (Chi et al., 2024; Dawod et al., 2024; 

Olabanji et al., 2024). 

Natural Language Processing (NLP) models face similar adversarial risks. Charfeddine 

et al. (2024) contends that adversarial inputs can bypass spam filters, distort sentiment 

analysis, and manipulate AI-driven chatbots into generating inappropriate or harmful 

content. Studies have demonstrated that slight textual modifications can deceive GPT-

based classifiers, leading to incorrect sentiment interpretations or undetected spam 

messages (Hasanov et al., 2024; Hassija et al., 2023; Olabanji, Olaniyi and Olagbaju, 

2024). These vulnerabilities raise significant security concerns, particularly given the 

increasing reliance on AI for content moderation, automated decision-making, and digital 

communication. 

AI-powered security systems, including malware detection and intrusion detection 

systems (IDS), are also susceptible to adversarial manipulations. Vasani et al. (2023) 

notes that attackers can craft malware samples with subtle alterations, evading AI-based 

detection and allowing malicious software to appear benign. Similarly, Abdalla* et al. 

(2024) posits that adversarial perturbations in network traffic data can deceive AI-driven 

IDS, enabling cyber threats to bypass security protocols undetected. Alotaibi and Rassam 

(2023) confirmed that machine learning-based IDS models are highly vulnerable to 

adversarial attacks, significantly reducing their detection accuracy. 



 

 

The widespread applicability of adversarial attacks across AI-driven domains highlights 

the need for robust countermeasures. Ghiasi et al. (2023) argues that as attack 

methodologies evolve, ongoing research into adversarial defenses, improved model 

robustness, and enhanced detection mechanisms remains essential.  

Countermeasures against Adversarial Attacks 

Adversarial attacks pose significant threats to the integrity and reliability of machine 

learning (ML) models, necessitating extensive research into countermeasures designed 

to enhance model security. Ghiasi et al. (2023) argues that various defense mechanisms 

have been proposed, each with distinct advantages and limitations in mitigating 

adversarial threats. These strategies can be broadly categorized into adversarial training, 

defensive distillation, input preprocessing, and adaptive defense mechanisms (Mintoo et 

al., 2024; Olabanji et al., 2024). 

Adversarial training remains one of the most extensively studied defense strategies. 

Javed et al. (2024) posits that this method involves augmenting training datasets with 

adversarial examples to improve model robustness, allowing AI systems to recognize and 

resist manipulations. While adversarial training enhances resilience against specific 

attack vectors, Kumar (2024) contends that it introduces notable challenges, including 

high computational costs associated with generating adversarial samples and retraining 

models. Furthermore, models trained against known attack types may overfit, reducing 

their generalization capability and leaving them vulnerable to novel adversarial strategies 

(Li et al., 2024; Oladoyinbo et al., 2024). For instance, a model trained to withstand 

common perturbations in image recognition may still be susceptible to unforeseen attack 

variations (Ai et al., 2021; Olaniyi, 2024). These limitations highlight the need for 

continuous refinement of adversarial training techniques. 

Defensive distillation represents another approach to adversarial defense. Jandial et al. 

(2022) explains that this method involves training a secondary, or "distilled," model on 

softened probability outputs from an initial model, thereby smoothing decision boundaries 

and reducing sensitivity to adversarial perturbations. Though defensive distillation 

improved adversarial robustness, its limitations was revealed much later (Hong & Lee, 

2024; Chen et al., 2024; Olaniyi et al., 2024); Chakraborty et al. (2021) asserts that 

adversaries have developed techniques to circumvent this defense, crafting adversarial 

examples that exploit weaknesses in the distillation process. Consequently, defensive 

distillation provides only partial protection and is insufficient as a standalone defense 

mechanism. 

Alternative strategies include input preprocessing and detection-based methods. Tian et 

al. (2024) notes that techniques such as feature squeezing and denoising aim to minimize 

adversarial perturbations by simplifying or filtering input data before processing. Feature 



 

 

squeezing reduces input complexity, limiting the extent to which adversarial noise 

influences predictions, while denoising techniques remove perturbations through filtering 

mechanisms (Zhang et al., 2024; Olateju et al., 2024). Guesmi et al. (2023) posits that 

real-time adversarial detection systems can analyze input patterns to identify 

manipulation attempts; however, these methods introduce computational overhead and 

latency, making them less practical for time-sensitive applications. Moreover, increasingly 

sophisticated adversarial attacks have been designed to bypass these defenses, 

necessitating continuous advancements in detection methodologies. 

A promising approach in AI security involves adaptive defense mechanisms. Nguyen et 

al. (2023) asserts that these strategies use reinforcement learning and AI explainability 

techniques to dynamically adjust to evolving adversarial tactics. By analyzing a model’s 

decision-making process, explainability tools help identify vulnerabilities and refine 

defensive measures (Coussement et al., 2024; Salako et al., 2024). However, George et 

al. (2023) warns that implementing adaptive defenses presents complexities, including 

the potential introduction of new vulnerabilities and system instability. Striking a balance 

between adaptability and reliability remains a crucial challenge in adversarial defense 

research. 

Given the evolving nature of adversarial threats, no single defense strategy offers 

comprehensive protection; the most effective approach involves a combination of multiple 

defense techniques, continuously refined to counter emerging attack methodologies 

(Mintoo et al., 2024; Samuel-Okon et al., 2024). 

Strategic Frameworks and Risk Paradigms in Adversarial AI Defense 

The increasing sophistication of adversarial attacks necessitates not only technical 

defenses but also strategic frameworks and regulatory measures to enhance AI security 

and resilience. Kolade et al. (2024) argues that regulatory bodies, such as the National 

Institute of Standards and Technology (NIST) in the United States and the European 

Union’s AI Act, play a critical role in establishing governance structures to mitigate 

adversarial risks. NIST has developed a taxonomy and standardized key terminology in 

adversarial machine learning, facilitating the creation of common evaluation metrics and 

best practices for enhancing model robustness (Booth et al., 2023; Val et al., 2024). 

Similarly, Montagnani et al. (2024) posits that the EU AI Act mandates high-risk AI 

systems to incorporate built-in safeguards ensuring accuracy, cybersecurity, and 

resilience against adversarial attacks. The Act further requires AI providers to implement 

post-market monitoring systems, enabling the detection of vulnerabilities and the 

implementation of corrective measures as necessary. 

Despite these regulatory efforts, enforcement remains challenging due to the rapid 

evolution of AI technologies, particularly large language models. Aslan et al. (2023) 



 

 

contends that the complexity and emergent vulnerabilities of these models make it difficult 

to establish standardized defense mechanisms that remain effective over time. Given the 

dynamic nature of adversarial threats, AI governance must adopt an adaptive approach 

that evolves alongside emerging attack methodologies. Standardized evaluation metrics 

and continual reassessment of security strategies are necessary to maintain robust AI 

defenses (Malatji & Tolah, 2024). 

Ethical considerations further complicate adversarial AI defense. Brenneis (2024) notes 

that a key issue is the dual-use dilemma, where AI technologies can be employed for both 

defensive and malicious purposes. Open research on adversarial defenses, while 

essential for progress, simultaneously provides malicious actors with insights to develop 

more sophisticated attacks. Ayyaz and Malik (2024) highlights that generative AI models 

have been exploited to create deepfakes and automate cyberattacks, raising concerns 

about the misuse of security research. Striking a balance between transparency and risk 

mitigation remains a major challenge in AI security. 

Accountability and liability in adversarial AI failures also present significant legal 

concerns. Novelli et al. (2023) asserts that determining responsibility when AI systems 

are compromised is complex, involving developers, operators, and regulatory bodies. The 

EU AI Act seeks to address this by imposing security obligations on AI providers and 

requiring incident reporting for high-risk applications (Arcila, 2024). However, questions 

remain regarding the effectiveness of these measures in ensuring accountability, 

particularly as AI autonomy increases. 

3. Methodology 

This study employs a quantitative approach to analyze adversarial threats in AI-driven 
systems by investigating attack modes, assessing model vulnerabilities, and evaluating 
defense mechanisms. The analysis utilizes open-source adversarial datasets to ensure 
empirical validity and reproducibility. 

The CIFAR-10 Adversarial Examples Dataset from IBM’s Adversarial Robustness 
Toolbox (ART) is used to quantify the success rates of evasion attacks. A convolutional 
neural network (CNN) is trained on the clean CIFAR-10 dataset, serving as a baseline 
model. Adversarial examples generated via Fast Gradient Sign Method (FGSM), 
Projected Gradient Descent (PGD), and Carlini & Wagner (C&W) attacks are 
introduced, and model misclassification rates are measured using the Adversarial 
Attack Success Rate (AASR): 

AASR =
1

K
∑ (

𝑀𝑎𝑑𝑣
𝑘

𝑁𝑎𝑑𝑣
𝑘 )
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where K represents different attack types, 𝑀𝑎𝑑𝑣
(𝑘)

 denotes misclassified adversarial 

examples for attack k, and 𝑁𝑎𝑑𝑣
𝑘  is the total adversarial samples for attack k. The paired 

t-test is applied to assess the statistical significance of accuracy degradation across 

different attack methods: 

t =
√

Xˉ1 − Xˉ2

s1
2

n1
+

s2
2

n2

 

where 𝑋ˉ1 𝑎𝑛𝑑 𝑋ˉ2 are mean accuracies for clean and adversarial samples, s1
2 and s2

2 

are variances, and 𝑛1, 𝑛2 denote sample sizes. 

To analyze the attack surface of machine learning models, the MITRE ATLAS AI Model 
Vulnerabilities Dataset is utilized to extract adversarial attack distributions across data-
level, model-level, and deployment-level threats. Attack prevalence rates are computed 
as: 

Pattack =
∑ Cattack

(i)𝑛
𝑖=1

∑ Tattacks
(i)𝑛

𝑖=1

× 100 

where Cattack
(i)  represents occurrences of attack type i, and Tattacks

(i)
denotes total attack 

occurrences in category iii. The Chi-Square Goodness-of-Fit Test is employed to 
determine whether attack distributions significantly vary across AI system layers: 

χ2 = ∑
(Oi − Ei)

2

𝐸𝑖

𝑛

𝑖=1

 

where  Oi represents observed attack occurrences and Ei is the expected count.  

To evaluate defense mechanisms, the Adversarial Robustness Benchmark (AdvBench) 
dataset is used to analyze the impact of adversarial training, defensive distillation, and 
detection algorithms on model performance.  

Robust accuracy (RA) is calculated as: 

RA =
1

M
∑

𝐶𝑐𝑜𝑟𝑟
𝑚

𝑁𝑡𝑒𝑠𝑡
𝑚

𝑀

𝑚=1

× 100 

where M represents defense strategies, 𝐶𝑐𝑜𝑟𝑟
𝑚  is correctly classified adversarial 

examples under strategy m, and 𝑁𝑡𝑒𝑠𝑡
𝑚  is total test samples for strategy mmm.  

Robustness Gain (RG) is defined as: 
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∑ (RApost

(m)
− RApre

(m)
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Where RApost
(m)

  and RApre
(m)

 are model accuracies after and before applying 

countermeasures, and RAclean
(m)

 represents baseline accuracy. One-way ANOVA is 

applied to assess the significance of performance variations across defense strategies: 

F =
∑ 𝑛𝑚

𝑀
𝑚=1 (Xm − 𝑋)2/(𝑀 − 1)
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Where 𝑋𝑚𝑖 represents individual accuracy values,  Xm is the mean accuracy per 
defense, X is the overall mean, and N is the total number of observations. 

 

4. Results and Discussion 

Adversarial Attack Success Rate Analysis Report 

Adversarial attacks compromise machine learning models by introducing perturbations 

that lead to misclassification. This study evaluates the effectiveness of Fast Gradient 

Sign Method (FGSM), Projected Gradient Descent (PGD), and Carlini & Wagner (C&W) 

attacks in deceiving an AI classifier. The findings provide empirical insights into the 

severity of adversarial threats and the comparative efficacy of different attack 

methodologies. 

Attack 

Type 

Total Adversarial 

Samples 

Misclassified 

Samples 

AASR 

(%) 

FGSM 1000 422 42.2 

PGD 1000 655 65.5 

C&W 1000 868 86.8 

Table 1: Adversarial Attack Success Rate (AASR) Analysis 

The analysis reveals a clear escalation in adversarial success rates, with C&W attacks 

achieving the highest success rate (86.8%), followed by PGD (65.5%), and FGSM 

(42.2%). As presented in Table 1, the success rate of adversarial attacks increases 

proportionally with attack complexity, reinforcing existing literature on gradient-based 

optimization's role in adversarial strength. 



 

 

 

Figure 1: Adversarial Attack Success Rate  

The bar chart in Figure 1 visualizes these findings, highlighting C&W’s dominance in 

attack efficacy. The increasing trend from FGSM to C&W validates that iterative 

optimization-based attacks result in significantly higher misclassification rates due to 

their ability to fine-tune perturbations until misclassification is forced. 



 

 

 

Figure 2: Distribution classification of Misclassified samples 

A distribution analysis of misclassified samples (Figure 2) further illustrates the disparity 

in attack performance, with C&W accounting for the majority of misclassified instances 

(868 out of 1000 samples tested), followed by PGD (655) and FGSM (422). The donut 

visualization effectively demonstrates that stronger attacks not only cause more 

misclassifications but do so with greater consistency. 

A statistical significance assessment of attack performance variation suggests that 

model vulnerability escalates as attack sophistication increases, reinforcing security 

concerns in adversarial AI research. The findings strongly indicate that conventional 

deep learning models lack inherent robustness against complex adversarial threats and 

require stronger defense mechanisms. 

Attack Surface Analysis of Machine Learning Models Report 

The security of machine learning (ML) models is influenced by vulnerabilities at the 

data, model, and deployment levels. Adversarial threats exploit these weaknesses, 

compromising model integrity, accuracy, and security. This study examines the 

distribution of attacks across these layers, identifying which areas are most susceptible 



 

 

to adversarial exploitation. The findings contribute to a deeper understanding of how 

attackers target AI systems and inform the development of more robust security 

frameworks. 

Table 2: Distribution of Adversarial Attacks Across AI System Layers 

Attack 

Target 

Occurrences 

of Attack 

Total Attacks 

Recorded 

Attack Prevalence 

Rate (%) 

Data-Level 176 500 35.2 

Model-Level 268 500 53.6 

Deployment

-Level 

56 500 11.2 

The results indicate that model-level vulnerabilities are the most exploited, accounting 

for 53.6% of recorded attacks, followed by data-level vulnerabilities (35.2%), while 

deployment-level vulnerabilities (11.2%) are the least targeted. Table 2 presents the 

detailed distribution of adversarial attacks across AI system layers. 

 

Figure 3: Attack prevalence rates across different AI system layers 

The scatter plot in Figure 3 visualizes the attack prevalence rates across different AI 

system layers. The dominance of model-level attacks over data and deployment-level 

threats suggests that adversaries prioritize direct manipulation of model decision 

boundaries over poisoning input data or attacking system deployment environments. 

The disparity in attack distribution aligns with the literature, emphasizing that ML 

models, particularly deep neural networks, remain highly vulnerable to adversarial 

perturbations, which exploit their overreliance on learned patterns. 



 

 

 

Figure 4: Disproportionate targeting of model vulnerabilities 

Further analysis using the radar chart in Figure 4 highlights the disproportionate 

targeting of model vulnerabilities compared to data and deployment vulnerabilities. The 

widened area representing model-level attacks indicates the significantly higher 

frequency of adversarial manipulations at this stage, reinforcing that attackers focus on 

modifying learned representations rather than altering raw data or system architecture. 

The deployment phase experiences the least adversarial pressure, possibly due to the 

additional security layers and environmental constraints that limit real-time attack 

feasibility. 

The Chi-Square Goodness-of-Fit Test (p < 0.001) confirms a statistically significant 

difference in attack distributions, reinforcing that adversarial threats do not occur 

randomly but instead exhibit a clear preference for model manipulation. The findings 

substantiate the argument that robustness interventions must prioritize hardening ML 

model architectures rather than solely focusing on input sanitization or system 

deployment protections. 

Evaluation of Countermeasures Against Adversarial Attacks Report 

As adversarial attacks continue to undermine the reliability of AI-driven systems, 

researchers have developed countermeasures aimed at mitigating their effects. This 

study evaluates the effectiveness of adversarial training, defensive distillation, and 



 

 

detection algorithms in improving model robustness against adversarial perturbations. 

The results offer empirical insights into the strengths and limitations of each defense 

strategy and provide a comparative analysis to inform future AI security 

implementations. 

Defense 

Mechanism 

Post-Defense 

Accuracy (%) 

Robustness 

Gain (%) 

Adversarial 

Training 

62.30 23.29 

Defensive 

Distillation 

61.72 22.62 

Detection 

Algorithm 

55.54 15.34 

Table 3: Effectiveness of Adversarial Defense Mechanisms 

The results reveal that adversarial training yields the highest post-defense accuracy 

(62.30%), followed closely by defensive distillation (61.72%), while detection algorithms 

exhibit the lowest improvement (55.54%). These findings, presented in Table 3, indicate 

that directly training the model to recognize adversarial patterns is more effective than 

attempting to obscure model vulnerabilities through distillation or detect adversarial 

samples post hoc. 

 

Figure 5: Visual representation of post-defense accuracy across different mechanisms 

The line chart in Figure 5 illustrates the post-defense accuracy across different 

mechanisms. The marginal difference between adversarial training and defensive 

distillation suggests that both methods contribute significantly to robustness, albeit 



 

 

through different strategies. The noticeably lower effectiveness of detection algorithms 

highlights the difficulty of filtering adversarial inputs in real-time, reinforcing the 

argument that proactive defense mechanisms outperform reactive ones. 

 

Figure 6: Visual representation of robustness gain achieved by each defense method 

A complementary horizontal bar chart (Figure 6) visualizes the robustness gain 

achieved by each defense method. Adversarial training exhibits the highest robustness 

gain (23.29%), followed by defensive distillation (22.62%), while detection algorithms 

remain the least effective (15.34%). This pattern is consistent with existing adversarial 

ML research, which emphasizes training-based defenses as the most reliable long-term 

solution for mitigating adversarial risks. 

These findings underscore the importance of adversarial training as the most effective 

defense strategy for improving model robustness against adversarial perturbations. 

While defensive distillation remains a viable alternative, its effectiveness is slightly 

lower, potentially due to attack methods evolving to bypass distillation-based smoothing 

techniques.  

 

Discussion 

The empirical findings of this study provide substantial evidence that adversarial threats 

significantly impact the robustness of AI-driven systems, reinforcing prior research 

highlighting the vulnerabilities of machine learning models to adversarial perturbations. 

The analysis of adversarial attack success rates underscores the progressive efficiency 

of more complex attack methodologies, with the Carlini & Wagner (C&W) attack 

achieving the highest misclassification rate of 86.8%, followed by Projected Gradient 

Descent (PGD) at 65.5% and Fast Gradient Sign Method (FGSM) at 42.2%. These 

results align with Wang et al. (2019), who posited that gradient-based iterative attacks 



 

 

consistently outperform single-step perturbations due to their optimization techniques, 

which refine adversarial examples until misclassification is ensured. The disparity in 

attack success rates suggests that adversarial robustness in deep learning models 

remains inadequate when confronted with highly optimized adversarial perturbations, 

thereby supporting the argument of Muthalagu et al. (2024) that conventional deep 

learning models exhibit inherent security weaknesses that necessitate continuous 

enhancement in adversarial defense strategies. 

Further investigation into the attack surface of machine learning models reveals that 

model-level vulnerabilities account for the majority of adversarial attacks, comprising 

53.6% of observed cases, compared to data-level (35.2%) and deployment-level 

(11.2%) vulnerabilities. This result is consistent with Rahman et al. (2023), who argued 

that model vulnerabilities serve as the primary entry point for adversarial manipulation 

due to the deep learning architectures’ susceptibility to perturbations. The significance 

of this finding is further emphasized by the Chi-Square Goodness-of-Fit Test (p < 

0.001), confirming that adversarial attacks do not occur randomly across AI system 

layers but rather demonstrate a preferential bias toward model-level exploitation. This 

aligns with the conclusions of Waghela et al. (2024), who found that adversaries 

frequently target model decision boundaries to induce systematic misclassifications. 

The scatter plot analysis further illustrates this disparity, reinforcing that adversaries 

seek to exploit weaknesses inherent in learned representations rather than manipulating 

raw input data or compromising system deployment structures. 

The radar chart visualization highlights the disproportionate targeting of model 

vulnerabilities relative to data and deployment vulnerabilities, further substantiating the 

assertion by Malik et al. (2024) that deep learning models, particularly those employing 

complex feature extraction techniques, remain highly susceptible to adversarial 

perturbations. These findings align with previous empirical studies, including those of 

McCarthy et al. (2022), which emphasize the need for strengthening adversarial 

robustness at the model level through refined feature extraction methodologies and 

adversarial training. The significantly lower prevalence of deployment-level attacks 

suggests that security measures implemented at this stage are relatively effective, 

potentially due to access control mechanisms and real-time anomaly detection systems. 

However, this does not negate the necessity for continued scrutiny of deployment 

environments, as Kolade et al. (2025) warn that future adversarial threats may evolve to 

circumvent existing safeguards through sophisticated exploitation of AI deployment 

frameworks. 

The evaluation of adversarial defense mechanisms further reveals a hierarchy in the 

effectiveness of countermeasures, with adversarial training demonstrating the highest 

post-defense accuracy at 62.3%, followed closely by defensive distillation at 61.72%, 

while detection algorithms remain the least effective at 55.54%. These results 



 

 

corroborate the findings of Javed et al. (2024), who identified adversarial training as the 

most effective defense against adversarial perturbations due to its ability to expose 

models to adversarial examples during training, thereby enhancing robustness. 

However, as Kumar (2024) highlights, adversarial training incurs significant 

computational costs and does not provide absolute immunity against evolving attack 

strategies. The marginal difference between adversarial training and defensive 

distillation suggests that both strategies are viable, although the observed slight 

inferiority of defensive distillation may be attributed to its vulnerability against stronger 

adversarial attacks, as demonstrated by Chakraborty et al. (2021). The horizontal bar 

chart visualization further emphasizes this trend, reinforcing that training-based 

defenses remain the most reliable long-term approach to mitigating adversarial risks, as 

previously argued by Mintoo et al. (2024). 

The observed limited effectiveness of detection algorithms at 55.54% post-defense 

accuracy and 15.34% robustness gain raises concerns about the reliability of real-time 

adversarial input filtering. These findings align with the concerns expressed by Tian et 

al. (2024), who noted that detection-based mechanisms often suffer from high false-

positive rates and computational overhead, rendering them less practical for real-time 

adversarial mitigation. The line chart visualization further illustrates the disparity in 

defense effectiveness, substantiating the argument of Nguyen et al. (2023) that static 

defense mechanisms alone are insufficient in the face of dynamically evolving 

adversarial threats. This finding supports the proposition by Salako et al. (2024) that 

adaptive security frameworks, which integrate multiple defense strategies with real-time 

adversarial monitoring, are imperative for enhancing AI security in high-stakes 

applications. 

Despite the promising improvements observed with adversarial training and defensive 

distillation, the absence of statistical validation through an ANOVA test due to limited 

sample variance highlights the need for future studies to incorporate larger datasets to 

assess defense mechanisms with greater statistical rigor. This limitation aligns with 

George et al. (2023), who emphasized the necessity of extensive empirical validation 

when evaluating AI security measures to account for potential variabilities in attack 

strategies and defense effectiveness. Additionally, the findings emphasize the necessity 

of multi-faceted security strategies that integrate adversarial training, model-level 

hardening techniques, and real-time anomaly detection systems, as recommended by 

Goswami (2024). These results reinforce the urgency of addressing adversarial threats 

at the model level while acknowledging the evolving nature of adversarial attacks that 

may necessitate the continuous adaptation of AI security frameworks. 

5. Conclusion and Recommendation 



 

 

The findings of this study underscore the persistent vulnerabilities of AI-driven systems 

to adversarial threats, particularly at the model level, where attacks exploit decision 

boundary weaknesses to induce misclassification. The significant variation in attack 

success rates reinforces that more sophisticated adversarial techniques, such as C&W, 

pose an escalating risk to model integrity. Despite countermeasures, adversarial 

training remains the most effective defense, while detection algorithms exhibit the least 

improvement, raising concerns about their reliability in real-time applications. These 

results emphasize the need for proactive security strategies to mitigate adversarial risks 

effectively, hence this study recommends the following: 

1. AI models should incorporate hybrid defense mechanisms, integrating 

adversarial training with real-time anomaly detection to enhance resilience 

against evolving attack methodologies. 

2. Future research should focus on adaptive AI security frameworks, capable of 

dynamically recognizing and mitigating novel adversarial threats without 

significantly compromising model efficiency. 

3. Standardized evaluation benchmarks should be established for AI security 

testing, ensuring consistent and rigorous assessment of defense mechanisms 

across different attack surfaces. 

4. Regulatory bodies must develop comprehensive AI security policies, mandating 

robust adversarial defense protocols, transparency in AI deployments, and 

continuous model robustness evaluations. 
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