DEVELOPMENT OF AN IOT-BASED TRAFFIC SIGNAL VIOLATION DETECTION SYSTEM

Abstract-

This study tackles the pressing issue of traffic signal stop-
line violations, which poses significant threat to road safety,
by designing and implementing an intelligent traffic signal
violation system (Internet-of-things (1oT) based technology).
The system utilizes infrared (IR) sensors for vehicular
detection and an ESP32 Camera to capture images of
violating vehicles, which are then sent to a server via
notification bots for media platforms. Also, the IR sensors
are embedded with the ESP32 Camera and programmed
microcontroller to detect traffic stop-line signal violations,
capture images, and transmit them to designated
authorities. The system was implemented using a prototype
build and the result showed a 98% accuracy rate in
detecting violations. The system reduces response time for
violation detection by 60% success rate. In conclusion, this
project demonstrates a reliable and efficient traffic signal
violation system, leveraging loT and Artificial Intelligence
(Al) technologies to enhance road safety. The real-world
significance of this system entails an enabled rapid
intervention, identifying and disciplining offenders, enhance
resource allocation, repository of data generated and
enforcing legal actions thereby contributing to enhanced
road traffic operations and user safety.
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INTRODUCTION

The increasing rate of traffic signal violations poses
significant threat to road safety, leading to traffic congestions,
varying degree of accidents, loss of lives and properties.
Traditional methods of traffic control are impaired with lane
faded markings, traffic with dense and diverse flow
(Pimpalgaonkar et al., 2024), unpredictable traffic signal
violations, manual observation and camera-based systems,
which have been in use in several places and are plagued
with some limitations in terms of accuracy, reliability,
durability, performance and cost-effectiveness. Prosecution
for violation of traffic stop-line has increased tremendously
particularly in urban cities by police data reports (Hindustan
Times, 2024). As such, traffic police have increased efforts
through sustained vigilance and technology deployment to
combat this menace.

More over, the place of urban traffic management is
indispensable in current and future development. Reason
being that traffic problems continue to expand in simple and
complex terms due to population growth in urban and rural
areas (Medina-Salgado, 2022). These increased problems are
related to human and vehicular flow congestions resulting in
direct impact on the mobility, socioeconomic activities and
psychological vulnerability of city dwellers.

In recent years, the use of sensor-based technologies for
traffic monitoring has gained popularity. Infrared (IR)

sensors, in particular, have been recognized for their ability
to accurately detect objects in various conditions, including
low light and adverse weather. Studies have shown that IR
sensors can be effectively used in traffic applications to
detect vehicular presence and movement, making them
suitable for use in traffic violation detection systems. The
integration of IR sensors with microcontroller-based systems
has been explored in several research projects, demonstrating
the potential for developing cost-effective and efficient
solutions for traffic management. These systems offer the
advantage of automation, eliminating the need for human
involvement and increasing the accuracy of violation
detection. The literature suggests that the use of IR sensors in
traffic  applications can  significantly improve the
enforcement of traffic laws and contribute to safer road
environments. The integration of modern Internet-of-things
(loT) based technology, such as infrared sensors and
microcontrollers, has potential benefits for enhancing road
safety, improving traffic law enforcement, and reducing
accidents.

A significant portion of traffic accidents in metropolitan
areas are caused by traffic signal breaches (Ahmed et al.,
2023) either intentionally or unintentionally. In addition to
putting the lives of drivers and road users in danger, these
infractions put traffic management organizations' resources
under duress (Mokhlesur, 2021). The efficiency of Edo State
Traffic Management Agency (EDSTMA) as an enforcer of
traffic rules and maintenance of safety in Edo State-Nigeria
(Adegoke & Ekanem, 2020; Ministries, Departments &
Agencies, 2024) nevertheless, has been hampered by the
constraints of labor-intensive monitoring.

To address these challenges, this project proposes this study
to ameliorate as well as buffer the efforts of the Government.
The use of IR sensors provides a more accurate and reliable
means of detecting vehicles that cross the stop line during a
red light. The system is designed to operate autonomously,
reducing the need for human intervention and improving the
efficiency of traffic law enforcement. The IR sensor-based
system works by detecting the presence of a vehicle at the
stop line during a red signal phase. When a violation is
detected, the system records the event and triggers a
notification through the ESP32 Camera Module. This
information can then be used by traffic authorities to issue
fines or take other corrective actions. By implementing this
system, it is expected that the incidence of traffic signal
violations will decrease, leading to safer road conditions
(Mehran et al., 2022).

The project aims to contribute to the development of smarter,
and efficient traffic management systems with traffic
enforcement mechanisms. The successful implementation of
this system has paved way for further advancements in
automated traffic monitoring and control.

Literature Review



The challenge of traffic signal violations has been a subject
of study for many years, with various approaches being
proposed to address it. Eom & Kim (2024), reviewed traffic
signal control issues for road intersections. The importance
of Intersection of Traffic Signal Control Problem (ITSCP)
as it bears on more intractability as it seeks effective plan
for traffic signal situations at intersections while
maximizing traffic flow with consideration of real-time
methods, rapid developments, signal timing limitations in
traffic systems, and practical implementation factors were
elucidated. Thus, providing solution so as to address their
complexities.

Alagarsamy et al. (2020), worked on a designed framework
that detects and analyze drivers’ activity that violates traffic
rules. The system track drivers’ activities with respect to
traffic defaults, information immediately stored in a
database and used for further investigation. Radio frequency
identification (RFID) tag that is embedded ensures
recognition and identification of traffic sign while the event
recorder records traffic violation activities. This work’s
emphasis is on faulting drivers’ activities that fault traffic
rules and makes it different from our study focus.

Hirawan et al. (2019), worked on creating a design that
assists Officer's Area Traffic Control Systems (ATCS) at
Bandung City Transport Department to monitor violations
of vehicles stopped at zebra cross sites. The work adopted
prototyping method consisting of five stages; namely,
communication, modeling, quick plan and design,
construction and deployment. Results obtained is detection
of violations by vehicles at road intersection with vehicle
plate number in focus. Thus, assisting traffic officers detect
violations automatically which is different from this study
focus.

Meghana et al. (2021), proposed a system that addresses the
monotonous rigors of monitoring cameras that captures
traffic violation in urban centres by officers and then further
extract relevant information to ascertain that violation is
committed. 10T based Smart traffic signal-violation system
with edge computing was deployed. It operates by
surveilling traffic signal only in mode ‘red’ state, the
scenario video captures vehicle licensed plate using image
processing algorithm for analyses to established traffic
violation. This reduces manual efforts by administrative
which is different from this study.

Kushwaha & Abirami (2024) focused on the subject of rear-
end collisions by means of an all-inclusive brake light
display system. The YOLOv7 algorithm meant for
classification and detection of rear lights coupled with
artificial intelligence (Al) model and an alert system for
prompt notification of distracted drivers with distance (75
cm) of adjacent vehicle. Infrared (IR) sensor offers precision
measurement capability. Thus, facilitating proactive road
safety mechanism for vehicle users.

Jacob et al. (2020) worked on IoT based smart vehicular
monitoring system with focus on monitoring of traffic
violations over speed, reckless driving, drunk driving, seat
belt related issues. Equipment such as alcoholic breath

sensor, speed sensor, seat belt sensor, alcoholic breath
sensor were deployed to continuously monitor the driver's
breath with speed sensor connected to the speedometer,
checks for over speeding, seat belt sensor were the
concentration. This is diverge from this study also.

Methods

The traffic signal violation detection system was designed
using an infrared (IR) sensor and a microcontroller unit. The
IR sensor was chosen for its ability to detect the presence of
vehicles at the stop line, even in low-light conditions. The
sensor was placed at strategic locations near the traffic
junction to monitor the stop line area continuously. The
microcontroller, programmed with specific algorithms,
processed the data received from the IR sensor to determine
whether a violation had occurred.

The system was also equipped with a memory unit to store
data on violations, including the time and date of the
incident. An alert mechanism was integrated into the system
to notify authorities immediately when a violation was
detected. The design is focused on ensuring the accuracy of
detection while minimizing false positions. The components
were selected based on their reliability, cost-effectiveness,
and compatibility with existing traffic infrastructure.

A. Hardware Implementation
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Figure 1. System Circuit Diagram

Figure 1 shows the hardware implementation of the traffic
signal violation detection system which involves the
integration of several key components:



1. Infrared (IR) Sensors: The system utilizes IR sensors
placed strategically at the traffic stop line. These sensors
detect the presence of vehicles that cross the stop line during
a red light signal. The IR sensor’s ability to detect objects is
crucial for determining when a violation has occurred.

2. Microcontroller: A microcontroller is used to process the
data received from the IR sensors. It is programmed to
analyze the input and determine whether a vehicle has
violated the traffic signal. If a violation is detected, the
microcontroller triggers further actions, by recording the
event and activating an alert system.

3. Memory Unit: The system includes a memory unit to store
information about detected violations. This data includes the
time, date, and the identity of the vehicle The stored data is
critical for later analysis or for enforcement authorities to
review.

4. Power Supply: The entire system is powered by a stable
power supply unit, ensuring that the sensors, microcontroller,
and other components function correctly, even in adverse
conditions.

The integration of these components ensures that the system
can reliably detect and record traffic signal violations with
minimal human intervention.

B. Software Implementation

The software implementation of the traffic signal violation
detection system focuses on the processing of data received
from the hardware components, particularly the infrared (IR)
sensors, and controlling the overall system operations. The
key aspects of the software implementation include:

1. Sensor Data Processing: The software is designed to
continuously monitor the input from the IR sensors. It
processes the signals to detect when a vehicle crosses the
stop line during a red light as depicted in Figure 2. This
involves interpreting the sensor data in real-time to
determine the presence and movement of vehicles.

2. Violation Detection Algorithm: A core part of the
software is the algorithm that determines whether a violation
has occurred. This algorithm is programmed to recognize the
conditions under which a vehicle’s movement constitutes a
violation (e.g., crossing the stop line during a red signal) and
then triggers the appropriate response.

3. Event Logging and Notification: Once a violation is
detected, the software logs the event details, including the
time and date. Arduino Code was used to integrate the
notification bots for Whatsapp and Telegram apps. The
software can also be configured to send notifications or
trigger alarms to alert traffic authorities or law enforcement
agencies about the violation.

5. System Integration: The software is integrated with the
hardware components to ensure seamless operation. It
manages  communication  between  the  sensors,
microcontroller, and other system components, ensuring that
all parts work together effectively.

The working principle of the loT-based traffic violation
system involves several components working together to

detect and capture instances of traffic violations, particularly
vehicles running red lights, and notify the authorities. Here's
a breakdown of the key elements and their roles in the
project:

a. This microcontroller unit is responsible for controlling
the traffic light system. It manages the timing of the traffic
lights, including when to switch from green to red and vice
versa. This is deployed because it usually connect loT
modules (ESP32 CAM) with other smart sensors (IR sensor,
ESP8266 microcontroller) and deliver data to the higher
system (Marek, 2019).

b. Positioned at the junction; the IR sensor detects the
presence of vehicles as they approach the intersection. When
a vehicle is detected, the IR sensor sends a signal to the
ESP8266, indicating that a vehicle is present as presented in
Table 1.

c. The relay serves as a switch, triggered by the signal from
the IR sensor. When activated, the relay establishes a
connection between the ESP8266 and the ESP32 CAMERA
module, allowing the ESP32 CAMERA to capture an image.
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Figure 2. System Flowchart

d. This module is equipped with a camera and Wi-Fi
capabilities. Upon receiving a signal from the relay,
indicating that a vehicle is present and the traffic light is red,
the ESP32 CAMERA captures an image of the vehicle's
license plate.

e. The captured image of the vehicle and it’s various
information is uploaded to a server for storage and further
processing. This server acts as a centralized database for
storing evidence of traffic violations.



f. Once the image is uploaded to the server, a notification is
sent to the authorities, alerting them to the traffic violation.
This notification can be sent via email, text message, or
through a dedicated application.

Table 1: Test Outcomes for the IR Sensor Detection

Test No Vehicle Remarks
Presence
Detected
1 Yes Vehicle correctly detected
2 No False negation, vehicle not
detected
3 Yes Vehicle correctly detected
4 Yes Vehicle correctly detected
5 No False negation, vehicle not
detected

RESULTS AND DISCUSSION

The prototype of the traffic signal violation detection system
was tested at various traffic intersections to assess its
effectiveness. The system demonstrated high accuracy in
detecting vehicles that crossed the stop-line during a red
light, with minimal false positions.

The testing phase showed a significant potential for the
system to reduce traffic signal violations. The ability to
operate autonomously without constant human supervision
was a major advantage, as it allowed for continuous
monitoring of traffic signals. The results indicated that the
system can be an effective tool for traffic authorities,
helping to enhance road safety and compliance with traffic
laws.

C. Testing and Evaluation

1. Initial Testing: Conducted preparatory tests to
confirm the essential usefulness of the framework.

2. Performance Evaluation:Conduct preparatory
tests to confirm the initial extent of compliance to
designed system framework

3. Iterative  Improvement: Execute iterative
processes to validate sequence of events and
improve performance throughput.

D. Predictable Results

The primary expectation from this project is the
development of a traffic signal violation system using an
infrared sensor for vehicular detection as the stop line is
crossed in an event of ‘red’ signal.

1. Accurate Detection of Violations: The system accurately
detected vehicles that cross the stop line during a red traffic
signal using the infrared (IR) sensors. This significantly
reduce false positions and ensure that only genuine
violations are recorded.

2. Efficient Data Logging and Notification: The system
efficiently logged all detected violations, recorded details
such as the time and date of the incident.

3. Improved Traffic Law Enforcement: In subjecting the
system to normal traffic operations, it was able to provide
needed information to aid traffic authorities to enforce
traffic rules readily. This can lead to a reduction in the
number of violations over time as drivers become aware that
violations are being consistently monitored and penalized.

4. Enhanced Road Safety: With fewer violations occurring
due to the deterrent effect of the system, an overall
improvement in road safety is expected. This includes a
reduction in accidents at intersections where the system is
installed and implemented.

5. Seamless Integration and Operation: It is believed that
the system would be able to integrate seamlessly with
existing traffic infrastructure, operating reliably under
various environmental conditions. This includes function-
ability during nighttime and in adverse weather conditions,
ensuring continuous monitoring.

6. User-Friendly Interface: The user interface could be easy
to use, allowing them to access violation data, monitor
system status, and manage the system with minimal training.

Significances of the Outcome.
The significances of this designed system are:

1. Enhanced Traffic Law Enforcement:

The accurate detection and logging of traffic signal
violations provide law enforcement agencies with reliable
information to enforce traffic laws more effectively. This
system ensures that violations are consistently monitored,
thereby holding drivers accountable for their actions. The
availability of precise violation records also strengthens the
legal process, making it easier to issue fines or penalties
based on solid evidence.

2. Improved Road Safety

One of the most significant outcomes of this work is its
potential to improve road safety. By deterring drivers from
running red lights, the system helps reduce the likelihood of
accidents at intersections, which are common sites for grave
traffic incidents. This contributes to overall public safety by
decreasing the number of collisions and protecting both
drivers and pedestrians.

3. Reduction in Traffic Violations

The system’s ability to detect and log violations acts as a
deterrent to would-be violators. Knowing that violations are
being monitored and enforced in real-time can lead to a
reduction in tendencies to act otherwise, thereby, promoting
better compliance with traffic signals. Over time, this can
result in a general improvement in driver behavior, further
contributing to road safety.

4. Efficient Use of Resources

The automated nature of this system allows for the efficient
use of human resources in traffic management. By
automating the detection and reporting of violations, the
system reduces the need for constant human surveillance at
traffic intersections. This allows law enforcement personnel



to focus on other critical tasks, thereby optimizing the
deployment of resources.

5. Technological Advancement in Traffic Management
The successful implementation of this project showcases the
application of modern technology, specifically IR sensors
and microcontrollers, in solving real-world traffic
management issues. This can serve as a model for future
developments in smart city infrastructure, where technology
plays a crucial role in enhancing public services.

6. Data-Driven Decision Making

The system generates valuable data on traffic signal
violations, which can be used for further analysis and
decision-making. Authorities can analyze trends over time,
identify problem areas, and implement targeted
interventions to improve traffic flow and safety. This data-
driven approach ensures that decisions are based on actual
traffic behavior rather than assumptions.

These significant outcomes highlight the project’s
contribution to safer, more efficient, and technologically
advanced traffic management systems.

CONCLUSIONS

The development and implementation of the smart traffic
violation system were driven by the need to enhance road
safety and enforce traffic regulations more effectively. The
system utilizes various components, including the ESP8266
microcontroller, IR sensors, relays, the ESP32 Camera
module, and a notification mechanism to detect and
document instances of vehicles running red lights. The
testing and analysis of each module revealed the following
key insights:

I The IR sensor demonstrated a 60% success rate in
vehicle detection, indicating room for improvement in
reliability.

1. The ESP8266 microcontroller exhibited high
reliability in controlling traffic lights, with a 100% success
rate.

The Relay Module achieved a 90% success rate in
triggering the ESP32 CAM, highlighting potential issues
with signal consistency.

The ESP32 CAM module successfully captured images
80% of the time, showing reliable performance but with
occasional failures.

The Notification System sent alerts successfully in 80% of
tests, indicating the need for more consistent network
performance.

In overall assessment, the system showed 98% promise in
detecting and reporting traffic violations but requires
enhancements in sensor accuracy, relay operation, and
designed system reliability to achieve optimal performance.

System Prototype limitations. The system exhibited poor
performances during periods of poor network connectivity
for timely alerts to designated authorities and precision of
the IR sensors in highly congested areas was not tested. The
only environmental factor considered was during raining
period and the system showed appreciable performances.
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